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Windows Server 2003 Optimization for AppLoader Injector

PREREQUISITES

Before proceeding ensure that the following NRG Global products are installed:

v' ScenarioBuilder
v' AppLoader
v Injector

Note that these applications may all be installed on the same Windows Server or on separate machines.

INTRODUCTION

This document will outline the steps to properly configure Windows Server 2003 R2 for optimal use as an
AppLoader Injector.

When working with Virtual Machines, we recommend completing the configuration steps outlined in this

document and running a typical load test to see how many rUsers your server can handle. Once you are
happy with the performance of this prototypical server, clone the server to create additional Injectors. For
details and tips on cloning Injectors, please refer to the Cloning Injectors on Virtual Servers section of this
guide.

INJECTOR OPTIMIZATIONS

GROUP POLICY CONFIGURATIONS

|INTERNET EXPLORER - DISABLE AUTOCOMPLETE AND HTTP ERROR MESSAGE POP-UPS

Go to “Group Policy Object Editor’ (GPO), Start - run-> type gpedit.msc.
Expand the “User Configuration tree”> “Windows Setting” - Right click “Internet Explorer Maintenance” >
select “Preference Mode”.

'iiii Group Policy Object Editor M= ET|

File  Action Wiew Help

¢ |EEFR @E

3 Local Computer Policy : Hame
E@ Computer Configuration Computer Configuration
-1 Software Settings @User Corfiguration
-] Windows Settings

-1 Administrative Templates
El@ User Configuration
CI Software Settings
-1 Windows Settings

- Remate Installation Services
Scripts {Logon,/Logoff)
ecurity Setkings

Programs
(2] Administrative Templates 4 | | _pl

Extended )\ Standard
|.0.|:|ply settings for this Group Policy abje |
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Windows Server 2003 Optimization for AppLoader Injector

Under “Internet Explorer Maintenance”, click “Advanced”. In the right pane, right-click on “Internet Settings”
and select “Properties”

'{iii Group Policy Object Editor M=l 2
File  Acktion ‘Wiew Help

= | Em R @ E

Z§ Local Computer Policy Marne | C
E@ Computer Configuration @cgrpgrate Sektings
- [®-[Z1 Software Settings
[:l Wwindows Settings
: [:I Adrinistrative Templates
El@ Iser Configuration
-1 Software Settings
EI[:] Windows Settings
il Remate Installation Services
Scripks (LogonfLogoff)

Security Settings
URLs
-] Administrative Templates 4 I I ﬂ

Internet Explorer Mainkenance
Security
|Opens the properties dialog box For the curren | |

Browser User Inkerface
Connection
Programs

kx| Advanced

Uncheck everything in the “AutoComplete” section.

Internet Settings Properties ﬂﬂ

Policies and Restrictions |

Ela Internet Settings AutoComplete
@ AutaComplete [ Fer lisar]
@ Dizplay settings
@ Advanced settings AutoComplete Settings
~{=¥ URL Encoding ™ Use inline AutoComplete for web addresses
+-[5¥ Component Updates [T Use inline AutoComplete in ‘Windows E splarer

[T Use AutoComplete for Web addreszes
[T Use AutaComplete for forms

r Ilze AutaComplete for user names and paszwords on
forrme

[~ Prompt to zave passwords

I, I Cancel Ampmly Help
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Windows Server 2003 Optimization for AppLoader Injector

Uncheck “Show friendly http error messages” in “Advanced Settings”.

Internet Settings Properties 7| x|

Palicies and Restrickions |

Ea Internet Settings I-‘f-"-|'-"‘-'~?'.'r'S j LI
@ .-'f-.ytcul:cumple_te [T Enable folder view for FTP sites
@ Dizplay zetings i
@ Advanced settings IV Show Go buttan in &ddress bar
|S¢ URL Encoding ™ Show mendiy hito erar messanes
=¥ Component Updates | Display a notification about every script emror []

Multimedia

I¥ Show pictures

¥ Enable Image Toolbar Hovering

¥ Enable &utomatic Image Resizing

[ Dot show HTML Content in the Media Bar
¥ Play animationz

¥ Flay videos

¥ Play sounds
I Sraart imans ditherinn LI

(] 4 I Cancel apply | Help |

Click “OK” to save settings and close the window.

INTERNET EXPLORER - ENABLE SENDING OF NON-ENCRYPTED DATA (WITHOUT
‘WARNING” MESSAGE)

Prevent the following pop-up from occurring in Internet Explorer:

Internet Explorer E3

{7 ) When you send information to the Intemet, it might be
b possible for others to see that nformation. Do you want
to conbinue?

™ Inthe future, do not show this message,

In Group Policy Object Editor, navigate to “Internet Zone” settings and Enable “Submit non-encrypted form
data™

Computer Configuration> Administrative Templates—> Windows Components—>Internet Explorer—->
InternetControl Panel-> Security Page—> Internet Zone

m © 2013 NRG Global, Inc. All rights reserved. Page 5
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'fi Group Policy Object Editor

File:

Ackion  Wiew  Help

=1 E3

&= | BAEE R @0

B

Computer Configuration

[ Software Sektings

[Z7 windows Settings
Adminiskrative Templakes

=1 windows Companents

----- [Z1 MetMeeting

----- [_ Accelerators

-] Application Compatibility

----- [:I Delete Browsing Hiskory

----- [Z Compatibilicy View

=[] Inkernet Control Panel

B2 Security Page

i3] Internet Zone

----- [ Lacked-Down Internet Zone

----- D Inkranet Zone

----- 2] Locked-Daven Intranet Zone

----- [ Trusked Sites Zone

----- |27 Locked-Down Trusted Sites Zone
----- [_1 Restricked Sites Zone

----- [Z1 Locked-Down Restricted Sites Zone
|21 Local Machine Zone

----- [ Locked-Down Local Machine Zone
----- [Z1 advanced Page

=[] Security Features

|

Submit non-encrypted form data

Display Properties

Description:

This policy setting allows vou ko
manage whekher data on HTML Forms
on pages in the zone may be
submitted. Forms sent with S50
(Secure Sockets Layer) encryption
are always allowed; this setting only
affects non-S5L form data submission,

If vwou enable this policy setting,
information wsing HTML Forms on
pages in this zone can be submitted
automatically. IF wou select Prompt in
the drop-down ba, users are queried
ta choose whether to allow
information using HTML Forms on
pages in this zone to be submitted.

If yvou disable this policy setting,
information using HTML Forms on
pages in this zone is prevented From
being submitked.

|»

-

:I @ Internet Zone

Setting |

B s sckive covinkinn
kil |

W Java permissions

(=M Access data sources across domains

oy

= Allows active content over restricted protocols ta acc

..... [Z1 RSS Feeds Requirements: v R R y
53] Internet Explorer At least Internet Explarer 6.0 in g}! Automatic prompting faor file downloads
(3] Inrivat ‘Windows 5P Service Pack 2 or = Aukomatic prompting For Ackivel cantrals
""" nFrivate windows Server 2003 Service Pack 1

E’Fﬁ only allow approved domains to use Active contral:
E‘rﬁ Turn on Cross-Site Scripting (%55) Filker

4 Allovs META REFRESH

@ Allows script-initiated windows without size or positior
@ Allow binary and script behaviors

E‘i Display mixed content

E“i Do not prompt: for client certificate selection when r
g Allow drag and drop or copy and paste files

@ Allow installation of desktop items

E‘i Launching applications and files in an IFRAME

E‘rﬁ Mavigate windows and frames across different doms
193'[ Open files based on content, not file extension

@ Software channel permissions

Subrnit non-ed te
E‘Fﬁ Use Pop-up Blocker
@ Userdata persistence
@ Web sites in less privileged Web content zones can

o

Extended A4 Standard /

Submit non-encrypted form data Properties EHE |

Setting | E:-:plainl

@ Submit non-encepted form data

i~ Mot Configured
{* Enabled
™ Dizabled

Submit non-encrypted farm data

Supported oAb least Internet Explarer 5.0 in 'Windaws =P Service P...

Mext Setting |

o |

Previous Setting |

Cancel | Apply

Click “Apply”.

A
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Repeat for “User Configuration”

User Configuration-> Administrative Templates—> Windows Components->Internet Explorer->
InternetControl Panel-> Security Page—-> Internet Zone

Ih‘n Group Policy Object Editor

File  Action ‘iew Help

=

€ o (B E R @

::_j Lacal Computer Palicy
E| @ Computer Configuration

|»

[ Software Settings
72 Windows Settings
: [:l Administrative Templates
=] @ User Configuration
|27 Software Settings
[:l Wwindows Settings
E|[:| Administrative Templates
E1-21 Windows Camponents
[:l MetMeeting
5[] Inkernet Explorer
5[ Internet Control Panel
EI[:] Security Page
a Internet Zone
[ Locked-Down Inkernet
D Intranet Zone
(] Locked-Down Inkranet
(1] Trusted Sites Zone
[ Locked-Down Trusted
--[_] Restricted Sites Zone
[ Locked-Down Restrick

[ Local Machine Zone
-] Locked-Down Local Me
-1 Advanced Page

[ Offline Pages

(7] Browser menus

[ Tookars

D Persistence Behavior

-[(1 Administratar Approved Contr
-1 Security Features

|7 Application Compatibility

B Internet Zone

Submit non-encrypted form data

Display Propetties

Requirements:

at least Internet Explorer +6.0 in
Windows XP Service Pack 2 or 'Windows
Server 2003 Service Pack 1

Descripkion:

This policy setting allows wou ko manage
whether data on HTML forms on pages in
the zone may be submitted. Forms sent
with S5L (Secure Sockets Laver)
encryption are always allowed; this
setking only affects non-55L Form data
submission,

If you enable this policy setting,
information using HTIML Forms on pages in
this zone can be submitted automatically,
If ywou select Prompt in the drop-down
box, users are queried to choose
whether to allow information using HTML
forms on pages in this zone to be
submitted,

If ywou disable this policy setting,
information using HTML Forms on pages in
this zone is presented From being
submitted,

If you do not configure this policy
setting, users are queried to choose
whether to allow information using HTML
forms on pages in this zone to be

© 2013 NRG Global, Inc. All rights reserved.

Setting

@ Allow Scriptlets

f;j Run .MET Framework-reliant components signed with Authent
E‘:ﬁ Run .MET Framework-reliant components not signed with Aot
Eﬂ Download signed Activel controls

@ Daownload unsigned Activer conkrols

E‘i Initialize and script Ackivel controls not marked as safe

E‘i Run Activey contrals and plugins

Eﬂ Script Actives conkrols marked safe For scripting

f;j Allow File downloads

E‘i &llow Font downloads

E‘i Java permissions

@ Access data sources across domaing

f;j Allow active content ower restricked prokocols to access my oo
E‘:ﬁ Automatic prompting For File downloads

Eﬂ Autonatic prompling For Actived controls

i Allow META REFRESH

E‘i Allow script-initiabed windows without size or position constrai
E‘i Allave binary and script behaviors

Eﬂ Display mixed content

f;j Do nok prompt For client certificate selection when no certifice
E‘i Allow drag and drop or copy and paste files

E‘i Allow inskallation of deskkop items

@ Launching applications and files in an IFRAME

f;j Mavigate sub-frames across different domains

Eﬁ Open files based on content, not file extension

Eﬂ Software channel permissions

Form data

Submit mon-en
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Windows Server 2003 Optimization for AppLoader Injector

INTERNET EXPLORER - EMPTY TEMPORARY INTERNET FILES FOLDER

Enable “Empty Temporary Internet Files folder when browser is closed” setting in Group Policy Object Editor to
clear the browser cache:

i Group Policy Object Editor

File Ackion “ew Help

& = | =)
::_‘j' Local Computer Policy | | Fetting State |
@ Computer Canfiguration @ Do mok allove resetting Internet Explorer settings Mot configured
[ Software Settings @ Automatically check For Internet Explorer updates Mot configured
[ windows Settings @ Allove Install On Demand (Internet Explorer) Mot configured
-3 Admln!stratwe Templates @ allow Install On Demand (except Internet Explorer) Mot corfigured
B @ UDserSCznflgur;tltotlj @ Allows third-party browser extensions Mot configured
D \'\? ;\lare Sett.lngs @ Play animations in web pages Mot configured
indows Settings
ED Adminiskrative Tgemplates @PIay sounds in web pages Mot configured
=1 Windows Components Play V|dePs in web pages . Mot conffgured
(2] MetMesting @ Allows active content from CDs ko run on user machines Mot configured
_____ [ RSS Feads @ Allovs software to run or install even if the signature is invalid Mot configured
-2 Internet Explarer @ Check for server certificate revocation Mot configured
..... [Z3 InPrivate @ Check for signatures on downloaded programs Mot configured
..... (23 Accelerators @ Do not save encrypted pages ta disk Mot configured
-] Application Compatitili
=[] Internet Control Panel @ Turn off Profile Assistant Mot configured
[Z Security Page b @ Turn off ClearType Mot configured

a Advanced Page @Turn on Caret Browsing support Mot configured
----- [0 Delete Browsing History | & Uise HTTP 1.1 Mot configured
""" (3 Compatibiliy View @ Use HTTP 1.1 through proxy connections Mot configured

----- [ offline Pages @ Turn off Encryption Suppart Mot configured
----- [ Browser menus

----- [Z Toolbars

----- D Persistence Behavior

----- [Z1 Administrator Approved
B-[_] Security Features

B[] Internet Settings -
< | L4 Extended >\ Standard

57

Check “Delete saved pages when browser closed” in Advanced Settings — Security section:

i Group Policy Object Editor _[Of =]

File Action Wiew Help

= AW EFR 2
::_‘j' Local Computer Policy Iame | Deescripkion |
Computer Configuration {mCarparate Settings CWINDOWS TNFIEM| 0409 ine, .,

{21 Software Settings {slInternet Settings CWINDOWS|INFEM| 0409} ine. .,
(] Windows Settings
[ Administr ative Templates

User Configuration
D Software Settings Internet Settings Properties ﬂ E

[Z1 Windows Settings
Remate Installation Sei
] seripts (Logon/Logoff -
=] serip s (LogonLogoff) =23 Intemet Settings IV Play sounds |
ecurity Settings . —
. 1o AutoComplete V' Smart image dithering
Internet Explorer Mainl X . X
1z Display settings [~ Show image download placeholders

Browser User Inter
Cannection Security

additional Settings |

g
17z URL Encoding

b ;leR;usrit e Component Updates [V Enable Profile Assistant

= Progra:;s [V Delete saved pages when browser closed

2} -

Advanced [ Danot save en&;pted pages to disk
F-(_] Adrinistrative Templates IV wiam if forms subrmit iz being redirected J
= ‘“Warn if changing between secure and not secure
mode

Microsoft VM

[ Microzaft W logging enabled
v Microzoft WM JIT compiler enabled

Meimdim LI
Ok I Cancel I Apply | Help |

m © 2013 NRG Global, Inc. All rights reserved. Page 8
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|INTERNET EXPLORER - PREVENT IE “WELCOME” MESSAGE

i set Up Windows Internet Explorer &

@ Welcome to Internet Explorer 8

Internet Explorer & helps you use the Internet even faster than before.

MNewr features like search suggestions retrieve information as you type,
and Accelerators let you preview online services just by pointing vour
mouse at them

Learn about these new features and how to manage their settings

Read the Intetnet Explarer Privacy Staternent online

Mext Ask me later

Run GPEDIT.MSC

Find “Administrative Templates”, drill to “Windows Components”, “Internet Explorer.” Double click on “Internet
Explorer” to bring up the list of settings in the right pane. Find “Prevent Performance of First Run Customize
Settings” and right-click on it. Select “Edit” and click “Enabled”. In the “Options” pane choose “Go directly to
home page” from the drop down list. Click “Apply”.

i Group Policy Object Editor N [=]

Sile  Action  Wiew  Help

o BEER|SE

= Prevent performance of First Run Customize settings Properti... E
if Local Computer Palicy =
EI@ Computer Configuration Setting | E:.:p|ain|

] Software Settings | E
- Windows Settings 1M Prevent performance of First Fun Custamize settings
: -] Administrative Template
EI& User Configuration

»

[ Software Settings . _Not Qon.figured
El-Z0) Windows Settings Lol i
=12 Administrative Template ¢ Dizabled
17 Windaws Campaner — D|.DVEI’. Help Menu
-] MetMeeting Select your choice |Go directly to home page j wigation bar
----- [ R55 Feeds -
223 Internet Explor
----- D InPrivate
----- [ Accelerator L Feature
-] Application
B[] Internet Co ber
.... (0 Delete Brw_ ter Warnings
----- [ Compatibilit
----- (L ©Ffline Page o
----- 1 Browser me thin the browser

""" (1 Toolbars Supported or: At least Internet Explorer 7.0 et Explorer
----- [ Persistence . . .
_____ (] Adninistrat Previous Setting | Mext Setting | ard

er Experience Improvement P...

-1 Security Fe.

-] Internet Se ok I Cancel | &pply | Customize settings

----- [ Application Corr |

Tl T T ST, {aXTnTalluTu BIKRLTS lnTel-Ta B ok Ta' 'akkiree
8=baride| <T | =
| I 4 Extended A Standard /

m © 2013 NRG Global, Inc. All rights reserved. Page 9
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Click “OK” and close Group Policy Object Editor.

WINDOWS COMPONENTS & SYSTEM PROPERTIES

INTERNET EXPLORER - DISABLE IE ENHANCED SECURITY CONFIGURATION

This will eliminate the majority of IE pop-up messages

Go to “Control Panel” - “Add Remove Programs” = “Add Remove Windows Components”

8 Add or Remove Programs =] B3

Currently installed programs: [~ show updates Sort by lm
|'|i‘.ZL Acronis True Image Enterprise Server 04.00ME K
ﬁl Acronis True Image Agent Size S3.44MB —
ﬁl Active Directory Management Pack Helper Object Size 0.05ME
ﬁ Adobe Flash Player 10 Plugin Size 1,77ME
ﬁl api Laborworkx® Code Access Security Settings Size 0,76ME
ﬁl ATI Display Driver

ﬁl ChrorikerfAgent Size 0.27ME
@ Citrize online plug-in - web Size  14.48MB
©2 Compatibility Pack for the 2007 OFfice system Size  63.52MB
ﬁl Headless Server Registry Update Size 0.09ME
3 Injector Szs 2549ME

Uncheck “Internet Explorer Enhanced Security Configuration”

Windows Components Wizard

Windows Components
You can add of remave components of YWindaws,

To add or remaove a component. click the checkbax. A shaded box means that only
part of the component will be installed. To see what's included in a component, click

Details.

Companents:

[] P Indexing Service 00ME =]
42 Internet Explarer Enhanced Secunty Configuration I 0.0ME iy
Had Management and Moritonng Tools 27 9B

<7 Microsoft NET Framework 2.0 0.0Me

1 2 Matwnrkinn Senvires A7 MR T

Description:  Includes Windows Accessories and Ubilities for wour computer.

Total disk space required: R399 ME Bl |
Space avaiable on disk: 11167.1 ME

< Back I Mext » I Cancel | Help |

m © 2013 NRG Global, Inc. All rights reserved.
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ALLOW REMOTE DESKTOP CONNECTIONS TO THE INJECTOR SERVER
Injectors require that remote desktop connections are allowed.

Right click “My Computer’-> “Properties”

Open

Explore
Search...
Manage

Map Metwork Drive. .,
Disconnect Metwork, Drive, ..

Create Shorbout
Delete
R.enarme

l Properties I

Click on the “Remote” tab and check the “Enable Remote Desktop on this computer” check box. Click “OK”

General I Computer Mame | Hardware |
Advanced | Automatic Updates Remate

(f -:-' Thiz computer haz been configured to run Terminal Server.
The Terminal Server component allows multiple users to connect
rernotely using client software and run programs on the server.

Turn on Remote Azsistance and allow invitations to be zent from this
computer

Learn more about Bemote Sssistance.

Sdvanced.. |

— Remote Deskiop

¥ Enable Remate Desktop on this computerl

Important: To allow uger to connect remotely o this computer, you
muzt add them to the Remote Desktop Uszers Group. For step-by-step
instructions. gee To add uzers to the Remote Deskiop Users group.

Far mare information, see T erminal Server Help.

Ok I Cancel Apply

m © 2013 NRG Global, Inc. All rights reserved. Page 11
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INSTALL WINDOWS TERMINAL SERVICES LICENSE

Install Windows Terminal Services License if you don’t have one already. Microsoft allows for unlimited users
for 4 months on any machine.

Go to “Control Panel” - “Add Remove Programs” - Click “Add Remove Windows Components”;

Endd or Remove Programs =1 B3

Currently installed programs: [~ Shaw updates Sork by IName vl

|'|i.:.ZL Acronis True Image Enterprise Server 04 G

 suppott information.

his program From your compute 0

ﬁl Acronis True Image Agent Size S3.44MB —
ﬁl Active Direckary Management Pack Helper Object Size 0,05MB
ﬁ Adobe Flash Player 10 Plugin Size 1,77MB
ﬁl api Laborworkx® Code Access Security Settings Size 0,76ME
ﬁl ATI Display Driver

ﬁl Chronikeragent Size 0.27ME
@ Citrize online plug-in - web Size  14.48MB
E_‘, Campatibility Pack far the 2007 Office system Size  63.52MB
ﬁl Headless Server Registry Update Size 0,09MB
3 Injector Szs 2549ME
e

Click the check boxes for “Terminal Server” and “Terminal Server Licensing”;

Windows Components Wizard E

Windows Components
'ou can add or remove components of *Windows,

To add ar remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click
D etails.

Components:
[ ] @ Sybsyster for LUNI-bazed Applications 1.9 B :I

W L] Dpaate mom Cenmeae OTIE
1 yindnws Denlnument Services 79AmMR T

Description:  Configures this computer as a Terminal Server license server that
provides client licenses.

Total disk space required: 54 5 MB Dietail
Space availabls on disk: 11167.0 MB _Dest |

< Back I Mexst I Cancel | Help |

Click “Yes” to the “Configuration Warning” message;

Configuration Warning Ll

Internet Explorer Enhanced Security Configuration will significantly restrick the ability of Users on a kerminal server ko browse the Internet From their Terminal Server
! session, To change this setting For users, click Mo, go to Internet Explorer Enhanced Security Configuration, click Details and then uncheck the box For users,
.

Do you want ko continue the installation with these settings?

o

After you have selected the two check boxes click “Next”.

m © 2013 NRG Global, Inc. All rights reserved. Page 12
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Click “Next”

Terminal Server setup
rou chosze toinstall Terminal Server on this computer

Thiz option inzstallz Terminal Server, which configures the computer o run - &
& programs for multiple simultaneous users. Mote: By default only members of |

the local Adminiztrators group will be able to connect ta thiz Terminal

Server. You will need to add user accounts to the local Remate Desktop

Uszerz group to allow ugers bo connect to this Terminal Server. Do not

inztall Terminal Server if pou only need Remote Desktop for administration,

which iz inztalled by default, anhd may be enabled by opening the Remote

tab of the System control panel applet and enabling remote connections.

Frogram Inztallation: If you continue with this inztallation, programs that are
already installed on wour server will no langer wark, and will have to be
reinztalled. vou must uge Add or Remove Programs in Contral Panel
wheneyver you install programs to uze on a Terminal Server,

Licenzing: To continue using Terminal Server after an initial grace period J
-

< Back

Select “Relaxed Security” and click “Next”

Windows Components Wizard |

Terminal Server Setup
Select default permizsgions for application compatibility,

Some applicationz require special access to system resources, such as the reqisty and
gigtern directaries, in order to work, cormectly,

 Full Security

Thiz option uges the latest Windows Server 2003 zecurity features and provides
the most zecure environment for pour Terminal Server. However, some
applications that were designed to run on earlier platforms might not run propely.
'ou zan uze the Terminal Services Configuration tool to relas secunty at any time
if thiz option proves to be too restrictive.

LE iy

/% Thiz option lessens many of the security enhancements inwWindows Server
2003. Under this configuration, uzers have access to critical registry and system
file locations. This may be necessary in order to n zome applications that were
dezigrned for earlier platformes.

< Back I Heut » I Cancel Helg

© 2013 NRG Global, Inc. All rights reserved.
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Windows Server 2003 Optimization for AppLoader Injector
Check the radio button next to “I will specify a license server within 120 days” and click “Next”

Windows Components Wizard

Terminal Server Setup
Awindows Server 2003 Terminal Server licensze zerver iz required. Y'ou can
zpecify the license server now or within 120 davs.

Irmpartant: Thiz Temminal Server muzt connect to a Windows Server 2003 T erminal
Server licenze semer within 120 days bo enzure continued functionality.

" Use these license servers:

Check, Namesl

Separate licensze server names with commas.
Example: Serverl, Serverd. erample.com, 192.168.1.1

£ Use automatically discovered license servers

1
(+ | will specify a license server within 120 days]

< Back I et » I Cancel Helg

m © 2013 NRG Global, Inc. All rights reserved. Page 14



Windows Server 2003 Optimization for AppLoader Injector

Select the radio button next to “Per User Licensing mode” and click “Next”.

Windows Components Wizard

Terminal Server Setup
Specify the censing mode that pau want this Terminal Server bo uze,

Y'ou can configure the licenzing mode on a Terminal Server az Per Device or Per Lzer.

Important; The licenzing mode on thiz Terminal Server must match the tepes of Terminal

Server client access icenzes [Calz] inztalled on the Terminal Server icenze server that
this computer uses.

{~ Per Device licensing mode

Each device connecting to thiz Terminal Server requires a CAL.

% iPer L ser icenzing mods

E ach uzer connecting to thiz Terminal Server requires a Cal.

< Back I Hest = I Cancel Help

Click “Next”

Windows Components Wizard i x|
N

Terminal Seriver.icensing Setup T
Provide the information needed to set up this computer as a license server. “@

Specify the role of the license server and the location of the license server database,
Make this license server available to:

Install license server database at this location:

IC:\WINDOWS\Sys(em32\LServel Browse... |

<Back [ New> |  Concel | Hep |

Windows Server 2003 will then begin installing your Terminal Server. Click “Finish” when done.

m © 2013 NRG Global, Inc. All rights reserved. Page 15
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Windows Components Wizard |

Completing the Windows
Components Wizard

You have successfully complated the *Windows
Components ‘wizard.

To cloge this wizard, click Finish.

< Back

Help |

A system restart will be required. Click “Yes”

System Settings Change E[

€ ‘oumust restart your computer before the new settings will take effect.
L]
S
: Do you wank Eo restark wour computer now?

m © 2013 NRG Global, Inc. All rights reserved. Page 16
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ADVANCED OPTIMIZATIONS

|[OPTIONAL] SETTINGS FOR BEST PERFORMANCE AND DISABLING PAGING

Optimizing your server to use more physical memory and less disk I1/0O and CPU can be a performance
enhancer. However, disabling Page Filing on systems with low RAM can cause degradation in performance.
This step should only be taken by advanced users with a comprehensive understanding of their
system’s resources.

Right click on “My Computer” > “Properties”

Open

Explore
Search...
Manage

Map Metwork Drive. .,
Disconnect Metwork, Drive, ..

Create Shorbout
Delete
R.enarme

Click on the “Advanced” tab. Click on the “Settings” button under the “Performance” area.

System Properties |
General | Computer Mame I Hardware
Advanced I ASutomatic Updates I Remate

'ou muzt be logged on az an Adminiztrator to make most of these changes.

~ Performance
Wizual effects, processor scheduling, memary uzage, and wvirtual memaony

Settings |

 Uzer Profiles

Desktop settings related to your lagon

Settings |

— Startup and Recavery

Systern startup, systern Failure, and debugaing infarmation

Seftings |

E rwironment ' ariables | Error Reparting |

0K I Cancel | Apply |
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Click on the radio button “Adjust for best performance” under “Visual Effects”. Click Ok.

Performance Options e
Wisual Effects Indvanced I Data Execution Prevention I

Select the settings wou wank ko use for the appearance and
petfarmance of Windows an this computer.

€ Let Windows choose what's besk For my computer

O Animate windaws when minimizing and maximizing -
O Fade or slide menus into view

O Fade ar slide ToclTips inka view

O Fade out menu items after clicking

O show shadaws under menus

O show shadows under mouse poinker

O show transhucent selection rectangle

O shows window contents while dragging

O slide apen combo baxes

O slide taskbar buttons

11 Smooth edges of screen Fonts LI

. Adijust For best app

Custam:

Ok I Cancel Spply

AFTER MAKING CHANGES

After making any of the recommended configuration changes in this document, you’ll need to reboot your
Injector server for your changes to take effect. Be sure that the AppLoader process is running on the
Controller machine, and the Injector and Vstation processes are running on the Injector machine prior to
creating rUsers. The process icons should appear in the Windows taskbar;

a2 ApplLoader
Injector
m Vstation

R 11:48 AM
Ll PR §i3/2011 =

CLONING INJECTORS ON VIRTUAL SERVERS

Virtual Servers are a cost effective alternative to expensive physical hardware. Additionally, they offer the
flexibility to customize and duplicate configurations with ease. But to fully maximize the benefits of virtual
servers, it is imperative that you create the most efficient server possible before cloning. We can'’t stress
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enough, the importance of taking the time to optimize your server as outlined in this document and creating
and running sample test cases prior to cloning. Once you have optimized your prototypical server, clone away!

UPDATE VSTATION.INI FILE

To register each Injector with the AppLoader Controller you'll need to execute the following steps on each

cloned server:

From the Windows Task Manager, look for the Injector.exe process. If running, End Process.

Browse to Program Files\NrgGlobal\Injector\ and find the vstation.ini file. Open with Notepad. Overwrite the
following parameters with the Injector IP address and Name (the file will show the IP address and Name of the
prototypical server from which you cloned):

//vstation's own IP address- this is the ip used to communicate with the Controller
ipaddress=192.168.0.1

//host of the injector
host=Injectorl

//alias of the injector to be shown on Controller
alias=Injectorl

//location of injector for display on Controller
location=Injectorl - 192.168.0.1

//description of injector
description=Injector Injectorl added via Injector Installer

Save and close the vstation.ini file.

From Start, open All Programs>Injector. Click “Start Injector” and “Register Injector with Controller” (which
starts the Injector.exe and checkserver.cmd processes).

Each successfully registered Injector will appear in the ‘Manage Injectors’ window of the AppLoader Controller.
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