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Windows Server 2008 Optimization for AppLoader Injector

PREREQUISITES

Before proceeding ensure that the following NRG Global products are installed:

v' ScenarioBuilder
v' AppLoader
v Injector

Note that these applications may all be installed on the same Windows Server or on separate machines.

INTRODUCTION

This document will outline the steps to properly configure Windows Server 2008 for optimal use as an
AppLoader Injector.

When working with Virtual Machines, we recommend completing the configuration steps outlined in this
document and running a typical load test to see how many rUsers your server can handle. Once you are
happy with the performance of this prototypical server, clone the server to create additional Injectors. For

details and tips on cloning Injectors, please refer to the Cloning Injectors on Virtual Servers section of this
guide.

INJECTOR OPTIMIZATIONS

GROUP POLICY CONFIGURATIONS

|INTERNET EXPLORER - DISABLE AUTOCOMPLETE AND HTTP ERROR MESSAGE POP-UPS
Go to the Group Policy Object Editor (GPO): Start > Run-> type gpedit.msc.

1. Right click on “Internet Explorer Maintenance” and select “Preference Mode”

[Local Group Policy Editor] > User Configuration-> Windows Settings - Internet Explorer Maintenance
R
File Action View Help

e Al
\=[ Local Computer Policy Mame
=] Al Computer Configuration gﬁ'mwser User Interface
] software Settings @Connecﬁon
:_I Windows Settings {EURLs Favorites, Links and Important URLs
=] i'-'«dmiﬂiStfaﬁffE Templates B security Zones & Ratings and Authenticode
= User Configuration Programs Default program settings and external programs
] software Settings
=[] windows Settings
<= Scripts (Logon Logoff)
g Security Settings
% Policy-based QoS

= Internet Explorer Maint

t Browser Settings. ..
= Browser_User Interf: Prefer
k=] Connection

URLs Reset Browser Sethings

| Description
Title, bitmaps, logos, etc.

Connection settings, proxy and autoconfig

8] Security
EI Programs :
| Administrative Templates Export List...

Help
|Ap;ivsetti’1gsforﬂisGrotpPoicyobjectorwonoe

View L4
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Windows Server 2008 Optimization for AppLoader Injector

2. Select the “Advanced” folder from the tree hierarchy. In the window to the right, right click the “Internet
Settings” and select “Properties”.

[Local Group Policy Editor]-> UserConfiguration—>Internet Explorer Maintenance - Advanced (after clicking on
preference mode in previous step)

E Local Group Policy Editor ;lglil

File  Action View Help

o A ol lENEY
_EJ' Local Computer Palicy Mame | Description |
El i Computer Configuration @Corporatﬁ Settings C:\Windows\INF\IEM\0409inetc. ..
J Software Settings Criwindows\INF\IEMY0409inets. ..
| Windows Settings
~| Administrative Templates
User Configuration
| Software Settings
~| Windows Settings
[£| Scripts (Logon/Logoft)
jg, Security Settings
Palicy-based QoS
= % Internet Explorer Maintenance
Browser User Interface
Connection
Iz ] URLs
i‘ Security
EI Programs
kx| Advanced
~| Administrative Templates

DEHFREEE

|D|:lens the properties dialog box for the current selection.

3. Uncheck everything in the “AutoComplete” section

Internet Settings Properties ﬂil

Additional Settings |

=l a Intemet Settings AutoComplete
: 'ﬁ e [Perlser]
Diisplay settings
Advanced settings AutoComplete Settings
E URL Encoding [T Use inline AutoComplete for Web addresses
+:5p Component Updates [T Use inline AutoComplete in Windows Explarer

[T Use AutoComplete for Web addresses
[ Use AutoComplete for forms

r lUse AutoComplete for user names and passwords on
forms

[~ Prompt to save passwords

Ok I Cancel Appli Help

m © 2013 NRG Global, Inc. All rights reserved. Page 4



Windows Server 2008 Optimization for AppLoader Injector

4. Uncheck “Show friendly http error messages” in “Advanced settings”

Additional Settings |
Ea Iri Hﬁr‘m [ ulauulu.aulpl. [T TN :I
[+ AutoComplete ™ Show friendly URLs
ol = Display settings ¥ Use smooth scrolling
----- : .7 Advanced settings ¢ Enable page transtions J
""" Laf URL Encoding [V Enable page hit courting
w22 Component Updates ¥ Automatically check for Intemet Explorer updates
IUnderine links
[ <]
[ Enable folder view for FTP sites
¥ Show Go button in Address bar
r|_ Show friendly http emor messages |
™ Display a notification about every script emor
Multimedia
E Chrar mirh irao ;I
K, I Cancel apply | Help |

5. Click “OK” to save settings and close the windows.

INTERNET EXPLORER - ENABLE SENDING OF NON-ENCRYPTED DATA (WITHOUT
‘WARNING” MESSAGE)

Prevent the following pop-up from occurring in Internet Explorer:

Internet Explorer E3

7 When you send information to the Intemet, it might be
e possible for othess to see that n¥ormation. Do you want
to conlinue?

™ Inthe future, do not show this message,

In Group Policy Object Editor, navigate to “Internet Zone” settings and Enable “Submit non-encrypted form

data™

[Group Policy Object Editor] > Computer Configuration—> Administrative Templates ->
Windows Components—> Internet Explorer-> Internet Control Panel - Internet Zone

In the right pane, right-click “Submit non-encrypted form data”

A
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Windows Server 2008 Optimization for AppLoader Injector

Dbject Editor =] B3
File  Action Wiew Help
- | AE B @

..... D
..... D
123
..... D
..... D

Computer Configuration

[ Software Sektings

[Z7 windows Settings

[Z7 Administrative Templates
=110 Windows Components
----- [Z1 MetMeeting

----- [Z1 RSS Feeds

[_] Inkernet Explorer

InPrivate

Accelerators
Application Compatibility
Delete Browsing Hiskory
Compatibility View

=1+ Internet Control Panel

[Z Security Page

i3] Internet Zone

----- [ Lacked-Down Internet Zone

----- D Inkranet Zone

----- 2] Locked-Daven Intranet Zone

----- [ Trusked Sites Zone

|27 Locked-Down Trusted Sites Zone
----- [_1 Restricked Sites Zone

----- [Z1 Locked-Down Restricted Sites Zone
----- |21 Local Machine Zone

----- [ Locked-Down Local Machine Zone
[Z1 advanced Page

=[] Security Features

|

Submit non-encrypted form data

Display Properties

Requirements:

At least Internet Explorer 6,000
Windows ¥P Service Pack 2 or
Windows Server 2003 Service Pack 1

Description:

This policy setting allows vou ko
manage whekher data on HTML Forms
on pages in the zone may be
submitted. Forms sent with S50
(Secure Sockets Layer) encryption
are always allowed; this setting only
affects non-S5L form data submission,

If vwou enable this policy setting,
information wsing HTML Forms on
pages in this zone can be submitted
automatically. IF wou select Prompt in
the drop-down ba, users are queried
ta choose whether to allow
information using HTML Forms on
pages in this zone to be submitted.

If yvou disable this policy setting,
information using HTML Forms on
pages in this zone is prevented From
being submitked.

|»

Setting

:I @ Internet Zone

[

W Java permissions

E‘i Access data sources across domains

E‘rﬁ Allow active content over restricted protocaols ko acc
193'[ Automatic prompting faor file downloads

@ Automatic prompting For Activel controls

E’Fﬁ only allow approved domains to use Active contral:
E‘rﬁ Turn on Cross-Site Scripting (%55) Filker

4 Allovs META REFRESH

@ Allows script-initiated windows without size or positior
@ Allow binary and script behaviors

E‘i Display mixed content

E“i Do not prompt: for client certificate selection when r
g Allow drag and drop or copy and paste files

@ Allow installation of desktop items

E‘i Launching applications and files in an IFRAME

E‘rﬁ Mavigate windows and frames across different doms
193'[ Open files based on content, not file extension

@ Software channel permissions

Subrnit mon
E‘Fﬁ Use Pop-up Blocker
@ Userdata persistence
@ Web sites in less privileged Web content zones can

vI G‘:’T Alleuss acbivee covinkinn I

o

Extended A4 Standard /

Check “Enabled” and click “Apply”.

Submit non-encrypted form data Properties K E3 |

Setting | E:-:plainl

@ Submit non-enciypted form data

" Mot Configured
¥ Enabled
" Dizabled

Supported on;

Previouz Setting |

Submit non-encrypted form data

Hesxt Setting

A leazt Internet Explorer B.0 in 'Windows =P Service P...

o |

Cancel |

Apply

A

© 2013 NRG Global, Inc. All rights reserved.

Page 6



Windows Server 2008 Optimization for AppLoader Injector

Repeat for “User Configuration”

Group Policy Object Editor - User Configuration—> Administrative Templates -

Windows Components—> Internet Explorer-> Internet Control Panel - Internet Zone

In the right pane click “Submit non-encrypted form data”

File

Action

View  Help

H Local Group Policy Editor

e

| E = | H &

\=[ Local Computer Policy
= i Computer Configuration

| Software Settings

oM

| Windows Settings

| Windows Sethings
Administrative Templates

= Templates

ngs

| Cantral Panel

Deskiop
Mekwork,
Shared Folders

| Start Menu and Taskbar

Swstem
wWindows Components
| Application Compatibility
| Attachment Manager
| AutoPlay Paolicies
| Backup
Desktop Window Manager
| Digital Locker
" Impart Yideo
| Inskant Search
| Inkernet Explorer
| Acceleratars
| Administrator Approved Controls
Application Compatibility
Browser menus
Compatibility Yiew
Delete Browsing History

| InPrivate
Bl ] Internet Control Panel
P A Dana

Sekting

State

|=] Access data sources across domains

Al active scripking

=) Allows META REFRESH

|52 Allows cut, copy or paste operations from the cipboard via script
Allowy binary and script behaviors

Use Pop-up Blocker

|2 | Display mixed content

= | Dowenload signed Activer controls
Download unsigned Activer contrals

Allowe drag and drop or copy and paste Files
Allow file downloads

Allaws Fonk downloads

|2 Allow installation of desktop items

|| Jawa permissions

Launching applications and files in an IFRAME
|i2] Logan options

|2 Cpen files based on conkent, not file extension
|=] Mavigate windows and frames across different domains

Automatic prompting for Activex controls
=] Adkarmatic prompting for file downloads

|2 Run Ackivels controls and plugins

|=] Soripk Actives controls marked safe For scripting

i=| Initialize and scripk Activel controls nok marked as safe
Scripting of Java applets

- | Software channel permissions

==

221 Towrm am Craec-Sika Serinkinn (YSSY Filkar

=) Allows active content over restricted protocals bo access my comp. ..
i=| Do nok prompt For client certificate selection when no certificates ...

=) Only allow approved domains to use Activel controls without pro..,

=| Run MET Framework-reliant components signed with Authenticode

Mot configured
Mat configured
Mot configured
Mot configured
Mot configured
Mat configured
Mot configured
Mot configured
Mat configured
Mot configured
Mot configured
Mat configured
Mot configured
Mot configured
Mot configured
Mat configured
Mot configured
Mot configured
Mat configured
Mot configured
Mot configured
Mat configured
Mot configured
Mot configured
Mot configured
Mat configured
Mot configured
Mot configured
Mat configured

Rk canFinnvad

INTERNET EXPLORER - EMPTY TEMPORARY INTERNET FILES FOLDER

Enable “Empty Temporary Internet Files folder when browser is closed” setting in Group Policy Object Editor to
clear the browser cache.

Go to the Group Policy Object Editor (GPO): Start > Run-> type gpedit.msc.

From “Administrative Templates” drill down to “Windows Components” - “Internet Explorer” -”internet Control
Panel” >“Advanced Page”.

Double click on “Advanced Page” to bring up the list of settings in the right pane. Find “Empty Temporary
Internet Files folder when browser is closed” and right-click on it.

A
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i Group Policy Object Editor

File  Action  Wiew Help

M[=] E3

= | BE &R @ m

Z} Local Computer Policy
El@ Computer Configuration
i [-(1] Software Settings
D windows Settings
i D &dministrative Templates
Eﬁ User Configuration
B[] Software Settings
B[] Windows Settings
EI[:I Administrative Templates
=1-1] Windows Camponents
-] MetMesting
----- [ rS5 Feeds
=12 Inkernet Explorer
----- [ InPrivate
----- [ Accelerators
-1 Application Compatibilicy
=[] Inkernet Contral Panel

| »

‘i3 Advanced Page

----- [C7 Delete Browsing Hiskory
..... [_ Compatibility view

----- [C Offline Pages

----- (L Browser menus

----- [Z1 Toolbars

----- [:| Persistence Behavior

..... [ Admiristrator Approved
-2 Security Features

- Inkernet Settings -
T— . .. - T
1| | 3

Setking

State

Extended >\ Standard

g Do not allow resetting Internet Explarer settings
=% Automatically check for Internet Explorer updates
=4 Allow Install On Demand (Inkernet Explorer)

@ Allows Install On Demand (except Internet Explorer)

@ Allovs Ehird-party browser extensions
@ Play animations in web pages

@ Play sounds in web pages

@ Play videos in web pages

1%'[ Allows active conkent from CDs to run on user machines
=4 Allows software ko run or install even if the signature is invalid

@ Check for server certificate revocation

g Check For signatures on downloaded programs
@ Do nok save encrypted pages to disk
Err||:|t,. Terporaty Internet Fils:
@ Turn off Profile Assistant

@ Turn off ClearTvpe

@ Turn on Caret Browsing suppart

5 Use HTTP 1.1

@ Use HTTP 1.1 through proxy connections
1%'[ Turn off Encryphion Support

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

&7

Select “Edit”. Check “Delete saved pages when browser closed” in Advanced Settings — Security section:

© 2013 NRG Global, Inc. All rights reserved.
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1 Group Policy Object Editor =] E3
File Action Wiew Help
=] EEE
=¥ Local Computer Policy Harne | Deseription |
-4 Computer Configuration @c:c-rporate Settings CHWINDOW SV IMFYIEML0409ine. ..
-] Software Settings frlInternet Settings CWINDOWSITNFIEM| 0409 ine. ..
-1 Administrative Templates
E@ User Configurakion
-2 Software Settings Internet Settings Properties [ 7|
EI[:] Wwindows Settings - .
T Addit | Seth
-- Remate Installation Ser M| SIS |
Zcripti (L;EE!"."LDQDFF) Ea Intermnet Settings v Play zounds ;I
pl aecUrity Settings . et ButoComplete v Smart image dithering
Internet Explorer Mainl ik
% Browser Usor Tnkei 15 Display settings [ Show image download placeholders
onnection . URL Encoding Security
;':‘cl'jrit iz Component Updates ¥ Enable Prafile Assistant
= Prngrar::s ¥ Delete saved pages when browser closed
L2} .
£ ] Advanced [ Donat save en&apted pages to disk
-[C] Administrative Templates v wiamif farms submit is being redirected _I
~ ‘Wwarn if changing between secure and nat zecure
mode
Microsoft VM
[~ Microzoft Wi logging enabled
v Microsoft %M JIT compiler enabled
Lp THER - LI
[o]4 I Cancel | Apply | Help |

< | ©

Click “OK” and close Group Policy Object Editor.

|INTERNET EXPLORER - PREVENT IE “WELCOME” MESSAGE

Prevent the following pop-up from occurring when opening Internet Explorer:

i Set Up Windows Internet Explorer 8

Internet Explorer & helps you use the Internet even faster than before,

Mew features like search suggestions retrieve information as you type,
and Accelerators let you preview onling services just by pointing your

mouse at them.

Welcome to Internet Explorer 8

Learn about these new features and how to manadge their settings

Eead the Internet Explarer Privacy Staternent anline

A

Mext

Askme later

© 2013 NRG Global, Inc. All rights reserved.
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Windows Server 2008 Optimization for AppLoader Injector
Go to the Group Policy Object Editor (GPO): Start - Run-> type gpedit.msc.
From “Administrative Templates” drill down to “Windows Components” - “Internet Explorer”.

Double click on “Internet Explorer” to bring up the list of settings in the right pane. Find “Prevent Performance
of First Run Customize Settings” and right-click on it. Select “Edit” and click “Enabled”. In the “Options” pane
choose “Go directly to home page” from the drop down list. Click “Apply”.

h Group Policy Object Editor 1 ] B
Sile  Action  Mew  Help

o EmER @ m

= Prevent performance of First Run Customize settings Properti... ﬂ E
f_j Local Computer Palicy =
EI@ Zompubker Configuration Setting | E:-tplainl

i -1 Software Settings | )
- -] Windows Settings 1% Prevent performance of First Fun Customize settings
¢ - Administrative Template
EI@ User Configuration ;
(-2 Software Settings " Mot Configured
[:l Windows Settings

=1 Administrative Template " Disabled
ElD windows Componer — plf:urer. Help Menu
[:| MetiMeeting Select your choice IG::. directly ta home page j vigation bar
[ R55 Feeds -
Ea Internet Explon
----- [ InPrivate
----- [C7 Accelerator Ck feature
-] Application
-2 Inkernet Co Fer
----- [C1 Delete Brow ker Warnings
----- ([ Compatibilit”
----- [ offline Page ion
..... [ Browser me thin the browser
""" [ Toolbars Supported on: At least Internet Explarer 7.0 et Explorer
----- [C Persistence : ; ;
_____ (] Admiristrats Previous Setting | Mest Setting | ard

o D Security Fe et Experience Improvement P...

-] Inkernet Se ok I Cancel | Epply | Customize settings

..... [Z3 Application Corr

=T L T laTai-Tum a3-Tal 'abhimnc

----- [Z Attachment Mar i I LI_
| _ I " . 3 Extended 4 Standard /

Click “OK” and close Group Policy Object Editor.

SERVER MANAGER CONFIGURATIONS

INTERNET EXPLORER - DISABLE IE ENHANCED SECURITY CONFIGURATION
Disable IE “Enhanced Security” to eliminate the majority of Internet Explorer pop-up messages.

Open “Server Manager”: Start > Server Manager (pinned to Start menu) “Security Information” section - Click
“Configure |IE ESC”

m © 2013 NRG Global, Inc. All rights reserved. Page 10
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E,: Server Manager

=101 ]
File Action View Help
&= |
% EEERUELELE T USRS Server Manager (WIN-4LK1B4HFNSU)
? Roles |
i Features ) .
3 Diagrostics : ?Ee;tirezuer\ﬂew of the status of this server, perform top management tasks, and add or remove server roles and
é Configuration X , '
g Storage ;I
" Do not show me this console at logon

»| Security Information '@ Go to Windows Firewall

2

Windows Firewall: Public: On =i Configure Updates J
*4 Chedk for New Roles

::L!, Run Security Configuration Wizard

Last chedked for Mever Wiy Configure IE ESC
updates:

Windows Updates: Mot configured

Last installed updates: Mever

IE Enhanced Security On for Administrators
Configuration (ESC): Off for Users LI
4 | _>| £) LastRefresh: Today at ::31AM  Configure refresh

Turn off “Enhanced Security Configuration” for “Administrators” and “Users”

#. Internet Explorer Enhanced Security Configuration d

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups,

Administrators:

& " On(Recommended)

Users:

@ " On (Recommended)

B & off
More about Internet Explorer Enhanced Security Configuration

QK I Cancel

m © 2013 NRG Global, Inc. All rights reserved. Page 11
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ALLOW REMOTE DESKTOP CONNECTIONS TO THE INJECTOR SERVER

Injectors require that Remote Desktop connections are allowed. Failure to enable this feature will prevent
rUsers from starting and logging into Windows.

Open “Server Manager”: Start - Server Manager

Go to the “Server Summary” section-> “Configure Remote Desktop”

-~ Server Summary

#| Computer Information

Server Summary Help

b Activate Windows
1A Change System Properties

ri' View Network Connections

F:.. Configure Remote Desktop I

Full Computer Name: WIN-LOURAOCRURS

Workgroup: WORKGROUP

Local Area Connection: IPv4 address assigned by DHCP, IPv6 enabled
Remote Desktop: Enabled

Server Manager Remote Disabled

Management:

Product ID: Mot activated

" Do not show me this console at logon

% Configure Server Manager Remote
Management

i@ Go to Windows Firewall

Click on the radio button “Allow connections from computers running any version of Remote Desktop (less

secure).” Then click “Apply” and “OK”

-Computer Namel Hardware | Advanced FRemote |

r Remote Assistance

x|

[™ | Allow Femote Sssistance connections to this computer

Sdvanced.. |

 Remote Desktop

Click an option, and then specify who can connect, f needed.

" Dont allow connections to this computer

' Allow connections from computers running any version of
Remote Desktop (ess secure)

™ Allow connections only from computers running Remote
Desktop with Metwork Level Authentication {more secure)

Help me choose Select Users. .. |

ok | Cameel | Aeply

© 2013 NRG Global, Inc. All rights reserved.
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ENABLE “TERMINAL SERVICES” (KNOWN AS “REMOTE DESKTOP SERVICES” IN WINDOWS

SERVER 2008 R2)

In order for multiple user accounts to login simultaneously on the Injector server, Terminal Services / Remote
Desktop Services must be enabled. Terminal Services and Remote Desktop Services provide a 120 day grace
period during which no license server is required. During this grace period, your server can accept
connections from unlicensed clients without contacting a license server.

To enable Terminal Services / Remote Desktop Services, complete the following steps on your Windows 2008

“Injector” Server:

“Server Manager” 2 “Roles Summary” section 2> “Add Roles”

# | Roles Summary

#) Roles: 1of 17installed

‘Web Server (I15)

E Roles Summary Help

3{_5 Add Roles

5= Remove Roles

Click “Next”

[Add Roles Wizard

EE:E Before You Begin

I Siip this page by defauit

prevous |[ Next> Instal Cancel

Click check box for “Terminal Services” (Server
2008 Standard); Click “Next”

Click check box for “Remote Desktop Ser
(Server 2008 R2); Click “Next”

vices”

[l dd Roles wizard I

=
! Select Server Roles
EE=E elect one

u Begl

<Previous | Next > Instal Cancel

[Add Roles wizard

<Previous |[next>, e Cancel

© 2013 NRG Global, Inc. All rights reserved.
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My ..
A Y,Wmdows Server 2008

&

N W windows

o Server2008R:

Click “Next”

add Roles Wizard

Terminal Services

Before You Begin Introduction to Terminal Services
Temina er hrolog are installed

o e e el frtviaturd o o e e, 1 i s o)
Sever o i your carperate nekwarker frm th Ininet.

Server Roles

(ISR Things to Note

Applcation Compatibilty i To allow remote connections For adninistrative purposes only, you do nat have to install Terminl Server.
Instead, ensure that the Remote Deskiop sekting i enabled.

Authentication Method

Licensing Mode Additional Information

User Groups Overview of Terminal Services
5 Licensing Configuration

Confirmation

Progress

Results

aprevious | mext> Install Cancel

Remote Desktop Services

Before You Begn

Server Roles

Role Servi

Confirmation
Progress
Resiits

Introduction to Remote Desktop Services

Remote

, formerly logi
Vindows-based programs thatarc mstaled on an RD samn smimE R Wmduws deskmu of

n RD Session Host server, or access

Session Host server or virtual machine fiom within your mrpqvaoe e

il

ctions
Scsmon Hott. Tnstead enmre hat the Ramots Deskio settg s enebied

Additional Information
Overview of Remate Desktop Services

<preveus [ ext> i

u do rothave Deskoy

il Cancel

Click the check boxes next to “Terminal Server”
“TS Licensing” and “TS Web Access”; Click

“Next”

Click the check boxes next to “Remote Desktop
Session Host” and “Remote Desktop Licensing”;

Click “Next”

B 534 Roles wizard =]

‘g‘ Select Role Services

Befure vou Begn Select the roka services to instal for Terminal Sarvices:
Server Rokes Role services: Descrp
- T remid 5o T2 sk s v acms '
TR | o
R e T3 Sessn rcker
Authertication Methed
Lisnsing Meds
User Groups

15 Licarang Configuration
bistwork Polcy srd Access Services
Rele Servicas.
‘Web Server (115)
Role Senies.
Confrmacion
Progress

Rt

& sbout role services.

T | ] =

Before You Begn
Server Roles
Ramate Deckiop Sernces

Apphcation Compatbity
Authentcaton Method
Licering Mode.

User Groups

Gl Exerience

Configuration

Select the role services to nstal for Remote Deskion Services:
Roke services:

4] Remot= Deskion Sessian Host
jazation Host

Remote Desking Connection Braker
| Remote Deskiop Gateway
Remote Deskiog Wb Access

= =

Description

Remote DesktopLicznaing (B
Uzensing), farmerly T5 icensing,
manages the Remote Desktoy
Services client access licenses (RDS
CALs) that e required to connect ta
an RD Session Hast server, You con
use RD Licensing to Install, issut, and
track the availability of RDS CALs.

Before You Begin ritsl o a0 ke
R svalable o users.
Terminel Sarces 4 TFvou nstal Terminal Sasver on a computer that akeady has applcations instaled, some of the existing
Role Services sppbalions iy not werk corsctly 1 & st user erwacrinent. ringtabig end then reiaben the
affeced applcations may rescive these frmues
Authentication Method "" e
Licensig Mad
s Growps

TS Gatoway User Groups
5 Chp.
TSRAE

Webwcrk Policy nd fccess e

Role Services

ieh Sacver (115)
Role Services

Confimation

Frogress
Results

Uninstall and Reinstall Applications for Compatibil

Before You Begn
Server Roles
Remote Desktop Services

Role Services

Authentication Method

Licensing Mode
User Groups
Client Experience.
RD Licensing Configuration
Confirmation
Progress

Resuts

Host before

want to make avalable to users.

If younstall Remote Desktop Session Host on  computer that

already has appiications nstalled, some of
environment, Uninstallng and then

reinstaling the affected appications may resolve these issues.

More polications on an

<previous [ ext» Instal Cancel

© 2013 NRG Global, Inc. All rights reserved.
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My ..
A 7,W|ndows Server 2008

N W windows

- Server2008

Click the radio button next to “Do not require Network Level Authentication”; Click “Next”

‘;' Specify Authentication Method for Terminal Server
Befare You Bean HetvorkLevel authervicatin nethod i pranding user
Server Rales With Network
Terminal Services server s establhed.

fleseries Specity whether Netuerk Level Authentcst red,

whether el eation s requie
Appicaticn Compatbitty =
£ Requre Hebwork Level Authenticotion
that version of Wirde
Lcersing Mods < i
e ara remotely conmected o this server, ensure thek your compter supports Netvork Level Authentication

to ensble reconnecicn ta this server.
75 Licansng Configuration

o
Sorver Aufherticetion Ouwlicabe B0 nok requine Netwark Level Autheriication

Computers that are running any

futhortzation Peicies terminal server.
T5 Gateway L F Nekwork Level used becauss user
— ‘authentication aceurs later in the connection process.
T5 RAP

Wstwark Palcy and Access Servies
Role Serices

wieb Server (115
Rele Services

Conbrmation

Hare shork ol d checks

Pragress

Resits

< Previous

ﬁ- Specify Authentication Method for Remote Desktop Session Host

Sefore YouBeon
Server Roles -

 Requre Network Level Authenticaton

verson of

it
o the RD

connect o

1f you are remotely connected to ths server, ensure that your computer supparts Network Level
Authentication to enable reconnection to s server.

(% Do not requre Network Level Authentcation

thisRD
Session Host server,

¢

sults authentication occurs later i the connection process.

T ]|

Click the radio button next to “Per User”;

Click “Next

add Roles Wizard

Specify Licensing Mode

Before You Begin The Terminal Services licensing mode determings the type of Terminal Services dient access icenses (15

e CALS) that a license server wil issue to clients that connect to Ehis terminal server.

Termina Services: Speciy the Terminal Services lcensing mode that you want tis terminal server ta use.
Rol Services
€ Configur ater
applcaton Compatibil

o patbity Remind me to use the
witin the next 120 days,

or Group Policy to mode
Authentication Method

" Per Device

User Groups

A TS Per Device CAL must be available For each device thak comects ta this terminal server,
5 Licensing Configuration
@ Per User
Server Authentication Certiicate
TS Per User CAL must be available For each user that cannects to this terminal server.
Autharization Polces

TS Gatemay User Groups

Jable i

The makch the T5 CALS that your Terminel
s can Services license server,
75 RAP.

Hetwork Poicy and Access Services

Role Services
Wb Server (115)

Role Services
Confirmation
Progress
Results

<previous |[nee>

Instal Cancel

[Add Roles wizard

Specify Licensing Mode

Before You Begin ‘The Remote Desktop licensing type of
(RDS CALs) that 3 liense server wilissue to clients that comnect to this RD Session Host server.

Spedfy

Server Roles

Remote Deskiop Services

that you want thisRD touse.

Role Services € Configure ater
Application Compatibity

Authentication Method

Remind me to use the Remote Desktop Session Host Configuration tool or Group Policy to configure the
licensing mode within the next 120 days.

© Per Device

User Groups

An RDS Per Device CAL mustbe avalable for each device that connects to this RD Session Host server.

Cent Experience & perser

RD Licensing Configuration A RDS Per User CAL must be avallable for each user that connects to this RD Session Host server.

Confirmation

Frrs (@) The lcensing mode that you spedfy must match the RDS CALS thatt are available from your Remote
Desktoplicense server

Results

More sbout the Remote Desktop licensing mode

<Previous [ Hext> Iostsl Cancel

Select User Groups Allowed Access To This Terminal Server

Before You Begn

Add the users or Lser groups thak can connect ko Ehis kerminal ssrver, These users and user aroups willbe
s e FEea T T

‘added to the local u; v default and cannc be

Terminal Services

Role Services Users or User Groups:

pplication Compatibity Administrators add,
Authentication Method

Remove
Licensing Mode

5 Licensing Corfiguration

Server Authentication Certficate
Autharization Polices
T5 Gateray User Groups
75 CAP
75 RAP
Hiebwark Paiicy and Access Services

Role Services

ieb Server (115}
Role Services
Confirmation blore abott the Remote Desktop Users aroup.
Progress
Reslts

Tnstal Cancel

[Add Roles Wizard

ﬁ;ﬁ Select User Groups Allowed Access To This RD Session Host Server

Before You Begin ‘Add the users or user groups that can connect to this RD Session Host server, These users and user groups
will be added to the. b The

nnot be removed.

Server Roles

Remote Desktop Services

Role Services Users or User Groups:

Applcation Compatbiity S Admirisirators

Add.

e

Authencaton ethod
Licensing Mode:
| vsercons
Client Experience.
RD Licensing Configuration
Confmaton
Progress
Results

More about the Remote Deskton Users aroun.

Py |

cancel |
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My ..
A 7 Windows Server-2008

t ' Windows

J. Server2008R

Click “Next”

' Configure Discovery Scope for TS Licensing

Before You Begin

Server Roles

Terminal Services
Role Services
application Compatbitty
Authentication Method
Licensing Mode

User Groups

Server Authentication Certficate

Autharization Polcies
T5 Gateway Liser Groups
75 CAP
75 RAP
Hebwork Policy and Accsss Services
Role Services
Web Server (115)
Role Services
Confirmatian
Progress

Results

The discovery scop For a Terminl Services censs Server detertines which berminal servers on the network
can autoratically discover the license server, T a terminl server cannot discover a license server, clints
might not be able to connect remately to the terminal server.

Select the discovery scpe For this license server:
& This workgroup
Tertinal servers in the same workaroup can discover thi icense server.

£ This domain

this
computer must be & member of & domain, and you must be Dgged on a5 & domain administrator.

£ The farest

s license server, To configure
this scape, this computer must be  member of 3 domain, and you must be logged on as an enterprise
administrater

Select a location For the T3 Licensing database:
[\ Windowstsystemaz|Lerver

=

More sbout Termingl Services leense server dicovery

<rrovioss [ texts | it Cancel

[Add Roles Wizard

’%é Configure Client Experience

Before You Begn

Youcan onfiure the D Sesson Hostsrverso thatusers comectng o 2 remotedeskiop sssn cants
Server Roles functionaitty simiar to that provided by Windows

Remote Desktop Services

Role Services scaiabilty of the RD Session Host se
Applcation Compatilty
Authentication Method Select the functonalty that you want t provi. Addol functonalty canbe anfiured by usng the

Remote Desktop Session Host Configuraton tool
Licensing Mode:

User Groups

andvdeo playbackor
A e e

RD Licensing Configuration

Confirmation I Audio and video playback.
Progress I Audio recording redirection
Resuts

™ Desktop composition (provides the user interface elements of Windows Aero)

) TR £ g e T e boag T s
prevent being corfigured, For Poli
Seftings and Confiquring the Client Experience.

More about configuring the dient experience

Cancal

Frovidng the fnctonalty requres additonasystem and bandit esources and may affectthe

e

Click “Next”

!! Network Policy and Access Services

Before You Begin

Server Roles

Terminal Services
Role Servizes

Application Compatibilty

icy and
I

55 and to define and
enfarce Duhﬂss o etk occes auhentcaton, authorizion, and len heaki usna Network Plcy Server
it

ting and Remote Access Service, Health Registration Authorty (HRA), and Host Credential
Sukboriston repocel (1CAP)

Things to Note

You can deploy PS 2 Remote Authentiaton OdkIn User Serice (RADILS) servr and proxy and a5

Licensing Mode

User Groups

75 Licensing Corfiquration

Role Services

Web Server (115)
Role Services

Confrmation

Progress

Results

r , you can configure NPS
o e s roms e ol S,

[
and dient heakh policies. fter nstallng NPS using this wizard, you can configure NAP from the NPAS home:
page using the NP5 console.

Additianal Information

Overview of Network Policy and Access Services
AP enforcement methods

Nebwork Access Protection (HAP in NPS
Nebwork Paicy Server

<pravious |[rext> Tl Cancal

[Add Roles Wizard

;S} Configure Discovery Scope for RD Licensing

+ Before You Begin The discovery scope for

sedby

— lcover th cerceserver T doe rot apy to KD Secoon o ervrs i, Windovs Server 208R2
and apples only to those running Windows Server 2008, Windons Server 2003, or Windows 20

Remate Desktap Services

do Instead, you
shoud use he Remote Deskiop Sesson Host Configuraton 11 1 speufy 2 Wenseserverfor e RD
Session Host server to use.

Role Services
Application Compatibiity

Authentication Method
el TR I™ configure a discovery scope for this license server
& 1

Licensing Mode:

User Groups

Client Experience:

Confirmation

Progress
Resuits

Selecta location for the RD Licensing database:

Je:Windows ystem32\ Server

Bronse.

More about license server discovery.

P |

Cancel

Click “Next”

' Select Role Services

Before You Begin
Server Roles

Terminal Services

Seleck the rale services ta instal For Metwork Policy and Access Services!

Rele services: Description;

Role Services

Application Compatibiity
Authentication Method
Licensing fade

User Groups

5 Licensing Configuration

Network Palcy and Access Services

Web Server (115)

Role Services
Confirmation
Progress

Results

[/] Metwork Policy Server
= [ Routing and Remote Access Services
[] Remate Acesss Service.
[ Routing
] Health Regstration Authority
[ Hest Credential Autherization Protocel

serer (465)shons
youto create and enfo
ettt et etk s
policies for cient health, connection
Teques: adhentcatian, and
connextion fequest authorization,
With NP5, you can also deploy
Network Access Frotection (NAF), &
dient heakth policy creation,
enfarcement, and remediation
technology.

More shout role services

<provous [[Mexts | il Cancel
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My ..
A 7,W|ndows Server 2008

&K

N W Windows

#. Server2008Rr2

Click “Next”

Sarver Rokes

Terming Services
Role Services.
Apghcaion Conpatibiry
Authentication Method
Ueerang Mede
User Groups

TS Licensing Corfiguration
Hetwerk Pukcy and Access Services

Vi servers ore commpuuters thet have specfi softwiare that allows them to accept requests from ciert
computers and retum the Internes, or

d sstrant Server fobe nuluds Internet 7.0, & urifed
Ui platiorm ek egrates 115 7.0, ASP HET, ord Winces Cormurication Foundaten. 115 7.0 ok feorires
enfianced sacurt o dekogetnd 28
Things to Note
i Uiing Windw 0 n wieh sarvee
I The defet et for the Web cnatie

convent, ma
moniter andlog server activly, and configurs static contert comprassion.

Additional Tnfarmation

Role Services Qverview of Web Server (I15)
115 Checklists
Comanen Aduirest aties Tasks in 1S
Querviess of WIRM
< Previcus et > Cancel
Click “Next”
l Add Roles izard
i(;'E Select Role Services
4
Before You Begn Sebeck the role services to install for Web Server (I15):
Server Roles Rk services: Description:
Terminal Services =B vy - provides support for
WebSorver (retoled) HTMAL Web tes snd cptonal suppcrt
e =) [¥. Common HTTP Features (fnstaled) for ASP.NET, 43P, and Web server
Inst extansions, You can use the Web
Apglcation Companbifty Server to host an inkensl or Externsl
Augherkication Method Wieh ste or to provide an environment:
§ For deyvelcpars b craste Web-bassd
Licensing Mode: applcations,
(7] HITP Redvaction
User Groups = [ nopkcation Developmert.
TS Liceresing Configueation [¥] Asp.nET

Hsburk Polcy end Aceess Services
Rele Services
Web Server (115)

#] NET Exsnstilty
L] as
car
[#] 154P1 Estonsicns
4] 15481 Fiters
Sarver i Inchides
= [E Heskh o Diagrostics {Italied)

[#] Loggrg Took:

4] Tracing

Custe Logging

Mare shout role services

e | =

Click “Install”

Confirm Installation Selections

Before You Begin
Server Roles
Tertinal Setvices
Role Services
Appiication Compatbiity
Authertiestion Method
Licersing Made
User Groups
T Licensing Configuration
Network Palicy and Access Services
Role Services
Wb Server (I15)

Role Services

Progress

Results

To installthe Following roles, role services, or features, click Tnstal.

1 warning, 2 informational messages below

) This servr must be restarted ftorthe instalation completes. =

) Terminal Services
Terminal Server
/4. Yournay need to reinstal existing applications.
Authentication method: Do ot recite Network Level ALthentication

Licensing mode: Per user
Groups albwed aceess: Adninistrators
TSLicensing
Bivalabilty This workgroup
Database path: Cowindowslsystem 32| server

T5 Web Access
DeFaulk TS Web Access st hitp:([10-162-156-1 1t
) Network Policy and Access Services
Network Palicy Server

) Web Server {115)

) Find out more about RI) and
PU usage

Weh Sarver

Prink, e-mal, o save this information

<prevous | mie | [Cnstal Cancel

Before You Begn

Server Roles

Remote Desktop Services
Role Services
Application Compatbilty
Authentication Method
Licensing Mode
User Groups
Clent Experience

RD Licensing Configuration

Progress

Results

To nstallthe following roles, role services, or features, dick Install.

£, 1warning, 2 nformational messages below

%) Remote Desktop Services

Remote Desktop Session Host
You may need to reinstall existing applcatons.
(@) IE Enhanced Security Configuration wil be turned off.

() This server must be restarted sfter the instalation completes.

Licensing made :

Groups allowed access
Audio and video playback :
Audi recording redirecton :
Desktop composition

‘avalabilty
Database path

Print, e-mail or save this information

Dorot: Level Authentication
Per user

Administrators

Disables

Disabled

Disabled

This workgroup
Ce\Windowss\system32\LServer

P | T =

Cancel

© 2013 NRG Global, Inc. All rights reserved.
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f\, Windows

My ..
A 7,W|ndows Server 2008 S
. erver2008R2

Click “Close” and allow the server to restart. The install will resume after restart.

(Add Roles Wizard |

l% Installation Results
Before You Begin

One or more of the folowing roles, role services, of features require you to restart:
1. Lwaring message belaw

“ Remote Desktop Services 1. Restart Pending

i You must restart i server to fsh the instaltion process.

) Web Server (1I5)

.t this server to finish the instalat

Wb Server (15}
Role Services

Print, £-mail, or save the nstalstion regert

=1
P i | (o] | e
After you have restarted, the following results will appear:
X

esu izar
ES}E Installation Results ig‘ Installation Results
* ¥

Resuring Corfiguration

role services, or

ole services, or Features were installed successf fuly:

£ 3woming, 1 informational messages below

messages below

enabled. To updates, use Windows Update i
or updates.

Remote Desktop Session Host
Remote Desktop Licensing

| Print, &-mal, o save the rstalation repart

Click “Close”

ADVANCED OPTIMIZATIONS

|[OPTIONAL] SETTINGS FOR BEST PERFORMANCE AND DISABLING PAGING

Optimizing your server to use more physical memory and less disk 1/0 and CPU can be a performance
enhancer. However, disabling Page Filing on systems with low RAM can cause degradation in performance.
This step should only be taken by advanced users with a comprehensive understanding of their
system’s resources.
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Right click on “Computer”->”Properties”

Open
H @ Manage

Map network drive, .
Disconnect network

drive...

- Create shortout
Delete
Rename

Properties

Click on “Change Settings”

=

CK) [® - Control Panel ~ System and Security - System ~ 23 [ search Control Panel

Control Panel Home

'@l Device Manager
'@l Remote settings

'@l Advanced system settings

See also
Action Center
Windows Update

Gl

View basic information about your computer

Windows edition

Windows Server 2008 R2 Datacenter
Copyright © 2009 Microsoft Corporation. Al rights reserved.

System
Processor: Intel{R) Core(TM)i7CPU Q720 @ 1.60GHz 1.60 GHz (2 processors)
Installed memory (RAM): 2.00 GB
System type: 64-bit Operating System
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: WIN-4LK1B4HFNSU hange settings

Full computer name: WIN-4LK 1B4HFNSU

Computer description:
Workgroup: WORKGROUP

Windows activation
‘l?{ 11 days to activate. Activate Windows now
Product ID: 00496-164-2400001-84955  Change product key

© 2013 NRG Global, Inc. All rights reserved.
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Click on “Advanced” tab and click on “Settings” under “Performance”

System Properties x|

.Compl.rter MName I Hardware Advanced | Remote |

You must be logged on as an Administrator to make most of these changes.

— Performance

Wisual effects, processor scheduling, memony usage, and virtual memony

— User Profiles

Desktop settings related to your logon

Click on the radio button “Adjust for best performance”.

Performance Options x|

Visual Effects |.ﬁ.d'uar1t:ed | Data Execution Prevention |

Select the settings you want to use for the appearance and

performance of Windows on this computer.

™ Let Windows choose what's best for my computer
i~ Adjust for best appearance

IF Adjust for best performance I
" Custom:

[ Animate controls and elements inside windows

[ Animations in the taskbar and Start Menu
[ Fade or slide menus inta view

[ Fade or slide ToalTips inta view

[ Fade out menu items after dicking

O show shadows under mouse pointer

O show shadows under windows

[ show translucent selection rectangle

O show window contents while dragging
[ slide open combo boxes

[ smooth edges of screen fonts

O smooth-scrall list boxes

[ Use drop shadows for icon labels on the desktop
[ Use visual styles on windows and buttons

O Animate windows when minimizing and maximizing

K, I Cancel

Apply
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AFTER MAKING CHANGES

After making any of the recommended configuration changes in this document, you'll need to reboot your
Injector server for your changes to take effect. Be sure that the AppLoader process is running on the
Controller machine, and the Injector and Vstation processes are running on the Injector machine prior to
creating rUsers. The process icons should appear in the Windows taskbar;

o D m L«5 AppLoader

CI H Injector
Customize... m VStation

R 11:48 AM
|Aﬂbﬁﬁﬂb QWmn_-

CLONING INJECTORS ON VIRTUAL SERVERS

Virtual Servers are a cost effective alternative to expensive physical hardware. Additionally, they offer the
flexibility to customize and duplicate configurations with ease. But to fully maximize the benefits of virtual
servers, it is imperative that you create the most efficient server possible before cloning. We can'’t stress
enough, the importance of taking the time to optimize your server as outlined in this document and creating
and running sample test cases prior to cloning. Once you have optimized your prototypical server, clone away!

UPDATE VSTATION.INI FILE

To register each Injector with the AppLoader Controller you’ll need to execute the following steps on each

cloned server:

From the Windows Task Manager, look for the Injector.exe process. If running, End Process.

Browse to Program Files\NrgGlobal\injector\ and find the vstation.ini file. Open with Notepad. Overwrite the
following parameters with the Injector IP address and Name (the file will show the IP address and Name of the
prototypical server from which you cloned):

//vstation's own IP address- this is the ip used to communicate with the Controller
ipaddress=192.168.0.1

//host of the injector
host=Injectorl

//alias of the injector to be shown on Controller
alias=Injectorl

//location of injector for display on Controller
location=Injectorl - 192.168.0.1

//description of injector
description=Injector Injectorl added via Injector Installer

Save and close the vstation.ini file.
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From Start, open All Programs>Injector. Click “Start Injector” and “Register Injector with Controller” (which
starts the Injector.exe and checkserver.cmd processes).

Each successfully registered Injector will appear in the ‘Manage Injectors’ window of the AppLoader Controller.
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