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END-USER LICENSE AGREEMENT FOR CPUGUARD
Important - read carefully:

This End-User License Agreement ("EULA") is a leggieement between you (either an individual ongles

entity) and the author of this Software, Systengrasjon AS ("WVENDOR?"), for the software produceidified
above, which includes computer software and mawdlecassociated media, printed materials, andriehlor
electronic documentation ("SOFTWARE PRODUCT"). Bgtalling, copying, or otherwise using the SOFTWARE
PRODUCT, you agree to be bound by the terms ofBhiEA. If you do not agree to the terms of this EAJldo not
install or use the SOFTWARE PRODUCT.

SOFTWARE PRODUCT LICENSE
The SOFTWARE PRODUCT is protected by national ciaghyrlaws and international copyright treatiespadl as
other intellectual property laws and treaties. Sl TWARE PRODUCT is licensed, not sold.

1. GRANT OF LICENSE
Choose between license for Evaluation purposesaréhased license:

a) Evaluation purpose

This EULA grants you the following rights: Instdilan and Use for Evaluation purposes. You may lhated use a
limited number of copies of the SOFTWARE PRODUCTT dp to 30 days for Evaluation purposes only. It is
strictly prohibited to use the SOFTWARE PRODUCTRiproduction environment, unless sanctioned inrack/éy
the VENDOR. Any violation of this provision shaiquire a mandatory purchase license as well assexpe user
to other legal recourse for collection and punitizenages.

b) Purchased license

After installing this SOFTWARE PRODUCT, the VENDQ@Rants to you a non-exclusive license to use the
SOFTWARE PRODUCT. The purchased license is valichfaorkstation, a server or both, and is validdioe
version of the SOFTWARE PRODUCT, e.g. version Tt license may be valid for one machine, for aket
machines or may be a site license. The SOFTWAREBRROI may only be used on at most the number of
machines for which there is purchased licenses. algition of this provision shall require a maratgtpurchase
of missing licenses as well as expose the usehtry tegal recourse for collection and punitive dges.

2. REPRODUCTION AND DISTRIBUTION

You may reproduce and distribute an unlimited nunadbeopies of the Evaluation version of this SOFARE
PRODUCT; provided that each copy shall be a trukcamplete copy, including all copyright and tradekn
notices, and shall be accompanied by a copy ofbiisA. Copies of the SOFTWARE PRODUCT may only be
distributed as a standalone product. The rightstibute copies does not apply to the fully fuontl product,
which only can be distributed by the VENDOR or t@presentatives. License keys and serial-numbeysN@a be
distributed.

3. REVERSE ENGINEERING
You agree not to reverse engineer, decompile, shsalsle or otherwise attempt to discover the sotwde of the
SOFTWARE PRODUCT.

4. COPYRIGHT.

All title and copyrights in and to the SOFTWARE PROCT (including but not limited to any images,
photographs, animations, video, audio, music, taxt, "applets” incorporated into the SOFTWARE PR@OY
the accompanying printed materials, and any cagfiise SOFTWARE PRODUCT are owned by
Systemintegrasjon AS. The SOFTWARE PRODUCT is ptet&by national copyright laws and international
treaty provisions. Therefore, you must treat th& BWARE PRODUCT like any other copyrighted material.
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LIMITED WARRANTY
NO WARRANTIES
The Author of this Software expressly disclaims amyranty for the SOFTWARE PRODUCT. The SOFTWARE
PRODUCT and any related documentation is providads" without warranty of any kind, either express
implied, including, without limitation, the impliedarranties or merchantability, fithess for a mauar purpose, or
noninfringement. The entire risk arising out of os@erformance of the SOFTWARE PRODUCT remain$ wit
you.

UPDATES
The end-user may free of cost download servicaselg bug-fixes, etc, for the version of the SOFREA
PRODUCT for which the license is valid.

NO LIABILITY FOR DAMAGES

In no event shall the author of this Software bblé for any damages whatsoever (including, wittiauitation,
damages for loss of business profits, businesgimton, loss of business information, or any otbecuniary loss)
arising out of the use of or inability to use thisduct, even if the VENDOR has been advised oftissibility of
such damages. Because some states/jurisdictionst@dow the exclusion or limitation of liabilitipr
consequential or incidental damages, the abovediion may not apply to you.

The total responsibility of the VENDOR accordingigs EULA, is limited to at most the price of tBOFTWARE
PRODUCT.

Trademarks
Microsoft, Windows, Windows NT, and the Windows dagre trademarks of Microsoft Corporation in thatéth
States, other countries, or both.

Citrix, the Citrix logo, ICA, Program NeighborhodéletaFrame, WinFrame, VideoFrame, Multiwin and othe
Citrix product names referenced herein are tradesv@fr Citrix Systems, Inc., and may be registereddrtain
jurisdictions.

Copyright 2003 - 2005 Systemintegragon AS
All Rightsreserved.
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1 General information about CPUGuard 2005

1.1 Purpose

CPUGuard protects client and server computers agssive CPU usage, so that if a process or
application goes beyond the configurable limit€€&U use, CPUGuard will lower its priorities
so that other processes can continue to run witinterruption.

CPUGuard makes it possible to run multiple appilicet on the same server, without the risk of
interference between the applications when it comé&PU usage. CPUGuard insures that all
your applications get its share of CPU time.

When multiple users are sharing the same applicagovers it normally affect the servers
response time. If a Terminal Server user star&xael sheet which uses 100% CPU time the
whole server becomes unresponsive and other loiggesers will experience a degraded
session. CPUGuard prevents this by lowering therpyion the process which uses more than a
configurable percentage of CPU in a configurahbfetslot.

CPUGuard also has capabilities for locking procegsene or more specific processors, and
limiting the maximum working-set memory processesalowed to consume.

Because of this CPUGuard gives your users a b®tterer Based Computing experience.
CPUGuard uses standard and documented MicrosofidMis API’s.

1.2 System requirements

1.2.1 Windows installer
CPUGuard minimum requirements are Windows Instdllér

1.2.2 Supported operating systems
* Windows 2000 Professional and Server
* Windows XP Professional
* Windows Server 2003
* Terminal Services
» Citrix Metaframe

* CPUGuard also work on Windows NT 4.0 with SP6 @ lor higher, but since
no excessive testing has been performed on Winétw4.0 this configuration is
unsupported at this time.

1.2.3 Hardware requirements
CPUGuard has no particular hardware requirements.
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2 Installation

2.1 Overview

CPU

In this chapter we show you how to setup CPUGu8852n your environment.

2.2 CPUGuard installation methods

Multiple methods are available to suit your speaifeeds.

2.2.1 Manual installation

Manual installation using the setup wizard is sfaléavhen you have a few servers, or wish to
test CPUGuard on a single computer for evaluatiopgses.

2.2.1.1 Installation

Start the installation of CPUGuard by double cigkon the setup packa§etupCPUGuard.ms
file. Then follow the simple installation wizardustrated in the figure below:

i Systemintegrasjon CPUGuard 2005

Welcome to the Systemintegrasjon CPUGuard
2005 Setup Wizard

The installer will guide pou thraugh the steps required ta install Systemintegrasjon CPUGuLard 2005
on pour computer. For evaluation puiposes, leave senal number blank.

WARMIMG: This computer program is pratected by copyright law and international treaties.
Unauthorized duplication or distribution of this prograr, or any portion of it may result in severs civil
aor crimingl penalties, and will be prozecuted to the magimum extent possible under the law.

i Systemintegrasjon CPUGuard 2005

Customer Information

Enter your name and company or arganization in the box below. The installer will uze this information
for subsequent instalations.

M arne:

‘Systeminlegrasion AS

Organization

‘Systemlnlegrasmn A5

Enter your serial number belaw. The installer will use this information far subsequent installations.

Serial number;

[ Cancel ] l < Back ] h Mest » i

Next.

Enter company and license information. Without a

serial number, CPUGuard will be fully functional
in evaluation mode for 30 days. Next.
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i Systemintegrasjon CPUGuard 2005

Select Installation Folder

The inztaller will install Systemintegrazjon CPUGuard 2005 ta the following folder.

Toinstall in this folder, click “"Mext". Toinstall to a different folder, enter it belov or click "Browse".

Folder:
C:4Program Files\Systemintegrasjon CPU Guard',

Browse...
Disk Cost...

Inztall Systemintegrasjon CRUGuard 2005 for yourself, or for anpone who uses this computer

(&) Everyone
O dust me

[ Cancel ] [ < Back ] i Hest > i

= Systemintegrasjon CPUGuard 2005

Confirm Installation

The inztaller iz ready ta install Systemintegrazjon CPUGuard 2005 on pour computer.

Click "MNext" to start the installation.

[ Cancel ] [ < Back ] i Next»

Verify installation path. Next.

Systemintegrasjon CPUGuard 2005

Installation Complete

Systemintegrazion CPUGuard 2005 has been successfully installed

Click "Close" to exit.

Cancel < Back

Installation is finished. Close.

Next.
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2.2.1.2 Uninstallation
Uninstallation can be performed locally from thstallation wizard.

In Control Panel, selectAdd/Remove Programs.

& Add or Remove Programs

i —————————

& Currently installed programs: gort byt | Mame 3".|

Change or ¥ Microsoft Windows Journal Viewer Size 3,62MB A

Remave / : 5
Pastonsts i MSDN Library - July 2001 Size 1 185,00MB

ﬂ MYIDIA Windows 2000)%P Display Drivers
[ Outlock Express Q337003

&._;1

Add Mew @ Symantec Ankivirus Client Size  14,58MB

|-;i‘I;-' Systemintegrasjon CPUGuard

= Click here For si
Las

add/Remove : e this program or re

Components o

il s S e | - B

Select
Systemintegragon CPUGuard, and choos&emove.

Add or Remove Programs

\p Are you sure vou wank to remove Systemintegrasion CPUGuard From wour computer?

i ies i [ Io

Confirm removal.

2.2.2 Unattended installation using Windows Installer
Unattended installation can be performed usingMmedows Installer executabiasiexec.exe.

2.2.2.1 Installation

Installation can be performed from the command-tiné a script.
An example command-line can look like this:
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nsi exec /i SetupCpuGuard.nsi /qgn Pl DKEY="00102- 020302- 0320002-000124"
COVPANYNAVE=" Your Conpany" USERNAME="John Snith"

Check the Windows Installer documentation for detan using msiexec.exe.

2.2.2.2 Uninstallation

Uninstallation can be performed from the command-br in a script.
An example command-line can look like this:

nsi exec /gn /x "<path to setup file>\ SetupCpuCGuard. nsi"

Check the Windows Installer documentation for detan using msiexec.exe.

2.2.3 Distributing via Active Directory Group policy

If you have multiple servers we recommend usingnsre distribution tools, and configuring
CPUGuard with a Group Policy.

2.2.3.1 Installation

CPUGuard is delivered as a standard .MSI setupgugckT his package supports distribution
trough Active Directory Group policies without amodifications.

StartActive Directory Users and Conmputers.
& Active Directory Users and Computers

&3 Fle Action View Wndow Help
cop@Eie rFRBR 2 CBBVE -
5 Active Directory Users and Computers | Terminal Servers 2 objects

+ ._‘| Saved Queries Waitre | Type I Description
= @ s_ysmt:pnv Elsmso001 Computer Windows Terminal Serve
+ (1 Buitin Slsrsooo2 Computer Windows Terminal Serve

+ ([ Computers
+ gl Domain Contralers
# [ ForeignSecurityPrincipals
+ (&l Hosting
- [ Servers

+ (& Application Servers

+ (<8 File Servers

 Terminal Servers

+ (1 Users

A A |- Al | x

Right click on the OU where you want to place y@uoup Policy, and sele€roperties.
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Terminal Servers Properties

General | Managed By | COMs | Group Policy |

in Group Policy
Fle action View Help

CPU

CER

e+ BESDE 2
g Current Group Policy Object Links for Terminal Servers Standard Applications for Te | Name [ vers... | Deployment... | Source
= @ Computer Cortiguration z
= @ Software e There are no items to show in this view,
Group Policy Object Links NoOverride  Disshled = ENEEEEE
* (1 Windows Set'ms
= (1 Administrative Ter — =
= f User Configuration
# (] Software Settings|  Paste
* [AWindows Setings  Refresh
* (3 Administrative Ter  Export List...
Properties
Group Policy Objects higher in the list have the highest priority: Help
This list obtained from: sisr/001 sysint priv -
New Add
[[]Block Policy inheritance
v >

> ] : ks apaciage.

Create a new Group Policy Object, oRight click software installation in the GPO, armdest

modify an existing GPO.

Place the installation packagetupCPUGuard.ms

on a shared folder. For automatic installation of
license, place also the license file in the sanefo
ird 4

Open

Lookin: |12 Program 4 oy @~

My Recent
Documents

@

Deskiop

My Documents

My Computer

My Network
Places

3 |

| Windaws Installer packages (*msi) v (

Open i
Cancel |

File name: ESEtupCpuGuavd.ms\

Files of type:

Browse to the folder whergetupCPUGuard.ms is
located. Select the software package, and click
Open.

New -> Package.

Deploy Software

Select deploytnent method

Fublished

() Assigned
(@) duanced;

Selectthis option to configure the Published or Assigned options, and to
apply modifications to a package

[ ox

J [
SelectAdvanced, and clickOK.

Cancel
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S| CPU Guard Properties

S| CPU Guard Properties

General | Deployment | Upgrades | Categories | Modifications | Secuntyi

MName:

ESI CPU Guard

Froduct mformation

“Warsion 1.0

Publisher.

Language: English (United States)
[ Platforem: Intel

Supportinformation

Contact: Systemintegrasjon AS
Phone:
URL: ‘w’ww sysint no|

[ o

J [

Cancel I

| Gentemiij Deployment | Upgrades | Categories | Modifications | Secuntyi

Deployment type

(®) Assigned

Deployment options

[##] Uninstall this application when it falls out of the scope of management

Installation user interface options

[ o

J |

Cancel I

Name the package, and clibieployment.

Advanced Deployment Options

Advanced deployment options:
Ignore language when deployving this package

[Jitake this 32-bit <56 application available to |AR4 machines

[JInclude OLE class and product infarmation
Advanced diagnostic information:

Praduct code: {27EE4R95-828A-4CAS-SFCE-72FDEERODBAN}

Deployment Count, 0

Script name Wewsint priviSysvollsysint priviPolicies
W{30494743-6802-409F-51B6-ABD3CEEEES7 4}
‘WdachineApplications

W{3402DACE-4A1 0-4ABA-BEIE-R7874B322B8B} aas

[ o

J [

Check that the settings look like this, and click
OK.

Cancel ]

Check that the settings look like this, and
click Advanced.

Click Upgrades.

S| CPU Guard Properties

| General | -Depbymeqtr Upgrades | Categories | Modifications | Secuntyi

Packages that this package will upgrade:

Packages in the current GPO that will upgrade this package:

[ o

J [

Cancel I

Leave the settings like this, and click
Categories.
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S| CPU Guard Properties

CPU

| General | Deployment | Upgrades | Categories  Modifications | Securiy

Selact the categories under which this application will be listed in Add/Remove
Programs.

Available categones: Selected categories:

I Ok I [ Cancel I

S| CPU Guard Properties

| General | Deployment | Upgrades | Categaries | Modifications | Se:urty-\r

Modifications or transforms allow you to customize the package and are applied
1o the package in the order shown in the following list

Modifications

Add.

Important Do not press OK until all transforms are added and ordered correctly
For mare information, right-click on the Modifications list box, and then click
‘What's this?

I Ok I [ Cancel I

Leave the settings as the dialog shows, and clitlkeave the settings as the dialog shows, and

Security.

S| CPU Guard Properties

| General | Deployment | Upgrades | Categaries | Modfications | Security |

Group oruser names:

‘ withe ers
[ sl® ER
€5 Domain Admins (SYSINT\Domain Admins)

€71 Enterpriza Admins (SYSINT\Enterprise Admins)
€ ENTERPRISE DOMAIN CONTROLLERS

€0 SYSTEM
[ Add J [ Remowe J
Permissions for Authenticated Users Al Deny
Full Cantral ] [ 4]
Fead |
\hrite O O

Special Permissions

For special permissions or for advanced setings,

dlick Advanced )

I Ok I [ Cancel I

click Security.

Change the security to follow your standards, or

leave unchanged. ClidRK.
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i Group Policy
Fle Action Wew Help
¢+ OE FRE @

Standard Applications for Terminal Servers | Name
= @ Computer Configuration

- [ Software Settings

=4 Software installation

+ (1 windows Settings

= [ Administrative Templates
- o User Configuration

+ [ Software Settings

+ [ Windows Settings

+ [ Administratve Templates

Vers... ment... | Source

< (Il | | | =

JE | L

CPUGuard will now be distributed via Group Policiasd installed during the next reboot on
the computers which are in scope of this Groupckoli

2.2.3.2 Uninstallation

Open the Group Policy viactive Directory Users and
Computers.

i Group Policy

Remove Software

File Action View Help

% Selectremoval method:
- AEFRE & G :
- (@1mmecliately uninstall the software from users and computers:
Stadad Applcaions For Te M EIENE e S BEIENE Tl MEES Enp] SR g iees
= {@ Computer Configuration
= [0 Software Settings OAHDW users to continue to use the software, but present new
¥ Software instalatio

installations
+ 3 Windows Settings

+ (3 Administrative Temple i
= ] User Configuration

0K i [ Cancel ]

PRt — Retresn Selectimmediately uninstall,
+ [ Admiristrative Temple Properties

Redeploy appiication

and clickOK.

Help

8 i >
Remaves this package.
Right click CPUGuard software installation packaayeq
selectAll Tasks -> Remove.
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iin Group Policy

Ele Action View Help
& B(@ & 2

Standard Applcations for Te | Name | Vers... | Deployment... | Source
= @ Computer Configuration

= Software Settings

= Software installatio

(11 Windows Settings

= (2 Administrative Templz
- o1 User Configuration

# [ Software Settings

+-( Windows Settings

[ Adrministrative Templs

There are no items to show in this view,

. —"— L. |

CPUGuard is removed from the policy, and will benowed
from target computers on next reboot.

2.2.4 Installation from CPUGuard Administration console
CPUGuard can be pushed out to remote computerstre@PUGuard Administation console.

NB! To beableto perform installations from the admin console, the installation package
SetupCPUGuard.ms must be placed in the program-folder where CPUGuard isinstalled
on the computer wheretheadmin consoleisrun from!

2.2.4.1 Installation
Open theCPUGuard Administration console

i ystemitegrason UG BIEIES
'ﬁ] Elle Action Wiew Faworites  Window  Help |- = ﬂ
- Select the computer you want this Snapn to manage.
= |Efm|E |2 This snapin wil always manage:
Hame Description ¢ Local computer: [the computer this consals is iunning on)
s . & Enother computer!  [192788.1.107 Browse...
+-{1] cPUGuard Profi i
e a5 I~ Allowy the selected computer ta be changed when launching from the command line. This
prs only applies if you save the consols
cBock [ Frish | Cancel |
Enter hostname or IP-address of the
41 | Al |+ H H
s i i computer to be administered, and click
; ; ; ; Finish.
Right-click Systemintegrason CPUGuard and

selectConnect to host.
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'fii Systemintegrasjon CPUGuard =] 3
n%] File  Action  Wiew Favorites  Window  Help |_ E‘|5|

sl =N

L] Console Rook Mame |

P CPLiGuard Service

[=-€* Systemintegrasjon CPUGUard (192.1
(=670 CPUGUard Service
{11 CPUGLard Profiles

| | —

|0pans property sheet for the current selection. | |

Right-click Service on <host> and select
Properties.

[ 7]x]

Service on 192.168.1.107 Properties

Host Skakus I

Stop | Eefreshl

Remoye |

CPUGuard running: I Skark |

CPUGUard installed: r

Licensed comparry: I ‘four company

License key: IUUDDI-23232-121221-2111223

Messages:
Service is not installed!

]

[o]4 | Cancel I Apply |

CPU

Service on 192.168.1.107 Properties H
Host Status |
CPUGuard running: |l Stop | Refresh |
CPUGuard installed: ] Inetall | Removel
Licensed compary: I
License key: I
Messages:
Service is nok installed! ;I
el
OF | Cancel | Apply |

Properties on target host are displayed.

Service on 192.168.1.107 Propetties HE

Host Skatus |
CPUGUard running: [~ Start | Skop | Refresh |
CPUGuard installed: ~

Remoye |

Licensed company: J Syskemintegrasjon 435

License key:

Messages:

J 00001-0110-0703-0000-506C010F

Installing CPUGUard

Saource MSI: CHiProgram
Files\SystemintegrasjontCPUGuard | SetupCPUGUard msi
Systemintegrasjon CPUGuardInstaller installed.

Starting CPUGuardInstaler. OO0

CPUGuardInstaller started,

Insl ion k]
Service Stake: SERYICE _RIUMMING

C|

]

Ok I Cancel I

Apply |

Enter company and license information and click Verify that you get the status messages
Installation OK! andService State:

Install.

2.2.4.2 Uninstallation

SERVICE_RUNNING.

Uninstallation can be performed from the admin oteg the same dialog as installation.
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Service on 192.168.1.104 Properties EHE Service on 192.168.1.104 Properties EHE
Host Status | Host Status |
CPUGUard running: v Start | Stap | Refresh | CPUGUard running: r Start | Stap | Refresh |
CPUGuard installed: ¥ Install CPUGuard installed: r Instal
Licensed company: I Your comparny Licensed company: J Your comparny
License key: I 0101010-0102001-03021010-20102 License: key: J 0200101-00353203-02030232-010010
Messages: Messages:
Service State: SERVICE_RUNMIMG A Urinstalling CPUGUard A

Systeminkegrasion CPUGuardInstaller installed.
Starting CPUGuardInstaller. OO O
CPUGuardInstaller started,

ninstall OK!

Service is not installed!

] ]

K | Cancel | Apply | K | Cancel | Apply |

Connect to the computer to administer, selectCheck for the status messag#snstall OK!
Remove. andService isnot installed!.

2.2.5 Installation from CPUGuard command line utility

CPUGuard can be pushed out to remote computetheyi@PUGuard command line utility
CGlnstaller.exe.

2.2.5.1 Installation

To perform a push installation of CPUGuard to aothost, open a Windows command
prompt an change directory to the folder where CRB&IG is installed. The command-line for
pushing CPUGuard to remote computers will then be:

cginstaller -cmd push <target host> installnsi <path to setup file> <path to license file>

Example:
C:\ Program Fi | es\ Syst em nt egr asj on\ CPUQuar d>cgi nstal l er -cnd push 192.168. 1. 107
instal | msi SetupCpuGuard. nsi License.txt

2.2.5.2 Uninstallation

Remote uninstallation can be performed u€)@jnstaller.exe. The command-line for pushing
removal of CPUGuard to remote computers will then b

cginstaller -cmd push <target host> uninstall "System ntegrasjon CPUGuard"
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Example:
C:\ Program Fi | es\ Syst em nt egr asj on\ CPUQuar d>cgi nstal l er -cnd push 192.168. 1. 107
uninstall "System ntegrasjon CPUGuard"

2.3 Verifying CPUGuard installation

To verify the installation of CPUGuard, you candhéhe event logs on your computers. All
CPUGuard events are logged in the Application log.

2.3.1 Verifying installation

Open the Event Viewer on the target machine whestaliation is to be checked:
Control Panel -> Administrative tools -> Event viewer.

In your application log you should now find theléeVing entries:

B Event Viewer

Ble Acton View Help
¢ = | Ei[m] 2

Event Viewer (Local) Application 1 424 event(s)
i Application Type Date | Time Source Category | Event | User Compliter ]
SRy @Informati.. 16.02.20., 20:34:56 Msinstaler Mone 117... NfA SINBOOO1 m
System DInformat... . 2003443 CpuGLard one 5 IfA SINBOOOL

M SIMNBOOOL

Dirformat...

20034 Mone
ormat...

=]
5

Open each of the events.

Event Properties 4 Event Properties
Event | Event |
Date: Source CpuGuard + Date: h b.02. 2004 Source: CpuGuard +
Time 20:3443 Categony:  Mone Time 20:34:43 Categopy: None
Type: Infoarmation EwentlD: &5 * Type: Information EventlD: & *
User; RN By User; R1528 By
Computer:  SINB0OOO1 Computer:  SINB0O01
Description Description:
EVALUATION EDITION Senvice registry parameters
Firstinstall date is: Thu Feb 12 01:00:00 2004 Key: SOFTWARE\SvsintiCpuGuard

[ | |MaxCpuPerPracess = 80 (dynamic = Yes)
NiceCpuPerProcess = 30 (dynamic = Yes)
(GuardedProcessBasePriorityClass = 64 (dynamic = Yes)
CpuGuardBasePriorityClass = 256 (dynamic = No)
[Enabled = 1 (dynamic = Yes)

MiceProceselintervals = B (dynamic = Yes)
ProcessChecklnterval = 5 (dynamic = Yes)

[ o ][ conce | [ o ][ conce |
The first entry shows the type of license The next entry shows the default configuration
CPUGuard is installed with. CPUGuard is running under. Read the chapter

CPUGuard Configuration for further
explanation of the configuration parameters.
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Event Properties : Event Properties
Evert | Evert |
Date: 16 02 200- Source CpuGuard Date: 16.02 2004 Source: Msilnstaller
Time 2003443 Categony: MNone A Time 20:34:56 Categopy:  None A
Type: Infoarmation EwentlD: &5 * Type: Information Event|D: 11707 *
User: MNiA User. /A
Computer:  SINB0OOO1 M Computer:  SINB0O01 M
Description Description:
S| CPU Guard is now running Froduct 51 CPU Guard = Installation completed successfully
[For more information. see Help and Support Center at
Ihttg:/Ago micros oft comfwlink/events asp.
I Ok I [ Cancel ] I Ok i [ Cancel J
This entry confirms that CPUGuard is runninglhe last event is from Windows Installer, and
on the system. shows that CPUGuard is successfully installed.

2.3.2 Verifying uninstallation
Open the application log in the event viewer, ameck for the following events:

Event Properties Event Properties
Evert | Evert |
Date 17.02.2004 Source CpuGuard + Date 17.02.2004 Source Msilnstaller +
Time 01:01:44 Categony:  Mone Time 01:01:47 Categony:  Mone
Type: Information  EwvertlD: 5 Type: Information  EwentlD: 11724
User MN7A By User, A
Computer:  SINBOOO1 Computer:  SINBOOO1
Description: Description:
S| CPU Guard has shut down Product 51 CPU Guard — Removal completed successfully.
[For more information. see Help and Suppant Canter &t
ihttp ffgo microsoft comMwlink/ewvents asp
[ OK ] [ Cancel ] [ OK ] [ Cancel ]
The service shuts down. Product is removed.
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2.4 Applying Licenses

Licenses can be applied to CPUGuard services irakways. If changes are done to license
information after installation, the CPUGuard seeucust be restarted after the change.

2.4.1 Installation wizard

{3 Systemintegrasjon CPUGuard M= B

Customer Information 1
=

Enter your name and compaty o arganization in the box below. The installer will uzse this information
for subsequent installations.

Mame:
IYnur name

DOrganization:

IYour organizatior|

Enter pour serial number belaw. The installer will use this information far subzequent installations:

Serial humber

102010 |[zozn |[zoz0 ] [oroz |[maczooio |

Cancel | < Back | Mest » I
The license key can be entered during installation.

2.4.2 Management Console

Seryice on 192.168.1.104 Properties HE
Host Status |
CPUGUard running: v Start | Skop | Refresh |
CPUGUard installed: i Inskall
Licensed company: I four Company
License key: I 0101010-0102001-03021010-20102
Messages:
Service State: SERYICE_RUNNIMNG ﬂ
[
OF | Cancel | Apply |

License key can be installed from the service ptigsedialog which can be opened from the
CPUGuard management console.

2.4.3 License File

A valid license file can be put in either the faldeéhere CPUGuard is installed from, or in the
program folder where CPUGuard is installed.
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3 CPUGuard Configuration

3.1 Overview
CPUGuard monitors CPU activity and memory usagé/amows systems.

3.1.1 CPU resources

If a process (a “CPU-hog”) uses more than a sat 6iMCPU resources for more than a set
number of seconds, CPUGuard lowers the processespiarity class for the CPU-hog to
IDLE. In this way a CPU-hog will only consume CP&sources when no other process is
demanding the same resources. If the CPU-hog rediscgemand for CPU to less than the set
low-mark limit for a set number of seconds, thegess will be restored to its original priority
class.

The limits for how much CPU in percentage a prooeayg consume, which base priority it is
lowered to when the limit is exceeded, and hovel@PU it must consume to be restored, are all
configurable parameters.

3.1.2 Memory resources

The amount of working-set memory processes argvatitco consume, is configurable via
CPUGuard. The default behavior is such that presessgy consume more than the set
maximum limit of memory, if free memory resources available. This is controlled by the
operating system. For Windows Server 2003, an ngto strict enforcement of memory limits
is available.

3.1.3 Locking processes to specific CPUs

CPUGuard may also be used to lock certain proceéssase or more CPU's. This may be very
advantageous for applications which are licensedrding to the number of CPU's in the server.

By locking the processes of the application toeikkemple one CPU, the application runs on only
one CPU, and one should be eligible for a cheapemde. This is of course dependant upon
approval by the software vendor. Some applicatioag check the number of CPU's in the
machine on startup instead of checking the numbéPdJ's actually in use. This problem

should be addressed to the vendor in question.

Another use for this feature is for processes whighvery eager to use all the CPU it gets it
hands on. By locking it to one or a few CPU's, mneffect throttles the process down.

This mechanism both works for multi-CPU machines fam Pentium 4's with Hyper-threading
capability.
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3.2 Ways to configure
There are three ways to configure CPUGuard:

Using the Systemintegrasjon CPUGuard MMC (Microsadinagement Console) snapin
0 Manages Local Settings

o Both remote and local configurations

"{ﬁ. Systemintegrasjon CPUGuard - |EI|1|

Jnﬁn Console  wWindow  Help |J D = n | |;Ii|£|
“ fckion  Wiew  Favorites H . o= | | | E% |

Tree I Favarites I

Mame |

m .
D Console Root CPUGuard Service

y Syskemintegrasjon CPUGUard
(=-eP8 CPUGUard Service
L0 cPUGUard Profiles

CPU Service on localhost

| |+
| | |
With the CPUGuard MMC you can configure the lo@gce, or connect to
and manage CPUGuard services on remote computers.

* Using the Group Policy Editor
o0 Manages Policy Settings

o Both in Active Directory GPO's and local policies
o Not for Windows NT 4

&% Group Policy

=] B3
J fiction  Wiew “ | o= | |||§

Tree I Mame

| Descripkion

E CPUGuard Policy [sil.sysint. local] Palicy (3 cPuGuard Profiles
E@ Computer Configuration
([ 5oftware Settings

----- il Software installation
Bl _Plicuard Service
i CPUGuard Profiles

-2 windows Settings
-0 Administrative Templates
Eﬁ Iser Configuration

El-[L1] Software Settings

E-[L] Windows Settings

[:| Adminiskrative Templates 4|

| | |
CPUGuard registers itself automatically as an irstesgl part of
Active Directory Group Policies.

| 2

Page 21



CPU

* Using the Computer Management MMC snap-in
0 Manages Local Settings
o Both remote and local configurations

Available Standalone Snap-ins:
Shap-in | W endor |;|
@ Removable Storage Management HighlGround Syztems, Inc.
E Fiouting and Femate Access ticrozaft Carparation
@ Security Configuration and Analysis ticrozoft Carporation
@ Security Templates ticrozoft Corporation
Services icrozoft Corporation
g Shared Falders Microzoft Corporation
[CA5IDWw alker Security banager ticrozaft Corporation
@ Syztem Infarmation ticrozaft Carparation
emintegrasjon CPUGuard Systemintegrasion A5, .. —
% Telephory Microzoft Corporation LI
—

r— Description

Administration of Spstemintegrasjon CPUGuard.

Far more information about the product:
hitto: A v, uzint o

Add Cloze |

A standard MMC can be updated with one or moremsts of the CPUGuard snap-in.

" Consolel _ (O] x|
J Conscle  Window  Help |J O =H |

'Hi Console Root',Systemintegrasjon CPUGuard (si1)

J Action  Wiew  Favorites “ o= | | | @

Tree I Favarites | Mame
(1 Console oot P CpGuard Service
EI-## Systemintegrasion CPUGUard FU Service on sil

E1-€P CPUGUard Service

{1 CPUGUard Profiles
ywstemintegrasjon CPUGuard (sil)
E1-€P CPUGuard Service

I:—:I*"-““l| Systemintegrasjon CPUGuard (dimensi
E-€# CPUGuard Service

EI*"-““l| Systemintegrasjon CPUGuard (inspirin;
E-€# CPUGuard Service

| | H
| | | 4
If several CPUGuard snap-ins are added, servicsgweral different computers can be easily

managed without having to reconnect to each comewtry time you need to switch from one
computer to another.
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3.3 Application of Configuration Settings

As all well-behaving software, CPUGuard may be mpned both with Local Settings and with
Policy Settings. CPUGuard also has a model whemenyay define Profiles which may apply to
certain processes (more of this later in the doacim&he different configurations are read in
this order: Local Settings is read first and thefidy Settings. This means that Policy Settings
will take precedence over Local Settings, wheneledined.

Regarding Profiles

Profiles from Policy Settings take precedence ®refiles with the same name from Local
Settings. Local Profiles without name-collision Maé read and applied, even if Policy Settings
is used.

If the Policy Settings, either Local Policies oroGp Policy Objects, goes out of scope, the
program will revert to using Local Settings, orngsprogram-builtin settings, if no settings is
defined.

Application of configuration settings changes imast instantaneous for Local Settings, and
Policy Settings are applied as soon as the opgrayistem applies the policy on the computer.

All matching of processes to Profiles or defauttisgs is done again whenever there is a
configuration change. CPUGuard is fully dynamicareling configuration settings, without need
to restart the service or even less the computer.

3.4 CPUGuard Settings

CPUGuard settings can be configured through thaudtesettings. These settings will be valid if
they are not overridden by policy settings.

To configure CPUGuard default settings, start tR&JGuard Administration console.
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':m Systemintegrasjon CPUGuard _ Inlﬂ
J% Console  Window — Help |J 0=l | |_|5||£|
|J ackion  Wiew  Favorites |J o | | | E% |
Tres IFaVDritES I Marne | Descripkion
(L1 Console Roaot [ cPuGuard Profiles

5-€PU Systemintegrasion CPUGUard CPIGuard Default Settings

[-€P \CPUGUard Service
Help

1| I i

|0|:uens property sheet For the current selection, | |

Browse toCPUGuard Service, right-click CPUGuard Default Settings, and selecProperties.

CPUGuard Default Settings Properties e | CPUGuard Default Settings Properties 2] x|

Serwice Sethings | Process Settings | Service Settings  Process Settings |

. g0 =]
Max CPU usage allowed: I =

Guarded process priority: IIdIe {Recommended) j
Process check interval: |5—i|| seconds Nice CPU usage: I 30 jl

Mumber of Mice intervals: I 5 j
Mazx CPU For unguard: I 58 j E
Log lewel: I 2 j

CPUGUArd Enabled: v

PLGuard Base Priority: IReaItime j

Description: Default process settings For CPUGUard

This pane determines parameters For the CPIUGUard Service itself,

ok I Cancel | Apply | ok I Cancel | Apply |

The options on the parervice Seftingsdefine  Options on pan@rocess Settings define CPUGuard
the behavior of CPUGuard. For details, read the hehavior on processes.

sectionSettings in this document.

3.5 Advanced settings with profiles
Advanced configuration of CPUGuard is done via iesf

To configure CPUGuard profiles, start the CPUGUsdlchinistration
console, and browse to CPUGuard Profiles.
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':m Systemintegrasjon CPUGuard !E I
B,%] File  Action View Favorites  Window  Help | - |5|5|
| | @
D Console Rook Profile Mame | Description |
E|*°"‘ll Systemintegrasion CPUGUard . o
568 CPUGUard Servics There are no items ko show in this view,
=)
Open |

Add CPUGuard Profile

iew 3
ey Wwindow From Here

New Taskpad Wiew, ..

Refresh
Export Lisk. ..

Help

|Adds a profile For Swsteminktegrasjon CPUGUard | |

Right-click CPUGuard Profiles, selectNew -> Add CPUGuard Profile.

'F{ﬁ Systemintegrasjon CPUGuard _ Inlﬂ

J% Console  Window  Help |J O = | |;|i|£|
|J Ackion  Yiew  Favorites |J o= | | | £ |

Tree IFavu:urites I

Praofile Mame | Description

[ Console Roat CRU CpUIGuard Profile (00

Em Systemintegrasjon CPUGUard
El‘““" ZPUGUard Service

1 | i
|

A new CPUGuard profile is created.
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Tm Systemintegrasjon CPUGuard _ Inlﬂ

J[E}] Console  ‘Window  Help |J O =H | |;|i|£|
|J Action  Wiew  Eavarites |J | o= | | -~ | @ |
Tree I Favarites | Profile Mame I Description

(3 Console Root CPUGuard Prafile |{#5
Elf-""' Syskeminteqgrasion CPUGUard
[E-€P CPUGuard Service

L4559 CPUGUard Frafiles

Help

Delete
Rename

1| | i

|0|:uens property sheet For the current selection, | |

Right-click the new CPUGuard profile and seleobperties.

CPUGuard Profile (#0) Propetties e CPUGuard Profile (#0) Properties e
Process Settings | Process defaultsl Frofile usage | F'mcessesl Process Settings  Process defaults | Profile uzage | F'rocessesl
bax CPU uzage allowed: IBIJ ill Frocess baze priority: I[default for process| j
b Frocess max working-zet size: |0 = Byt
Guarded process priority: IIdIe [Recommended] j | MEste
) 5 Shict working-set size setting: [
Mice CPU usage: |3D le

— Process CPL affinity:
CPU1 W cCPUZ W CPUZ W CRU4 W

CPUS ¥ CPUEI CRUT W CRUS W

Description: CPUS W CPUID ¥ CPUI1 W CPUiZ W

CPU13 W CPU14 [ CPUIS [ CPUTE [

Thiz pane determines settings applied to processes azzociated with
thiz profile.

(u] I Catcel | Apply | (] I Caticel | Apply |

Options on pan@rocess Settings define CPUGuard Options on pan@rocess Defaults define default
behavior on processes. For details, read the secticsettings for guarded processes.
Settingsin this document.
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CPUGuard Profile {#0) Properties 2 x|

Process Settings I Process defaults  Profile usage | Proceszes I

Mame | &I
‘ Evemone
Eemove

Permissions; Al Dy

Apply Profile O

i Allowy inheritable permizzions from parent to propagate ta this
object

Ok I Cancel | Spply |

Profiles can be limited to specific users or groupws By default a profile is applied to all processes fo

applied to everyone.

CPUGuard Profile {#0) Properties ed |

Frocess Settingsl Process defaultsl Profile usage Frocesses |

Delete |

Apply profile to processes:

Add process ta list: Add

(] I Cancel | Apply |

CPU

CPUGuard Profile {#0) Properties 2] x|

Process Settingsl Process defaultsl Prafile usage Processes |

Apply profile to processes: Delate |

Add process bo list: Add

u] I Cancel | Apply |

Profiles can be defined to apply only to specifiogesses. If both users and processes are defined f

the users or groups it is defined for.

profile, both criteria must match for the profitetie applied.
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3.6 Validation of profiles

CPU

Multiple CPUGuard profiles may be defined.

'ii Systemintegrasjon CPUGuard =]
I3 = R e=R IS ETEY

J[‘%] Console  Window  Help

|J Ackion  Yiew  Favorites |J - = | | > | E%

Tree I Favorites |

C_l Zonsole Rook
El“’-““tll Systeminkegrasjon CPUGUard
[P CPUGuard Service

----- £5) CPUGUard Profiles

Profile Mame I Descripkion I

U] CPUGuard Prafile
€PNz CPUGUard Profile

i CPUGUard Profile

* CPUGuard profiles will be validated in alphabetioader.

» Profiles defined in Group Policies will be validateefore local policies.

» The first profile that is matched to a process bdlapplied, and no more
profiles will be validated for the process.

» If no profile is matched to a process, @iRrUGuard Default Settings will be

applied.
'ii Systemintegrasjon CPUGuard =]

J[‘%] Console  Window  Help

I3 = R e=R IS ETEY

|J Ackion  Yiew  Favorites |J & =) | | > | E%

Tree I Favorites |

Mame I Description

C_l Zonsole Rook
El“’-““tll Systeminkegrasjon CPUGUard
(- CPUGUard Service

[ cPUGUard Profiles

Lizuard Default Settings
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3.7 Settings

CPU

This section explains the options found in CPUGwanafiguration dialogs.

CPUGuard Enabled

Enables or disables the CPUGuard service.

CPUGuard Base Priority

Sets the priority for the CPUGuard service.

Process Check Interval:

The interval between each check of process
resource usage.

Number of Niceintervals

The number of intervals a process must

consume less than the set “Nice CPU usage

limit.

Max CPU for unguard

The maximum percentage CPU usage that
be consumed when unguard of processes W
be performed.

Log leve

Sets log level for logging to the Windows
Application Log

Max CPU usage allowed

The percentage limit where CPUGuard take
action and reduces the base priority of a
process.

Guarded processpriority

The base priority a process will receive if it
exceeds the set limit.

Nice CPU usage

If a guarded process uses less than this
percentage limit, CPUGuard restores the
process to its original priority class.

Process base priority

The base priority for guarded processes.

Process CPU affinity

Defines which processors guarded process¢
may run on.

Process max working-set sze setting

The number of MB of working-set guarded
processes may consume.

Strict working-set size

This setting enforces strictly the set limits fo
max working set size, even if free memory
working-set resources are available. This
setting is only supported on Windows Serve
2003.
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