B aToin cTtaTbe byaeT nogpobHO onncaHo, Kak co3aaBaTb CUrHaTYypbl 418 nporpammel ,Detect It
Easy”. Detect It Easy nnu cokpawéHHo DIE 3To nporpamma ans onpegeneHua tmunos ¢aiinios.

DIE — KpoccnnatdopmeHHoe npunoxeHune n kpome Windows-sepcum ecto Bepcum ana Linux un
Mac OS.

D8 Detect It Easy 0.86 l= —t S

File Name: F:fSpoon Virtual Application Studio 2012 10,4, 2380 (XenoCode)_1.exe

1527308 Search Entropy H

Impaort Resource Overlay PE

EmtryPoint: 00004007 > ImageBase: 00400000
MumberOfSections: 0006 = Size0OfImage: Q00523000

packer Spoon Studio{10.4. 2380)[] ?
lirker Microsoft Linker(9.0)[EXE32] ? Options

About

10005 :
=

MHorune nporpammsl nogo6bHoro poaa(PEID, PE tools) no3BonatoT MCnonb30BaTb CTOPOHHME
CUrHaTYpbl. HO K COXKaneHMo 3TN CUTHATYPbl CKAHUPYHOT TONbKO 6alTbl NO 3343aHHON MacKe u
HEeBO3MOXHO 3a4aTb AONOIHUTEAbHbIE NapameTpbl. [103TOMY HACTO CAYYAIOTCA NOXKHbIE
cpabaTtbiBaHMA. Bonee HageKHble aNTOPUTMbl 0BbIYHO ¥KECTKO NPONMCcaHbl B CAMOA
nporpamme. U gns ob6aBaeHNA HOBOTO C/I0XKHOFO AETEKTA HYXKHO NEPEKOMMNNANPOBATL BECb
NPoeKT. HUKTO, KpOMe aBTOPOB, HE MOXKET U3MEHWUTb aNTOPUTM AeTeKTa. M 6e3 NocToAHHOM
noaaepXKn Takme Nporpammbl CO BpemMeHeM TEPALOT CBOK aKTyaNbHOCTb.

Detect It Easy MMeeT NONIHOCTbIO OTKPbLITYIO APXUTEKTYPY CUrHATYp. MOXKHO nerko fo6aBnatb
CBOW a/ITOPUTMbI AETEKTA UM U3MEHATDL YXKE MMEIOLMECH. ITO A0CTUTAaeTCss UCMONb30BaHMEM
CKPUNTOB. A3bIK CKPUNTOB O4YEHb NOXOXK Ha JavaScript 1 N1HOM YeNIOBEK, MOHMMAIOLLMIA OCHOBbI
nporpammunpoBaHus, 6e3 Tpyaa pasbepertcs, Kak 3To paboTaeT. BO3MOXHO KOMY-TO NOKa¥KeTcs,
4TO CKpMNTbI PaboTatoT o4eEHb MeaNeHHO. [eCTBUTENBbHO CKPMNTbI paboTaloT MegneHHee
CKOMNUANPOBAHHOTO KOAa, HO Barogaps xopoluen ontummsaumm Script Engine ato He
NPUYMHAET 0cobbIX HeyA06CTB. A BO3MOXHOCTU OTKPbITON apXMUTEKTYPbl KOMMNEHCUPYIOT
HeZ0CTaTKM.

DIE cywecTByeT B Tpex Bepcuax. ObbiuHasa Bepcua(DIE), Bepcusa Lite(DIEL) n koHconbHan(DIEC).
Bce 31 Tpu BEPCUM MCNOB3YIOT OAHM U TE }Ke CUTHATYpPbl, KOTopble neXKaT B nanke «db». Ecan
OTKPbITb 3Ty NanKy, TO MOXXHO HAaNTK BNOXKEHHbIe noananku(,Binary”,“PE“ n apyrne). UmeHa



noAnanok cooTBeTcTBYIOT Tunam ¢daiinos. CHauana DIE onpegenset tun ¢aiina, a 3atem
nocnenoBaTeNIbHO 3arpyrKaeT BCe CUTHATYPbl, KOTOPbIE N1€XKaT B COOTBETCTBYOLWEN Nanke. B
HacToswee BpemMsa Nporpamma onpegensier ciesyolwme TUnbl:

e MSDOS vcnonHaemsble ¢aiinbl MS-DOS
e PE vcnonHaemsble ¢aiinbl Windows

e ELF ncnonHaemsblie ¢aiinbl Linux

e MACH vcnonHaemsble ¢annbl Mac

o Text TekcToBble panbl

e Binary Bce octanbHble daiisibl

OTkpbiB ¢aiin B DIE moxHO y3HaTb TN daiina:

- Detect It Easy 0.86 I. = ﬂ]

File Name: F:/fSpoon Virtual Ap-" stion Studio 2012 10,4, 2380 (XenoCode)_1.

1527308 Entropy H

Import Resource Overlay PE
EntryPoint: 00004007 = nageBase: 00400000
MumberOfSections: onnG = 2e0fmage: Sa658000

packer 3 7
linker 7 Options

About

10053 :
=




LLEHTpaﬂbHaH 4YaCTb OKHa TaKXe MeHAeTCA B 3aBUCMMOCTU OT TUNa:

B Detect It Easy 0.86 S

File Name: : stuffjelfffasm-1.70.03/fasm/fasm

Type: ize: 92118 Search Entropy
ELF Header Program Header Table
EntryPoint: 03043074

compiler FASM(-) [executable x86]
Options

About

1005, :
=)

Camu curHaTypbl ABAAOTCA 06bIKHOBEHHBIMW TEKCTOBbIMU daitnamm, TONbKO C paclUMpeEHNEM
(*.sg). Ux moxKHO peaakTMpoBaTb B Nt06OM TEKCTOBOM pegakTope. KaxKaan curHaTypa A01KHa
MMeTb B cBoeM Tene dyHKuMio detect, KoTopaa 3anyckaeTca npu 3arpyske. MpotoTnn 3Toi
OYHKLUNM TaKoM:

function detect(bShowType,bShowVersion,bShowOptions)

roe bShowType, bShowVersion n bShowOptions ¢naru, KoTopble MOryT MMeTb 3HauyeHue 0 nan
1. Ecam curHatypa ycnewHo cpaboTana, To pyHKLMA detect foKHA BO3BPATUTb CTPOKY B
COOTBETCTBUM C YCTAHOBNEHHbIMU daaramu.

MoKaxkem 3To Ha Npumepe.

Ecnu Bce Tpu dnara yctaHOBNEHbI, TO A8 ynakosLwmMKa UPX Bo3BpaTUTCA NPUMEpPHO TaKas
CTPOKa:

packer: UPX(3.09)[DLL32]

e packer - Tun curHatypbl(Type). He Hago nytaTb TMN CUrHaTYpbl C TUNOM danna.
Hanpumep ana ASPack http://www.aspack.com/aspack.html| Tmn ¢aiina PE, a Tun
curHaTtypbl packer.

e UPX-uma(Name)

e 3.09 - Bepcus(Version)

e DLL32 - onuuu(Options)



http://www.aspack.com/aspack.html

MOXHO NMPOMUTHOPMPOBATL TaKyt0 PEKOMEHAALMIO M NPOCTO BO3BPaALLATh CTPOKY
npousBonbHOro popmaTta. Ho Toraa Bo3amoxKHO 06biuHas Bepcua(DIE) He cMOXKeT KOPPEKTHO
0oT0bpa3unTb pesynbTaT(ana sepcuu lite 1 KOHCONbHOWM BEPCUMN 3TO HE MMEET 3HaUYeHus). YTobbl
DIE cmor npaBu/bHO NMOKa3aTb pe3y/bTaT, Hago YTobbl CTPOKa XOTa Obl UMena TUN U ums,
pasgeneHHble «:».

Hanpumep:
Type: Name

B KOHCcoNbHOM M 06bI4HOM Bepcun (DIE n DIEL) moxHOo ynpasnatb dpnaramu bShowVersion u
bShowOptions. B 06bI4HON BEPCMM 3TO MOXKHO CAEMaTb B HACTPOMKaX.

‘General

Entropy

Appearance / file options
Context  errors in log
HEX

Plugin Show scan time
s

Cancel

B KOHCONbHOI BepcuM 3TO Kntoum -showoptions u -showversion (no ymonyaHuio oba ¢nara
YCTaHOB/IEeHbI B 1).

Ecnv BOCNONb30BATHCA rOTOBLIM LWABNOHOM CUTHATYpPbl, TO HE HAZ0 AYMATb KaK NPaBUIbHO
chopmmnpoBaTb BO3BPALLAEMYIO CTPOKY. B WabaoHe 3To BCe y¥Ke peanns3oBaHo.

MpucyTctBme dyHKUMK detect B curHaType 06a3aTesibHO, HO Kpome 3ToM GYHKLUMK B dpaline
MOTYT HaXO4MTbCA N NONb30BaTeIbCKMe GYHKUMU. Hanpumep:

function sum(argl,arg?2)
{
return argl+arg2;
}
function detect (bShowType,bShowVersion,bShowOptions)
{
var k=1;
var 1=3;
var s=sum(k,1l);

KaK y»e roeopunocb, 41a pefakTMPOBaHMA U CO34aHUSA HOBbIX CUTHATYP MOXHO MCNO/1b30BaTb
Nto60oM TEKCTOBLIN peaakTop. TakKe 3TO OCYLLECTBMMO M CpeacTBaMM CaMoM nporpammbl. na
3TOro 3anyctmm obbivHyto Bepcuto DIE n oTKpoem Kakoin-HMbyab dain.




Hebonblwoe 3ameyaHune, ana KoMmpopTHOM paboTbl C CUrHaTypPaMm (0COBEHHO C OTNAAUYNKOM)
Nyylle OTKNOYUTb BCE NO/Ib30BaTe/IbCKMe CTUAN odopmaeHuUA. s 3Toro nepexogmm Ha
BKNaZKy «Appearance» MeHI0 HaCTPOEK M Nepek/toyaem CTUN HA UCNONb3yemble Mo

YMOJIHaHMUIO:
Style WindowsXP
Style sheet default

B8 Options @Iﬂ

General

Scan Style: | WindowsXP IEI
rccucm

Ap| Sheet: |default

Context IEI
HEX_ Codec: |windows-1250 IEI
Flugins

Font | Ms Shell Dlg 2,8,-1,5,50,0,0,0,0,0

[7] Resizeable main window

| ok || cancel || ooy




3aTeM Ha*KMeM KHOMKY C HaAMUCbIo «S» BHU3Y OKHa.

RERE

OTKpoeTca pegakTop CUrHatyp

D& F:/uprexe

Save

| Show type  [¥] Show version

PE
(Win)Upack. 2.5 - 1 /{ DIE's signature file
.BIFnt.2.59 2

.MET Reactor. 2.5 3 init{"protector”,"AHTeam EF Protector™);
MET Spider. 2,59
MET. 4.59 5 function detect{bShowType,bShowversion,bShowOptions)

ow cphons

m

I

if(PE. compareEP {307 &&PE. compareEP ("30FFED™, 47))

s\ersion="0.3";

bDetected=1;
Aase Crypter.2.50
ABC Cryptor.2.2g if(PE. compareEP{"s0E303000000ESEB04504555C 368", 50))
ACE.6.50 {
AcidCrypt. 2.5q sOptions="fake ASPack 2.12";
ACProtect. 2.5g ¥
ActiveMark. 2,59 else if(PE. compareEP("60ES0 100000090508 1EDOA00OD00™, 50))
Adept Protector, 2.5q
Agile .NET.2.5g9 sOptions="fake ASProtect 1.0%;
AHpack. 2.sg

H
*HTeam EF Protector.2.59 else if(PE. compareEP({"538603 33C0A 3000000006A00E500", 50))
Alex Protector. 2.5q
Alloy. 2,50
AMDpakk. 2.sg
Anskya Binder. 2.5q
Anskya NTPacker Generator, 2,50
Anslym Crypter. 2.5g
Anticrack Software Protector. 2.sg
AntiDote, 2,39
aPack.2.sg
Apex-c. 2,59
App Encryptor, 2,59
AR Crvnt Private. ?.an

s0ptions ="fake Borland Delphi 6.0-7.0%;
H

BHEEEEYSRREEREBvo wae

1) 3aronoBOK OKHA C MMEeHeM OTKpbITOro dakna.
2) KHOMKa co3aaHMA HOBOWM CUTFHATYpbI.

3) Twun oTKpbiTOro daina.

4) CnMCcoK UMELMXCA CUFHATYp A8 3TOro TMna.
5) BblbpaHHas curHatypa.

6) Konnuectso MMeoLWMXCa CUrHATYp.

7) BKAOYeEHMe pexuma pesakTMpoBaHuA.

8) VYcraHoBkKa ¢nara bShowType.

9) YcrtaHoBKa ¢dnara bShowVersion.

10) YcTaHoBKa ¢nara bShowOptions.



11) CoxpaHeHune CUrHaTypbl.

12) Bpems BbINOSIHEHMA CUTHATYPbI.

13) 3anycK BbINONHEHMA KOAa CUTHATYPbl B OTAaAUMKe.
14) 3anycK BbINONHEHMA KOA4A CUTHATYpPbI.

15) Koz BbI6paHHOM cUrHaTYypbl.

16) CTpoka pe3y/ibTaTa BbIMO/IHEHWUA CUTHATYPbI.

17) OkHo nora.

18) OuncTka CTPOKM pesyabTaTa M OKHa /ora.

Kaxkabi Tun ¢amna nmeet cobcTBeHHbIE BCTPOEHHbIE GYHKLUMN. OHM BbI3bIBAOTCS KakK
<tun ¢paiina>.<uma GpyHKuun>

Hanpumep Binary.readDword unu PE.compareEP. Cnucok BCTPOeHHbIX GYHKLUIA NOCTOAHHO
pacwupsetca. MNonHoe onucaHue Bcex GyHKLMI MOXKHO HalTh B SDK/signatures/index.html

CNUCOK BCTPOEHHbIX GYHKLMIA NOCTOAHHO PACLLUUPAETCA U €C/IU eCTb uAaeu, Kakne GyHKuUm
HYXXHO elue po6asuTb, nuwunTte Ha horsicg@gmail.com

Kpome Toro, cyLLecTBYyOT M TaK Ha3blBaemble «rnobasbHble GYHKLMUU» KOTOPble MOXKHO
BbI3blBaTb Be34e.

Camoli BarKHOM 13 3TUX PyHKUKIM aBnaetca “includeScript”. C nomoLbio 3ToM GYHKLUM MOMKHO
BK/1y4aTb B CKPUNT Apyrue ckpuntbl.. ,SDIEAPP/db“ aBnaeTtca nankoi no ymonyaHuio ans
BK/IHOYEHUA CKPUNTOB.

includeScript("result"); // mobasmger ckpunt SDIEAPP/db/result.

TaKxe ya06HO MCno/b30BaTh GYHKUMIO «_log» A/1A BbIBOAA OTN1aA0UHbIX COOBLIEH WA,

_log(“Hello world!“); // BeBemeT CTPOKY.
~log(123); // BelBemeT UMCIIO.

CywecTtByeT 0cobbii pann «_init» nerkalwmii B nanke Kaxkgoro tuna. Hanpumep
“SDIEAPP/db/PE/_init”. 9TOT daitn 3arpyaeTtca no yMoa4aHMIO Nepes BbiNoAHEHUEM BCEX
CKPUNTOB M TyZa MOXKHO MOMECTUTb GYHKLMM U TnobasibHble NepeMeHHble 06Lume Ana 3Toro
Tuna ¢ainos(B AaHHOM cny4yae «PE»)

Tenepb, B KauecTse npumepa, nonpobyem cosgatb curHatypy ana PDF. na aToro oTkpoem
KaKoM-HMbyab dhaiin aToro TMna. 3atem nepenaem K pefakTopy CUrHaTYP U HaXKMeM KHOMKY
«New». [NoAaBUTCA OKHO CO34aHNA HOBOM CUTHATYPbI.




Fi/docs/253667.pdf
P

Binary

25 ReadOnly

(%51

i

D Mew signature

7z.1.5g
ACE. 1.5g
AMI. 1,59
BEMP. 1.59
bzip. 1.5q
Cab. 1.3q
CUR. 1.5g
Empty. 1.9
agif. 1.5q
GZIP 1.5g
ICO.1.5g
java.l.sg
JPEG.1.5g

File name
MNew signature

Author
anonymaous

Type
urknaown

Mame
MNew signature

fions)

Byte(7);

mp3. 2.5

M5 Document. 1.8g
M5 help. 1.sg
pdf.1.sg

png.1l.sg
preferred executable form
Python. 1.sq

rar. 1.5g

SWF 1.sg

TIFF. 1.5g

UDIF. 1.sg

wav. 1.8g

Zip. 1.9 OK

Comrment

ions);

Template
dassic

Clear

] [ Cancel

B KauecTBe nmeHu palina MoXKHO 3asaTb Nt06Y CTPOKY, HO YTO6bI NOTOM HbINO Nerye
pa3bupaTbca ¢ cUrHaTypamu, ny4we 4Tobbl MMA dpaina coBnagana c UMeHeM onpeaenaemon
curHaTtypsbl. To ecTb ecnm co3gaetca ana PDF, To u ¢ain nyywe Bcero Ha3BaTb ,PDF“, a He K
npumepy ,new3“. Ecamn ¢pain c TaKMM UMEHEM Y3Ke CYLLEeCTBYET, TO MOXHO BOCMNO/1Ib30BaTbCA
nogyepknBaHmem nnm undpamu(_PDF,PDF2). KOHEYHO MOXKHO cO34aTb CUTHATYpy KoTopas bbl
onpeaensana cpasy HeCKosbKo Buaos ¢ainos (Hanpumep PDF n JPG), Ho nyywe aenatb
OTAeNbHble CUTHATYPbI.

TaKKe MOXKHO BbICTaBUTb NPUOPUTET CKAHMPOBAHUA. XOTA 3TO U He 0bA3aTenbHO. [1ns 3TOro
nmsa daiina g4oNKHO UMEeTb BUA,:

Uma.[npuoputeT].sg
MpropuTeT MoXKeT MMeTb 3HaYeHns oT 0 4o 9. 0 — cambliit BbICOKWUIA, 9 — CaMbll HU3KUIA.

Hanpumep «MicroJoiner.1.sg» unu «Microsoft Visual Studio.3.sg». 910 uHoraa 6oiBaeT nonesHo
4yTOObI PE3yNbTAT CKAHMPOBAHMA BbIBOAWIICA B ONpeaeneHHOM Nocaes0BaTeIbHOCTH.
Hanpumep, nHGoOpmauma 0 KOMNUAATOPE BbIBOAMNACH PaHblue MHPOPMALIMKN O INHKEpPE.
Y106b1 3TO NPOMU30OLLNO MOMKHO UCMOb30BATb A1 KOMNUAATOPOB NPUOPUTET 3, a ANA
NIMHKepoB npuopuTeT 5.

BBoaum B gmanor cneayrouwme gaHHble:



File Name PDF Nma danna.

Author Me MOHO OCTaBUTb 3TO NOAE NYCTbIM.

Type Format MO»XHO MCNO/1b30BaTb J1L0OYIO CTPOKY, HO OCTaBAATb NMYCTbIM
HeXeslaTebHo.

Name PDF Nmsa onpegensemoit cUrHaTypbl.

Comment 11.06.2014 MOHO OCTaBWUTb 3TO NOJIe NYCTbIM.

Nmsa dalina MoXKeT coBNagaTh C UMEHEM ONpeaensiemMmoi CUrHaTypbl, @ MOXKET U He COBMNaaaTh.

Ewlé moxKHO BbIOMpaTh MCnonb3yembint WabnoH. Bece waboHbl HaxoaATcA B nanke
,SDIEAPP/editor/templates” 1 nx Toxe MOXHO Npu }enaHum cBoboaHO peaakTMPOBaTb NN
n06aBNATL HOBbIE.

Ecnn BbIBpaTb «Knaccuyeckniny wabnoH(«classic»), To nossutca ¢paiin «PDF.sg» cneayrouiero
BMAA:

// DIE's signature file
// Author: Me
/*
11.06.2014
*/
function detect (bShowType,bShowVersion,bShowOptions)
{
var sType="Format";
var sName="PDE";
var sVersion="-";
var sOptions="-";
var sResult="";
var nDetected=0;
// Start of user's code
// End of user's code
if(nDetected)
{
if(bShowType)
{
sResult+=sType+": ";
}

sResult+=sName;

if(bShowVersion)
{ sResult+=" ("+sVersion+")";
if(bShowOptions)
{ sResult+="["+sOptions+"]";

}
}

return sResult;

MNwem B nonckosuKe (nogoiaet Google.com) nHpopmaumio o ctpykType PDF daiinos. K
npumepy 3to http://resources.infosecinstitute.com/pdf-file-format-basic-structure/

UTaK B camom Ha4asne ntoboro HaxoamTca ABOMHOE c/10BO 0x46445025, a No cMelLeHno 5

HaxoaunTCA CTPOKa C HOMepoM BepCHnun ,CI,ﬂVIHOVI 3 cumsona.



http://resources.infosecinstitute.com/pdf-file-format-basic-structure/

Muwem cnepytowmin Koa,:

// Start of user's code
if(Binary.getSize ()>=8) // Eciu mnmHa barnia MeHbile 8 6alT, TO OUEBUIHO 3TO HE
PDF
{
if(Binary.readDword(0)==0x46445025) // Uuraem rnepBoe IOBOMHOE CJIOBO M
CpaBHMBAaEM.
{
sVersion=Binary.getString(5,3); // OnpemeygeMm BepCUO
nDetected=1; // YcraHaBmuBaem B 1, eCyy NPOBEPKM MNPOIUIM YCIIEUHO
}
}

// End of user's code

Y106bI NPOBEPUTL CUFHATYPY Ha*KMeM Ha KHonKy “Run”
B oKHe pe3ynbTaTa NOABUTCA CTPOKa:
Format: PDF(1.2)[-]

TaK KaK ,,options” 6yaer Bceraa ,,-“, MOXHO yAannTb cnesytolme CTPOKU Koaa

var sOptions="-";
if(bShowOptions)
{

sResult+="["+sOptions+"]";

}

Ecnu B OKHe pegakTopa HabpaTtb ,,<TUN>.“ U HaxaTb KOMBWUHaumio Knasuw «Ctrl+Space», To
NOSABATCA BCE BCTPOEHHbIE PYHKUMM ANA AaHHOrO TUNa (B AaHHOM ciyyae «Binary»):

—— A

13 h

14 Binarv.

15 } | compare -
16 findByte

m

17 ret findDword
18 } findSignature
19 findString
findWard
getFileDirectory -

nowVersion,bShowOpi

Ecnn HaBecTM TEKCTOBBIN Kypcop Ha BCTPOEHHYIO GYHKLMM U HaKaTb KOMBMHALMIO KNaBULL
«Alt», To noasuTCca NpoTOTUN QYHKLUMNM:




if(Binary.getsize() ==8)
{

{

nDetected=1;

if{Binary.readDword(0) ==0x46445025)

gVerzion =Binary.getSkring(s, 3);

h |Q5tring getString(unsigned int nOffset,unsigned int nSize:SU]i

}

CUrHaTypbl TaKXKe MOMKHO OT/1aXKMBaTb. [1/1A 3TOro Hy»KHO HarkaTb KHOMKy “Debug”.

MoaBUTCA OKHO:

D8 DiEsignature debugger =RACN X
Debug Search  View
> 00 &P -l B @
Loaded Scripts 4 1 A/ DIE*= signature ffie ~ | |Stack 4
<anonymous script, id=48... % f{ﬁumar: me Level  Name Locatien
4 Bl 0 detect <anonymous scrip...
57 ) i . 1 <£aN0oNYrmMous> <patives:-1
& function detect(bShowType, bShow\version,bShowOptions)
7 { -
~ 8  var sType="TFormat™; =
9 var sMame="PDF";
10 war sVersion="-"
11 war sOptions="-";
12 wvar sResult=""
13 war nDetected=0;
14 -
Breakpoints 8 %[} 15 Startofuser’s code Locals g x
14— ) _ Marme Value -
17 if(Binary.getSize() »=8) —
1 Hscope
D Location Con ég |fJI':(B|nary.readDword(U)==Ux464450 25) _proto_ null L
e Version <Fi tString(5,3) bShow... true
sVersion =Binary.getString(s, 3);
7 MDetected=1; bShowT... true 1
23 } bShowV... true
24 3} nDetected undefined
25 sMame undefined
4 [ 3 26 sOptions  undefined -
Error Log [l

Error Log | Debug Output | Console |

OTnhagyunk nmeet CTaHAaQPTHOE ynpasaeHUe. Bce ncnonb3yemblie NOKa/ibHble NepemeHHble

HaxogATca B ,,Scope”.

Curnatypol ans PEID moxHo ncnonb3osatb 1 B DIE gna Tuna ,,PE”.

K npumepy nmeetca Ta

Kaa PEID-curHaTtypa:

[Stones PE Encryptor v1.13]

signature = 555756 52 51 53 E8 ?? ?? ?? ?? 5D 8B D5 81

ep_only = true

3anyckaem pegakTop curHatyp ana PE-dainos. A 3TOro Hy»XHO OTKpPbITb Ntoboit PE-painn m

Ha)KaTb KHOMNKY « New»




3aTem BBOAMM CleayloWwme AaHHbIe:

File Name Stones PE Nms
Encruptor
Author Me MO»XHO OCTaBUTb 3TO NOJIE NYCTbIM.
Type Protector 3aecb MOXKHO HanucaTtb apyroi Tun. Hanpumep Cryptor
Name Stones PE NUma onpeaenaemoit curHaTypbl.
Encruptor
Comment - MOXHO OCTaBUTb 3TO NMOAE NYCTbIM.

’
D& MNew signature

IR

File name
Stones PE Encruptor

Author
Me

Type
Protector

Mame
Stones PE Encruptor

Comment




MoaBnTCA HOBbIM Galif C TAKUM COAEPHKUMbIM:

// DIE's signature file
// Author: Me
/*

*/
function detect (bShowType,bShowVersion,bShowOptions)
{

var sType="Protector";

var sName="Stones PE Encryptor'";

var sVersion="-";

var sOptions="-";

var sResult="";

var nDetected=0;

// Start of user's code

// End of user's code
if(nDetected)
{
if(bShowType)
{
sResult+=sType+": ";
}
sResult+=sName;
if(bShowVersion)
{
sResult+=" ("+sVersion+")";
}
if(bShowOptions)
{
sResult+="["+4+sOptions+"]";
}
}

return sResult;

Muwem cneayrolmin Koa,:

// Start of user's code
if(PE.comparePE (%55 57 56 52 51 53 E8 2?2 2?2 ?? ?? 5D 8B D5 81”)) // Hama peid

CUTHaATypa
{
sVersion=" 1.13"; // Bepcus
sOptions="-"; // Onumm HeW3BECTHEH.
nDetected=1l; // YcraHaBIMBaeM B 1, €CJM NPOBEPKM IPOUIM yCIIENHO
}

// End of user's code

Ecnn ecTb HEMHOrO AONO/IHUTENBHOW MHDOPMALINK, TO MOXKHO NoMecTUTb eé€ B html dpainn
nanku «info» nporpammsl. ECin HaXKaTb Ha KHOMKY CO 3HAKOM Bonpoca B 0ObI4YHOM BepCUMn, TO
NOSABUTCA OKHO C 3TOW A0MNOAHUTENbHON MHPOopMmaumen. Ecnm KOHEYHO COOTBETCTBYHOWMIA dann
cywectsyeT. Uma html daiina gonKHo cooTBETCTBOBATb UMEHM ONpPeaEenaeMor CUrHaypbl.
Pernctp ByKkB TOXKe A0/IKEH YyYMUTbIBATLCA.




,
B8 Detect It Easy 0.86 ==

File Name: | F: fupx.exe | [ ]

5:3r1|5m‘pts|P‘u..rgins|Log|

|| Type: PE | Size: 305152 | search || Entopy || H |
| Export | | import | | Resource | | overlay || nEr | PE
EntryPoint: | 0019a3d0 | [ = | ImageBase: 00400000
NumberOfSections: SizeOflmage: 0019¢0

packer UPX(3.91) [brute] -

compiler MinGW{-)[-] ?

linker GMU Linker(2, 56%)[EXE32,console] ?
— About

| — — | > | [ 5 || 633ms || scan

[ g urx L2 [l

UPX (ultimate packer for executables) is a free and open source
executable packer supporting @ number of file formats from
different operating systems.

Site: http://upx.sourceforge.net

Kak yke roBopuiocb MOXKHO UCNONb30BaTb COOCTBEHHbIE Wab/OHbI AN CKPMNTOB.
Jason Hood(http://adoxa.altervista.org) Hanucan HoByto cuctemy WwabnoHos (“newstyle”):



”
. Mew signature M

File name

|New signature |

Author

| danonymous |

Type
|unknuwn |

MName

|New signature |

Comment

B aToi cucteme wabnoHOB Haww npuMep MOXKHO 3aMnCaTb Kak:

// DIE's signature file
// Author: Me
/*

*/

init("Protector "," Stones PE Encryptor ");

function detect (bShowType,bShowVersion,bShowOptions)
{

// Start of user's code
if(PE.comparePE (%55 57 56 52 51 53 E8 2?2 2?2 2?2 ?? 5D 8B D5 81”)) // Hama
peid curHaTypa

{
sVersion=" 1.13"; // Bepcus
sOptions="-"; // Onumm HEM3BECTHEH
bDetected =1; // YcraHaBjuBaem B 1, eCiy IPOBEPKU [IPOUUIIM
YCIIemHO

}
// End of user's code
return result (bShowType,bShowVersion,bShowOptions) ;

Tenepb HemHoro 06 owmnbKax B ckpunTe.
Ecnun Bo BpemsA cKaHMpoBaHUA dainna NOABUTCA TaKOM pe3ynbTarT:




.
D8 Detect It Easy 0.86

File Mame: | F:ftest.exe | [ ]

Sean | Scripts | Plugins | Log |
u Type: PE Size: 25380 ’ Search ] ’ Entropy l ’ H ]

’ Resource ] | Cwverlay | | MET | E

oooosifo | [ > ] ImageBase: | 00400000 |

SizeOfimage: | 0000B0DO |

? s

m

UPx(3.91)[8] 7
MAasM32(-)[-] 7
Mirrnenft Linkerf5 17 [FYE37] 2 e About
[ [s ][ 3ms || sen e

OTO O3HaAYaeT, YTo roe-to npounsolwnaia owmnbKa. [Ona toro 4yTOObI Y3HaTb TOYHOE MECTO, u4em B

HaCTpOl;'iKM M BbICTaBNSEM MOKa3 OWNOOK:

”
. Options M

G I

p—— Scan after open
Entropy Show file version
Appearance
Context Show file optio
El?;ins Show errors in log

Show scan time

’ oK HEanceIHAppI}r|

Eweé pa3 3anyckaem ckaHMpoBaHue daina 1 3aTeM Nepexosnm B OKHO Nora:



.
D8 Detect It Easy 0.86 ==

File Name: | F:ftest.exe | [ ]

| Scan | Soripts | Plugins | Log |

[14:09:59] [Error] {Win)Upack. 2.50: TypeError: Result of expression 'PE.compareEp’
[undefined] is not a function.

3T0 3HaAYMT YTO OWMOBKa NnpomsoLwna rae-To B parne “(Win)Upack.2.sg”

OTKpblBaeM 3TOT dann B peaakTope curHatyp U Haxknmaem KHonky “Run”



r.ﬁﬁﬂme EET)
313 ReadCnly Save 19 ms [ Debug ] [ Run ]

PE Show type Show version Show options

{Win)Upack.2.5g = | | 1 //DIE's signature file i
BIFnt.2.5g il I
MET Reactor, 2.5g ‘E 3 init{"packer”, "(Win)Upack™);

.MET Spider.2.=g 4 =
MET.4.59 5 function detect(bShowType, bShowversion,bShowOptions)

.netshrink. 2.5

NETZ.Z.50 if(PE.compareEp(BE. ....... ADBBFS95A533C0337) W
32lite.2.59 I

7z.1.50 sWersion="0. 1x/0.20,/0.21/0. 24 beta™

7z.8.50 bDetected=1;

Aase Crypter.2.8g 1

ABC Cryptor. 2,59 else if(PE.compareEP(BE........ ADBBFB6A0495A533C0AET))

ACE.6.5g I

AddCrypt. 2.50 s\ersion="0.21beta™;

ACProtect.2.5g bDetected=1;

ActiveMark. 2.5g

Adept Protector, 2.sg
Agile .MET.2.=q

AHpack. 2,50

AHTeam EP Protector, 2,59
Alex Protector, 2,50

Alloy. 2.sg

AMDpakk. 2.5g i
Anskya Binder. 2.sg

Anskya NTPacker Generator, 2.9 Clear
Anslym Crypter. 2.5g

Anticrack Software Protector. 2.5g TypeError: Result of expression 'PE.compareEp’ [undefined] is not a function.
AntiDote. 2.sg
aPack. 2.5g
Apex-c.2.8g

App Encryptor. 2,50
AR Crvnt Private. 2.an

—

}
else if(PE.compareEP(BE........ ADBBFB95AD91F3A5ADBS")

.27 beta/0. 23 alpha™;

........ ADSOFF7634EB7C43017)

LBHEEEENRLREERNEB oo wn

=]

BuaHo, 4uto npobaema B 3TOM cKpunTte. s TOro 4tobbl TOMHO HAUTU B KAKOW CTPOKe ownbKa,
Ha*kKMmaem KHonky “Debug”- OTKpoeTca oThagumk. Haxknmaem Knasuwy “F5” Ha KnasuaType,
OTNaZ4MK 3aNyCTUTCA U Mbl OCTAHOBMMCA Ha NPO6/IEMHOM y4acTKe:



-
D§ DiEsignature debugger

(= lo

Debug Search  View
14
B o0t ol R @
Loaded Scripts g x| 1 /DIES signature fie “ | |Stack g X
- F:\prepare\gt\DIE _s... 2 .
:ar:on:.'mou.s phaer 3 init(packer”, "Win)Upack™); Level Mame Location
‘.- F:fprepare/qt/DIE ... 4 1} detect <anonyr
‘- F:\prepare\gt\DIE s... g ?ncﬁon detect{bShowType bShowversion, bShowCptions) 1 <anonymous <native
7 if{PE.compareEp(BE........ ADBBF895A533C0337) £
8 {
] sviersion="0, 1x/0.20/0.21/0.24 beta™;
10 bDetected=1;
11}
12 else if{PE.compareEP{EE........ ADBEF36A0495A533C048) L4
13 {
14 sviersion="0.21 beta";
15 bDetected=1;
: 5 3} 4 m | 3
Breakpoints B X|| 17 Cice if(PE.compareEP(EE. ...... ADBEFS35AD9 1F3A5ADES™) Loca
B { |Locals 8 X
D % 19 sVersion="0.24-0.27 beta/0.28 alpha™; Mame “ value
20 bDetected=1; )
D Location I --
22 else if{PE.compareEP(BE........ ADSOFF7634EB7C43017)) N
23 { =
24 If(PE.compareEP("37",62))
75 I
26 sVersion="0.37 beta™;
27 }
28 elze if{PE.compareEP("35",52))
79 I
30 sVersion="0.38 beta™;
3 }
4 [ P 32 else if{PE.compareEP{"39",62)) - ||« i | »
Error Log -4
Mi 11. Jun 14:17:26 2014 Uncaught exception at <anonymous script, id=62755656 =:7: TypeError: Result of expression 'PE.compareEp' [undefined]
is not a function,
Error Log Debug Output |

OwwubKa B cTpoke 7. 3ameHaem compareEp Ha compareEP 1 coobleHne 06 ownbke ncyesaer.

A3bIk ckpunTos DIE ocHoBaH Ha Java Script 1 nosToMy MMeHa NnepeMeHHbIX U QYHKLNI

YYCTBUTENbHbI K PErMCTPY, 3TO 03HAYaeT Yto compareEp otanyaercs ot compareEP . B atom

oTAIn4YnE Hanpmumep ot Pascal, roe perncTtp He umeet 3Ha4YeHuA.

B HEKOTOPbLIX CNy4yaAaXx BpemaAa CKaHUpoBaHue d)aﬁna nmeeT 3Ha4vyeHne, N03TOMy UMHorga nosesHo

ONTUMU3NPOBATL KOA CUTHATYP ON1A4 Hannydlero 6bICTp0,CI,el;'1CTBMﬂ. YT106bI Y3HaTb CKOPOCTb

cpabaTblBaHMA OTAE/NbHbIX CUTHATYpP N8 onpeaeneHHoro Gaina Hy»KHO B HAaCTPOMKax

BbICTaBUTb NOKa3 BpeEMEHN CKaHNPOBAHNA N MOKa3 OLWMOOK:



.
D Options m

General

Scan Scan after open
Entropy Show file version
Appearance

Context Show file option
HEX Show errors in lo
Plugins

Show scan time

[ oc ] [conce] [aowh |

Tenepb B Ior 6yAeT 3aNMCbIBaTbCA BPEMA CKAHMPOBAHWUSA KaXKAOWM CUTHATYPbl NO OTAENbHOCTH.

’
DB Detect It Easy 0.86 =] o e
File Name: F:ftest.exe :]

| Scan | Scripts | Plugins | Log |

[14:33:01] [Error]MinGW. 3.50: 1 ms o
[14:33:01] [Error]PureBasic. 3.50: 1 ms
[14:33:01] [Error]Visual Basic, 3.50: 1 ms
[14:33:01] [Error]Watcom, 3.50: 1ms
[14:33:01][Error] MET.4.50: 1 ms
[14:33:01][Error]Fox Pro.4.50: 1 ms
[14:33:01] [Error]MFC. 4.50: 1 ms
[14:33:01][Error]QT.4.50: 1 ms
[14:33:01] [Error]linker, 5.50: 2 ms
[14:33:01][Error] 7z.6.50: 1 ms
[14:33:01] [Error]ACE.G.50: 3 ms
[14:33:01] [Error]Cab.6.5g: 3 ms Options
[14:33:01][Error]rar.6.50: 4 ms
[14:33:01] [Error]Resources.6.50: 0 ms
[14:33:01] [Error]zip.6.50: 4ms

1
il

DIE B HacToAILIEee Bpems eLLo He AocTUr puHaNbHOM Bepcum (1.0) noaToOMy aKTUBHO
yNyudllIaeTca, ecN ecTb HOBble Uaeun no yaydweHuto GyHKLUMOHaANA, TO NULLKUTE HA
horsicq@gmail.com



