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l. Entering Setup Mode:

To enter setup mode, simply double click the Setup.bat file or run “Lockout Inspector.exe” from
the command line using the —setup flag. For example:

- REE

C:~tools>"Lockout Inspector.exe'" —setup

Bl Lockout Inspector Setup
License Information
License k.ey: | 5555 RRRRE FE555.-ARREG- 55555 Expires 12/7/2007

Uszer Information
I sernanme: |Vip.-'-‘-.c:c:u:nunt [v Domain Account?

[v Automatically unlock account if it iz locked?

Enable Logging
Log File: |D:'an:ngs'an:nn::kn:nutInspectnr-vip.t:-:t e

Email Notification

Email Tax |L| zernarme@arail. cam

SMTF Server | smip gmail cam

[ Automatically detect Domain Controllers

Specify DCs: |DE'I, D2
FQDM or IP &ddress seperated by commas [10.0.0.32, 1000.0.35,...]

[Optional) Additional Email Settings
[v SMMTF Server Requires Authentication

Uzemame: || semamet@gmail caom

Paszword:

Fort:  J4E5 [w Lz 550

REHREERERRNERE RN

Settingz Saved Succeszfully

Close | Clear |
Merzion 1.2] Coperight [C] 2007 kativate Systems LLC. All Rights Rezerved.

This will launch the Graphical User Interface as shown above. The figure above contains valid

settings for all fields (with the exception of a valid license key). A valid license key can be
obtained from www.MotivateSystems.com.
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II. Setting Required Values

License Key

Lockout Inspector provides a fully functional time limited evaluation with no restrictions. After
the evaluation period expires, you can continue to use Lockout Inspector by purchasing a
license key from www.MotivateSystems.com.

User Information

Enter the username for Lockout Inspector to monitor. This can be a local user account or a
domain account. If specifying a domain account, Lockout Inspector is required to run on a
computer that is a member of the domain in which the account resides.

User Information
Username: |\vipsccount [v Domain Account?

[v Automatically unlock account if it iz locked?

To have Lockout Inspector automatically unlock the account, be sure to check this option.

Caution: Use this feature wisely. Lockout policies are set for a reason; to provide a layer of
security against brute force attacks against your user account database. Only use this option
after you have determined that the source of the lockout is trusted (but currently broken). Use
this option as a temporarily workaround until the source can be remedied.

Domain Controller Selection

By default Lockout Inspector will parse the event logs on all Domain Controllers in your domain. If you
do not want to parse all DCs, then uncheck the automatic detection setting and specify only the DCs you
wish to parse. This is particularly useful when DCs are located at remote sites.

[ Automatically detect Domain Controllers

specity DCs: |pCt, DC2
FODM ar IP Address seperated by cammas [10.0.0.32, 100.0.35....]

Ill. Setting Optional Values

Enable Logging
Lockout Inspector will record each time the user account is found locked. To enable logging,
specify the file path of the log file. (You must have write permission in the location.)

Enable Logging
Log File: |D:'xLDgs'\LD|:kDutInspectur.lng
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Email Notification

To receive alerts by email, enter your email address and a SMTP server. We recommend that
you use an internal SMTP server that does not require authentication.

Email Notification

Email Ta: | pyllseramed@gmail com

SMTP Server: |$mtp. grnail. com

When email notifications have been enabled, Lockout Inspector will send you all recent failed
logon events by the user account. In order to receive this information, you must enable

auditing for logon event failures. Enable failure auditing for both Audit Account Logon Events
and Audit Logon Events. (See the figure below.)

‘it Group Policy Object Editor
File Action Yiew Help
& = | B2
_E—j Default Domain Controllers Polic | | Palicy 4 I Folic king
EI@ Computer Configuration .ﬁ.ul:lit account logon events uccess, Failure
|:| Software Settings %] audit account management
EI:' ""d':"“‘_"s Settings .ﬁ.udit directory service access
5'2"'!3"1_5 ':5'IEW'I_'-IF'.'ISI"L 28] Audit logon events Success, Failure
=l Security Settings .ﬁ.udit object access Mo auditing
[+ Account Policies : .
: o .':'.lelt policy change Success
[=- gef Local Policies : L -
il =" Lo .ﬁ.uu:llt privilege use Mo auditing
i [ ze] Audit Policy : . ) i,
: :ig User Rights .ﬁ.uu:llt process kracking Mo auditing
2 . .
B 22 Security Op F'.I.Il:llt system events Success
5 Event Log |
: i i =
@ Restricked Grou Audit account logon events Properties EE

@ Swskem Service:

: Security Palicy Setting |
@ Reqgistry

@ File System 4 4 Audit sccount logon events
H-F wireless Metwo lg‘!

|:| Public Key Palici
[+-[_] Software Restri

-8, 1P Security Poli [¥ Define these palicy settings
-7 Administrative Template Audit these attempts:
EI@ Iser Configuration
[#-[_] Software Settings o V' Success

I:l Windows Setkings _Ij
1 | | 3 1

] I Cancel Apply
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IMPORTANT:

e \When using Lockout Inspector in a Domain, you must configure the audit policy for the
Domain Controllers Default Policy. (In domain mode, Lockout Inspector parses the
event logs on the Domain Controllers.) Launch the Group Policy editor from the Active
Directory Users and Computers snap-in.

e \When using Lockout Inspector on a standalone computer, click Start->Run then type
gpedit.msc. This will launch the Local Security Policy editor.

With the appropriate auditing and email notification set, you will receive an attachment by
email similar to the figure below. Using this information, you can easily view the IP Address
associated with several failed authentication attempts until the account is finally locked out.

B _Lockoutinspector[1].tmp - Notepad

File Edit Format Wiew Help
Security Logon Failurses REason: Account Tocked ou User Mame:
security Logonaetempt by: MICROSOFT_AUTHENTICATION_PACKAGE_W1_0LDOQon account:
10.0.0.51"}F sSecurit Pre—authentication failed: user nName: testuser User ID:
Secerity  Logon Failure: REason: Account Tocked out User Mame:
Security Logon attempt by: MICROSOFT_AUTHENTICATION_PACKAGE_V1_0LOgon account:
"10.0.0.51"} sSecurity Pre-authentication failed: User name: testuser User ID:
"10.0.0.51"} security Pre-authentication failed: User name: testuser User ID:
10.0.0.51"}  sSecurity Pre-authentication failed: User name: testuser User ID:
10.0.0.51"}} security Pre-authentication failed: User nName: testuser User ID:
10.0.0.51"} security Pre-authentication failed: User name: testusear User ID:
"10.0.0.51"} security Pre-authentication failed: User name: testusear User ID:
£ >

Additional Email Options

To use an external SMTP server, the additional email fields may be needed. The following
examples show the configuration needed for common external email vendors:

Settings for GMAIL:

Email Motification
Email To: |MyUsername@gmail.cDm

SMTP Server: |$mtp. grnail. com

[Dptional) Additional Email Settings
[v SMTF Server Aequires Authentication

Uszemarne: |M_I,IL| zernamel@griail. com

Paszword:

Fort: J4E5 [w Lge 550

HERERRHRN

Note: Username is your full email address.

Copyright (C) 2007 by Motivate Systems LLC. All Rights Reserved




Settings for Yahoo! Mail
Email Hotification

Email T |yl semamet@yahoo.com

SMTP Server: |$mtp. mail.yahoo.com

[Dptional) Additional Email Settings
[v SMMTF Server Aequires suthentication

Usemame: Myl zemane

HERERRHRN

Paszword:

Fort: J4E5 [w Lgze 550

Note: Username is your email address without the "@yahoo.com".

IV. Scheduling

Lockout Inspector utilizes Windows Scheduled Tasks to run at any interval that you specify.
After you have configured Lockout Inspector, configure a New Scheduled Task.

Start->Programs->Accessories->System Tools->Scheduled Tasks

Task | Schedule | Setings | Security

J C:WwANDOWSAT askshLockout Inspector.job

Bur: "C:AToolz\Motivate Spstems\Lockout Inspector. exe"

Browsze. ..

Start in: "CATools\Mativate Systems"

Comments:

Fun az Adminiztrator Set password...

[]Run anly if logged on
Enabled [zcheduled tazk rung at specified time)

[ (]S |[ Cancel H Apply ]

IMPORTANT: The account used to run the scheduled task, must have enough rights to unlock
the user account in the associated domain.
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Remove Lockout Inspector using -CleanReg

To remove Lockout Inspector, run “Lockout Inspector.exe” from the command line using the —
CleanReg flag. This will remove all applicable entries from your system’s registry.
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