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1 Introduction

LogFaces is a standalone solution for collecting, storing, dispatching and filtering log data. LogFaces
is a "box" which resides next to your system and lifts the logging burden off you. Built one level above

the conventional logging API's such as Apache Logging Services it easily integrates with existing

systems, including those built on J2EE, native C++, or Microsoft© .NET Framework. If your system is
already using those API's, you can use logFaces for storing log, real-time log monitoring, evaluating

operational discrepancies, receiving scheduled email reports with log files and more...
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Figure 1-1 LogFaces Architecture

There are three players - your system, logFaces Server and logFaces Client. It works like this: your
system/s send log data to the logFaces Server which routes this data to interested clients or does
something with this data on its way. For example; saving some of it to database or discarding it,
splitting and filtering it for various client listeners. The only requirement for any system to be operable
with logFaces is to produce log in a format understood by the logFaces Server which collects this log.

The current version of logFaces supports Apache log4xxx APl's as schema of log statements. But

technically logFaces will not be limited only to those formats. Today log4dxxx API's are the de-facto
standards in software development and most systems already support them. In such cases the

integration with logFaces is straightforward and is only a matter of simple configuration.



http://logging.apache.org/
http://logging.apache.org/
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LogFaces can be used in a compact mode (or Server Mode as we call it) where applications send
log data directly to the Client. This mode is mostly dedicated for those who want to use logFaces as a
real time viewer for single user. It fits better smaller projects due to its simplicity, however it doesn't
have persistence capabilities, reporting and data mining features — it's a plain real time viewer of log
data.
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Figure 1-2 logFaces Client in server mode
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2 Getting started with logFaces Server

This section will guide you through the quick process of installation and configuration. Javall
Runtime Environment (JRE) 1.5 or later must be installed before proceeding with installation either on
Windows or on Linux. LogFaces Server will automatically start after the installation with default

settings and trial license for 30 days evaluation.
2.1 Installing logFaces Server

1. Server distributions come as files named Ifs-os-architecture-bits.zip. Make sure you select
the correct distribution.

2. Unzip downloaded distribution to any location on your local disk.

3. On Windows, if you want to run as a service - it must be registered. Run /bin/installservices.bat
with Administrator privileges - this will register win32 service called "LFS".

4. On Linux/Unix you will have to give executive permissions to files located in /bin.

2.2 Running logFaces Server on Windows
There are two ways to run the server :
1. as a console application - use /bin/run.bat

2. as a win32 service - use your service control panel, or type "net start Ifs" in the command

prompt. Make sure you register the service before doing it!
2.3 Running logFaces Server on Linux/Unix

Make sure you give executive permissions to the files located in /bin directory.

In order to start the server in terminal execute command ./bin/lfs console

In order to start the server as daemon execute command ./bin/lfs start

In order to stop the server process execute command ./bin/Ifs stop

In order to check the server process status execute command ./bin/Ifs status
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2.4 Integrating with applications

To work with logFaces, your application needs to be configured by adding several elements to its
logging configuration file. Provided that your system is based on log4xxx API's, you should be having
logdxxx configuration file/s, which usually come as property files or XML configuration files. We add
an appender to your configuration file which knows how to communicate with logFaces Server.
Sections below will show how to setup such appenders in various situations. As of this writing we
provide our own appenders for log4j and logback frameworks while .Net and C++ can be freely

obtained from Apache and don't require any change to work with logFaces.
24.1 Log4j configuration

There are two appenders available to work with log4j applications - simple socket appender and
asynchronous socket appender. Depending on your needs you can use either of them but we
strongly recommend using the former one as it's more robust and gives better performance. Both
appenders can be found in /lib/ifsappenders.jar on server installation and also available separately

for download from our site.
2.4.1.1 Simple Socket Appender - com.moonlit.logfaces.appenders.LFXMLSocketAppender

LFXMLSocketAppender is very basic socket appender which is not much different from the one

distributed with log4j itself. The following example shows how to set it up in your configuration :

logd]j.appender.LFS = com.moonlit.logfaces.appenders.LFXMLSockethppender
log4].appender.LFS.application = AFPP-1

logd]j.appender.LFS.remoteHost = localhost

logdj.appender.LFS.port = 55200

log4]j.appender.LFS5.locationInfo = true
logd]j.appender.LFS.reconnectionDelay = 5000

log4]j.rootLogger = TRECE, LFS, CONSOLE

Property name Description Default | Mandatory
application Identifies application under this name. none no
remoteHost Host name or IP address of logFaces server yes

port Port where logFaces server listens. 55200 no

locationinfo Specifies whether to include location data - class,] FALSE no
method and line numbers.

reconnectionDelay | Rate of reconnection retries in milliseconds. 5000 no



http://www.moonlit-software.com/logfaces/web/download/index.php
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24.1.2 Asynch ronous Socket Appender = com.moonlit.logfaces.appenders.AsyncSocketAppender

AsyncSocketAppender is asynchronous queued appender with built-in fail over mechanism. When
your application will do log statements, the events will not be sent to server at the expense of calling
thread. They will be queued and sent to logFaces server by the background thread. You can specify
several parameters to adjust the appender to optimal performance. In addition to queuing, this
appender also knows how to fail over to another host should the current one fail. You can specify
how often to retry the connection, how many times to retry and to what host to switch to when all

retries are exhausted. This is an example of log4j XML configuration :

<configuration configDebug="true":>
<appender name="LOGFACES"™ class="com.moonlit.logfaces.appenders.A=syncSocketAppender™:
<param name="locationInfo" walue="true" />
<param name="application" wvalue="MY-APPLICATICH" />
<param name="remoteHost" wvalue="hostl,hostc2" />
<param name="port"™ wvalue="L55200" />
<param name="reconnectionDelay" walue="5000" />
<param name="nofRetries" wvalue="2" />
<param name="offerTimeout"™ wvalue="5000" />
<param name="gueueSize" wvalue="500" />
</ appender?
i::;;;
<priority walue ="debug" />
<appender-ref ref="LOGFACES" />
</ root>
</configuration>

This is an example of log4j property file configuration :

log4j.appender.LOGFACES = com.moonlit.logfaces.appenders.AsyncSocketippender
log4j.appender . LOGFACES . locationInfo = true
logd]j.appender.LOGFACES . Application = MY-APPLICATICN

log4d]j.appender.LOGFACES .RemoteHost = hostl, hostz
log4j.appender.LOGFACES . Poxrt = 55200
log4]j.appender.LOGFACES . reconnectionDelay = 5000

log4]j.appender.LOGFACES .nofRetries = 3

log4j.appender . LOGFACES .. offerTimeout = O

log4]j.appender . LOGFACES . gqueneSize = 500

log4]j.rootlogger = TRACE, LOGFACES
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Table below summarizes all properties available for AsyncSocketAppender. Note that some of the
properties are optional and can be omitted, but pay close attention to how you specify fail over

parameters and queue options :

Property name Description Default | Mandatory

locationInfo Specifies whether to include location data, e.g. class| FALSE no
name, method name and line numbers.

application Identifies application under this name. All logs coming no
through this appender will be stamped with this name,
which can later be used on client.

remoteHost Comma separated list of logFaces servers. If more than yes
one host specified, the appender will automatically fail
over to the next host when current host becomes
unavailable. Switching hosts is done in the loop. If only
one host specified, the retries will be done indefinitely
with this host.

port Port where logFaces server will accept the connection| 55200 no

from this appender.
reconnectionDelay | Rate of reconnection retries in milliseconds. 5000 no
nofRetries How many times to retry before dropping current host 3 no

and switching to the next one. If only one host specified
in remoteHost attribute, the retries will go indefinitely to
the same host.

queueSize Size of the event queue. The larger the size, the less 500 no
likely the data will get lost when connection is lost,
because events will be re-transmitted to the server
when connection recovers. However, queue size affects
JVM heap memory, so be considerate.

offerTimeout How long to wait (in msec) while offering event to the 0 no
appender queue. When server is slower than
application and queue gets full, the caller has an option
to wait before giving up. Queue can typically get full
when server is down or when server can't consume log
data in the rate of this appender. WARNING: Use with
care as it will slow down the calling thread when
queue fills up.
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2.4.2 Logback configuration

If you are using logback framework in your applications, you can easily connect with logFaces too.

Below is an example of our appender which you should add to your logback configuration.

<configuration>

<appender name="LFS5" class="com.moonlit.logfaces.appenders.logback.LogfacesAppender™:>
application>LOGBACK-TESTER</application>

teHost>localhost</remoteHost>
>55200«</port>
tionInfortrue</locationInfo>
onnectionDelay>5000</reconnectionDelays>
< 1der>
<root level="trace">

<appender-ref ref="LF3" />

</configuration>

Meaning of the attributes are identical to our log4j appender described above. Note that class name

is of course different. Make sure to place Ifsappenders.jar into the class path of your application, it

can be found either in /lib directory of server installation or from our download page. Logback
dependency jars must be in the class path as well, make sure you grab them from the authors web

site.

2.4.3 Log4cxx configuration

If your system is based on C++ and using Apache Log4cxx API for logging, you should configure it by
adding XMLSocketAppender included in logdcxx API itself. Here is a snippet of configuration

example:

'1094'.appender.5td0ut=0rg.apache.1094g.c0n5019Appender
log47]. appender. stdout. layour=org. apache. log4j.PatternLayout
|Tog47. appender. stdout. layout. ConversionPattern= %-5p %d{HH:mm:55} %-20c{1} %x{stam} | %m&n

.1094'.appender.LFS=org.apache.TDg4j.Het.xMLSocketAppender
|1og4]. appender.LF5. RemoteHost=10.200.1.110
log47j. appender. LFS. Port=55200

|1og4j.rootLogger=debug, stdout, LFS, FILE

The meaning of the attributes is identical to the previous Javall example. However, note that
XMLSocketAppender doesn't (yet?) provide "Application" and "LocationInfo" attributes. This is not a
problem for logFaces — those loggers which don't correspond to any logging domain will be
automatically grouped in logFaces under name "Default Domain". Unfortunately, until those

attributes are supported by the underlying API's, we will have to add some code when initializing the



http://logging.apache.org/log4cxx/index.html
http://www.moonlit-software.com/logfaces/web/download/index.php
http://logback.qos.ch/
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logger in the application. The code snippet is shown below, what we do is simply getting into a root

logger, digging out the LFS appender from there and manually set the missing attributes of the layout

like this:

7/ this is a workaround for XMLSocketAppender to allow routing of properties
/7 over the network, we manually setup the layout

LoggerPtr root = Logger: :getRootlogger():
AppenderPtr app = root—>getippender (LOGACHYE _STR({"LF5")):
if(app |= NULL){
LayoutPtr layout = app-rgetlavout():
1f{layout != NULL){
layout—>setOption(LOGACEE STR("locationinfo"), LOGACKE STR("trus")).;
layout—>=etOption(LOGACYY STR("propertie=s"), LOGACHE STR("true")):
MDC: :put("application", "WSC"):
T
}

In any case, those missing attributes are not a show stoppers, your application can still work with

logFaces out of the box with those limitations.

IMPORTANT:

The MDC (message diagnostic context) works only in the context of
the current thread. In case you have several threads in your
application you should add MDC::put("application”, "xxx") call in
the beginning of every thread. Otherwise, the log statements coming
from those threads will be orphaned and server will automatically put
them under "Default Domain" which might be a bit confusing.

Future versions of logFaces will include proper appender to avoid those workarounds.

2.4.4 Log4net configuration

If your system is .Net based and using Apache log4net API for logging, you should configure it by

adding UdpAppender. Here is a snippet of configuration example:

¢logdnet »
<appender name="1F5" tvpe="logdnet  Appender . UdphAppender":
<param hame="Remotehiddres=" walue="127 0.0.1" »»
<param hame="RemotePort" walus="L5201" >
¢param hame="Encoding" walue="UTF-8" .
<layout type="logdnet Layvout. EmllavoutSchemalogdj. logdnet”:<-lavyout:
< appender >
<root >
<lewel walus="DEBOG"
cappender—ref ref="1F5" -
<sroot >
< loginet >

As mentioned earlier, logFaces can listen for TCP and/or UDP. In this example, we use UDP
appender and you should make sure that RemotePort attribute in this example corresponds to the

one configure in logFaces, which of course can be modified using logFaces Administration Console.



http://logging.apache.org/log4net/release/sdk/log4net.Appender.UdpAppender.html
http://logging.apache.org/log4net/index.html
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2.5 Administration

Most of logFaces Server configuration is done remotely using conventional browser. To access

Administration Console, open your browser and navigate to this URL:

http:/lyour-logfaces-server-host:8050

The shortcut is also created for you during the installation in Windows Start menu. Of course, you can

access the console from any other host as long as you network configuration allows the access.

Access to logFaces Administration Console is secured by user name and password, which are both

defaulted to "admin" during installation:

Connect to 10.200.1.110 1 2| %]

=
s\ \‘
ﬂl T
LFS
User name: Iﬁ admin j
Password: |l"u

[v Remember my password

oK | Cancel

If you want to modify user name and/or password for the future use, see Advanced configuration

"how to" for more details.

Administration Console is grouped into several tabs where you can easily modify needed functionality
— connectivity, database, context, e-mail, notifications, licensing and status. Let's go through them in

details.

10


http://localhost:8050/admin
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2.5.1 Connectivity

Here you specify external and internal ports where Server will be listening :

.
& - Administration Console
| S --".\..»,',.’? v2.5.0 (build #1155)
Connectivity Database Context Email Notifications License Status 0

L o

CLIENTS

This is where logFaces clients get connected for working with server. This is an HTTP port, make sure that
your network configuration will allow remote client connect to the server using this port.

Port number : |805D (restart required if modified)

APPLICATION PORTS

Those ports allow logFaces server to listen to the back end applications. This is done by means of log4]
Receivers which are available here in two flavors.

TCP port number : 55200 Enabled: ¥
UDP port number : 55201 Enabled: ¥
Save changes |

Figure 2-3 Connectivity settings

External port defaulted to 8050 is for Clients and Administration Console connections. This is HTTP
connection port which you can modify to fit your environment, but Server will have to be restarted for

the changes to take affect.

Internal ports are for the applications to log into logFaces. There are two ports available — TCP and
UDP which you can modify or enable/disable. Changes are effective immediately. Make sure your
applications appenders are adjusted to meet those changes. Socket appender port property named
logdj.appender.LOGFACES.Port in your configuration should match the ones specified here.

11



Copyright © 2010 Moonlit Software Ltd, All rights reserved

2.5.2 Database

In Database section we specify how logFaces Server database should operate. There are two major
things we need to specify — how much log to keep and what log events should be saved in database

(if any).

L

e

Connectivity Database Context Email Notifications License Status

Administration Console

v2.5.0 (build #1

CAPACITY

Database capacity is maintained according to the number of days you specify here. As time moving and
new records are committed, the older records will be removed so that no more that specified number of
days of data is available at any given moment.

|3 Days 'I Update capacity |

FILTERS
Filters control what is stored in database and what is ignored.
Settings are applied immediately, no restart required.

If no INCLUDE filters specified, nothing will be saved into database.

Type Severity Thrown Domains Loggers Hosts Regex Add filter
" INFO false * * * & x
=] WARN false * com.moonlit.* * 85 x

Figure 2-4 Database settings

Database capacity is specified in days of log. If you specify "1 week" for example, then at least one
week of data will always be available. As time goes, older records are automatically removed while
new ones are appended. You should carefully specify this value according your needs; it affects

overall performance as well as disk space usage.

Filters let you specify which logging events to be stored in database. Normally we don't need debug
information to be floating around and bloating our server, but sometimes we do need it too. There are
two types of filters you can specify — INCLUDE and EXCLUDE. Filtering is done by severity of
logging events going through logFaces Server, the domain (application) of the events and the logger
names. You can use wild cards to specify names. The example above means that we want to include
ALL events whose severity are higher (and including) INFO, but we don't want events which come
from com.moonlit.* packages, except those which are higher (and including) ERROR. So, even
though we specified the exclude filter, we still want problems from those packages to be saved. You

can create fairly complicated filters here; the order of the filters is not important.

12
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If you would like to disable database persistence, simply remove all INCLUDE filters or set capacity

to NONE. There is no need to restart the server, those changes are applied automatically.
2.5.3 Context

One of the advanced features in many logging systems is diagnostic context attached by the
application to logging events. In log4j and its other flavors there is MDC — Mapped Diagnostic
Context. You can read more about it here. To provide convenient integration with MDC's, logFaces
lets you map your application context properties in such way so that they could later be used in
queries and other displays. You can specify up to 5 different context variables which will be

automatically extracted from logging events and stored in database.

Administration Console

v2.5.0 (build #1155)

'\\‘_ iy - vl
| : ;I —

Connectivity Database Context Email Notifications License Status T'__:_).}

MAPPED DIAGNOSTIC CONTEXT

Here you can map your application MDC names with logFaces server. At run time, the server will look
for those properties in logging events and automatically map them to corresponding database
columns. Those names will also appear on client for doing real-time filtering and database gueries.

MDC names emitted by your applications

[USER_ID

[SESSION_ID

[DEVICE_ ID

Save changes |

Figure 2-5 Context settings

You can modify those names any times during run time, but it's best to setup the mapping as earlier
as possible. For example, if you initially worked with SESSION_ID as first MDC parameter and then
decided to rename it to SESSION_NAME, you won't be able to extract previously saved values as
SESSION_ID because it will be named differently.

13
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2.5.4 Email

Email settings will allow logFaces server to send e-mails when required by reports and triggers. Here

you define outgoing SMTP properties and also can verify that these settings are correct by sending

test email to some recipient.

Administration Console
v2.5.0 (build #1155)

Connectivity Database Context Email Notifications License Status @

OUTGOING E-MAIL SETTINGS

Those settings will be used for sending out e-mail notifications and reports. If you want to test those
settings, specify your e-mail address in "Test email” field and click on "Save changes" button. If
settings are correct you should receive an e-mail confirmation instantly.

E-mail server host: Ismtp gmail.com Port : |58?
Account name : Imyaccoum Password : I........
Use secure connection : ITLS v| Test email : I (blank to ignore)

Save changes | Undo changes |

Figure 2-6 Email settings

In "Test email" field you can specify an email address where testing message will be sent to when

you save changes. Should anything go wrong, you will be shown an error describing the cause. If

everything was correct, you will receive acknowledging email.

14
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2.5.5 Notifications

There are two types of notifications available - reports and triggers. You can manage both of them

under this tab :

Administration Console

v2.5.0 (build #1155

Connectivity Database Context Email Notifications License Status

REPORTS
Reports schedule delivery of log files to e-mail recipients.

Report name Trigger cron expression Next fire time Enabled Add report
Daily errors 0po17*=* (=] =
TRIGGERS

Triggers fire e-mail notifications in real-time when certain log events get caught by filters.

Description Fired when Frequency limitation Last fired Enabled @ Add trigger
Problems detector 10 event(s) occur within 1 minute(s) 50 minute(s) never fired @ 2 X
Exceptions detector 20 event(s) occur within 1 minute(s) 300 minute(s) never fired @ 2 X

Figure 2-7 Notifications settings
2.5.5.1 Reports

Reports are custom log files that server generates according to schedule and rules you specify.
Reports are sent by email to the recipients you specify. When defining report we need to specify what
log information we need, the scheduling rule to dispatch report creation and who to dispatch the
email to. logFaces Server can handle unlimited amount of reports based on complex scheduling
rules and content. As you can see, reports are named, have cron expression with next fire time
stamp and an indication if report is enabled. Having report enabled or disabled is handy when you
want too keep report definitions but don't want it to fire. When you remove the report from the list, it is
permanently deleted and can't be recovered. However, it's not a big deal to create one anew — just
click on the "Add new" link at the right top header of the list and it will create new dummy records

which you can populate and enable by clicking on the report name.

15
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Below is an example of report options screen :

REPORT SETTINGS :E-;
SCHEDULE

Report name IDE”Y errars For management purposes, should be a unigue name

Cron expression IU 017+* Specifies when report will be fired and how it will repeat.

Enabled I When report dizabled, it won't be fired but will stay in the list

QUERY PARAMETERS
Query with this parameters will be executed when report is fired -

Time range Severity Thrown Diomains Hosts Loggers Message

24.0 hour/s ERROR falze

EMAIL DELIVERY OPTIONS
When report fires, the will email be sent according to these settings below.

Mail to huu@cumpany.cum Mail pricrity Inurmal - I

e oo goa file [126-5p] %d{dd-MMM-yyyy HH-mmss} %c{1} - %min
larger than layout
(kB)

Save changes | Undo changes | Cancel |

Figure 8: Report settings

* Report name — reports are uniquely identified by name, in fact each report is a scheduling
job which is referred by the scheduling system by this name. Name of the report will

appear in the subject of the email.

* Cron expression — is an expression which specifies when and how to fire the report. Cron
expressions are very flexible and used to make fairly complex scheduling schema. In the
picture example the expression means "fire every day at 1AM", but you can easily specify
something like "fire on 10AM on the third Friday of the month". You can get more

information about cron expression online, for example here.

¢ Enabled - when unchecked, the report will stay in the system but will never fire. You can

enable it any time and it will fire at the next schedule.

16
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Query parameters - when report is triggered, the server will retrieve log statements from
database using the following criteria - time range, severity level, domains, host, loggers,

text matching and exception.

Query parameters for 'Daily errors' fﬂi
Time range to cover |24 0 Hours to cowver since trigger time (0.5 is half an haur, etc)
Severity IERROR vl Include log with sewverities higher or equal to the one specified
Domain list Include these domains (empty=all, use comma for few)

Match loggers Include these loggers (empty=all, wildcards allowed)

Host list I Include these hosts (empty=all, use comma for few)

Math mes=zages Only include events matching this text (empty=ignare)

Thrown - Only include log coming from thrown exceptions

Figure 9: Report query parameters

Mail to - list of recipients to receive the e-mail (use comma to include few recipients)

Mail priority - e-mails can be flagged with standard e-mail priorities (highest, high, normal,

low, lowest).

Zip attachments - specify a maximum size of log file in KB; if attachment file will be larger

than specified, it will be automatically zipped.

Layout — specifies how to layout the text in the log files. LogFaces is using log4j formatting

rules; you can find more details here
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25.5.2 Triggers

Triggers are similar to reports except that are not scheduled but rather fired immediately when certain
conditions met. Conditions are. of course, based on the log data going through the server. By
specifying filters you will be able to detect very particular log statements from very particular sources.
In addition to this, you can also specify how many of such events to capture and within what time

span they should be.

NOTIFICATION TRIGGER jt

FILTERS
Filters will trap log events and eventually fire the trigger when its conditions are met.

Type Severity Thrown Diomains Leggers Hosts Regex Add filter
L WARN false * = = = X
= ERROR false * org.hibernate.® * = X

OPTIONS

Field Value Description

Enabled ™ Trigger will not fire unless enabled.

Description IF’rDbIems detector This text will appear in email subject and attachment.
Recipients E-mails will be sent to those recipients (comma separated)

Iyuu@cumpany.cum

Priority Incl-rmal - I E-mails will be sent with this priority

Layout I[%_5p] %d{dd-MMM-yy Attached log file layout [see log4] spec for details)

Counter |1 0 Will fire when this number of log events trapped in sequence

Time frame I-] Will fire only when events are trapped within this time frame
(minutes)

Frequency IBU Will NOT fire more often than specified (minutes).

limit

Figure 2-10 Trigger details

By combining INCLUDE and EXCLUDE filters you setup traps for actual log statements. This is how

typical filters looks like :
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MODIFY FILTER

Field Value Diescription

Type IEXCLUDE vI Include filter will trap any event matching the rest of fields while
Exclude filter will explicitly ignare the events matching the fields.

Severity IEFiFiOFi vI Include filter will trap events with this of higher severity. Exclude filter
will explicitly ignore the events with lower severity only.

Domains I* Application names to match, use * for wild card matching

Logaers IEI-rg hibernate.* Logger names ta match, use * for wild card matching.

Hosts I* COrigin host name to match, use * for all or comma separated list for few.

Message I Log message regular expression pattern

Thrown Il When =elected, only thrown exceptions will be trapped or ignored

depending aon filter type.

*is

Figure 2-11 Exclude filter

Filter above will explicitly ignore anything coming from org.hibernate packages except those with

severity higher than ERROR. But to make filter work we must specify what to INCLUDE, for

example :

MODIFY FILTER

depending an filter type.

Field Value Description

Type IINCLUDE vI Include filter will trap any event matching the rest of fields while
Exclude filter will explicitly ignore the events matching the fields.

Severity IWAFEN ,,I Include filter will trap events with this of higher severity. Exclude filter
will explicitly ignore the events with lower severity only.

Domains I* Application names to match, use * for wild card matching

Logaers I* Logger names to match, use * for wild card matching.

Hosts I* Origin host name to match, use * for all or comma separated list for few.

Meszage I Log mes=aage regular expression pattern

Thrown r When selected, only thrown exceptions will be trapped or ignored

s

Figure 2-12 Include filter

This filter will catch anything with severity WARN and higher. This way by combining two filters we

are going to count all events with WARN+ severity except hibernate, but if there is an ERROR in

hibernate, we still want to count it.

Once filters are specified, you can define options as to what actually should be done when events are

trapped by the filters. This is done in trigger options :
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OPTIONS

Field Value Description

Enabled I Trigger will not fire unless enabled.

Description IPrDbIems detectar This text will appear in email subject and attachment.

Recipients Iyuu@cumpany.cam E-mailz will be =ent to those recipients (comma separated)

Priarity Ihighest 'I E-mailz will be sent with this priority

Layout I[%_Sp] %d{dd-MMM-yy Attached log file layout (see logd] spec for details)

Counter I-I 0 Will fire when this number of log events trapped in sequence

Time frame |1 Will fire only when events are trapped within this time frame
(minutes)

Freguency IBCI Will NOT fire more often than specified {minutes).

limit

Figure 2-13 Trigger options

Enabled — when not enabled, the trigger will not fire, so you can keep it in the list until you

really need it.

Description - Textual information which will be sent out with an email.

Recipients - To whom this trigger may concern - comma separated list of e-mail recipients.
Priority - E-mail priority (highest, high, normal, low, lowest)

Layout - The layout of log file which will be attached to the email.

Counter - The trigger will fire only at least this many events are trapped by the combination of

filters available for this trigger.

Time frame - The trigger will fire only when all those events are trapped within this time frame

in minutes.

Frequency limit - This is to avoid notification flood, - the trigger will not fire more often than

specified by this value in minutes.
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2.5.6 License

License tab displays currently installed license information as well as allows you to install new license
file. When you install logFaces Server for a first time, it automatically activates one time trial
evaluation period for 30 days. If you decide to purchase a license, the license file should be

submitted through this form:

Administration Console

| /2.5.2 (build #1482)
Og |

Connectivity Database Context Email Notfifications License Siatus ,__-_'

CURRENT LICENSE

License type enterprise

License ID Sc636f6a-e521-4290-b79a-7107958254be

Issued for CN=James Bond, O=Moonlit Software Ltd

Valid since 21-Apr-2010

Valid until unlimited

Maintenance period zsupport and updates for this license will end on 21-Apr-2011
Max. applications unlimited

Max. clients unlimited

INSTALL LICENSE

Select license file from your local disk and click Install button®

| Browse... | Install |

Figure 2-14 License Panel
What happens when evaluation license expires?

LogFaces Server will shutdown its engine and only allow Administration Console access; applications

will not be able to append to logFaces and clients won't be able to connect to it.

When you install new license, the engine should be started manually. This can be done by simply
restarting the whole service from command prompt or control panel, or from the Status panel link —

see the next section.
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2.5.7 Status

Status tab contains useful health monitoring information of the Server and allows basic

instrumentation tasks.

W
| + |-

I |

lograceS”

Connectivity Database Context Email Nofifications License
Status item Value
Server version 2.5.1.1311
IRE version 1.5.0_16
Engine status running
Last errors none
WM memory max/free (MB) 5087234
Number of threads 33

Load (events per second)
Number of active clients
Number of active applications
Domains/hosts/loggers
Connected to database
Mumber of records
Database name
Database version
Database driver
Database driver version
Database size

MNext maintenance time

Internal log

Moving average: 0, Max: 0
0

0

200/1/10

yes

115717

Apache Derby

10.4.2.0 - (689064)

Status

Apache Derby Embedded JDBC Driver

10.4.2.0 - (6890564)
652 MB
03-03-2010 00:00:00

Administration Console
v2 5.1 (build #1311)

Action

check for software updates

stop engine

run garbage collection
fetch stack traces

re-create database

do maintenance now

download

Figure 2-15 Status panel

Most of the information in this tab should be self explanatory for technical people. We will just
mention the important instrumentation actions which are available from the links on the right side of
the table:

* Engine start/stop; sometimes it's required to put the server down without actually shutting
the process down. One of the typical uses of this option is when trial license expires. In
such case, the logFaces Server will start so that you would be able install proper license,

but its engine will be down and no logging will be taken from applications.

* Run garbage collection; explicitly call garbage collection now
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Fetch stack traces: will download full dump of all threads currently running on server.

Last errors is a list of latest errors encountered by server, you can browse through them

to see if anything went wrong lately, or simply reset them.

Re-create database allows to remove all database records; be careful with this operation,

it is not recoverable and can't be undone

Download internal log allows fetching the log produced by the logFaces itself. In case
you experience problems, this information will be very valuable to provide support. When
you click on the download link, the server will create internal log file and prompt you to

save or open it in text editor. This file can be sent to our support team.
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2.6 Advanced configuration options

There are some options which can not be configured through the Administration Console but can be

configured manually in several configuration files.
2.6.1 Environment properties - /conf/environment.properties

Environment properties is a collection of properties which fed into server JVM upon start up, it

contains system wide parameters; some are mandatory and some are optional - see table below :

Property Mandatory Description
com.moonlit.logfaces.config.server yes Points to a main configuration file
Derby home only relevant when
derby.system.home no o
embedded driver is used
com.moonlit.logfaces.config.hibernate yes Points to hibernate configuration file
) i Points to schema file which will be
com.moonlit.logfaces.config.schema yes )
created in database.
com.moonlit.logfaces.config.jobs yes Points to jobs configuration file
com.moonlit.logfaces.config.reports yes Points to reports configuration file
com.moonlit.logfaces.url.revision no URL for checking software updates
com.moonlit.logfaces.url.downloads no URL for update downloads
Maximum number of threads the server
should be able to sustain, if during run
] o . time the amount of threads will be
com.moonlit.logfaces.monitoring.highThreadCount no ) o )
higher, the server will issue an internal
warning which will appear in Admin.
status panel. Default is 300.
Minimum of free heap memory specified
as a percentage of maximum heap
) o memory. When free memory will go
com.moonlit.logfaces.monitoring.lowMemoryThreshold no
below this value, the server will issue a
warning which will appear in Admin.
console. Default is 2.

Table 2.1: Environment properties
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2.6.2 Main configuration file - /conf/Ifs.xml

Element or attribute Description Default
remoting/port Port number for client connections 8050
Timeout in minutes after which inactive clients are 2 minutes

remoting/sessionTimeout
kicked off.

Outgoing e-mail server name to use when sending

email/emailServer .
e-mail from logFaces

. ] Outgoing e-mail account name to use when sending
email/emailAccount .
e-mail from logFaces

. . Outgoing e-mail account password to use when
email/emailPassword . _
sending e-mail from logFaces

hub/receiver/name Name of log receiver — XMLTCP and/or XMLUDP
hub/receiver/class Receiver class, internal use only, don't modify.
, , TCP: 55200
hub/receiver/port Receiver port number
UDP: 55201
hub/receiver/enabled Enables/disables receiver
. Size of commit buffer used to insert log events into 100
database/commitBuffer
database in a batch operation.
database/dayCapacity Capacity of data storage in days 3
When unable to commit to database, this parameter
database/recoveryRate specifies how often to retry re-connection in
minutes.
database/nofRecoveryAtte | How many retries to make in order to re-connect to 5
mpts database after failure before giving up.

Table 2.2: Main configuration file

25



Copyright © 2010 Moonlit Software Ltd, All rights reserved

2.6.3 How do I tune the server for the best performance?

There are several things you can do in order to optimize server performance in your environment. If
your system transmits heavy load of log data, first thing you might want to do is to adjust JVM heap
size - read "How do | increase server JVM memory" paragraph below. To know whether you should
modify the default heap size, go to admin. console status tab and verify what is current free memory
size. If it frequently goes below 2-5% of total allocated memory, consider increasing the heap size.
Server has a built-in mechanism for monitoring its free memory size. When it hits critical values you
will be seeing entries in Last Errors - if you see those then you definitely should consider increasing

the heap size.

Server uses extensive buffering mechanisms in order to adapt for spikes in data loads. We use
ehcache to disk overflow the events which pile up in RAM and can't be processed that quickly. There
are two disk overflows you can manipulate - router overflow and database overflow. Router is a
network component which receives logs from network clients, its purpose is to dispatch events further
into the system - to database and to users. In order to avoid loss of data and smoothly process
events during heavy load spikes, you can specify how router should cache its data. Another overflow
component is the database. Usually databases are the slowest part in most systems and must be
taken care of properly. Both, router and database overflows are configured in /conf/lfs-cache.xml
configuration file which specifies how caching on disk should be done. This file is a typical ehcache

configuration file - please refer to ehcache user guide for more details.

Another parameter worth noting is commitBuffer size defined in /conf/lfs.xml configuration file. Data
committed to database in bulks, the size of commit buffer specifies the size of this bulk. Typically, in

heavily loaded systems you will want to increase this buffer size.

2.6.4 How do I change user name and password for administration login?

¢ Stop the Server

* Open /conf/realm.properties file in text editor. There is only a single record in this file which
has the following format: [userName: password, admin]. Change first two fields as you like

* Start the Server; you should be able to login into the Console with new credentials now.
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2.6.5 Can I modify database schema?

Yes, you can do that to a certain extent. Database schema file is referenced in

Iconf/lenvironment.properties through property named com.moonlit.logfaces.config.schema.

You can not modify the structure of the tables or column names because they're mapped through
hibernate mapping in the code. But you can adjust column size constraints, modify indexes or add

some additional statements as long as they don't break the mapping.

After you changed the schema file you need to re-create the database. This can be done either from
administration console status tab, or by using some other external tool. Note that when using

embedded database, there is no other choice but using the admin. console.

IMPORTANT: If you care for the existing data in the database, make sure to back it up before doing
any changes to the schema. One of the options is to use our backup utility described later in this

document.

27



Copyright © 2010 Moonlit Software Ltd, All rights reserved

2.6.6 How do I work with external databases?

You have to obtain relevant database driver from your database vendor and place the jars in
llib/dbdrivers directory on server. Our installation only include drivers which permitted by
publisher's license. We do our tests for Oracle, MySQL, SQL Server, DB2 and PostgreSQL, but
theoretically there shouldn't be a problem to work with other relational databases as well. It's only a

matter of configuration and database driver you wish to use.

Look at /conflenvironment.properties file — you should see these two properties pointing out to

hibernate configuration file and database schema :

com.moonlit.logfaces.config.hibernate=${lfs.home}/conf/hibernate.properties

com.moonlit.logfaces.config.schema=${lfs.home}/conf/ifs.sql

You can modify these references by pointing to different files, but make sure the files are correct. Our
distribution contains both hibernate examples and database schema for all databases we support at
this moment. The example above will use embedded database driver settings and Derby schema. If,

for example, you would like to use PostgreSQL, modify environment.properties as follows :

com.moonlit.logfaces.config.hibernate=${lfs.home}/conf/hibernate-postgree.properties

com.moonlit.logfaces.config.schema=${lfs.home}/conf/Ifs-postgree.sql

Then modify hibernate properties file to point to your database. LogFaces Server uses Hibernate
ORM framework; it is recommended to have good knowledge of this framework before you decide to

make re-configuration.

Once you prepared the configuration, simply restart the logFaces server. During the start up new
schema will be published automatically. After the start up, open Administration Console and
navigate to the Status tab. If everything went well, you should see that engine is started, database
connection is OK and there are versions of database and driver in the table. If something goes wrong
and there are problems with database connection, you will see red marks and last error numbers. To
see what happened, click on "show last errors" or "download log file" link; the problem is usually
related to a configuration error, typo or perhaps your database is not responding as logFaces
expects. If you're unable to figure out the problem yourself, submit this log file or an error code to our

support site and we will try to help.
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Another, perhaps easier, option is to run the server in console mode and see that there are no
exception thrown during it's start up. On Windows you can run server in console mode from

/bin/run.bat on. On Linux, run the following command: ./Ifs console while in /bin directory.
2.6.7 How do I make logFaces win32 service depend on other services?

In Windows it's often required to have logFaces service dependent on other services during start up.
For example, if you run database server on the same machine as logFaces server, you may want to
make sure that it starts only after database successfully starts. To achieve that, you must specify

service dependencies.

Open /bin/lfs.conf file and modify wrapper.ntservice.dependency.xxx properties accordingly. For
example:
wrapper.ntservice.dependency.1 = SomeService1

wrapper.ntservice.dependency.2 = SomeService2

Make sure to preserve proper numbering order and specify correct names of dependent services.
Then you will need to re-register LFS service. Make sure the service is not running; execute
Ibin/uninstallservices.bat and then /bin/installservices.bat — this will re-register service
configuration in Windows registry. To verify that everything went OK, check out service properties in
your Windows administration tools. For example, in case of Oracle, the dependencies should look
similar to what is shown below. If everything looks OK, go ahead and restart your computer to verify

that dependencies actually work.

LFS Properties (Local Computer)

Generall Log Onl Fecovery Dependencies |

Some services depend on other services, system drivers and load order groups.
If & system componentis stopped oris not running properly, dependent services
can be affected.

LFS

This service depends on the following system components

% OracleSer x|
-8 OraclexXETNSListener

The follawing system components depend an this service

----- -3J) <Mo Dependencies>

oK I Cancel Al
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2.6.8 How do I backup my database storage?

You can perform backup of entire database storage into a binary file. This backup file can later be re-
imported into another system. We provide a script to fully automate this process - /bin/backup.bat on
Windows or /bin/backup.sh on Linuxes. Generally this is a good idea to stop the server during backup
process, but this is only required for when you use embedded databases, external databases can be

backed up even while server is running.

To import backed up data into another system, go to client Tools menu and select "Import data into
database". You will be prompted to select the backup file. Depending on the amount of data, the

process may take some time to complete.
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2.6.9 How do I increase server JVM memory?
Open \bin\ Ifs.conf file — this is a bootstrap configuration file.
JVM memory is setup with those attributes:
wrapper.java.initmemory=256
wrapper.java.maxmemory=512

Those values are default, if you experience extensive memory usage, try to increase maxmemory

property value.

2.6.10 How do I increase client JVM memory?

Client installation directory should contain a file named logfaces.ini. If it doesn't exists — make it
manually (it should be in the same folder as logfaces.exe). The following parameters define JVM
heap sizes, make sure those lines are present as shown :

-vmargs
-Xms64m

-Xmx256m
-XX:MaxPermSize=128m
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3 Getting started with logFaces Client

LogFaces Client is a rich GUI application which can be installed anywhere on the network to obtain

log data coming either from logFaces Server or directly from your applications.
3.1 Installing logFaces Client

LogFaces Client is distributed for multiple platforms as a zip archive. Simply unzip it and that's all
there is to it. On Linux you will have to set the executive permission to the file named "logfaces".

Before running you may want to adjust logfaces.ini for better memory allocations.
3.2 Modes of operation

LogFaces Client can work in two modes - Client Mode or Server Mode. You select the mode during
application start-up. In Client Mode the application connects to and works with remote logFaces

server instance. In Server Mode the application acts as actual log server.

O Ve @, <5
d D Y /
@ Client mode ' Server mode " Clientmode % Server mode
Use workspace : I My workspace LI [/ Enable TCP reception using port: | 55200
Server host|port : ||0ca|h05t LI I 8050 ¥ Enable UDP reception using port: | 55201
[ Use these settings automatically next time I Use these settings automatically next time

ght @ 2010 Moonlit Software Ltd Copyright @ 2009 Moonlit Software,
: All rights reserved . Connect Cancel | All rights reserved Start Cancel

Figure 3-16 Modes of operation

In Client Mode we specify remote logFaces server host name and port number. Application will
remember these options for the next time you run it, but you can also indicate to use those settings
automatically in the next time and not asking again. It is possible to modify these settings in the
File/Preferences menu later. The communication between logFaces Client and Server is one way
(from client to server) and is HTTP based, so normally there shouldn't be a problem with firewalls. Of

course, the access through the given port should be allowed by your network administrator.

In Server Mode the application runs with embedded compact version of logFaces Server. This is a
limited (and less expensive) version of server and client combined into single application which

provides only real time viewing of log data. You can use it when you don't need database and other
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features available in standalone logFaces Server. In order to run in Server Mode we need to specify
at least one of the ports which will be used by the application to receive log data from appenders in
your applications. You can specify either TCP, or UDP or both, just make sure those ports are

available and your application appenders are configured to log into this host and those ports.

Both modes look very much alike from user experience point of view, except that in Server Mode

there is no database and querying features.

Note that in order to run in Server Mode you need to install the license on the computer where you

run it. As with the logFaces Server, the first time launch will automatically activate 30 days free trial.

Note also that this is not the same license type as installed on the logFaces Server. This license

needs to be purchased and installed separately unless you hold OEM license.

3.3 Workspace

When working with several servers, you often need to switch quickly from one system to the other.
Workspace is designed just for that, it remembers all the settings you make during your connection -
server connection end points, real-time perspectives, queries, counters, etc. You can create as many

workspaces as you like and switch between them instantaneously without restarting the application.

File menu contains all workspace related actions :

‘._9 logFaces - [Another workspace]

Fie Tools Help

== New workspace | ~ 2% Repository  ee My Cor
v Another workspace
43 Import workspace T =]
e Export workspace
main | Logger | | me
&% Preferences... STING  / (1) thi
STING |/ (1) thi
Exit Ctrl+=X BTG / (1) thi
& 09:07:08.921 lpocalhost TESTING / (1) ne
My 09:07:08.968 localhost TESTING  LogEmitterl thi
@ 09:07:08.984 localhost TESTING LogEmitterl thi

Figure 17: Workspace actions

33



Copyright © 2010 Moonlit Software Ltd, All rights reserved

3.4 Layout

%8 logFaces B _ ol x|
File Tools Help
| “X My Perspectives (I My queries ¥ 52 My Dashboard &> Reposttory | ¥ Closeal
), Perspectives &2 = 0|4 =apP-2 (waARN) £ | = 0|18 Repository # | % |®#@°"0
4, APP-1 (TRACE) e e Th et 1 e [ [ e o
O, APP-2 (WARN) “_UI_UDILIEI;IEIEI |
A\ LFS (TRACE) | Time | Domain | Logger | (1) | Message 2||f | =% apP-1 -
A 22:24:08.843 | APP-2 LogEmitterd NDC warn test, counter = 956 =t class com.mooniit.logfaces.te
@ 22:24:08.859 APP-2 LogEmitterS (1)  NDC error test, counter = 958 -G LogEmitter0
@ 22:24:08.875 APP-2 LogEmitterd (1) nested exception, counter = 959 @ LogEmitterl
& 22:24:08.921 | APP-2 LogEmitterD this is warn message, counter = 963 (3 LogEmitter2
@ 22:24:08.921 APP-2 LogEmrtterD this is error message, counter = 964 @ LogEmitter3
si 22:24:08.937 | APP-2 'LogEmitter0 | | this is fatal message, counter = 965 @ LogEmitterd
22:24:08.953 APP-2 LogEmrtterD (1) NDC fatal test, counter = 966 G LogEmiters
$ 22:24:08.968 APP-2 LogEmitter0 NDC warn test, counter = 968 [ | OgEMLer
e e =5 © 22:24:09.000 APP-2 LogEmitter0 (1)  NDC error test, counter = 970 G LogEmitter6
sQueryEdtor 2| =0 @ 22:24:09.000 APP-2 LogEmitter0 (1)  nested exception, counter = 971 @ LogEmitter7
O~ | xg kl 272:24:09 N4F | APP-? I nnFmitter thic is warn messane connter = q?ilﬂ @ LogEmitters
4 » 3
Select query : % APPQ: LogEmitterd
o 3 57 !
|Last 10 problems of the week LI \ APP-1 (TRACE) l -8 dlass com.moonitogfaces.te
ol & wl| S| s8] 2l Bl € i
~ Sources ﬂl_uulilﬂl_lilﬁl g::OQEm_EeF?
e | Tme | Logger | ()] Message [ e s
% Domains : Any (© 21:55:08.140 LogEmitter9 this is info message, counter = 230 a gL
& Hosts:  Any /A 21:55:08.140 LogEmitterd this is warn message, counter = 231 -4 LogEmaters
@ Logaers: Any @ 21:55:08.156 LogEmitter9 this s error message, counter = 232 a Logtmitterd
- ® 21:55:08.171 LogEmitter9 (!) NDC fatal test, counter = 234 @ LogEmitters
~ Filters @ 21:55:08.187 LogEmitterd (!) NDC info test, counter = 235 @ LogEmitters
A 21:55:08.203  LogEmitter9 NDC warn test, counter = 236 Q LogEmitter? ==
# Severity : WARN vl %5 21:55:08.203 LogEmitterd (!) NDC debug test, counter = 237 @ LogEmitters
E ¥ @ 21:55:08.218 LogEmitter9 (!) NDC error test, counter = 238 — @ LogEmitter
11 Match msg: i i =
2 d = ? gl §§ 08. 234 LogEm.r_tFerf_jl (1) nested exception, counter_f 239_ - ﬂ o 5& DEFAULT DOMAIN
E¥ Only thrown :
- 8¢ nachboard 52 ] = IT:! EB org.apache.log4j
~ Ranges (&, PropertyConfigurator
0 5 10 15 20 25 30 35 40 45 50 55 60 65 &8 org.apache.log4j.config
Order Descending | . -G PropertySetter
Userlogin

Max size | 10
Time zone IAustra\iaﬂ' ‘asmania
Time range Il Week from now

Problems in presentation tier

& Setup
% Reset
i
LMI Data layererrors
Potential problems
Thrown exceptions

Total errors

|f:|---EB org.apache.log4j.helpers

. -G OptionConverter

B8 org.apache.log4j.net
“-@ UDPAppender

Hqﬁ FOO-1

i |

o

| o dima2-xp:8050, v???(oem, CN=test-oem-license)

i

MofsM | |0 |

Figure 3-18 Application layout

LogFaces Client is an Eclipse based application; not only it has a look and feel of the Eclipse but is

based on the Eclipse. So, if you're familiar with Eclipse, then using the application will be a breeze.

Top left part by default contains Views - for accessing log perspective you create. You can use

mouse right click for activating, adding, removing or

Bottom left part by default contains Query Editor for

modifying those perspectives.

launching and managing database queries.

Rightmost part by default is occupied by Repository which is a list showing which loggers and what
applications are known to the logFaces Server at the moment.

The middle part of the screen will be containing active log perspectives and/or database queries you

execute. All parts of the screen can be organized to

you a quick access to the views.

suit your taste; the top toolbar under menu gives
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3.5 Repository

{2 Repository. £3 | “ | # @& = O Repository is a view containing loggers which are known
5| so far to the logFaces Server. It has two purposes. First of
;E ﬁg:; all, it's informative; it shows you what your system looks

l‘i_i---H:‘; class com.moonlit.logfaces.test.emitter
-G LogEmitterQ
- LogEmitterl
G LogEmitter2
- LogEmitter3
G LogEmitter4
----- & LogEmitters
-af %% Create TRACE perspective

L
é i 3 Create DEBUG perspective

& Create INFO perspective
/My Create WARN perspective
£ Create ERROR perspective
5 _ © Create FATAL perspective

=% DEFAUI
E.Eﬁ org.
78t org

-8 010. g problems of the hour
=~ org. O Problems of the day

H-H1 class  Trace lookup..

=88 com
@3 org. % Remove oggers

#-H org.apache.log4j.helpers
-84 org.apache.log4j.net

like log-wise. Secondly, Repository is a quick start for
creating perspectives, getting fast access to the errors and
deleting unwanted loggers. Right click on it's content to get

available operations.

Repository structure is tree-like. The top level % is called
Domain (or Application). This information is extracted by
the server from incoming events by looking into specific
property, called "Application". This property is specified
when you integrate your application with logFaces. If this
property is not specified, the Server will automatically
create "Default Domain" and associate all unknown events
under this domain. It is highly recommended to setup your

application that it provides uniqgue Domain name — it will

further help you with quires and give more organized view on your system.

Under Domain resides a Package £ — leftmost part of the logger name. Some applications might not

have any package, it is not a requirement.

Under Package we have loggers - actual sources of log data.

IMPORTANT: When you run your system for the first time, the Repository might not contain all the

loggers you actually have in your system — the Server will know your loggers only when they log at

least one statement. It is recommended to let your system run for a while before you actually start

using the Repository. Also, as your system evolves and there are new loggers (classes?) introduced,

you might want to do the refresh “% to make them appear in Repository. Otherwise, new loggers will

not be visible by the Client (unless it gets restarted).
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3.6 Components

[ Repository | o Components &3 W A component is simply a collection of packages
E-ge Controler defined on the user level. Why do we want it?
----- B moonlit.fs.devices
..... ## com.mooniit.fs.device.agent Two points; one - to be able to work with a large
----- t com.mooniit.Ifs.device.ui number of packages easily, and two - let others (e.g.
""" # com.moonit.fs.device QA people) to see the system from higher level.
H-ge Core

----- B com.mooniit.fs.kernel.impl
----- B com.mooniit.fs.host.impl
----- B com.mooniit.fs.messaging

Now, component is only a visual representation

which you use to cut your system into a larger

----- i com.mooniit.fs.kernel.alarms blocks. Once you have done that, you will be able to
E'"@@ access the log data instantly, or filter it out, or focus

----- B moonlit.ifs.schedule-manager

..... 1 mooniit.ffs on it. Real quick. Just a convenience, but we think it
&g Infrastructure should be very handy particularly for those who swim

H-ge Presentation layer
Hae Service tier

in an ocean of packages and loggers.

3.7 Creating log perspectives

Log perspective is a real time view on the log stream going through the logFaces Server.
Perspectives are organized by name so that you can refer to them later. Each perspective is simply a
set of filtering rules telling the Server what logging events should be routed to it. Server has no
limitation on amount of perspectives you create. Only when you actually activate the perspective the
Server deals with it, other than that Server doesn't know about perspectives. Number of active
perspectives is only limited by the physical memory the Server is using. There are two ways the
perspectives can be created — "quick" and "advanced"; both ways are actually trivial, but we

differentiate them here for the sake of clarity.

The "quick" way is from Repository or Components views - select loggers, right click on selection and
choose the severity option you need. Then simply give the name to your perspective and you're
done. This will create a perspective whose loggers are all set into the severity you specified. Later

you can modify those settings by means of this dialog :
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® |og perspective settings x|
Perspective name : | Trading
¥ Sound on problems ™ Use this time zone | GMT+7 |
”5}' Crl Kl _,_l ¥ Use severities as thresholds |{MDC)| Ignore Iistl
Flrterl Sever‘rtﬂ Onby thrm'.rn| Dc-ma'lnsl Loggers | Host| Message regex |
‘® TRACE no APP-1 com.mooniit.logfaces.test.emitter.®*  *
=] WAREN | no APP-2 = =
0K Cancel

Figure 3-19 Perspective settings dialog

The check box "Sound on problems" is very useful if you want to have sound notifications. Your
perspective will make a gentle beep when messages with WARNING+ severity will be going through.
The frequency of the sound notification is limited to 5 seconds; in any case, if your system is not
stable and there are lots of errors, this feature would be annoying. Its best usage is when every error

in the system requires your attention and it doesn't happen too often.

You can specify time zone which will be applied to time stamps automatically when log events are

displayed. Alternatively, default current time zone will be applied.

Ignore Locations is a collection of source locations which will be filtered out even if the logger
passes through the filters applied to it. Ignore list is convenient when you want to shut off some
monotonous messages from particular location in the code. Each entry in the list is described by file

name, class, method and line number from which the log was made.

Mapped Diagnostic Context is a collection of name-value pairs which can be applied to every event
going through the filter. When specified at least one MDC, all events will expect to have given name-

value pair to pass the filter.
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Use severity as threshold is a default option, it indicates that higher severity levels will be
automatically included by filters. Alternatively, if you deselect this option, only events with exact

severity will pass through filters.

And finally, you can specify combination of filters which will be applied to the stream of logging
events. There are two types of filters - includers and excluders. Include filters will explicitly trap the
events matching the parameters of the filter, while exclude filters will explicitly ignore events matching

the parameters. A combination of 6 parameters define filter.

» Severity level. Depending on filter type this parameter works differently. For include filters,
it will match all events with higher severity. For exclude filters it will exclude everything

except the higher severity levels.

* Only thrown - pays attention to whether the event is thrown or not. If this parameter set to
true, for include filter it will pass ONLY thrown exceptions while exclude filter will ignore

exceptions.

« Domains, loggers & hosts - matches the names of domains, loggers and hosts
respectively. Use wild cards (*) to match few. Include filter will pass every event matching

specified pattern while exclude filter will discard all events matching it.

+ Message regex - matches actual message text of the events. Same logic of include and

exclude filters apply.
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3.8 Real-time perspective view

Perspective view is actually the log which goes through the filters you specified.

.., *Tracing &3 ] = O
0| | m| =] 5 ] 5] ] & cer vewters|

s | Time | Domain | Component | Logger | ) | Message -
3% 16:13:59.156 A2 Database layer LogEmitter4 this is TRACE event (180) —
¥ 16:13:59.359 A2 Database layer LogEmitter4 this is DEBUG event (181) E
(D 16:13:59.562 A2 Database layer LogEmitter4 this is INFO event (182) -
M 16:13:59.765 A2 Database layer LogEmitterd this is WARN event (183) [
@ 16:13:59.968 A2 Database layer LogEmitter4 this is ERROR event (184) —
® 16:14:00.156 A2 Database layer LogEmitter4 this is FATAL event (185) —
& 16:14:00.359 A2 Database layer LogEmitterd (1) thisis FATAL event (186) -
© 16:14:00.562 A2 Database layer LogEmitterd (1) thisis INFO event (187) -
A 16:14:00.765 A2 Database layer LogEmitter4 (!} thisis WARN event (188) —
% 16:14:00.968 A2 Database layer LogEmitter4 (1) thisis DEBUG event (189) E
@ 16:14:01.171 A2 Database layer LogEmitter4 (1) thisis ERROR event (190) -
@ 16:14:01.359 A2 Database layer LogEmitter4 (!)  nested exception, counter = 191 [ | -
3 16:14:01.562 A2 Database layer LogEmitter5 this is TRACE event (192) =
¥ 16:14:01.765 A2 Database layer LogEmitters this is DEBUG event (193) —
@E 16:14:01.968 A2 Database laver LogEmitters this is INFO event (194) _|;| E

4 4
|

Figure 3-20 Perspective view in real time

Logging events are organized in a table and displayed in real time as events arrive from logFaces
Server. Lines are colored by the severity which is also emphasized by the icon on the left. Severity
icons and colors denoted as follows:

» % TRACE; blue background

» % DEBUG; green background

* @ INFO; white background

+ & WARNING; yellow background

@ ERROR; red background

@ FATAL,; gray background

Each perspective has its own set of controls on the top of the panel:

. ﬂ - Pause/resume; when perspective paused, the flow of events will be temporally stopped

until perspective is resumed.
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. - Access to the settings where you can modify perspective filters. This can be done any

time and applies immediately in real time.

. _”'Jl — Allows you to specify what columns of logging events you want to be visible in this view.

I Columns =l

Quick column selectors :

Brief | Compact | Mormal | Verbose

~Event attributes————— [~ Diagnostic context

I Severity [~ NDC

™ Date v SESSION_ID

W Time W USER_ID

¥ Domain name ¥ DEVICE ID

™ Host name

W Component name

W Logger name
I Thread name
™ Location info
W Thrown indicator
W Message text

QK Cancel

Figure 3-21 Columns selection

El — Automatically arranges the column width to fit the content.

ﬂl — Toggles the scrolling of the view.

:l — Erases everything from the view

il — Allows saving the content of the view into a text file — everything you have in the view will

be saved into the text file.

. El — Automatically opens view content in the text editor. In order to work with files you first

should specify which text editor you would like to use as shown below; this is done only once.
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3.9 Details, Message And Exception views

Whenever something is selected in the list of log events, the additional details are also shown in

separate views. You may want to organize those views to better fit your workspace.

-lolx|

File Tools Help
| 4 My Perspectives [0 My queries v [ Repository s My Components 52 My Counters | 3 Close all / Clear al
-, *Problems 2@] =B @}Repoa'rtoryil@l % | @ @°0
Unl | uuul %l Eﬁl u-_l [.;‘—Ill @l (646 records) Doma'lnﬁlter:l
| Time | Host | Domain | Logger | (1) | Message [ ] E Package fiter: |
® 09:07:08.875 locahost TESTING / (1) thisis FATAL event (486) E a EﬁTESﬂNG
A 09:07:08.890 localhost TESTING / (1) thisis WARN event (4588) E -/
@ 09:07:08.921 locahost TESTING / (1) thisis ERROR event (490) = :
@ 09:07:08.921 locahost TESTING / (1) nested exception, counter = 491 £ EE}&T mgor:t"tt blgfaCEStESt -emitter
A 09:07:08.968 localhost TESTING  LogEmitterl this is WARN event (495) = OgEMIter
@ 09:07:08.984 localhost TESTING LogEmitteri this s ERROR event (496) E 4 anrg apache.log]
® 09:07:08.984 locahost TESTING LogEmitterl thisis FATALevent(497) ==l @ PropertyConfigurator
® 09:07:09.000 locahost TESTING LogEmitterl (!) this is FATAL event (498) 2 - = B- EE org.apache.log4j.config
A 09:07:09.031 localhost TESTING LogEmitterl (!) thisis WARN event (500) = % ------ (5 PropertySetter
@ 09:07:09.046 localhost TESTING LogEmitterl (!) thisis ERROR event (502) =
(%] | 09:07:09.062 | localhost | TESTING | LogEmitterl | (1) | nested exception, counter = 503 5
A 09:07:09.093 localhost TESTING / thif is WARN event (S0% %
@ 09:07:09.109 locahost TESTING / _'i‘sERR event (508) =
@ 09:07:09.125 locahost TESTING / rthit-:it-:Fﬁ\Tﬁ\L gvent (509) _I%
@ 09:07:09.125 locahost TESTING / [ this is FATAL eyent (510) =
A M0AT000 ACE | lmealboet | TECTTR, G | thic ic VATADA ~aYand FC170 hd =
- Message 2 Ly B || & Exception SN w |10 Eyent detais x;] =
nested exception, counter = 503 ;l java.lang.Egception: this is thrown | Event attributes
at com. nlit.logfaces.test.emi S
at com. nlit.logfaces.test.emi [*] |21—Apr—10 10:07:09.062
at com.moonl%t.logfaces.test.em}' Domain |TESHNG
at com.moonlit.logfaces.test.emi-
at javax.swing.SwingWorkerSl.cal. Host  [locahost
at java.util.concurrent.FutureTa Logger | com.moonit.logfaces.test.emitter
at java.util.concurrent.FutureTa - - > e
— at javax.swing.SwingWorker.run (U _ Thread | SwingWorker-pook-1-thread-2
LI _}I_I v mt mrrm and 2 T s mmamanm + ml......-.-...an_;l_l Caller I-;-;(-;-;J

& dima2-xp:8050, v2.5.2.1482, : [ 7mofipm ||

Figure 3-22 Event Details View

Details view shows all possible attributes of selected log event. Message view shows the message
text in multiline text viewer and Exception view will display stack trace of the event in case it was
thrown. Additionally, the selection is also reflected in Repository view highlighting current logger of

the event.
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3.10 Using query editor

Query Editor is for creating database queries. The queries you create then can be accessed quickly

from the top toolbar, or simply by launching them in place by clicking Q.

You create a new query by clicking “ button. Queries are named and displayed in the list combo. In
the query we specify criteria by which we want the logging events to be retrieved from the database.

The options are:

0w Query Editor 22 -0

. Domains — defines the origin domains of logging
O~ | ¢ x &g

event. The query will include only those events which
Select query :
come from the domains you specify or from any domain if

L |La5t 10 problems of the week j
nothing is selected.
Reset to defaults

. Hosts — defines the origin hosts of logging event. | ~ Sources

The query will include only those events which come from | % pomains : Any

the hosts you specify or from any host if nothing is | = Hosts: Any

selected. ee Components : 1 items
@ Loggers 5 items

. Components - defines list of components where | « Filters

logging events should belong.
%5 Severity :  |WARN =]

[ Match msg: |

. Loggers — defines the origin logger names. The
E MDC: Ignore

query will include only those events which come from the
. . . £ Only thrown : O
loggers you specify or from any logger if nothing is

~ Ranges
selected. g

Order Descending
. Severity — the threshold which will filter the events Max size 10

by their severity where DEBUG is the lowest and FATAL | Time zone |GMT<+2 j

is the highest. Time range |1 Week from now =

. Match msg — text matching string; will be applied to include only those events whose

message text match the specified expression. Works exactly as SQL "like" statement.

. Only thrown — when selected will include only those events which originate from

exceptions
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. Order — the order of the results to display. Events are organized in database by time; you

have an option to display the result in ascending or descending order.

. Size — defines the size of results to display. You never know how much data will get back
from the query, so in order to be on the safe side and not to exhaust the memory of the client

application, we have a limit.

. Time zone - if you are accessing the Server located in another time zone and want to
receive queries related to that time zone, then you should specify your Server time zone here.

By default the query is set to use client's time zone.

. Time range — specifies the time range of the logging events. There are several predefined
setups, like "1 Day from now" and the like. But you can also specify Custom Range stating the

exact start and end time.

If you want to save results of the query directly into the file, select one of the options from the @ ~

combo. You can save results to:
* Text log file; the pattern of the file will be as specified in File/Preferences
» XML file; the schema is according to log4j DTD
» Binary file; can be used for later import operations on other logFaces servers.

Once you define the query, it stays in the list and is also available in the top toolbar like this:

Fie Tools Help
| "\ My Perspectives [J My queries ¥ ( Repository | % Close:
-\ Perspectives I3 L Oy Exception in Module "A" O, *AP|
Sy Ney: Y3l :: Last hour problems
“LAPP-2 (WARN)  DOw Last user logins
“\APP-3 (ERROR) 0y Last week trace

o

DU

Figure 3-23 Query quick run

All you have to do now is to select it, the results will appear in the view similar to the one of the real

time perspectives we have already seen. As with real time perspectives, the query can be saved to
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file or opened with external text editor. This way you can create log files dynamically at will instead of

having your application to manage them on local disk.

3.11 Drill down

One of the most efficient ways to dig into problems is to first grab them all and then see what
happened before or after that point of time. For example, you can define a query which grabs only
thrown exceptions occurred yesterday and then use right click on the query results; the drop down
menu will let you drill into that particular moment. You can go backwards, forward and both ways

while specifying how wide should be the gap:

Ok 2 hour from now (A2) 32 | =5
2 Reloa-dl =], Savel 3 To xmll & Ed'rtl = Packl 100 Columnsl (3600 records)
| Date | Time | Domain | Component | Logger | (M | Message A=
@ 18 Nov 2009 15:02:25.031 A2 Database layer LogEmitter2 (1) thisis ERROR event (34) o i
.lm"“' pRiiacaiaany  [LogEmitter2 | (!) | nested exception, counter =35 IS
18 Nov 2009  15:0; () Show detais LogEmitter3 this is WARN event (39) L
@ 18 Nov 2009 15:0; & Show source code LogEmitter3 this is ERROR event (40) |
® 18 Nov 2009 15:0: N LogEmitter3 this is FATAL event (41) B
® 18Nov2009 15:0; | OCUSONEvents.. LogEmitter3 (1)  thisis FATAL event (42) =
A 18 Nov 2009 15:0; Hideevents.. ' LogEmitter3 (1)  thisis WARN event (44) !
@ 18 Nov 2009 15:0: {11 Add bookmark LogEm_rtter3 (1) thisis ERROR gvent (46) =
@ 18 Nov 2009  15:01 LogEmitter3 (1) nested exception, counter = 47 ]
A 18 Nov 2009  15:0; L Clear all bookmarks LogEmitterd this is WARN event (51) =
@ 18 MNov2009 15:0 ‘= Copy to clipboard LogEmitter4 this is ERROR event (52) E
& 18 Nov 2009  15:0: LogEmitter4 this is FATAL event (53) |
® 18 MNov2009 15:0; Show simiar eventsin range of.. * LogEmitter4 (1) thisis FATAL event (54) i
:0; i ! iS | =
5 TSR 0 egpeee | ST ) Sesumency =
® 18nov200s  15:0: A © 1 minute (1) nested exception, counter = 59 i
M 18 Nov 2009  15:0  What happened in range of.. » ) 5 minutes this is WARN event (63) =
@ 18Nov 2009 15:02:31.046 AZ Database layer this is ERROR event (64) =
@ 18 Nov 2009 15:02:31.250 A2 Database layer % 1 hour this is FATAL event (65) !
@ 18 Nov 2009 15:02:31.453 A2 Database layer |;L| e (1) thisis FATAL event (66) B
A 18 Nov 2009 | 15:02:31.843 A2 Database layer = (1) thisis WARN event (68) -
@ 18Nov2009 15:02:32.250 A2 Database layer ' 8 hours (1)  this is ERROR event (70) !
@ 18 Nov 2009 15:02:32.453 A2 Database layer V) 1 day (1) nested exception, counter = 71 =
Ay 18 Nov 2009 | 15:02:33.250 A2 Database layer LogEmitters this is WARN event (75) l
@ 18 Nov 2009 15:02:33.453 A2 Database layer LogEmitters this is ERROR event (76) -
® 18 Nov 2009 15:02:33.656 A2 Database layer LogEmitters this is FATAL event (77) —
@ 18 Nov 2009 15:02:33.843 A2 Database layer LogEmitters (1) thisis FATAL event (78) ]
".i 10 Rlmar BAAA | A F AT A En P P S N R £ tlie e VATATARL an o rTn'\ _}lLI .
~

Figure 3-24 Drill down

The drill down query will open up in another view and will contain logging events related to
originator's Domain covering all severity and time span you defined — this way you will see what other

parts of the system were "saying" when this problem took place.
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3.12 Counters

Counters dashboard is another look at your system log-wise. Counters register incrementally certain
log events by filtering them out. A dashboard displays collection of counters in the form of a chart.
You can create customized snapshot of your application log and see it updated in real-time. Once
you have a picture, you can drill down and see the events of each particular counter. You can also

reset the dashboard and start the counting fresh.

2% Dashboard 2 | = =

=) Setup 0 5 10 15 20 25 30 35 40 45 50 55 60

= Reset | Userlogin
Problemsin presentation tier!
L]
Data layererrors
Potential problems
Thrnwn exceptions %

Total errors
Figure 3-25 Counters

Each counter is a criteria filter by which events are evaluated. If event matches criteria — its counter
gets incremented. Counters are evaluated in real-time and each client can have his/her own set of
counters. In order to setup your dashboard, click on Setup button and edit the filters. You can
add/remove/rename and move around your counters in the list. Right click on the repository part to

mark needed loggers and specify criteria.

"% pashboard counters il
ﬂﬂ%ﬂﬂ Data layer errors :
% grsgtrjlfn%: in presentatior Repository loggers Host list Pattern match | 4
FYData layer errors = % APP-1
& Potential problems = f# class com.mooniit.logfaces.test.emitter
& Thrown exceptions @ LogEmitter0
& Total errors LogEmitterl
LogEmitter2
/Ay LogEmitter3
LogEmitter4
LogEmitters
® LogEmitters —
LogEmitter?
@ LogEmitters
@ LogEmitterg
= %5 DEFAULT DOMAIN
£ org.apache.log4j
+ org.apache.log4j.config |
g | | _'I [~ Use log severities as thresholds Mapped Diagnostic Contextl
’TI Cancel |

Figure 3-26 Dashboard setup
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3.13 Source code correlation

You can correlate log data with the actual source code provided that:
* You application appenders enable location info option.

* You have an up to date source files available for network (or local) access.

Integration with source files is fairly straight forward — you should tell the client where to find source
files. Open Preferences from File menu and go to Source Mapping section. There are two types of
mapping - directory mapping and URL mapping. Whenever the source files are requested, the
directories are looked upon first. Note that in both cases you need to specify the base location - the

sources will be searched recursively.

W8 preferences [_ O] =]
[Eype fiter text G Source mapping Lo
- Connectvity . .
. Whenever source code wil have to be displayed, it wil be locked for in those
- Flles
: directories and URL locations, During lockup direcroties are scanned first,
- InstallAipdate
- MDC names : ;
Perspectives Directaries (indexed recursively)
L Bolree mapping CYogfacesZ25projects New...
Rermove |
v
[ |
URL's {prepended to event locations)
htp://10.0.0. 110/s0urces
Rermase |
Lo |
Dt |
Restore Defaults | Apply |
O | Cancel |

Figure 3-27 Source Mapping

Now, whenever you right click in the log view, there is an option to "Show source code". If source file
is found, it will be displayed in separate window pointing to exact location in the code where the log

statement is originally coming from.

L) o] o) 55 ) ] ]
| Time | Message

@ 10:43:56.781 NDC error test, counter = 10

10 (2) Show detais ge, counter = 12
)| € Show source code ge, counter = 13
10 e, counter = 14
10 Ignore selected.. * lge, counter = 15
Change severity to * lge, counter = 16
10:43758.2Z03 this s fatal message, counter = 17
10:43:58.406 NDC fatal test, counter = 18
10:43:58.609 NDC info test, counter = 19

BS A= SR ey

0
|

Figure 3-28 Show Source Code
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3.14 Import and Export

Data can be exported from one server and imported on the other, we use binary data image for those
operations. As mentioned earlier, you can export query results directly into binary file and import it

later on somewhere else.

To export all data from the database, go to Tools menu and select "Export data from database". You

will be prompted for the file name. This operation is identical to what is done by Backup utility.

To import data into database, go to Tools menu and select "Import data into database". You will be
prompted for the .Ifb file name — binary data exported previously from logFaces. Before the import
actually starts, you will be asked to specify a Domain name to which imported data should be

associated:

8 Replace domain name? X|

Specify a domain name if you want to associate this import with particular
domain (application). Otherwise leave this field blank and data wil be
imported unmodified.

OK Cancel

If you leave this field blank, the data will be imported without any modifications. Otherwise, the
Domain name of all events will be replaced to the value you provide. This is very convenient when

you exchange data between different logFaces servers.

Please take into account, that depending on the dataset size and the speed of the database, those
operations may take up to several minutes while taking considerable amount of CPU and database
I/O.
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3.15 Workspace

All settings you do in the application including visual layout, perspectives and queries are saved

locally on your disk. Every time the application is run those settings are restored to the latest.

You can export the workspace configuration into a text file and import it on another computer.

Import/export operations are available through the File menu.

3.16 Preferences

There are several global preferences which are also accessible through the File menu —

Connectivity, Files MDC names and Install/Update

In Connectivity section you can specify the server connection endpoints, support site URL and path
to the administration console. Connection endpoints (host and port) will be affective next time you
start the application. Support site URL is used for submitting bugs, feature requests or questions —
you will be taken to this URL automatically when selecting Help/Bug report menu. Admin console
parameter is the path of administration console which also can be access from the help menu — it will

simply open a browser view to allow you to administer the server without leaving the workbench.

=] 5
type fiter text o Connectivity ST
Connectivity

[¥ Use these settings automatically on startup!

Files
= InstalfUpdate
Automatic Updates | LFS server host : [ 10.200.1.110

MDC names LFS server port : | 8050

logFaces support: | http:/fwwvw. moonit-software.com/logfaces/helpdesk

Restore Qefaul:'.| Apphy |

ok | cancel |

Figure 3-29Connectivity Preferences
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In Files section you specify the layout format of log files and external editor to be used with the
application. The layout format will be applied to all file related operations you do when saving queries
to a file or saving the perspective views to a file. The format itself is specified in Apache Log4j

documentation, you might want to read about it here.

External text editor is launched every time when you want to display the content in the text editor for
doing some text operations. By default after installation the editor is not specified, you will have to

manually do it by clicking on a "Browse" button here in preferences:

Source directories mapping will allow us to find source files. Make sure to specify these directories if

you will want to correlate log events with source code.

(=]
type fiter text ! Files S

nectr-.rrty This layout pattern wil be used for generating log fles.
More detaied information on the format can be found in log4j documentation.

= InstalfUpdate
Automatic Updates |1%-Sp] Sod{dd MMM yyyy HH:mm:ss} %-20C{1} | %m
MDC names
This text editor will be launched for working with log fies
|C:'|.F‘rogram Fies\TextPad 5\TextPad.exe Browse.
Source directories mapping

C:\logfaces24\projects
e
s

New...
Do

Restore Defauts|  Apply |
ok | cancel |

Figure 3-30 Files Preferences
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In MDC names section you will find current MDC names mapped from applications to the logFaces
server and all the way to the client. You can not modify them, but you can synchronize the names in
case they were modified after client got started.

_Iolx]
type fiter text 1 MDC names e %

ggsnnectmty Those are MDC names currently mapped between applcations and logFaces server.
= InstalfUpdate Note that these values are intiaized only during connection.
Automatic Updates | If mapping was modified after you connected click to synchronize.

MDC names

| user 1D

| sesston_ip

| oEvice_ID
|caLler D

| PaRAM_ID

You can modify MDC mapping on server, but keep in mind that this wil
affect al other users and appications using this server.

Figure 3-31: MDC names
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In Install/Update section you specify how you would like to obtain software updates. There are
several options which specify the update policy, for example, you can request to check for the

updates every time the application is run and notify when they're available for installation:

"8 preferences _I_I— ] EI

type fiter text Install/Update ) 5 s

Connectivity i i _

Fles Maximum number of "History' configurations: | 100
= [+ Check digital signatures of downloaded archives

Automatic Updates | [ Automatically select mirors
MDC names
~Vaid updates

@ equivalent (1.0.1 -> 1.0.2 - only service increments)
" gompatible (1.0.9 -> 1.1.0 - service and minor increments)

Update Polcy
Polcy URL: [

Restore Defauls|  apply |

ok | cancel |

Figure 3-32 Update Preferences

You may as well disable the automatic updates and do it manually from the Help menu on the main
menu bar. When new version of the software will be released, the application will display notification
dialog and ask your permission to install the updates. Normally this will require consequent restart of

the application, but in many cases it won't be necessary.
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3.17 Status bar

Status bar displays the following information:

* current connection state

« current connection end point

» current version of logFaces server

* current license

* number of database records (click on the icon to refresh the counter)

« current RAM used on client versus maximum RAM allocated plus manual garbage collector.

& dima2-xp:8050, v2.4.2.847(0em, CN=MOONLIT) | Oess2irec. |[  smofgMm [ |

Figure 3-33 Status Bar
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