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Preface

Intended Audience

This Installation and Configuration manual provides background information about MED-V,
installing MED-V, how it works and explains how to correctly use the product.

The intended audience is MED-V administrators and IT personnel.
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Chapter 1

MED-V Overview

In This Chapter

Introduction to Microsoft Enterprise Desktop Virtualization (MED-V) .....ccooiiiiiiiiiiiiiiiaaan.. 8
High-level ArChiteCtUNe ... .. et e e 9
Virtual Image LifECYCIE OVEIVIEW ...ttt e nees 10

1.1. Introduction to Microsoft Enterprise Desktop
Virtualization (MED-V)

Microsoft® Enterprise Desktop Virtualization (MED-V) enhances deployment and management
of Virtual PC images on a Windows® Desktop, while also providing a seamless user experience
of a Virtual PC environment, independent of the local desktop configuration and operating
system (0OS).

MED-V leverages Microsoft Virtual PC
to provide an enterprise solution for
desktop virtualization. With MED-V,
you can easily create, deliver and
manage corporate Virtual PC images on
any Windows desktop.

End-user Experience and Usability
Usage Policy and Data Transfer Control

MED-V is an integral component of the entralized Mnagement and Monitorng

Microsoft DeSktop Optlmlzatlon Pack, a Image Creation, Delivery and Update
dynamic solution available to Software
Assurance customers, which helps iding and operating on the endpoint)

reduce application deployment costs,
enables delivery of applications as
services, and helps to better manage
and control enterprise desktop
environments.

Virtual PC T8
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1.1.1. Enable legacy applications and accelerate upgrades to new
operating systems

Incompatibility of legacy applications
with the new version of Microsoft
Windows can often delay enterprise
upgrades to the latest version of
Windows. Testing and migrating

applications can take a while, and

Appllcations

.
-
‘r

03

users are unable to take advantage of
the new capabilities and enhancements
offered by the new OS.

By delivering applications in a Virtual
PC that runs a previous version of the
OS (e.g., Windows XP or Windows
2000), MED-V removes the barriers to
OS upgrades, and allows
administrators to complete testing and
to deal with incompatible applications
after the upgrade.

Hardwanre

From the user's perspective, these applications are accessible from the standard
desktop Start menu and appear side-by-side with native applications — so there is
minimal change to the user experience.

1.2. High-level Architecture

== Management Console ==

Active Directory =——

S84
e88
-Y-¥-3

End User s

=== V/irtual Machine ===

of & =

Corporate Corporate
Appllcatmns
Security and Remote Access

management tools Client (optional) |77

Corporate Desktop Image
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The MED-V solution comprises:

e Administrator-defined "master" virtual machine (1) - encapsulates a full desktop
environment: an OS, applications and optional management and security tools.

e Image Repository (2) - stores all virtual images on a standard 11S server and enables
virtual images version management, client-authenticated image retrieval, and efficient
download (of a new image or an updates) via Trim Transfer technology.

e Management Server (3) - associates virtual images from the image repository along with
administrator usage policies to Microsoft Active Directory users or groups. The Management
Server also aggregates clients' events, and stores them in an external database (MS SQL)
for monitoring and reporting purposes.

e A unified Management Console (4) - enables administrators to control the Management
Server and the Image Repository.

e End-user Client (5)
a. Virtual image life-cycle — Authentication, image retrieval, enforcement of usage policies.

b. Virtual machine session management - Background start, stop, suspend of the virtual
machine.

c. Single desktop experience - Seamlessly make the applications installed in the virtual
machine available through the standard desktop Start menu, and integrate the
applications with other applications on the user desktop.

All communication between the client and the servers (Management Server and Image
Repository) is carried on top of a standard HTTPs channel.

1.3. Virtual Image Lifecycle Overview

The following describes the typical lifecycle of a MED-V virtual image:
e Create a virtual image within Microsoft Virtual PC.

e Define a MED-V Workspace

A Workspace is a virtual image, associated with a set of usage policies and provisioned to
specific users:

Image Repository
—
Set usage policies =
=
Tr—
=
Manage ‘..‘____‘-:_ .
i _—
Select Users Workspace Lifecycle = 7
Management
S e Server
Active Directory = —=

Management Console

e Create a list of applications installed in the virtual image, which are to be made available
to end users through their standard desktop Start menu.

e If applicable, define web sites that should be viewed inside the virtual machine browser,
and that are redirected from the host browser to the virtual machine by MED-V client.

10
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e Provision the workspace to Active Directory users and groups.

Test the Image through the MED-V management console, and load it to the MED-V Image
Repository.

Deploy the MED-V Client via:

e Enterprise software distribution tools, e.g., System Center Configuration Manager.
The MED-V client and Virtual PC software can be deployed as standard MSls.

e Self-install package - Deliver MED-V "One-click" installation package, which includes
MED-V client installation and Virtual PC software, over a self-service website, or by using
removable media (e.g., CD, DVD). Installation process is automated, silent and easy for
end users.

Deliver the virtual image:

— Virtual Machine —_—

r S———
L 5 } a4

. - : DVD
Corparate Corporate # ':;" q

Applications

0s
= %‘3

Security and Remote Access
management tools Client (aptional)

End User

> 1 » Ty
gejiel = Network
_-.‘g

Image Repository

-

Carporate Desktop Image

e Over the network - Once the MED-V Client is installed, using any of the previously
mentioned methods, the virtual image can be retrieved over the network using standard
HTTP/HTTPs tunnel. Trim Transfer technology will accelerate download speed and reduce
required bandwidth, as described in a following section.

e Using enterprise distribution mechanisms — Administrators may choose to deliver
packaged virtual PC images (created by the MED-V Management Console) using existing
systems. The MED-V Client will look for the package in a pre-defined path, and extract
the image.

e Over a removable media (e.g., DVD) - When delivering an installation media to the
end user, it is possible to add the virtual image to the self-install package. As part of the
installation, the virtual image is copied to the local drive.

End-users start working - Users authenticate against the MED-V Management Server and
they're ready to work within the virtual machine. After the first online authentication, offline
work is also supported, if permitted by the administrator.

Manage and update the Workspace - The Management Console enables administrators
to easily update usage policies, provision workspaces to additional users, deprovision
existing users, and update the virtual images themselves. All updates are automatically
distributed to relevant users when they work online.

Monitoring clients — The MED-V Management Console presents an updated report of all
the users. It provides detailed information on all client events, and when there is an error, it
and can help the administrator understand the source of the problem remotely, and instruct
the user on how to solve it.

11



.=~ | Enterprise Desktop
_ =] Virtualization

Chapter 2

Installing MED-V

In This Chapter

INStalliNg the MED-V SeIVeT . ...ttt eaaaas 12
Installing the MED-V Client and Management ... eaeeaas 19

2.1. Installing the MED-V Server

2.1.1. MED-V Server Installation Prerequisites

This section describes all the components that must be installed and configured prior to
installing the MED-V Server and explains the following tasks:

e Server System Requirements
e Active Directory Requirements

¢ Installing the Report Database

2.1.1.1. Server System Requirements

The recommended system configuration for use of MED-V is provided in the following table.
System performance will be improved when utilizing a system with the recommended system
configuration.

Table 1: Recommended System Configuration

Memory 2 GB RAM or greater

Processor 2 GHz or faster

Operating system Windows Server 2008 Standard/Enterprise Edition
x86 & 64 bits

Database MS SQL Server 2005 Enterprise Edition SP2
MS SQL 2008 Express / Standard / Enterprise
editions

2.1.1.2. Active Directory Requirements

When configuring the MED-V Server, if users are not part of the same domain the server
belongs to, a trust must be set between the domains.

12
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2.1.1.3. Installing the Report Database

The report database is required for storing all Workspace logs. The log database is then used
for generating MED-V reports. For information on reports, refer to Generating Reports.

The SQL server can be installed on the same server as the MED-V server, or on a remote
server. If installing on a remote server, refer to Installing SQL Server on a Remote Server.

Installing SQL Server on a Remote Server

To install SQL Server on a remote server:

1. Configure the following on the remote server:
e Instance name - default instance
e Authentication mode - mixed mode
e User - the default user created is 'sa’
e Password - desired password
e Collation Settings - default
e Error in usage report settings - default
2. Install the following files on the MED-V server:

e Microsoft SQL server native client (Installs the prerequisites for the management objects
collection)

http://download.microsoft.com/download/4/4/D/44DBDE61-B385-4FC2-A67D-
48053B8F9FAD/sqlIncli.msi

e Microsoft SQL server management objects collection (includes required dll files)

http://download.microsoft.com/download/4/4/D/44DBDE61-B385-4FC2-A67D-
48053B8FI9FAD/SQLServer2005 XMO.msi

e Feature Pack for Microsoft SQL Server
http://www.microsoft.com/downloads/details.aspx?Familyld=D09C1D60-A13C-4479-
9B91-9E8B9D835CDC&displaylang=en

2.1.2. Installing and Configuring the MED-V Server

2.1.2.1. Installing the MED-V Server
To install the MED-V server:

1. Install the MED-V Server MSI.
The MED-V Server MSI is called MED-V_Server_x.msi, where x is the version number.
For example, MED-V_Server_1.0.65.msi.
The InstallShield Wizard Welcome screen appears.
2. Click Next.
The MED-V Server License Agreement screen appears.

3. Read the license agreement, click 1 accept the terms in the license agreement and then
click Next.

The Destination Folder screen appears, with the default installation folder displayed.

13
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6.

The default installation folder is %systemdrive%\Program Files\Microsoft Enterprise
Desktop Virtualization\.

e To change the folder where MED-V should be installed, click Change... and browse to an
existing folder.

Click Next.
The Ready to Install screen appears.
To continue with the Installation, click Install.

MED-V Server installation starts. This can take several minutes, and the screen may not
display text. During installation, several progress screens appear. If an error message
appears, follow the instructions provided.

Upon successful installation, the Installation Complete screen appears.

Click Finish to complete the wizard.

Note: If you are installing the MED-V Server via Microsoft Remote Desktop, use the following
syntax: mstsc/console. Ensure that your RDP session is directed to the console.

2.1.2.2. Configuring Server Settings

The following server settings can be configured:

Connections
Images
Permissions

Reports

Configuring Connections

To configure connections:

1.

From the Windows Start menu, select All Programs > MED-V > MED-V Server
Configuration Manager.

Note: If you selected the Launch MED-V Server Configuration Manager check box
during the server installation, the MED-V Server Configuration Manager starts automatically
once the server installation is complete.

The MED-V Server Configuration Manager appears.

14
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r — e 5
o MEDY Server Cortigursipnianzce (I, ==

Connections Hlmages ”Permissiuns ”F‘.Eports ]

Client Connections

[#] Enable unencrypted connections (http), using port |:|

|| Enable encrypted connections (https), using port |:|

NOTE: When enabling https, you must bind the server certificate to the
port specified using netsh command line utility.

Usage example:
netsh http add sslcert ipport=0.0.0.0:<MED-V Port > certhash=<cer thumb:
appid={00000000-0000-0000-0000-000000000000%

A

0K J | Cancel | Applhy J

Figure 1. MED-V Server Configuration Manager - Connections Tab
2. In the Connection tab, configure the following client connections settings:

e Enable unencrypted connections (http), using port - Select this check box to
enable unencrypted connections using a specified port. In the port box, enter the server
port on which to accept unencrypted connections (http).

e Enable encrypted connections (https), using port - Select this check box to enable
encrypted connections using a specified port. In the port box, enter the server port on
which to accept encrypted connections (https).

Https is an optional configuration which can be set to ensure secure transactions
between the MED-V Server and MED-V Clients. To configure https, you must perform the
following procedures:

e Configure a certificate on the server.
e Associate the server certificate with the port specified using netsh.
3. Click OK.

Configuring Images

To configure images:

1. Click the Images tab.

15
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r — h
Connections || Images ”Permissiuns ”F‘.Eports ]

Image Management

VMs Directory: |C:‘|5er'u'er Images!,

VMs URL: |
Example: http:/fwww.imageserver,comfimages:

Figure 2: MED-V Server Configuration Manager - Images Tab
2. Configure the following image management settings:

e VMS Directory - The Virtual Machine directory (the directory where the images are
stored). This field contains a UNC path to the image directory on the image distribution
server that should be accessible from the MED-V server machine.

e VMS URL - The location of the server where the images are stored.

Note: For details on how to configure an IIS server to serve as an image download server,
see Configuring Internet Information Services (11S).

3. Click OK.

Configuring Permissions

To configure permissions:

1. Click the Permissions tab.

16
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% MED-V Server Configuration Manager R=RECL

Connections Hlmages HF‘ermissiuns ”F‘.Eports ]

= Management Permissions

e g oved

€2 Everyone 2

| Add... | | Remove |

. A

" 0K J | Cancel J Apphy |

Figure 3: MED-V Server Configuration Manager - Permissions Tab

2. A list of all users who can login is provided. To apply read and write permissions to a user,
select the check box next to the user. To apply read-only permissions to a user, clear the
check box.

3. To add domain users or groups, click Add....

The Enter Users/Groups dialog box appears.

[ Enter users/groups ==l
— "
Enter user/group names:
s Check Names
Find... | oK J | Cancel J

Figure 4: Users/Groups Selection Dialog Box
a. Select the domain users or groups that you wish to add by doing one of the following:

¢ In the Enter user/group names field, type a user or group which exists in the
domain or as a local user or group on the computer. Then click Check Names to
resolve it to the full existent name.

e Click Find... to open the standard Select Users/Groups dialog box. Then select the
domain users or groups you wish to add.

b. Click OK.
4. To remove domain users/groups, select a user/group and click Remove.

5. Click OK.

17
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Configuring Reports

To configure reports:

1. Click the Reports tab.

[ Enable reports I

Connection String: | Data Source =localhost\sglexpress; Initial
Catalog=medv;Integrated Security =True |

| CreateData base Test Connection

= Database Maintenance =

Clear Options..

" 0K | | Cancel || Apphy |

Figure 5: MED-V Server Configuration Manager - Reports Tab

To support reports, select Enable reports.

In the Connection String box, enter a connection string for the MSSQL database.

e When SQL Server is installed on a remote server, use the following connection string:
Data Source=<ServerName>;Initial Catalog=<DBName>;uid=sa;pwd=<Password>;

Note: To connect to SQL Express, use: Data Source=<ServerName>\sqglexpress.

To create the database, click Create Database.
To test the connection, click Test Connection.
To configure database clearing options, click Clear Options.

The Clear Database Options dialog box appears.

18
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{#5) Clear Database Options =HUCH X

® Tlear data older than:| &0 '%1 day(s).

I Clear all data from database.

| Drop database.

| 0K | | Cancel |

Figure 6: Database Delete Options Dialog Box

a. Choose one of the following options:

e Clear data older than - clear all data older than the number of days specified; in
the number box, enter a number of days.

e Clear all data from database - clear all existent data in the database.

e Drop database - delete the database.

b. Click Delete to apply changes and close the dialog box.

7. Click OK to save the changes or Cancel to close the dialog without saving changes.

8. If prompted, restart the MED-V Server service to apply changes to the network settings.

2.2. Installing the MED-V Client and Management

2.2.1. Client Install

ation Prerequisites

This section describes all the components that must be installed and configured prior to the
MED-V Client installation, and explains the following tasks:

e Client System Requirements

e Antivirus/Backup Software Configuration

¢ Virtual Machine System Requirements

e Installing and Configuring Microsoft Virtual PC 2007

2.2.1.1. Client System Requirements

The recommended system configuration for use of MED-V Client is provided in the following
table. System performance will be improved when utilizing a system with the recommended

system configuration.

Table 2: Recommended System Configuration

Memory

Minimum: 1 GB
Recommended: 2 GB

Free disk space

10 GB

Operating System Windows XP SP2/3 (Pro, Home), Vista SP1

(Enterprise, Home Basic, Home Premium,
Business, Ultimate) 32 bit

Web browser

Microsoft Internet Explorer 7.0

File System

NTFS

19
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Additional Items or Services Required:

Microsoft.NET Framework Version 2.0, 2.0 SP1 (can be downloaded from the Microsoft
website).

2.2.1.2. Antivirus/Backup Software Configuration

In order to prevent antivirus activity from affecting the performance of the virtual desktop, it is
recommended where possible to exclude the following Virtual Machine file types from any
antivirus or backup processing running on the host:

e *VHD
e *VUD
e * VSV
e *.CKM
e *VMC
e * INDEX

2.2.1.3. Installing and Configuring Microsoft Virtual PC 2007 SP1
To install Microsoft Virtual PC 2007 SP1:

1. From the Microsoft website, download Virtual PC 2007 SP1.
2. Run the installation file on the host, and follow the wizard.
3. Install Virtual PC 2007 SP1 QFE on the host in elevated mode.

2.2.2. Installing MED-V using the MED-V Client MSI

There are two MED-V components on the client MSI:

e MED-V Client - The MED-V software which must be installed on client machines for running
MED-V Workspaces.

e MED-V Management Console - The administrative tools, where administrators can create
and maintain images, Workspaces and their policies.

MED-V Management Console and MED-V Client are both installed from the MED-V client MSI;
however, MED-V Client can be installed independently without the MED-V Management Console
by clearing the Install the MED-V Management application check box during the
installation.

Note: Do not install MED-V Client using Windows runas command.

To install MED-V Client:

1. Login as a user who has local admin rights on the machine.

2. Run the MED-V MSI.
The MED-V MSI is called MED-V_x.msi, where X is the version number.
For example, MED-V_1.0.65.msi.

The InstallShield Wizard Welcome screen appears.
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or hIcmsoﬂ. Enterprise Desktop

Welcome to the InstallShield Wizard for
Microsoft Enterprise Desktop Virtualization
v1.0.58

The InstallShield(R) Wizard will install Microsoft Enterprise
Desktop Virtualization on your computer. To continue, dick
Mext,

WARMIMG: This program is protected by copyright law and
international treaties.

Figure 7: Welcome Screen

3. Click Next.

The MED-V Client License Agreement screen appears.

4. Read the license agreement, click 1 accept the terms in the license agreement and then

click Next.

The Destination Folder screen appears, with the default installation folder displayed.

The default installation folder is the directory where the OS is installed.

e To change the folder where MED-V should be installed, click Change and browse to an

existing folder.
5. Click Next.

The MED-V Client Settings screen appears.

— S —

14! Microsoft Enterprise Desktop Virtualization - InstaliShield Wizard e

| MED-V Settings L)
Customize MED-V options, and dick Next to continue. a

[ tnstall the MED-V management application.

Load MED-V when Windows starts.

Add a MED-V shortcut to my desktop,

Server address: |

Server port: I

[ server requires encrypted connections (https).

G Virtual machines images folder:
CAVED Y imger
InstallShield
[ <Bak ][ Mext> |[ canel |
Figure 8: MED-V Settings Screen

6. Select the Install the MED-V management application check box to include the
management component in the installation.
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10.
11.
12.

13.

14.

15.

Note: Administrators should install MED-V Management since it is required for configuring
the image and Workspace.

Select the Load MED-V when Windows starts check box to start MED-V automatically on
startup.

Select the Add a MED-V Client shortcut to my desktop check box to create a MED-V
shortcut on your desktop.

In the Server address field, type the server address.
In the Server port field, type the server's port.
Select the Server requires encrypted connections (https) check box to work with https.

The default Virtual Machine images folder is displayed. The default installation folder is
%systemdrive\MED-V Images\. To change the folder where MED-V should be installed,
click Change and browse to an existing folder.

Click Next.

The Ready to Install screen appears.

1% Microsoft Enterprise Desktop Virtualization - InstallShield Wizard =5
Ready to Install the Program . .l
The wizard is ready to begin installation. a

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

[ < Back ][ Install ] [ Cancel

Figure 9: Ready to Install Screen
To continue with the installation, click Install.

MED-V Client installation starts. This can take several minutes, and the screen may not
display text. During installation, several progress screens appear. If an error message
appears, follow the instructions provided.

Upon successful installation, the Installation Complete screen appears.

Click Finish to quit the wizard.
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Configuring a MED-V Image
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This section describes how to configure a MED-V image on a machine on which MED-V Client
and MED-V Management are installed, and explains the following tasks:

Virtual Machine System Requirements

Creating a VPC Image using Microsoft Virtual PC
Installing the Workspace MSI

Running the MED-V Virtual Machine Prerequisites Tool
Configuring the MED-V Virtual Machine Manual Installation Prerequisites
e Virtual Machine Settings

e Image Settings

e Installing VPC Additions

e Configuring Printing

Configuring Sysprep

Turning off Microsoft Virtual PC

Note: Once the preparations are complete, the machine should not be part of a domain since
the join domain procedure should be performed on the client after the deployment, as part of
the Workspace setup.

3.1. Virtual Machine System Requirements

The recommended system configuration for use of MED-V Virtual Machine is provided in the
following table. System performance will be improved when utilizing a system with the
recommended system configuration.
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Table 3: Recommended System Configuration

Operating System Windows XP SP2/SP3 Pro, Windows 2000 SP4
Web browser Microsoft Internet Explorer 6.0 SP 2, 7.0
File system NTFS

Note: Windows XP has a utility that converts FAT
to NTFS.

3.2. Creating a VPC Image using Microsoft Virtual VPC

To create a VPC image using Microsoft Virtual PC, follow the VPC documentation in creating a
VPC image from your corporate image.

3.3. Installing the Workspace MSI

To install the Workspace image:

1. Start the virtual machine and copy the MED-V Workspace MSI inside.

The MED-V Workspace MSI is called MED-V_Workspace_ x.msi, where X is the version
number.

For example, MED-V_Workspace 1.0.65.msi.

2. Double-click on the Workspace MSI to install it and follow the wizard.

3.4. Running the MED-V Virtual Machine Prerequisites
Tool

Note: The screens in this section refer to a Windows XP image.

The Virtual Machine prerequisites tool is a wizard which automates several of the prerequisites.

Note that although many parameters are configurable in the wizard, the properties required for
the proper functioning of MED-V are not configurable.

To run the Virtual Machine prerequisites tool:

1. After the Workspace MSI is installed, from the Windows Start menu, select MED-V > VM
Prerequisites Tool.

Note: The user running the VM Prerequisites Tool must have local admin rights and must be
the only user logged in.

The MED-V Virtual Machine Prerequisites Wizard Welcome screen appears.
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B3 MED-V VM Prerequisite Wizard =3

= ‘welcome

Thiz wizard will azsizt you in configuring the virtual machine image zo that it iz optimally
caonfigured far running in the MED-Y environment.

Mote that configuration changes that are required for MED - proper function cannot be
digabled.

It iz recommended to consult the MED- Installation Guide for full detailed information
before starting.

Click Mext to start.

| Mext )| Cancel |

Figure 10: Virtual Machine Prerequisites Tool Welcome Screen
2. Click Next.

The Windows Settings screen appears.

B3 MED-V VM Prerequisite Wizard

= Windows Settings
[ Clear users personal history information,
¥ Clear local profiles temp directary,

[ Disable sounds an Following Windows events: start, logon, logaff,

| Back | | Cancel |

Figure 11: Windows Settings Screen
3. From the following configurable properties, select the ones you wish to set.
e Clear users personal history information
e Clear local profiles temp directory
e Disable sounds on following Windows events: start, logon, logoff
4. Click Next.

The Internet Explorer Settings screen appears.
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B3 MED-V VM Prerequisite Wizard

CoX

= |ntermet Explorer Settings
[¥| Dan't use auto complete Features,
[+ Disable reuse of windows For launching shortcuts,
[#| Clear brawsing histary,
[+ Enable tabbed browsing in Internet Explarer 7.

v

| Back |

Cancel |

Figure 12: Internet Explorer Settings Screen

5. From the following configurable properties, select the ones you wish to set.

6. Click Next.

Don't use auto complete features

Disable reuse of windows for launching shortcuts
Clear browsing history

Enable tabbed browsing in Internet Explorer 7

The Windows Services screen appears.

B3 MED-V VM Prerequisite Wizard

= Windows Services
Set the Following services startup mode ko manual:
[J' SECUriby Cenker service,
[+ Task scheduler service,
[7 Aukomatic updates service,
[J System restore service,
[#| Indexing service,
[ wireless Zero Configuration,
[#| Fast User Switching Compatibilicy,

Set the Following services starkup mode ko automatic:

Set ko manual additional services that are nok required in the image (recommended):

Launch ‘Windows Services console

1 Back | L

Cancel |

Figure 13: Windows Services Screen

7. From the following configurable properties, select the ones you wish to set.

Security center service
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e Task scheduler service

e Automatic updates service

e System restore service

e Indexing service

e Wireless Zero Configuration

e Fast User Switching Compatibility
8. Click Apply.

The Windows Auto Login screen appears.

B3 MED-V VM Prerequisite Wizard

[ Enable Windows Auto Logon

User name | |

Paszword || |

| Back | #pply )| Cemcel |

Figure 14: Windows Auto Logon Screen
9. To enable Windows Auto Logon, do the following:
a. Select the Enable Windows Auto Logon check box.
b. Assign a User name and Password.
10. Click Apply.

A confirmation box appears.

Figure 15: Confirmation Box
11.Click Yes.

The Summary screen appears.
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B3 MED-V VM Prerequisite Wizard

= Bummary

The wizard was completed successfully. B
¥ou can now proceed to use this YM as 3 MED-Y Workspace.,

Click. Finish to close,

Figure 16: Summary Screen

12.Click Finish to quit the wizard.

Note: When a group policy is used, the settings are changed via the prerequisites tool. Verify
that the group policy does not overwrite these values.

3.5. Configuring MED-V Virtual Machine Manual
Installation Prerequisites

Several of the configurations cannot be configured through the Virtual Machine Prerequisites
Tool and must be performed manually.

3.5.1. Virtual Machine Settings

It is recommended to configure the following Virtual Machine settings from the Microsoft Virtual
PC console:

e Disable floppy disk drives.
¢ Disable undo-disks (Settings > undo-disks).

e Ensure that the image has only one virtual CPU.

3.5.2. Image Settings

Configure the following manual settings inside the image:
e In the Power Options Properties window, disable hibernation and sleep.
e Apply the most recent Windows updates.

¢ In the Windows Startup and Recovery dialog, in the System Failure section, clear the
Automatically restart check box.

e Ensure that the image uses a VLK license key.
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3.5.3. Installing VPC Additions
To install VPC additions:

e From the Action menu, select Install or Update Virtual Machine Additions.

3.5.4. Configuring Printing
There are two different ways to configure printing from the Workspace:
e Add a printer to the virtual machine.

e Allow printing with printers that are configured on the host machine.

3.6. Configuring Sysprep

Sysprep is Microsoft's System Preparation Utility for Windows operating system. Sysprep can be
used to assign a SID for the machine and for assigning a unique name. It is not recommended
to use Sysprep to join a domain, rather use the MED-V join domain script action as described in
Script Actions Properties.

To configure Sysprep in a Workspace:

1. Create a directory in the root of the system drive named Sysprep.

2. From the Windows installation CD, extract deploy.cab to the root of the system drive.
or
Download the latest Deployment Tools update from the Microsoft website.

3. Run Setup Manager (setupmgr.exe).

4. Follow the Setup Manager wizard.

Once Sysprep is configured and the Workspace is created, Sysprep must be executed.

To execute Sysprep:

1. From the Sysprep folder located in the root of the system drive, run the System Preparation
Tool (Sysprep.exe).

A warning prompt appears.
2. Click OK.
The Sysprep Properties dialog appears.
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System Preparation Tool 2.0 |

Syztem Preparation T ool [Syzprep] prepares a computer's hard disk for
delivery to the end uzer. Additional options are available from the
command line.

T o skip Windows Welcome or Mini-Setup and Factory
canfigure the inzstallation az scripted in Winbaom,ini,
click Factarny.

T reboot this computer and manually test the Lt |

inztallation, click Audit [available only in Factary
mode].

To prepare the computer far the end user, click Feseal
Reseal

Option
¥ Don't reset grace period for activation

¥ Use Mini-Setup
" Dan't regenerate security identifiers

[T Detect non-plug and play hardware

Shutdown mode: IShut i vI

Figure 17: Sysprep Properties Dialog

3. Select the Don't reset grace period for activation and Use Mini-Setup check boxes.

4. Click Reseal.

A confirmation prompt appears. It lists the options you have already selected.

System Preparation Tool 2.0 ]

0

‘fou chose ko regenerate security identifiers (SIDs) on the next reboat,
‘fou only need to regenerate SI0s if you plan to make an image of the
installation after shutdown,

Tao regenerate SIDs, click OK. To go back and change this setting, click
Cancel,

oK | Cancel I

X]

Figure 18: Sysprep Confirmation Prompt

5. If you are not satisfied with the information listed in the confirmation prompt, click Cancel

and change the selections.

6. Click OK to complete the System Preparation process.

3.7. Turning off Microsoft Virtual PC

Once all the components are installed and configured, close Microsoft Virtual PC and select

Turn Off.
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4.1. Logging In to the MED-V Management Console

To open the MED-V Management Console:

e From the Windows Start menu, select All Programs > MED-V > MED-V Management.

The Login window appears.

Vo e g

Enterprise Desktop
Virtualization

Login to the MED-Y Management server

User name: |

Password: |

Cancel

Figure 19: Login Window
To log in:

1. Type in your domain user credentials in the following format:

"domain_name\user_name", "password"

Note: When configuring the server, users with full access as well as users with read-only
access are defined. All users must be domain users. The domain username and password is
used for MED-V Management login.

2. Click OK.

The MED-V Management Console appears.
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4.2. MED-V Management Console User Interface

The Ul is divided into three sections:
e The MED-V Management Buttons, which correspond to the three modules.

e Policy - The Policy module is used to define the Workspaces and their related settings
and permissions.

e Images - The Images module is used to manage MED-V Workspace images.
e Reports -The Reports module is used for generating and viewing Workspace reports.
e The Toolbar displays shortcuts relevant to the button selected.

e The Display Pane displays a module corresponding to the button that is selected.

File Policy  View  To
N e @ | Micosofe ) _
ey (o) ™ - | Enterprise Desktop
Poicy  mages  Feports "= Virtualization
Toolbar — [@y|jg|@ ]
Workspaces General ”It’vhﬂl Mad’vhe][Daplnwent”;\ppﬁmﬁom ][E][W SEmp”NEtwm‘k”PErﬁ)mmcE]
i e e
Name |wnrkspaca1
Dlescription

Support contact info For support contact...

Display Pane —

(OO T

= Work ul

() Seamless Integration
Workspace windows, taskbar and system tray icons are seamlessly integrated into the host desktop.

& Ful Desktop
The Workspace is displayed in the VM window

= Host Verification

Command line |
“This command will be executed on the host before starting the Workspace.

|| Do not start the Workspace if the verification fails (exit code iz not '07)

Add Remaove

b A

Figure 20: MED-V Management Console
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Testing and Deploying a MED-V Image
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The MED-V administrator creates a MED-V image so that it can either be uploaded and then
distributed to the client over the web, added to a MED-V package, or downloaded to the client
using a third party system. It is recommended to first create a test image and test it on MED-V

Client before deploying it.
When creating a MED-V image, it goes through the following three stages:
a. Local Test Image - a basic image which can be tested locally.

b. Local Packed Image - after the image is tested, the image is packed as it existed prior
to testing. No changes from the testing phase itself are included in the packed image.

c. Packed Image on Server - the packed image is uploaded to the server.

5.1. Creating a MED-V Test Image
To create a new MED-V test image:

1. Click on the Images button.

The Images module appears.
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Image Name
MED-VTest
MED-VTest1

| Tmage Path
CAMED-V Images'op_VPC_clean_sp2_3012'kidaro Test vmc
C:\MED-V Images\xp_VPC_dean_sp2_3012\MED-VTest.vmc

| Created
08/05/2003
08/05/2008

MNote: When packing a test image, changes made when testing the image are not included in the packed image.

New...

Local Packed Images:

Image Name | Version | File Size {compressed) ' Image Size [uncu:umpressed;}

New...

Eacked Images on Server:

| Image Name | Version : File Size (compressed) Image Size (uncompressed)

2.

Figure 21: Images Module
e The Image module consists of three panes:
e Local Test Images - local unpacked images.
e Local Packed Images - all packed images on the local machine.

e Packed Images on Server - all images which have been packed and uploaded to
the server.

e In the Local Packed Images and Packed Images on Server panes, the most recent
version of each image is displayed as the parent node. Click on the parent node to view
all other existing versions of the image.

In the Local Test Images pane, click New.

The Test Image Creation dialog box appears.
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¥ b |

[ Test Image Creation

Base image file |

Image name | |-

| Ok | | Cancel |

Figure 22: Test Image Creation Dialog Box

3. Select the Virtual Machine image that you wish to configure as a MED-V test image by doing
one of the following:

e In the Base image file field, type the full path to the directory where the Microsoft
Virtual PC image prepared for MED-V is located.

e Click Browse... to browse to the directory where the Microsoft Virtual PC image
prepared for MED-V is located.

4. In the Image Name field, type or select the desired name.

Note: The following characters cannot be included in the image name: space " <> |\/: *
?

5. Click OK.

A new MED-V test image is created on your host machine with the properties defined in the
following table.

To configure the Workspace image, refer to Configuring a Workspace Policy.

Table 4: Local Test Images Properties

Property Possible Values/Remarks

Image Name The name of the test image as it was defined when the administrator
created the image.

Image Path The local path of the test image.

Created The date the test image was created.

5.2. Testing a MED-V Image from the MED-V Client

Once a MED-V test image is created, use the following procedure to test the image locally.

To test a MED-V Image:

1. Click on the Policy button.
The Policy module appears.

2. Assign the MED-V test image to a Workspace by doing the following:
a. Click the Virtual Machine tab.

b. In the Assigned Image field, select the MED-V test image you created. If your test
image is not in the list, click Refresh.
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c. From the toolbar, click Save changes.

3. Configure any other Workspace settings you want to test. For detailed information, refer to
Configuring a Workspace Policy.

4. Start MED-V Client.

The Confirm Running Test confirmation box appears:

r -

[ Confirm Running Test =HACIE X

Atest image for Worsspace ‘worspace1” has been found.
Would you like the Workspace to use it ?

Figure 23: Confirm Running Test Confirmation Box
5. Click Use Test Image.
6. Test the Workspace test image.

For information about starting and running MED-V Client, refer to Running MED-V Client.

Note: While testing an image, do not open VPC and make changes to the image.

Note: When testing an image, no changes are saved to the image between sessions; rather
they are saved in a separate, temporary file. This is to ensure that when the image is packed
and run on the production environment, it is the original, clean image.

5.3. Packing a MED-V Image

Once an image has been tested it can be packed.

To create a packed image:

1. Click on the Images button.
The Images module appears.
2. In the Local Packed Images pane, click New.

The Packed Image Creation dialog box appears.
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I Packed Image Creation o | E)
Base image file | | | Browse.. |
Image name | |
A new virtual machine image will be created.
[ Ok | | Cancel |
|-

b

Figure 24: Packed Image Creation Dialog Box

3. Select the Virtual Machine image that you wish to configure as a MED-V image by doing one

of the following:

e In the Base image file field, type the full path to the directory where the Microsoft
Virtual PC image prepared for MED-V is located.

e Click Browse... to browse to the directory where the Microsoft Virtual PC image
prepared for MED-V is located.

4. Specify the name of the new image by doing one of the following:

e In the Image Name field, type the desired name.

Note: The following characters cannot be included in the image name: space "< > | \/

- X9

A new packed image will be created.

e From the drop-down list, select an existing name.

A new version of the existing image will be created.

5. Click OK.

A new MED-V packed image is created on your host machine with the properties defined in

the following table.

Table 5: Local Packed Images Properties

Property Possible Values/Remarks

Image Name The name of the packed image as it was defined when the
administrator created the image.

Version The version of the displayed image.
Note: All previous versions are kept unless deleted.

File Size The physical compressed size of the image.

(compressed)

Image Size The physical uncompressed size of the image.

(uncompressed)
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5.4. Working with Local Packed Images

The following functions can be utilized when working with local packed images:
e Uploading an image to the server
e Downloading an image to the local repository
e Extracting an image for use by the local client
e Deleting an image
To upload an image to the server:
1. In the Local Packed Images pane, select the image you created.
The image appears highlighted.
2. Click Upload.
The image is uploaded to the server. This may take a considerable amount of time.

To download an image:

1. In the Packed Images on Server pane, select the image or version of the image you wish
to download.

The image appears highlighted.
2. Click Download.

The image is downloaded to your local machine.

Note: The downloaded image will not appear in the Local Images pane until you refresh the
page. Click the Refresh button to see the downloaded image in the Local Images pane.

A packed image can be unpacked to the local repository by extracting it. It then does not need
to be downloaded from the server.

To extract an image:

1. In the Local Packed Images pane, select an image.
2. Right-click and from the drop-down menu, select Extract Image.

The image is extracted to the local drive and can now be used by the local client running on
the machine.

To delete an image:

1. Click on the image or the version of the image you wish to delete.
The image appears highlighted.
2. From the Images menu, click Delete.

The image is deleted.

5.5. Updating an Image

An existing image can be updated, thereby creating a new version of the image. The new
version can then be deployed on client machines, replacing the existing image.

Note: When a new version is deployed on the client, it overwrites the existing image. When
updating an image, ensure that no data on the client needs to be saved.
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To update an image:

1.
2.

Open the existing image in Virtual PC 2007.

Make the required changes to the image, updating the image (such as installing new
software).

Close Virtual PC 2007.
Test the image.

Once the image is tested, pack it to the local repository using the same name as the
existing image.

Note: If you name the image a different name than the existing version, a new image will
be created rather than a new version of the existing image.

Upload the new version to the server, or distribute it via a deployment package.
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A Workspace consists of an image and the Policy, which defines the rules and functionality of
the Workspace. Multiple Workspaces can be created, each customized with their own
configurations, settings and rules. A user/group or multiple users/groups can be associated with
each Workspace, thereby making the Workspace available only for the associated users/groups
machines.

6.1. Adding a Workspace

To add a Workspace:

1. Click on the Policy button.

The Policy module appears.
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E Tools Hr—Ip
u O @ - | Enterprise Desktop
*m
mages  Reports = | Virtualization
[Ev| ¢ae )
Waorkspaces General ”Wmal Machine ”Deployment ”npphmbons ] Weh [VM Setup ][Netwnrk”l’erﬁx‘mmce ]
| O workspace1 = Workspace Properties
Name |workspacel |
Description [3
Support corttact info For support contact. .. E
= Work ul
') Seamless Integration
‘Workspace windows, taskbar and system tray icons are seamlessly integrated into the host desktop.
@ Full Desktop
The Workspace is displayed in the VM window.
= Host Verificati
Command line |
This command will be executed on the host before starting the Workspace.
|| Do not start the Workspace if the verification fails (exit code is not '07)
Add Remave
b F. 9 o

Figure 25: Policy Module

The Policy module consists of the Workspaces Menu on the left and the General, Virtual
Machine, Deployment, Applications, Web, VM Setup, Network and Performance
tabs.

2. From the Policy menu, select New Workspace.
or
Click Add.
A new Workspace is created.
3. From the General tab, in the Name field, enter the name of the Workspace.
4. In the Description field, enter a description for the Workspace.
5. In the Support contact info field, enter the contact information for technical support.

For detailed information on configuring a Workspace, refer to Configuring a Workspace Policy.

6.2. Cloning a Workspace

A Workspace can be cloned so that you can create a Workspace identical to an existing
Workspace.

To clone a Workspace:

1. Click on the Workspace you wish to clone.
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The Workspace appears highlighted.
2. From the Policy menu, select Clone Workspace.

A new Workspace is created with the name <Original Workspace name> - 2.

6.3. Importing a Policy

To import an existing policy:

1. In the Policy module, from the Policy menu, select Import.
An Import policy dialog box appears.

2. Browse to the file containing the policy you wish to import.

3. Click Open.

The policy is imported, replacing the existing policy.

6.4. Exporting a Policy

To export policy:

1. In the Policy module, from the Policy menu, select Export.
An Export policy dialog box appears.
Browse to the directory to which you wish to export the policy.
Enter a name for the policy file.
Click Save.
The policy is exported.

6.5. Deleting a Workspace
To delete a Workspace:

e In the Policy module, while the Workspace pane is in focus, click Remove.
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There are two different types of Workspaces:

e Persistent - In a persistent Workspace, all changes and additions the user makes to the
Workspace are saved in the Workspace between sessions. Additionally, a persistent
Workspace is generally used in a domain environment.

e Revertible - In a revertible Workspace, at the completion of each session (i.e. when the
Workspace is stopped) the Workspace reverts to its original state during deployment. No
changes or additions that the user made are saved on the Workspace between sessions.
Additionally, a revertible Workspace cannot be used in a domain environment.

It is important to decide on the type of Workspace you are creating before deploying the
Workspace, since it is not recommended to reconfigure the type of Workspace once a policy has
been deployed to users.

Note: When configuring a policy, 4 this symbol will appear next to mandatory fields which are
not filled in. If a mandatory field is not filled in, the symbol will appear on the tab as well.

After configuring policy settings, from the Policy menu, select Commit to apply and save the
settings.

7.1. General Settings

All general settings are configured in the Policy module, from the General tab.
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Figure 26: Policy Module
To apply general settings to a Workspace:

1. Click on the Workspace you wish to apply the settings to.
The selected Workspace appears highlighted.

2. Configure the general properties as described in the following table.

Table 6: General Workspace Properties

Property

Possible Values/Remarks

Workspace Propertie

S

Name The name of the Workspace.
Warning: Do not rename an existing Workspace while it is running on
a client machine.

Description Description of the Workspace which can include the content or status

of the Workspace and any other useful information.

Note: The description is for the purpose of the administrator and has
no impact on the policy.

Support Contact
Info

The contact information for technical support. The information entered
will be displayed in the Support Contact Information screen which can
be accessed from the MED-V Client notification area.

Workspace Ul
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Property Possible Values/Remarks
Seamless Select this option for the Workspace windows, taskbar and system
Integration tray icons to integrate seamlessly into the host desktop.

Draw frame
around each
Workspace window

When using seamless integration, select this option to create a colored
border around all applications running within the Workspace and a
colored background for all taskbar button icons. In the Frame color
field, select the color.

Full Desktop

Select this option to display the Workspace as the entire desktop,
without integrating with the host.

Host Verification

Command line

Type a command line to run on the host before starting the
Workspace.

Do not start the

Workspace if the
verification fails

(exit code is not
IOI)

Select this check box if you are using a command line and only want
to start the Workspace if the script is completed successfully.

A command line may be run on the host prior to starting the Workspace.

To run acommand line before starting a Workspace:

1. In the Command Line field, enter a command line.

2. To start the Workspace only if the command line was successful, select the Do not start
the Workspace if the verification fails check box.

7.2. Virtual Machine Settings

Every Workspace must have a Microsoft Virtual PC image associated with it. Administrators can
assign a VPC image as well as set other Virtual Machine properties.

All Virtual Machine settings are configured in the Policy module, from the Virtual Machine

Settings tab.
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Figure 27: Virtual Machine Pane
To apply Virtual Machine settings to a Workspace:

1. Click on the Workspace you wish to apply the settings to.
The selected Workspace appears highlighted.
2. Configure the Virtual Machine properties as described in the following table.

Table 7: Virtual Machine Properties

Property Possible Values/Remarks

Virtual Machine Settings

Assigned Image The actual Microsoft Virtual PC image assigned to the Workspace. The
menu provides a list of all available Microsoft Virtual PC images. There
are three types of images in the Active image list:

Local test images - Images on the local computer which are not yet
packed. These image names are followed by the word test in
parenthesis (test) and are for testing purposes only.

Local packed images - Packed images on the local machine. These
images are followed by the word local in parenthesis (local) and
cannot be downloaded by clients until the administrator uploads them
to the server.

A local image can be selected if you are creating a package that will
be distributed to the client via removable media (such as USB or
DVD).
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Property

Possible Values/Remarks

Packed images on server - Images that are on the server and are
available for download by clients.

Click Refresh to refresh the images list.

Workspace is
Persistent

If selected, the Workspace will be a persistent Workspace. In a
persistent Workspace, when the Workspace is stopped, changes and
additions to the Workspace are saved in the Workspace.

For a Domain Workspace, this option must be selected.

Note: This setting should not be changed once a Workspace is
deployed to users.

Shutdown the
Virtual Machine
when stopping the
Workspace

If cleared, at the completion of each session the machine is not shut
down but rather takes a snapshot of the Virtual Machine. Upon the
initiation of a new session Windows starts from the snapshot (i.e.
Widows does not restart and no login is required).

Note: This property is enabled only if Workspace is persistent is
selected.

Login to Windows
in VM using MED-V
credentials (SSO)

Select this check box to login to Windows on the virtual machine using
MED-V credentials entered when logging into MED-V Client.

Note: This property is only enabled when Workspace is persistent
is selected.

Workspace is
Revertible

If selected, the Workspace will be a revertible Workspace. In a
revertible Workspace, at the completion of each session (i.e. when the
user stops the Workspace) the Workspace reverts to its original state
it was in during deployment. No changes or additions that the user
made are saved on the Workspace between sessions.

Note: This setting should not be changed once a Workspace is
deployed to users.

Synchronize
Workspace time
zone with host

Select this check box to synchronize the time zone in the Workspace
with the host.

The synchronization works differently depending on whether the
Workspace is persistent or revertible:

¢ In a persistent Workspace, the time zone first tries to synchronize
with the server. If that fails, it synchronizes with the host.

¢ In a revertible directory, it synchronizes with the host.

Lock Settings

Lock the
Workspace on host
standby/hibernate
event.

Select this check box to automatically lock the Workspace when the
host machine goes into standby/hibernate.

Lock the
Workspace after

Select this check box to lock the Workspace when the Workspace is
idle for a specified period of time.

Once selected, the number box is enabled. Enter the number of
minutes of idle time before locking the Workspace.
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Property

Possible Values/Remarks

Note: The idle time refers to the Workspace applications (not the host
applications).

Deletion Settings

Keep only

Select this check box to limit the number of old image versions to
keep.

Once selected, the number box is enabled. Enter the number of old
versions to keep.

Suggest update
when a new
version is available

Select this check box to suggest (but not force) an update when a new
version of the image is available.

Clients should use
Trim Transfer
when downloading
images for this
Workspace

Select this check box to enable Trim Transfer (see MED-V Trim
Transfer™ Technology) when downloading images associated with this
Workspace. If this check box is not selected, the full image will be
downloaded.

Note: Trim Transfer requires indexing the hard drive which may take
a considerable amount of time. It is recommended to use Trim
Transfer when indexing the hard drive is more efficient than
downloading the new image version, such as when downloading an
image version that is similar to the existing version.

7.3. Deployment Settings

All Workspace permissions are configured in the Policy module, from the Deployment tab.
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Figure 28: Deployment Pane

In order to allow users to utilize the Workspace, you must first add domain users or groups to
the Workspace permissions. You can then set permissions for each user/group.

To add domain users/groups:
1. In the Users / Groups window, Click Add...

The Enter users/groups dialog box appears.

[ =i e |
|| Enter users/groups

Enter user/group names:
Check Names
Find... ! OK J | Cancel J

Figure 29: Users/Groups Selection Dialog Box
2. Select the domain users or groups that you want to add by doing one of the following:

e In the Enter user/group names field, type a user or group that exists in the domain
or as a local user or group on the computer. Then click Check Names to resolve it to
the full existent name.

49



MED-V Installation and Configuration Manual

Configuring a Workspace Policy

3

e Click Browse... to open the standard Users/Groups Selection dialog. Then select the
domain users or groups you wish to add.

. Click OK.

The domain users or groups are added.

Note: Users from trusted domains should be added manually.

Note: It is not recommended to run the Management from a machine that is part of a domain
which is not trusted by the domain the server is installed on.

To remove domain users or groups:

1.

2

. Click Remove.

In the Users/Groups window, select the user/group you wish to delete.

The user/group is deleted.

To set permissions for user/group:

1. Click on the user or group to which you are setting the permissions.

2. Configure the Workspace properties as described in the following table.

Table 8: Workspace Deployment Properties

Property Possible Values/Remarks

General

Enable Select this check box to enable the Workspace for this user/group.
Workspace for

<user/group=>

Workspace Select this check box to assign an expiration date for the permissions set

expires on this
date

for this user/group.

Once selected, the date box is enabled. Set the date, and permissions
will expire at the end of the date specified.

User is allowed
to work offline
for

Select this check box to assign a time period in which the policy must be
refreshed for this user/group. Once selected, the time period box is
enabled. Set the number of days or hours, and at the end of the
specified time period the user/group will not be able to connect if the
policy is not refreshed.

Workspace
deletion
options...

Click to set the Workspace deletion options. For detailed information,
refer to Workspace Deletion Options.

Data Transfer

Support
clipboard
between host
and Workspace

Select this check box to enable copying and pasting between the host
and the Workspace.

Support file
transfer between
host and
Workspace

Select this check box to enable transferring files between the host and
Workspace. Select one of the following options from the File Transfer
box:

e Both - Enable transferring files between the host and Workspace.
e Host to Workspace - Enable transferring files from the host to the
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Property Possible Values/Remarks
Workspace.
e Workspace to Host - Enable transferring files from the Workspace to
the host.

If a user without permissions attempts to transfer files, a user/password
window will appear prompting him to enter the credentials of a user with
permissions to perform the file transfer.

Advanced Click to set the advanced file transfer options. For detailed information,

refer to Advanced File Transfer Options.

Device Control

Enable printing
to printers
connected to the
host.

If selected, users can print from the Workspace using the host printer.

Note: The printing is performed by the printers which are defined in the
host.

Enable access
CD/DVD

Select this check box to allow access to a CD/DVD drive from this
Workspace.

7.3.1. Multiple Membership

e If a user is part of a group, and permissions are applied to the user as well as to the group
he is a part of, all permissions are applied to him.

e If a user is a member of two different groups, the least restrictive permissions are applied.

7.3.2. Workspace Deletion Options

The administrator can set the Workspace deletion options for each user/group so that the
Workspace is automatically deleted under certain conditions.

To set Workspace deletion options:

1. From the Deployment pane, click Workspace deletion options....

The Workspace Deletion Options dialog box appears.

|* Image Deletion Options = | B ||

Work=pace Deletion Options

Workspace image files will be deleted from the client machine when:

|__|iThe Workspace has been disabled.;

|| The Workspace has expired.

| User is offline for more than the allowed period.

Note that deleting the Workspace files will delete all data saved in
the Workspace.

0K Cancel

| )\ J

Figure 30: Workspace Deletion Options Dialog Box

2. Select from the following options:
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e The Workspace has been disabled - If the administrator disables the Workspace, the
Workspace is deleted from the user/group machine.

e The Workspace has expired - If the Workspace expires according to the date
specified, the Workspace is deleted from the user/group machine.

e User is offline for more than the allowed period - If the policy is not refreshed in
the time period specified since the user was offline; the Workspace is deleted from the
user/group machine.

3. Click OK.

7.3.3. Advanced File Transfer Options

To set advanced file transfer options:

1. From the Deployment pane, click the Advanced... button.

The Advanced Workspace to Host dialog box appears.

M B |
| File Transfer Options =REER X

Work=pace to Host

L_| Run command on received files:

Use %ile_path* to specify the transfered file.
File types:

@ allow all file extensions.

() Allow the following file extensions:

BExample: td, doc

Host to Workspace

|| Run command on received files:

Use %ile_path % to specify the transfered file.
File types:

& allow all file extensions.

') Allow the following file extensions:

Bxample: td. doc

L (o] 4 J |, Cancel |

Figure 31: Advanced Workspace to Host Dialog Box
2. Configure the parameters as described in the following table.
3. Click OK.

Table 9: Advanced File Transfer Properties

Property Possible Values/Remarks

Workspace to Host

Run command Select this check box to run a command line on all files transferred to the
on received files host. In the command line box enter the command line to run on all
received files.

File types e Allow all file extensions - click to enable transferring files of any file
extension from the Workspace to the host.

e Allow the following file extensions - click to enable only files with
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Property Possible Values/Remarks

specified file extensions to be transferred. In the empty field, enter all
extensions allowed, separated by commas.

Host to Workspace

Run command Select this check box to run a command line on all files transferred to the
on received files | Workspace. In the command line box, enter the command line to run on
all transferred files.

File types e Allow all file extensions - enable transferring files of any file
extension.

e Allow the following file extensions - enable only files with
specified file extensions to be transferred from the host to the
Workspace. In the empty field, enter all extensions allowed, separated
by colons.

7.4. Published Application Settings

Administrators can select applications that can be initiated from within the Workspace the same
way they are initiated from the desktop: from the Start menu or from a local host shortcut.
Applications selected and defined by the Administrator are called Published Applications.

All published application settings are configured in the Policy module, from the Applications tab.

Tools  Help

Policy Images Reports \7‘

Enterprlse Desktop
Virtualization

Start Menu

MNote: When specifying a path that includes spaces, use quotation marks. \ebrite. J | Add J | Remoye |

s PrIDIRShed I SIS s

Enabled | Display Name escription Folder In Workspace
= Menu <enter value> 53
Start-menu shortcuts folder |My|.°q:||:|||cauons Add Remove |
Add Remave

R

Figure 32: Applications Pane
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An application can be published in one of two ways:

As an application - Select a specific application by typing in the command line for the
application. Only the application selected is published.

As a menu - Select a folder which contains multiple applications. All applications within the
folder are published and are displayed as a menu.

7.4.1. Adding a Published Application

To add an application to the Workspace:

1.

Click on the Workspace you wish to apply the settings to.
The selected Workspace appears highlighted.

In the Applications pane, in the Published Applications section, click Add to add a new
application.

A new application is added.
Configure the application properties as described in the following table.

The application is added to the Published Applications and can be executed from within
the Workspace.

Note: If setting Internet Explorer as a published application, make certain that any parameters
are not in parentheses to ensure web redirection works properly.

Table 10: Published Application Properties

Property Possible Values/Remarks
Enabled Select to enable the published application.
Display Name The name of the shortcut in the user's Windows Start menu.

Note: The Display Name is not case sensitive.

Description A description of the published menu.
Command Line The command with which to execute the application from within the
Workspace.

The full path is required, and the parameters may be passed to the
application in a similar fashion as any other Windows command.

In a revertible Workspace, you can map a network drive with
MapNetworkDrive syntax: "MapNetworkDrive <drive> <path>." For
example: "MapNetworkDrive t: \\tux\data"

To publish Windows file explorer, use the following syntax: "c:\" or
"\\tux\largeData."

Note: In order to have a name resolution, you need to perform one
of the following:

. Configure the DNS in the base Workspace image.

" Verify the DNS resolution is defined in the host and
configure it to use the host DNS.
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Property

Possible Values/Remarks

" Use the IP for defining the network drive.

Note: If the path includes spaces, the entire path must be inside
quotation marks.

Note: The path should not end with a backslash (\).

Start Menu

If selected, a shortcut for the application is created in the user's
Windows Start menu.

All published applications appear as shortcuts in the Windows Start menu (Start > All
Programs > MED-V Applications).

To remove an application from the Workspace:

1. Click on the Workspace you wish to delete the application from.

The selected Workspace appears highlighted.

2. In the Applications pane, in the Published Applications section, select the application

you wish to remove.

3. Click Remove.

The application is removed from the list of Published Applications.

7.4.2. Advanced Published Application Settings

Once a published application has been added and configured, the published application can be
edited and additional advanced settings can be configured.

To edit a published application with advanced settings:

1. In the Applications pane, add and configure a published application (refer to Adding a
Published Application).

2. Select the published application you wish to edit.

The published application appears highlighted.

3. Click Edit....

The Published Application dialog box appears.
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Figure 33: Published Applications Dialog Box

4. Configure the parameters as described in the following table.

5. Click OK.

Table 11: Editing Published Application Properties

Property

Possible Values/Remarks

Display name

The name of the shortcut in the user's Windows Start menu.

Note: The Display Name is not case sensitive.

Description

A description of the published menu.

Start in

The directory from which to start the application.

Note: The path does not need to include quotation marks.

Command line

The command with which to run the application from within the
Workspace.

The full path is required, and the parameters may be passed to the
application in a similar fashion as any other Windows command.

In a domain configuration, a shared drive generally exists on the
server where all domain machines map to. The directory should be

mapped here and if it is a folder which requires user authentication,
Use MED-V credentials to run this application must be selected.

In a revertible Workspace, you can map a network drive with
MapNetworkDrive syntax: "MapNetworkDrive <drive> <path>." For
example: "MapNetworkDrive t: \\tux\data"

To publish Windows file explorer, use the following syntax: "c:\" or
"\\'tux\largeData."

Note: In order to have a name resolution, you need to perform one

56



MED-V Installation and Configuration Manual

Configuring a Workspace Policy

Property

Possible Values/Remarks

of the following:
" Configure the DNS in the base Workspace image.

" Verify the DNS resolution is defined in the host and
configure it to use the host DNS.

" Use the IP for defining the network drive.

Note: If the path includes spaces, the entire path must be inside
quotation marks.

Note: The path should not end with a backslash (\).

Add a shortcut in
the host Windows
Start menu

Create a shortcut for the application in the user's Windows Start
menu.

Launch this
application when
the Workspace is
started

Run the application automatically when the Workspace starts.

Use MED-V
credentials to run
this application

Application which request username and password are authenticated
using the MED-V credentials.

Note:

. When using SSO, the command line should be:
C:\Windows\Explorer.exe '"folder path"

" When not using SSO, the command line should be: ""folder
path"

7.4.3. Adding a Published Menu

To add a menu to the Workspace:

1.

Click on the Workspace you wish to apply the settings to.

The selected Workspace appears highlighted.

In the Applications pane, in the Published Menus section, click Add to add a new menu.

A new menu is added.

Configure the menu properties as described in the following table.

The menu is added to the Published Menus and can be run from within the Workspace.

Table 12: Published Menu Properties

Property Possible Values/Remarks
Enabled Select this check box to enable the published menu.
Display Name The name of the shortcut in the user's Windows Start menu.
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Property Possible Values/Remarks

Description The description, which will appear as a tool-tip when the user’s
mouse hovers over the shortcut.

Folder in Select the folder you wish to publish as a menu containing all the

Workspace applications within the folder.

The text displayed is a relative path from the Programs folder.

Note: If left blank, all programs on the host will be published as a
menu.

All published menus appear as shortcuts in the Windows Start menu (Start >All Programs=>
MED-V Applications). You can change the name of the shortcut in the Start-menu shortcuts
folder field.

Note: When configuring two Workspaces, it is recommended to configure a different name for
the Start-menu shortcuts folder.

To remove a menu from the Workspace:

1. Click on the Workspace you wish to delete the menu from.
The selected Workspace appears highlighted.

2. In the Applications pane, in the Published Menus section, select the application you wish
to remove.

3. Click Remove.

The menu is removed from the list of Published Menus.

7.4.4. Running a Published Application from a Command Line on
the Client

The KidaroRun format enables the administrator to run published applications from any
location, such as desktop shortcut, using the following command:

"<Install path>\Manager\KidaroCommands.exe" /run "<published application name>"
""<workspace name>"

Note: The Workspace in which the published application is defined must be running.

7.5. Web Settings

The administrator can set a list of web browsing rules for a Workspace. All sites included in the
rules can either be browsed in the Workspace or on the host, as defined by the administrator.
All sites not defined within the rules are browsed from the environment in which they were
requested. However, you can configure them as a group as well, to be browsed in the
Workspace or the host.

The web settings are not a security component but rather for the convenience of the user. The
user does not need to open a browser in the Workspace in order to work within the Workspace.
He can open a browser on the host and automatically be redirected to the Workspace and vice

versa.

Note: Web settings are only applied to Internet Explorer and no other browsers.
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All web settings are configured in the Policy module, from the Web tab.
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g workspace 1 = Web Browsing
[ Browse the list of URLs defined in the following table:
@ In the Workspace
' In the host
Type | Value
Domain microsoft.com
[ Browse all other URLs:
i In the Workspace
@ In the host
[ always browse "mailto” links:
I In the Workspace
Add Remove @) In the host
b v

Figure 34: Web Settings
To configure web settings for the Workspace:

1. Click on the Workspace you wish to apply the web settings to.
The selected Workspace appears highlighted.

2. Select Browse the list of URLs defined in the following table to redirect the user to a
browser within the Workspace or host, when the user browses to a URL which conforms to
the web rules specified.

3. Click one of the following:
e In the Workspace - redirect to a browser in the Workspace.
e In the host - redirect to a browser on the host.

4. Select Browse the rest of the URLs to redirect all URLs excluded from the web rules to
the host or Workspace.

5. Click one of the following:
e In the Workspace - redirect all other URLs to a browser in the Workspace.

e In the host - redirect all other URLs to a browser on the host.
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To add a web rule;

1. Select Browse the list of URLs defined in the following table to enable the web
browsing rules.

2. Click Add.
A new web rule is added.
3. Configure the web rule properties as described in the following table.

Table 13: Workspace Web Properties

Property Possible Values/Remarks

Type e Domain suffix - Access to any host address ending with the suffix
specified in the Value property, is set according to the option set in
Web Browsing.

e IP Prefix - Access to any full or partial IP address in the range of
the prefix specified in the Value property, is set according to the
option set in Web Browsing.

e All Local Addresses - Access to all addresses without a '." are set
according to the option set in Web Browsing.

Value e If Domain Suffix is selected in the Type property, enter a domain
suffix.

Note: Do not enter "*" before the suffix.

Note: Domain suffixes support aliases as well.

e If IP Prefix is selected in the Type property, enter a full or partial IP
address.

To delete a web rule:

1. In the Web pane, select the web rule you wish to delete.
2. Click Remove.

The web rule is deleted.

7.5.1. Browsing Mail Links

In addition to defining web access rules, you can define one additional property: whether the
user can browse mail links. If enabled, when the user clicks a mailto link in the host, the default
email software in the Workspace or host is launched.

To browse mail links:

1. Select Always browse "mailto™ links.

2. Click one of the following:
e In the Workspace - redirect to a browser in the Workspace.
e In the host - redirect to a browser on the host.

Mailto links are activated.
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7.6. VM Setup Settings

The Virtual Machine setup configures the setup performed when the Virtual Machine is run on
the client for the first time. The Virtual Machine setup is configured differently for persistent and
revertible Workspaces. For a detailed description of persistent and revertible Workspaces, refer
to Configuring a Workspace Policy.

All Virtual Machine setup configuration settings are configured in the Policy module, from the
VM Setup tab.

File Pnliq View Tools Help

\/ @ @ Eﬁ’stngrprlse Desktop

moges  Repons =} Virtualization
( Ef| J7 e )
Wiorkspaces | General || Virtual Mactine |[Deployment || appications |[web || v setup |[Networi [ performance |
O workspace1 e Peoriiobrt VIV SBgp s

| Run VM Setup

Mote: VM Setup will onty run the first time the Workspace is started, after Windows logon is complete.
Once the VM Setup steps are complete, Windows inside the VM will shut down.

O]

= Rewertible VM Setup (Available for revertible Workspaces only) :

= VM Computer Name Pattern oo

Pattem for the machine image name
MEDV-#££#££££E | InsertVariable.. |

Example: MEDV-FGHIJKLM

NOTES:
1. Use #for a andom character.
2. f the name length exceeds 15 characters, it will be truncated.
3. t is recommended to assign a unigue name to each image to avoid corflicts.

Add Remave

Figure 35: VM Setup Settings
To configure the Virtual Machine setup for a persistent Workspace:
1. Click on a persistent Workspace you wish to apply the settings to.
The selected Workspace appears highlighted.

2. In the Persistent VM Setup section, configure the properties as described in the following
table.

Note: The persistent VM setup properties are only enabled for a persistent Workspace.

Table 14: Persistent VM Setup Properties

Property Possible Values/Remarks
Run VM Setup Select this check box to run a setup script the first time the Workspace
is run.
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Property Possible Values/Remarks

Script Editor... Click to configure the setup script. For more information, refer to Script
Actions Properties.

Note: This button is only enabled when Run VM Setup script is

selected.
Message Enter a message to be displayed while the script is running. If left
Displayed when blank, the default message will be displayed.

script is running

Note: This field is only enabled when Run VM Setup script is
selected.

To configure the Virtual Machine setup for a revertible Workspace:

1. Click on a revertible Workspace you wish to apply the settings to.
The selected Workspace appears highlighted.
2. In the Revertible VM Setup section, configure the properties as described in the following
table.
Note: The revertible VM setup properties are only enabled for a revertible Workspace.
Table 15: Revertible VM Setup Properties
Property Possible Values/Remarks
Rename the VM Select this check box to assign a unique name to each computer using
based on the the Workspace in order to differentiate between multiple computers
computer name using the same Workspace.
pattern The machine image names are configured using the VM Computer
Name Pattern Properties.

7.6.1. VM Computer Name Pattern Properties

A Virtual Machine computer name pattern can be assigned for both revertible and persistent
Workspaces.

Persistent - In a persistent Workspace administrators can set a computer to be renamed
during a setup script.

Revertible - Administrators can assign a unique name to each revertible Workspace instance
to differentiate between multiple computers using the same Workspace.

To assign Virtual Machine computer name pattern to a revertible Workspace:

1.

Click on the revertible Workspace you wish to apply the settings to.
The selected Workspace appears highlighted.

In the Revertible VM Setup section, select the Rename the VM based on the computer
name pattern check box (see previous figure).

In the VM Computer Name Pattern section, enter the pattern to use for naming machine
images, using the following:

e Constant - enter free text which will be constant on all computers using the Workspace.

e Variable - enter a variable, by clicking Insert Variable... and select from one of the
following:

62



MED-V Installation and Configuration Manual

Configuring a Workspace Policy

User name
Domain name
Host name
Workspace name

Virtual Machine name

The variable selected will be specific to the computer using the Workspace. For example,
if Domain name is selected, the unique name for each computer will include the
computer's domain name.

e Random characters - Enter '#' for each random character to include in the pattern.
Each computer using the Workspace will have a suffix of the length specified, which is
generated randomly.

Note: A revertible VM computer name pattern can only be assigned when the Rename the VM
based on the computer name patters check box (in the Revertible VM Setup section) is

selected.

Note: The computer name has a limit of 15 characters. If the pattern exceeds the limit, it will
be truncated.

Note: A unique computer name can only be assigned if it is configured prior to Workspace
setup. Changing the name will not affect Workspaces that were already set up.

To assign Virtual Machine computer name pattern to a persistent Workspace:

1. Click on the persistent Workspace you wish to apply the settings to.

The selected Workspace appears highlighted.
2. In the Persistent VM Setup section, click Script Editor....

The Script Actions dialog box appears.
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; = B ... B Do - —nln=) g"
|~ VM Setup Script Edlbor‘ ™

Script Actions

R L Rename Computer

Restart Windows

Join Domain

Check Connectivity
Command Line
Rename Computer
Disable Auto-Logon

Note:
The properties for the rename action will be taken from the VM
Computer Name Pattem corfiguration in WM Setup main screen.

Up | Down | Add | | Remove |

! OK J | Cancel J

Figure 36: Script Action: Rename Computer

Click Add; from the popup menu select Rename Computer.

Click OK.

The Script Actions dialog closes.

In the VM setup tab, in the VM Computer Name Pattern section, enter the pattern to use

for renaming the computer, using the following:

Constant - enter free text which will be included in the computer name.

Variable - enter a variable, by clicking Insert Variable... and select from one of the
following:

e User name

¢ Domain name

e Host name

e Workspace name

¢ Virtual Machine name

The variable selected will be specific to the computer that is being renamed. For
example, if Domain name is selected, the computer name will include the computer's
domain name.

Random characters - Enter '#' for each random character to include in the pattern.
The computer will have a suffix of the length specified, which is generated randomly.
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Note: The computer will only be renamed if it is set as an action in the Script Actions dialog.
For detailed information, refer to Script Actions Properties.

Note: The computer name has a limit of 15 characters. If the pattern exceeds the limit, it will
be truncated.

7.6.2. Script Actions Properties

The Script Actions editor allows the administrator to create actions to be performed during
Workspace setup, as well as to define the order in which they are performed.

The following is a list of actions that can be added to the domain setup script:

Restart Windows - restart Windows.

Join Domain - if joining a domain, include this action and configure the username,
password, full qualified domain name, NetBIOS domain name and organization unit
(optional).

Check Connectivity - configure a server to connect to, and verify that the Workspace can
connect to a network resource (such as the domain server).

Command Line - configure a script in the Workspace and enter a command line that
includes the path of the script and the script arguments.

Rename Computer - rename the Virtual Machine computer based on the defined settings.

Disable Auto-Logon - disables Windows Auto-Logon. This action should be added at the
end of scripts that add the machine to the domain.

To setup script actions:

1.

From the VM Setup tab, click Script Editor....

The Script Actions dialog box appears.
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- - - — —
| VM Setup Script Editor v =HEC
Script Actions
Freon oot ]
Add |
LI " oK | | Cancel |

Figure 37: Domain Setup Script Dialog Box
Click Add, and from the popup menu select the desired actions.

Configure the actions as described in the following tables.

Note: Rename Computer is configured in the VM Settings tab. For more information, refer
to VM Computer Name Pattern Properties.

Note: To rename computer, Windows must be restarted. It is recommended to add a
Restart Windows action following a Rename Computer action.

4. Set the order of the actions, by selecting an action and clicking Up or Down.
5. Click OK.

Note: When running the Join Domain script, in order for the script to work, the user logged into
the Workspace Virtual Machine must have local admin rights.
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¥
e ol [ ] .
= Restart Windows

Join Domain

Check Connectivity

Command Line

Rename Computer

Disable Auto-Login
il

Thiz action does not have any configurable properties.
t
L
Up Down Add Remove
.. A

i | ok || cancel |
{ TN —

Figure 38: Script Action: Restart Windows
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|~ VM Setup Script Edlbo{‘

ﬁ_ __T—' o @ i |
. .

Secript Actionz

o —
Restart Windows

Join Domain

Check Connectivity
Command Line

Rename Computer

Disable Auto-Logon

= Join Domain =

Credentials to use when joining the VM to the domain:
@ Use MED-V credentials.

. Use the following credentials:

Domain to join: Global domain mapping table

@ Use the Domain name utiized in starting the Workspace,
The domain mapping table must contain an entry for the user's domain.

. Uze the following domain name:

Crganization Unit {optional): | |
Digtinguished name of the QU that the VM will join.

Up. | | Down | | Add | | Removwe |
oK | | Cancel |
Figure 39: Script Action: Join Domain
Table 16: Join Domain Properties
Property Possible Values/Remarks

Credentials to use
when joining the
VM to the domain

Select one of the following credentials to use when joining the VM to
the domain:

e Use end-user credentials - the end-user credentials.

e Use the following credentials - the credentials specified; enter a
user name and password in the corresponding fields.

Domain to join

Select one of the following:

e Use the domain name typed by the end user in the Start
Workspace dialog - join the domain entered by the end user
when logging into MED-V Client.

To define the mapping from NetBIOS to fully qualified domain
names, click Global domain mapping table. In the Global domain
mapping table, click Add and enter a NetBI1OS domain name and
Fully qualified domain name

e Use the following domain name - join the domain specified;
enter a domain name and NetBIOS domain name in the
corresponding fields.

Organization Unit

An organization unit (OU) may be specified to join the computer to a
specific OU. The format must follow an OU distinguished name:
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Property Possible Values/Remarks

OU=<O0rganization Unit>,<Domain Controller> (e.g., OU=QATest,
DC=il, DC=MED-V, DC=com).

F ¥ -
|/~ VM Setup Script Editor v = 1=
Script Actions
TN - choo Connocivy
Restart Windows
Join Domain IP Address |127.0.0.1
Check Conneclivity Port
Command Line
Timeout seconds
Rename Computer
Disable Auto-Login
| Up | | Down | | Add | | Remove |
LI I 0K ) | Cancel |

Figure 40: Script Action: Check Connectivity
Table 17: Check Connectivity Properties

Property Possible Values/Remarks

IP Address The IP Address of the server that you are verifying connection to.
Port The port of the server that you are verifying connection to.
Timeout

The number of seconds to wait for a response before timing out.
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(125 VM Setup Script Editor Y » RIS X )
Script Actions
S — Command Line
Restart Windows
Join Domain Path | |
Check Connectivity Arguments | |
Command Line

[+ wait for exit.
[+ Fail on error  (Exit code of D means success.)
| Perform only once.
|| Thiz command line causes a restart of Windows in the Workspace.

|| Allow interaction {display windows and dialogs.)

Progress message | |

Failure message | |

| Add | | Remaove |

" oK Cancel |

) |

Figure 41: Script Action: Command Line

Table 18: Command Line Properties

Property Possible Values/Remarks

Path Configure the path of the command line.

Arguments Enter any command line arguments.

Wait for exit Select the check box to wait for a return before continuing with the

script actions.

Fail on error

Select this check box to fail if the return is anything but the value
specified.

Enter the value that will indicate the command as a success.
Default: O

Perform only once

Select this check box to run only once. If the script fails or is canceled,
this command will not be performed again.

This command
line causes a
restart of
Windows in the
Workspace

Select this check box if the command line causes a restart after
completion.

Allow interaction

Select this check box if the command will require user interaction.

Progress message

Type a message to be displayed to the user while the command is
running.

Failure message

Type a message to be displayed to the user if the command fails.
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When configuring the Command Line action, several variables can be used as defined in the

following table.

Parameter Value Description
%KidaroAuthentic | An authenticated user MED-V authenticated user name. The user
atedUser% name. name and password can be used in the join

domain VM setup script.

%KidaroAuthentic

An authenticated

MED-V authenticated password. The user

atedDomain%o

atedPassword%o password. name and password can be used in the join
domain VM setup script.
%KidaroAuthentic | Configured domain. The domain configured in the MED-V

authentication. It can be used on the VM
setup scripts.

%DesiredMachine
Name%

Machine name.

The unique computer name configured in
Management. It can be used in the VM
Setup script.

|~ VM Setup Script Edjtor-

— — | S |
- -

Script Actions

Restart Windows

Join Domain

Check Connectivity
Command Line
Rename Computer
Disable Auto-Logon

| Up | | Down |

Rename Computer

| Add | | Remove |

Note:
The properties for the rename action will be taken from the VM
Computer Name Pattem corfiguration in WM Setup main screen.

! oK | | Cancel |

Figure 42: Script Action: Rename Computer
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Script Actions

Restart Windows

Join Domain

Check Connectivity
Command Line
Rename Computer
Disable Auto-Login

Up Down

-----

Add Remove

A

o€ JL

Cancel J

Figure 43: Script Action: Disable Auto-Login

7.7. Network Settings

Administrators can define the network settings for each Workspace.

All network settings are configured in the Policy module, from the Network tab.
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7&‘ localhost - MED-V Management (Policy Version - HE
File” Policy View Tools Help
= - = . Micrasoft .
(O () 2" | Enterprise Desktop
B = Virtualization |
CGEEE V)
Workspaces General ”\ﬁrhﬂl Machine "Deployment "Appliaﬁons ]@”W‘I Setup "Network ”Performance }
O workspace 1 «: TCPAIP Properties
() Use host's IP address (NAT).
@ Use different IP address than host (Bridge).

|| Map multiple adapters into Workspace.

DNS Server
) Don't change.

@ Use host's DNS address.

() Use specific DNS addresses:

[ 1]
[ 1]

Assign DNS Suffices

|| Assign the following suffixes:

¥ Append host suffixes.

Figure 44: Network Settings

To apply network settings to a Workspace:

1. Click on the Workspace you wish to apply the settings to.
The selected Workspace appears highlighted.
2. In the Network pane, configure the settings as described in the following table.

Table 19: Workspace Network Properties

Property Possible Values/Remarks

TCP/IP Properties e Use host's IP address (NAT) - The Workspace will use NAT to
share the host's IP for outgoing traffic.

e Use different IP address than host (bridge) - The Workspace
will have its own network address, usually obtained via DHCP.

Select the Map multiple adapters into Workspace check box
when the host machine has multiple adapters. It is recommended
to use this configuration when the host moves between different
networks using different adapters.

DNS Server e Don't change - DNS settings that are set within the Workspace
Virtual Machine will not be changed.

e Use Host's DNS address - Workspace DNS settings will be
synchronized to match the host's settings. The DNS
synchronization is dynamic. It is synchronized periodically with
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Property Possible Values/Remarks

the host so that if it is changed on the host, it will change
dynamically in the Workspace.

e Use specific DNS addresses - The Workspace will use a specific
DNS, as specified.

In the Primary and Secondary fields, enter the primary and
secondary DNS addresses.

Select the Append Host's DNS addresses check box to append
the host to the configured DNS addresses.

Assign DNS Suffixes | ¢ Assign the following suffixes - Select this check box to assign
specific DNS suffixes; in the box, enter a suffix or multiple
suffixes separated by commas.

e Append host suffixes - Select this check box to append the host
suffixes to the DNS address.

7.8. Performance Settings
The following performance setting can be defined for each Workspace:
e Workspace Memory Adjustment

Performance settings are configured in the Policy module, from the Performance tab.

1_. ; .ﬁir;:w .:_rc-ujl': .He.lp

\ Enterprlse Desktop
Virtualization
g workspace 1 = Wor Memory Allocation s
[+ adjust Workspace memary, based on amount of the Host machine's physical memary:
Above 0 MB Assign 128 MB
Above 550 MB Assign 192 MB
Above 1100 MB Assign 256 MB
| Add | Remove
| Add | | Remove |
. . .

Figure 45: Performance Settings
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To apply performance settings to a Workspace:

1.

Click on the Workspace you wish to apply the settings to.

The selected Workspace appears highlighted.

Configure the settings as described in the following table.

Table 20: Performance Settings Properties

Property

Possible Values/Remarks

Adjust Workspace
memory, based on
amount of the Host
machine’'s physical
memory

Select this check box and configure the following Workspace
properties in the table:

e Host Memory - Define the common host RAM configuration in
your organization based on any numbers of groups you would like
to configure.

e Workspace Memory - Enter the amount of host memory you
would like to allocate to the MED-V Workspace.
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8.1. Installing MED-V from the Command Line

To install MED-V from the command line:

From the command line, run the MED-V MSI followed by any of the optional parameters
described in the following table.

The MED-V MSI is called MED-V_x.msi, where X is the version number.

For example, MED-V_1.0.65.msi.

Parameter Value Description

/quiet Silent installation

/log <full path to log The full path to the log file.

file>

INSTALLDIR The full path to the
installation directory.

VMSFOLDER The full path to the Virtual
Machine folder.

INSTALL_ADMIN_TOOLS | 1,0 Installs MED-V administration tools.
Default: O

START_AUTOMATICALLY | 1,0 Automatically starts MED-V Client
Default: O every time the user logs on to

Windows.
SERVER_ADDRESS host name or IP
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Parameter Value Description

SERVER_PORT port

SERVER_SSL 1,0
for https or http

START_MEDV 1,0 Starts MED-V at the completion of
Default: 1 the MED-V installation.

Note: it is recommended to set
START_MEDV=0 in case MED-V is
installed by the system (e.g. SCCM)

DESKTOP_SHORTCUT 1,0 Creates a shortcut on the Desktop,

Default: 1 which starts MED-V Client.
MINIMAL_RAM_REQUIRE | RAM in MB When installing MED-V, checks if
D the computer has the minimum

amount of RAM specified. If not,
installation is aborted.

8.2. Creating a Deployment Package

The deployment package installation provides a method of installing MED-V Client together with
all its required prerequisites as well as any settings pre-defined by the administrator.

The Packaging wizard walks you through the creation of a package by creating a folder on your
local machine and transferring all the required installation files to the single folder. The contents
of the folder can then be moved to multiple removable media drives for distribution.

To create a deployment package:

1. Verify in the Images module, that you have created at least one local packed image.
2. From the Tools menu, select Packaging wizard.

The Packaging wizard welcome screen appears.
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3. Click Next.

|#5| Packaging Wizard e =0
= Deployment Package
Thiz wizard will agsist you in configuring a deployment package.
To start the wizard, click Next.
| Mext || Cancel |
Figure 46: Welcome Screen
The Workspace Image screen appears.
—|pl=d

|| Packaging Wizard

|| Indude image in the package.

| Back |

| | cancel |

Figure 47: Workspace Image Screen

4. Select the Include image in the package check box, to include an image in the package.

The Image field is enabled.

Note: An image is not required in a MED-V package; the package can be created without an
image. In such a case, the image should be uploaded to the server so that it can later be
downloaded over the network to the client.

5. In the Image field, click on the drop-down box to view all available images. Select the
image to be copied to the package. Click Refresh to refresh the list of available images.

6. Click Next.

The MED-V Installation Settings screen appears.
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|#5] Packaging Wizard =HEEE X

MED-V Installation Settings

MED-V installation fil |

Server address |I0calhost |
Server port

|| Server is accessed using https.

I Install MED-V using:
@ Default installation settings.

() Custom installation settings.

| Back |

J | Cancel |

Figure 48: MED-V Installation Settings Screen
7. Select the MED-V installation file by doing one of the following:

e In the MED-V installation file field, type the full path to the directory where the
installation file is located.

e Click ... to browse to the directory where the installation file is located.

Note: This field is mandatory and the wizard will not continue without a valid file name.

8. In the Server address field, type in the Server name or IP address.
9. In the Server port field, type the Server port.

10. Select the Server is accessed using https check box, to require an https connection to
connect to the server.

11. Select Default installation settings to continue and leave the default settings.

Select Custom installation settings and then Next to set the installation settings in the
following screen:
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|#5| Packaging Wizard S — -

e o |

MED-V Installation Custom Settings

Installation folder

|'}‘m°rogramFiles% \Microsoft Enterprise Desktop \z'irb_lal|

Virtual machines images folder

| Yesystemdrive 36 \MED-V Images |

Minimal required RAM

| Install the MED-V management application.
[¥| Create a shortout to MED-V on the desktop,

[| start automatically on computer startup.

o] e

L

Back | | ;| Cancel |

Figure 49: MED-V Installation Custom Settings Screen

a.
be installed on the host machine.

In the Installation folder field, type in the path of the folder where the MED-V files will

Note: It is recommended to use variables in the path rather than constants which might

vary from computer to computer.

For example: use %ProgramFiles%\MED-V instead of, c:\MED-V).

In the Virtual machines images folder field, type the path of the folder where the

In the Minimal required RAM field, enter the RAM required to install a MED-V package.

If the user installing the MED-V package does not have the minimal required RAM, the

b.

virtual images files will be installed on the host machine.
C.

installation will fail.
d.

The following 3 options are enabled or disabled based on the type of package being

defined. The first 2 are enabled for a Local package and the last one is enabled for a
Portable Workspace package. Select the options you wish from those that are enabled.

°
Console application in the installation.

Install the MED-V management application - include the MED-V Management

e Create a shortcut to MED-V on the desktop - create a shortcut to MED-V on the

host's desktop.

e. Click Next.

The Additional Installations screen appears.

Start automatically on computer startup - start MED-V automatically on startup.
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12.

13.

14.

15.

r 2
|45 Packaging Wizard M— S — =HACN X

= Additional Installations

|| Indude installation of virtuglization software

Installation file | |

|| Indude installation of Virtual PC QFE

Installation file | |

| Indude installation of Microsoft .MET Framework 2.0

Installation file | |

| Back |

;| | Cancel |

Figure 50: Additional Installations Screen

Select the Include installation of virtualization software check box to include the
Virtual PC installation in the package.

The Installation file field is enabled. Type in the full path of the virtualization software
installation file or click ... to browse to the directory.

Select the Include installation of Virtual PC QFE check box to include Virtual PC QFE
installation in the package.

The Installation file field is enabled. Type the full path of the Virtual PC QFE installation
file of click ... to browse to the directory.

Select the Include installation of Microsoft .NET Framework 2.0 check box to include
the Microsoft .NET Framework 2.0 installation in the package.

The Installation file field is enabled. Type in the full path of the Microsoft .NET Framework
2.0 installation file or click ... to browse to the directory.

Click Next.

The Finalize screen appears.
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16.

17.
18.

[#%] Packaging Wizard =SHEEE X

Finalize

Package destination |C:'|J\‘IED-1.-'

Package name |I'~‘1ED—\'I Package |

Click Finish"to create the package now.

| Back | | Finish | | Cancel |

Figure 51: Finalize Screen
Select the location where the package should be saved by doing one of the following:

e In the Package destination field, type the full path to the directory where the package
should be saved.

e Click ... to browse to the directory where the installation files should be saved.

Note: Building the package may consume more space than the actual package size. It is
therefore recommended to build the package on the hard drive. Once the package is
created, it can then be copied to the USB.

In the Package name field, type in a name for the package.
Click Finish to create the package.
The package is created. This may take several minutes.

Once the package is created a message appears notifying you that it has been completed
successfully.

Note: If your installation location was not removable media, ensure that you copy only the
contents of the folder and not the folder itself to the removable media.

Note: The removable media must be large enough so that the package contents consume
maximum of 3/4 of the removable media's memory.

Note: When creating the package, up to double the size of the actual package size may be
required when the build is complete.

8.3. Installing MED-V from a Deployment Package

To install a deployment package:

1.

2.

Do one of the following:
e Download the MED-V package from the web.
e Insert the deployment USB or DVD into the host drive.

If MED-V doesn’'t launch automatically, double-click MED-VAutolnstaller.exe.
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A dialog appears listing the components that are already installed and those that are
currently being installed.

Note: If a version of the Microsoft Virtual PC which is not supported exists on the host
machine, a message will appear telling you to uninstall the existing version and run the
installer again.

Note: If an older version of MED-V Client exists, it will prompt you asking if you wish to
upgrade.

Depending on the components that have been installed, you may need to reboot. If
rebooting is necessary, a message appears notifying you that you must reboot.

If necessary, reboot the machine.

Once the installation is complete, MED-V starts and a message appears notifying you that
the installation is complete.

4. Login to MED-V using the following user name and password:

e Type in the domain name and user name followed by the password, of the domain user
which is permitted to work with MED-V.

e Example: "domain_name\user_name", "password"

8.4. Deploying a Workspace Image

Once Administrators have created or updated an image, it can be deployed onto client
machines in one of the following ways:

Web download - The administrator uploads the image to the server and then configures the
updated image in the Workspace Policy.

MED-V Clients which are connected to the MED-V server check for a Policy and Workspace
update every fifteen minutes. If there is an updated policy that includes a new image
version, the client downloads it.

Distribution of the image to the client using the corporate deployment system.

Deploying the image inside the deployment package - Administrators configure the image
inside a deployment package. The image is then imported to the host as part of the package
installation.

For details, refer to Installing MED-V from a Deployment Package.

8.4.1. Deploying a Workspace image via the Web

To deploy a Workspace image via the web, the MED-V image must be uploaded to the server.
Once it is uploaded, the image is updated on all machines of associated users.

Note: Before uploading an image, verify that a web proxy is not defined in your browser
settings and that Windows Update is not currently running.

To upload a packed image to the server:

1.

Click on the Images button.
The Images module appears.
In the Local Packed Images pane, select an image.

From the toolbar, click Upload image to server.
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The image is exported and then uploaded to the server. This may take a considerable
amount of time.

Images on the server are defined with the properties defined in the following table.

Table 21: Packed Images on Server Properties

Property Possible Values/Remarks

Image Name The name of the packed image as it was defined when the
administrator created the image.

Version The version of the displayed image.

Note: All previous versions are kept unless deleted.

File Size The physical compressed size of the image.
(compressed)

Image Size The physical uncompressed size of the image.
(uncompressed)

You can download an image from the server to your local machine so that you can work on the
image.

8.4.2. Configuring Image Pre-Staging

Pre-staging enables deploying an image via the corporate deployment system, such as SCCM,
rather than downloading it from the MED-V server. Pre-staging is useful in environments where
the corporate system is more effective than the MED-V server.

Note: Image pre-staging only works for the initial image download. It is not supported for
image update.

To configure image pre-staging:

1. On the client machine, under the image store directory, create a folder for the pre-staging
image.

2. A default registry key is created.

Note: The registry key name is PrestagedImagesPath.

3. When MED-V Client starts, it will look in the specified directory for an image (ckm file and
index file). If it finds an image, it will import it. If the image is not located in this path, it will
download it from the server.
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Running MED-V Client
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9.1. Starting MED-V Client

To start the MED-V Client:

From the Windows Start menu, select All Programs > MED-V > MED-V Client.
or
On the Desktop, double-click the MED-V icon.

9.2. Starting a Workspace

To start a Workspace:

1. From the notification area, right-click on the MED-V icon.

2. From the popup menu, click Start Workspace.

e If there are multiple Workspaces running on the machine, the Workspace Selection
window appears.
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C.

Select the Workspace you would like to start:

Demo_Mo_Web_Redirection
Demao

IEF

IE8

[ Uze thiz Werkspace next time without asking me

Cancel J

— t— !

Figure 52: Workspace Selection

Select a Workspace.

Select the Use this Workspace next time without asking me check box, to skip this
window the next time the client is started and automatically open the selected

Workspace.
Click OK.

The Start Workspace Authentication window appears.

If there are several Workspaces on the machine, and you have opted to use a specified
Workspace, the following window appears:

.'F-j Start Workspace =T[CT i
Erierprise Desktop | ||
Virtualization Lt ||

User name: | |
Password: | |

[+ Save my password, |
f [ start last used Workspace, (remove) '

| Start || Cancel |

Figure 53: Workspace Login

If there is only one Workspace on the machine, the following window appears:
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[ || Start Workspace = E] [ |
Micrasoft: . .
Enterprise Desktop
Virtualization u

User name: |MED -V fandy |

Password: | “““““ |

|| Save my passwaord.

1 Start | | Cancel |

Figure 54: Workspace Login

3. Type in your domain user credentials.

Note: The first time a Workspace is started, the user name should be in the following
format: <domain name>\<user name>.

4. Select the Save my password check box to save your password between sessions.

Note: In order to enable the save password feature, the EnableSavePassword attribute
must be set to True in the ClientSettings.xml file. The file can be found in the
Servers\Configuration Server\ folder.

Clear the Start last used Workspace check box to choose a different Workspace.
Click Start.
Several status screens appear depending on the Workspace configuration.

e If MED-V has not yet been deployed with an image, the following Workspace
Download screen appears:

[ Workspace Download |.E|HI&J

The Workspace image is being downloaded. Thig may take up
to afew hours depending on the type and size of the image.
please wait...

MED-V trimransfer technology can reduce the size of the
download by using image blocks that can be copied from your
local operating system, downloading only image blocks that
cannot be found locally.

Downloading missing image blocks from server {(6/6)...
140.02 MB / 1.06 GB, at 658.86 KB/sec

| 13%

| Cancel | |

h

Figure 55: Workspace Download Screen

e When setting up a persistent Workspace, the following Workspace Setup screen
appears:
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MED-V is now adding your Workspace image to be part of the
corporate domain.

Setting up the Workspace...
[

Figure 56: Workspace Setup Screen

The Workspace Start screen appears.

[=5| Starting Workspace SHACHL X

Starting ‘workspace1” Workspace ...

i | Details» |

Figure 57: Starting Workspace Screen

9.3. Restarting a Workspace
To restart a Workspace:

1. When the client is running, from the notification area, right-click on the MED-V icon.
2. From the popup menu, click Restart Workspace.
The Workspace is restarted.
e In a persistent Workspace:
The Virtual Machine is shutdown and then restarted.
e In a revertible Workspace:

The Virtual Machine does not actually shut down, it rather returns to its original state.

9.4. MED-V Settings
To view MED-V settings:

1. From the notification area, right-click the MED-V icon.
2. From the popup menu, click Settings....

The Settings dialog box appears.
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[| Load on Windows startup

|| Automatically start Workspace!

| OK J L Cancel J

Figure 58: Settings Dialog Box
3. Select Load on Windows startup to load MED-V on startup.
4. Select Automatically start Workspace to automatically start the Workspace on startup.

5. Configure the server properties described in the following table.
Table 22: Server Settings

Property Possible Values/Remarks

Server address The server's DNS name or IP address.

Server port The server's port.

Use encrypted Select this check box to use encrypted connections.
connections

(https)

9.5. About MED-V

To view MED-V general information:

1. From the notification area, right-click the MED-V icon.

2. From the popup menu, click Help and then About....
The About MED-V dialog box appears.
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-
[ About Microsoft Enterprise Desktop Virtualization Lﬁ

Microsoft .
Enterprise Desktop
Virtualization ‘s

Microsoft® Enterprise Desktop Virtualization 3.0.16 (1264)
Copyright @ 2008 Microsoft Corporation
All Rights Reserved

www._microsoft.com

Figure 59: About MED-V Dialog Box

9.6. MED-V Support

To view MED-V support information:

Note: The support contact information only appears if it was configured in MED-V Management.

1. From the notification area, right-click the MED-V icon.
2. From the popup menu, click Help and then Support....

The Support Contact Information dialog box appears.

i . | E:g |'1
{8 Suppert Contact Information =l | N
For support contact...
OK
L

Figure 60: Support Contact Information Dialog Box

9.7. Locking and Unlocking a Workspace
To lock a Workspace that is currently running:

1. From the notification area, right-click on the MED-V icon.
2. From the popup menu, select Lock Workspace.

To unlock a Workspace:

1. From the notification area, right-click on the MED-V icon.
2. From the popup menu, select Unlock Workspace.

The Unlock Workspace dialog box appears.
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|| Unlack Workspace ==

@;\ The Workspace is locked

User name: | |

Password: | |

| Unlodk || Cancel |

he

Figure 61: Unlock Workspace Dialog Box
3. Enter your Password.
4. Click Unlock.

The Workspace is unlocked.

9.8. MED-V Client Tools
9.8.1. Diagnostics

The diagnostics tool provides all diagnostic information.

To view diagnostics:

1. From the notification area, right-click the MED-V icon.
2. From the popup menu select Tools and then Diagnostics....

3. The Diagnostics tool appears.
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{5 Diagnostics =NACIL X
R — e RRRRRRRRRRRSSSSSSSSSOCCSCSSSSSS.:

System

BAM: 1.99 GB Gather diagnostic logs I
Host name: AYELET-PC

Windows user: Ayelet

08 version: Micro=zoft® Windows Vista™ Home Premium

Service Pack 1

Policy

Palicy wersion: a |Update policy

Last policy update: 085052008 22-09-04
Work=space

Active Workspace name: workspace 1 Enable diagnostic mode
Active Workspace status: Running

Workspace expiration date: Mever expires

Active Image name: MED-VTest

Image location: CAMED-Y Images\MED-YTest\Test

Image version: 0

Image size: 228 37 MB

Orline: Yes

Image Store

Image store location: CAMED-Y Images\ Browse image store
Image store size: 4 .82 GB

Free disk space: 40.88 GB

| Refresh | | Close |

Figure 62: Diagnostics Tool

4. Review all diagnostic information.

The following functions can be performed using the diagnostic tool:

Gather diagnostic logs - gathers the diagnostic logs and places them on the desktop.

Update policy - The Workspace policy automatically connects to the MED-V server to
refresh the policy every 15 minutes. However, a user may use this option to perform a
manual refresh immediately.

Enable/Disable diagnostic mode - When a Workspace is run in seamless integration
mode, it may be difficult to diagnose a problem since you do not see the host or the host
interacting with the Workspace. Therefore, you can optionally display the Workspace
window, in which you view the entire screen; the host with the Virtual Machine inside.
Additionally, this is useful in full desktop mode for viewing VM windows in the Start/Stop
Workspace process.

Browse image store - View all available Workspace images.
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9.8.2. File Transfer Tool

The File Transfer Tool can be used to copy files or folders from the Workspace to the host and
vice versa.

Note: The File Transfer Tool is only enabled when the Workspace is running.

To copy files or folders from a Workspace that is currently running:

1. From the notification area, right-click the MED-V icon.
2. From the popup menu select Tools and then File Transfer....

The File Transfer tool appears.

[ File Transfer SHIEE X

Select transfer direction
® Copy from My Computer to ‘workspacel' Workspace,
') Copy from 'workspace1' Workspace to My Computer,

File to copy | | | Browse... |

|| Copy a folder

Destination | | | Browse... |

| | Cancel |

Figure 63: File Transfer Tool
3. In the Select Transfer direction field, select the type of transfer to be performed:

e Copy from My Computer to 'default workspace' Workspace - transfer a file or
folder from the host to the active Workspace.

e Copy from ‘default workspace® Workspace to My Computer - transfer a file or
folder from the active Workspace to the host.

4. Select the file or folder you wish to copy by doing one of the following:

e In the File to copy field, type the full path to the directory where the file or folder to
copy is located.

e Click Browse... to browse the directory where the file or folder to copy is located.
Select the Copy a folder check box, if you wish to copy an entire folder.
Select the destination to which the file is being transferred by doing one of the following:

e In the Destination field, type the full path of the directory to which the file or folder will
be transferred.

e Click Browse... to browse to the directory to which the file or folder will be transferred.
7. Click Start.

The file transfer begins.

9.8.3. Image Downloads

When a new image update is available for a Workspace and the Workspace is active, the user
receives a message indicating that a new image is ready for download.
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To view available images for download:

1. From the notification area, right-click on the MED-V icon.
2. From the popup menu select Tools and then Image Downloads....

All available image downloads are displayed.

9.9. Stopping a Workspace
To stop a Workspace:

1. From the notification area, right-click on the MED-V icon.
2. From the popup menu, click Stop Workspace.
The Workspace is stopped.

9.10. Exiting MED-V Client
To exit MED-V Client:

1. From the notification area, right-click on the MED-V icon.
2. From the popup menu, select Exit.
MED-V Client exits.
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10. Generating Reports

There are three types of reports that can be created by administrators in MED-V:

e Status - Use the status report to review the current status of all active users and all
Workspaces of each user based on a defined period of time. This includes viewing machines
that are currently connected to the server, or if they are not currently connected the date
and time they were last connected to the server, the status of each machine and other
relevant information.

e Activity Log - Use this report to review specific Workspace events in a defined date range.
e Error Log - Use this report to view specific Workspace errors in a defined date range.
The report results can be sorted by any column by clicking the appropriate column name.

The report results can be grouped by dragging a column header to the top of the report. Drag
multiple column headers to group one column after another.

10.1. Generating a Status Report

To generate a status report:

1. Click on the Reports button.

The Reports module appears.
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 localhost - ement (Policy Version -

| rprise Desktop

= | Virtualization
j |

Report Types

Status
Activity Log
Error Log

Figure 64: Reports Module

2. In the Report Types menu select Status and click Generate.

The Report Parameters dialog box appears.

| Report Parameters | =)

| 0K J | Cancel J

Figure 65: Report Parameters Dialog Box

3. In the Number of days field, enter a number or use the arrows to select the number of
days to include in the status report.

A status report is generated. The report parameters are defined in the following table.

Table 23: Client Workspace Properties

Property

Possible Values/Remarks

Time

The date and time the event occurred.
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Property

Possible Values/Remarks

Note: By default the events are displayed in descending date order.
However, it can be changed by clicking the Time Received column.

User Name

The user who initiated the event.

Note: If the event occurred before a user logged on, the username is
SYSTEM.

Host name

The name of the host computer.

Workspace Name

The name of the Workspace.

Workspace
Computer Name

The name of the computer the Workspace is running on.

Online

The current state of the client machine.
e Stopped
e Started at <date and time the Workspace was started>

Client Version

The version number of the client.

Policy Version

The policy version that the MED-V Workspace is currently using.

Image Name

The name of the image.

Image Version

The image version that the MED-V Workspace is currently using.

Note: The Workspace version can be Unknown if it has not yet been
downloaded onto a machine.

10.2.

Generating an Activity Log Report

To generate an activity log report:

1.

Click on the Reports button.

The Reports module appears.

In the Report Types menu select Activity Log and click Generate.

The Report Parameters dialog box appears.
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I Report Parameters —— o | 2] | —

|User name contains: | |

Host name contains: | |

| Ok || Cancel |

Figure 66: Report Parameters Dialog Box
3. In the Report Parameters dialog box, configure one or more of the following parameters:
e Number of days - the number of days to display in the report.

e User name contains - any event where the user name contains the text entered, is
included in the report.

e Host name contains - any event where the host name contains the text entered, is
included in the report.

A report is generated with the events and dates selected. The report parameters are defined
in the following table.

Table 24: Activity Log Report Properties

Property Possible Values/Remarks

Event ID The event ID.

Severity Information, Error, Warning

Category The module that the report is referring to.

Description A description of the event.

Time Received The date and time the event was received on the server.

Note: If the client is working offline the server receives the reports
once the client is online.

By default the events are displayed in descending date order.
However, it can be changed by clicking the Time Received column.

Client Time The date and time the event occurred according to the client clock.
Host name The name of the host computer.
User Name The user who initiated the event.

Workspace Name The name of the Workspace.

Workspace The name of the computer the Workspace is running on.
Computer Name
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10.3. Generating an Error Log Report
To generate an error log report:

1. Click on the Reports button.
The Reports module appears.
2. In the Report Types menu select Error Log and click Generate.

The Report Parameters dialog box appears.

I - i h
I Report Parameters —— @EI—J
Mumber of days: —
|User name contains: | |
Host name contains: | |
| o]'4 | | cancel |
|-

Figure 67: Report Parameters Dialog Box
3. In the Report Parameters dialog box, configure one or more of the following parameters:
e Number of days - the number of days to display in the report.

e User name contains - any event where the user name contains the text entered, is
included in the report.

e Host name contains - any event where the host name contains the text entered, is
included in the report.

A report is generated with the events and dates selected. The report parameters are defined
in the following table.

Table 25: Activity Log Report Properties

Property Possible Values/Remarks

Event ID The event ID.

Category The module that the report is referring to.
Description A description of the event.

Time Received

The date and time the event was received on the server.

once the client is online.

Note: If the client is working offline the server receives the reports

By default the events are displayed in descending date order.
However, it can be changed by clicking the Time Received column.

Client Time

The date and time the event occurred according to the client clock.

Host name

The name of the host computer.
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Property Possible Values/Remarks

User Name The user who initiated the event.

Workspace Name The name of the Workspace.

10.4. Working with Reports
10.4.1. Refreshing a Report

To refresh an existing report:
1. Select the report you wish to refresh.

2. From the Management toolbar, click =

The report is regenerated.

10.4.2.  Editing Report Parameters
To edit report parameters:

1. Generate a report.

.t
2. From the Management toolbar, click = .

The Report Parameters dialog box appears.
3. Configure the parameters and click OK.

The report is regenerated with the new parameters.

10.4.3.  Exporting a Report to Excel

To export areport to Excel:
1. Generate a report.

2. From the Management toolbar, click @
A Save Report dialog box appears.
3. Enter a name and click Save.

The report is exported to Excel.

10.4.4. Closing a Report

To close areport:

1. Select the report you wish to close.

2. From the Management toolbar, click 3 .

The report closes.
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11. Uninstalling MED-V

In This Chapter

Uninstalling MED-V CleNt . ...t et aaneees 101
UNINStalling MED-V SEIVET .. . ettt aaneees 101

11.1. Uninstalling MED-V Client
To uninstall MED-V in Windows XP:

1. If using Windows XP:
e From the Control Panel, click Add or Remove Programs.
2. If using Vista:
e From the Control Panel, click Uninstall a Program.
3. Select Microsoft Enterprise Desktop Virtualization and click Uninstall.

It is recommended to delete the MED-V Virtual Machine folder (default folder is C:\MED-V
Images).

11.2. Uninstalling MED-V Server
To uninstall the MED-V Server:

1. From the Control Panel, click Add or Remove Programs.

2. Select Microsoft Enterprise Desktop Virtualization (Server) and click Uninstall.
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A. Configuring Image Distributions Server

In This Appendix

Installing Internet INformMation SErVICES ...t e eaaas 102
Adding BITS Server EXtensions tO 1S ... e 108
Configuring Internet Information Services (11S) ... 110

An image repository is an optional server which is used for image distribution (where
administrators upload new images; and client machines check the server every 15 minutes and
update their image if a new one is available).

Note: The Image Repository is optional and this section is only relevant if an Image Repository
will be used.

Installing Internet Information Services

If 11S is not currently installed on your server, perform the following procedure:
To install IIS on Windows Server 2008:

1. From the Windows Start menu, select Administrative Tools > Server Manager.

The Server Manager window appears.
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E., Server Manager
File  Action Yiew

= #[m 8
_=_ﬁl= Server Manager (DOCSRY)
B

i Features
T Diagnostics

+ Wiew the health of the roles installed on your server and add or remaove roles and Features.
jﬂ Configuration =
fﬁ Storage

Help

I[=] 3

‘ Roles Summary Raoles Summary Help
" Roles: 0 of 16 instaled

iﬂi Add Raoles
f;i Remove Roles

3:; Last Refresh: 8/7/2008 11:21:50 M Configure refresh

Figure 68: Server Manager Window
2. Click Roles. From the Roles window, click Add Roles.

The Add Roles Wizard - Before You Begin dialog box appears
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Add Roles Wizard [ x| |

Before You Begin

Before ‘ou Begin This wizard helps yvou install roles on this server, You dekermine which roles bo install based on the basks wou
want this server ko perfarm, such as sharing documents or hosting a Web site,

Server Roles

Fanfaian Before ywou conkinue, verify that;

Progress « The Administratar account has a strong passwaord
« Metwork settings, such as static IP addresses, are configured
Results « The latest security updates From Windows Update are installed

If vou hawve ko complete any of the preceding skeps, cancel the wizard, complete the steps, and then run the
wizard again,

To conkinue, click Mext,

r Skip this page by default

= Previous | Mext = I Imstall Zancel

Figure 69: Add Roles Wizard - Before You Begin Dialog Box
3. Click Next.

The Add Roles Wizard - Select Server Roles dialog box appears.
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Add Roles Wizard

Select Server Roles

Before You Begin

Select one or more roles toinstall on this server,

Server Roles Roles: Description:

‘Wweb Server (115) -1 ; - = : Web Server (I15) provides a reliable,
r_,_ Active Directory Certificate Services TN AR it chisEle kb

application infrastructure,

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Application Server

DHCP Serwver

DMNS Server

Faw Server

File: Services

Metwork Policy and Aocess Services

Prink Services

Terminal Services

LDDI Services

Role Services
Confirmation -
Frogress

Results

OROOO0O0OO0O0O000000

Windows Deplayment Services

More about server roles

< Previous | Mexk = I Install Cancel

Figure 70: Add Roles Wizard - Select Server Roles Dialog Box
4. Click Next.

The Add Roles Wizard - Web Server (11S) dialog box appears.
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Add Roles Wizard [ x| |

Before ‘ou Begin Introduction bo Web Server (I15)

T e Webh servers are computers that hawve specific software that allows them ko accept requests From client
computers and return responses bo those requests, wWeb servers let wou share information over the Internet, or
through intranets and extranets, The web Server role includes Internet Information Services (1133 7.0, a unified

o Web platform that inteqrates I1S 7.0, ASP.NET, and Windows Communication Foundation, IS 7.0 also Features
Role Services enhanced security, simplified diagnostics, and delegated adminiskration.

Confirmation

Things to Note
Progress -

i Using Windows Syskem Resource Manager (w'SRM) can help ensure equitable servicing of web server
Resulks traffic especially when there are mulkiple roles on this computer,

i The default inskallation For the Web Server (IIS) role incudes the installation of role services that enable
wou ko serve static conkent, make minor customizations (such as defaulk docurments and HTTP errars),
monitor and log server ackivity, and configure skatic content compression,

Additional Information

Owverview of Web Server (1153

Overview of Available Role Services in 115 7.0
115 Checklists

Cornmon Administrative Tasks in 115

Crverview of WSRM

< Previous | Mext = I Imstall Zancel

Figure 71: Add Rolls Wizard - Web Server (IIS) Dialog Box
5. Click Next.

The Add Roles Wizard - Select Role Services dialog box appears.
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Add Roles Wizard [ x| |

Select Role Services

Eiefore You Begin Select the role services ta install for \Web Server (T15):

Server Roles Role services: Description:

Web Server (I1S) ; Basic authentication offers strong

L] OPBC Loging il browser compatibility, Appropriate For
5 G security small internal networks, this
: authentication method is rarely used
on the public Internet, Iks major
Progress [] Digest Authertication disadwantage is that it transmits

; . . . passwords across the network using
Results [] client Certificate Mapping Authentication ol o deeri, I

Confirmation

[] 115 Client: Certificate Mapping Authentication intercepted, these passwords are
[] URL Authorization simple to decipher, Use S5L with Basic
[¥] Request Filkering authentication.

|: 1P and Domain Restrictions
= [E Performance
E Static Content Compression
|: Crynarnic Conkent Compression
B [E Management Took
IZ 115 Management Consale
[] 115 Management Scripts and Tools
|: Management Service
= [] 115 6 Management Compatibility
[] 115 & Metabase Compatibility
[] 115 & WMl Compatibilicy
[] 115 & Scripting Tools <

TTC £ Bl mm mmmem s kel

IMore about role services

< Previous | Mext = I Imstall Zancel

Figure 72: Add Roles Wizard - Select Role Services
6. Select the following supported authentication methods:
e Basic Authentication
e Windows Authentication
e Client Certificate Mapping Authentication
7. Click Next.

The Add Roles Wizard - Confirm Installation Selections dialog box appears. It lists the
options you have already selected.
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Add Roles Wizard [ x| |

Before ‘ou Begin

Server Roles

Wweh Server (1130

Role Services 'i:i:i' This server might need ko be restarted after the installation completes. =
Confirmation ~! Web Server (I15)
Progress -j:i:ju Find aut more about Windows Systerm Resource Manager (WSRM) and how it can help optimize
— ~ CPU usage

Confirm Installation Selections

Toinstall the Following rales, role services, or Features, click Install,

(i 2infarmational messages belaw

Web Server
Camman HTTP Features
Skatic Content

Defaulk Document
Directory Browsing
HTTP Errors

Health and Diagnostics
HTTP Logging

Request Manitar
Security
Request Filbering
Performance =
Skatic Content Compression
Management Tools
113 Management Console

Prink, e-mail, or save this information

< Previous Mext = | Install I Zancel

8.

Figure 73: Add Roles Wizard - Confirm Installation Selections Dialog Box

If you are not satisfied with the information listed in the Confirm Installation Selections
dialog box, do either of the following:

e To return to a previous screen and change the selections, click Previous.
or

e To quit the wizard, click Cancel.

To continue with the installation, click Install.

I1S installation starts. This can take several minutes, and the screen may not display text.
During installation, several progress screens appear. If an error message appears, follow
the instructions provided.

Upon successful installation, the Installation Results dialog box appears.

10. Click Close to quit the wizard.

Adding BITS Server Extensions to IIS

To add BITS server extensions to IIS:

1. From the Windows Start menu, select Administrative Tools > Server Manager.
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The Server Manager window appears.

E., Server Manager
File  Action View Help

BT

(=] 3

_:_(:li Server Manager (DOCSRY)

58 nolcs]
Features
Diagniostics

jﬂ Configuration

{& Storage

?_ +  Wiew the health of the roles installed on wour server and add or remove roles and Features.
>

(=~ Roles Summary

Roles Summary Help
" Roles: 0 of 16 installed

iﬂi Add Roles

_:_,;i Remove Roles

3:: Last Refresh: 8/7/2008 11:21:50 AM  Configure refresh

2. Click Features.

Figure 74 Server Manager Window

The Add Features Wizard - Select Features dialog box appears.
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Add Features Wizard

=
;{.‘F’ Select Features

@

Seleck one or more Features to install on this server,

Wweb Server (I15) Features: Diescripkion:
Rale Services [ ] .MET Framewark 3.0 Features - Bacquuund Inteligent Transf_er
. ) . — Service (BITS) Server Exkensions
Confirmation [ BitLacker Drive Encryption allow a server to receive files

E 5 uploaded by clients using BITS. BITS
[ connection Manager Administration Kit allows client compukers ko transfer
Results [] Deskbop Experience files in the foreground or background
asynchronously, preserve the
responsivenass of other netwark

Progress

l: Group Palicy Management

[ Inkernet Printing Client applications, and resume Ffile transfers
[] Internet Starage Mame Server after netwark Failures and computer
[] LPR Port Maritor restarts,

[ Message Queuing
[ Mulkipath 170
[] Metwork Load Balancing
[7] Peer Mame Resolution Protacol
[ quality windows Audio video Experience
l: Remoke Assistance
[] remote Differential Compression
|E remote Server Administration Tools (Installed)
[] removable Storage Manager
|: RPC over HTTP Proxy
[] simple TCRIP Services

|: SMTP Server j

i CRIRAN Cmvr simmm

Mote about features

= Brewvious I Mext = I Install Cancel

Figure 75: Add Features Wizard - Select Features Dialog Box

3. Select BITS Server Extensions and follow the wizard to completion.

Configuring Internet Information Services (II1S)
To configure Internet Information Services:

1. Start the Internet Information Services (11S) Manager.

The Internet Information Services (11S) Manager appears.
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™E Internet Information Services {IIS) Manager M=

@yd [9 » DOCSRY » Skes » Default Web Sike »

| & = @ -

File  Wiew Help

G-I |Z |8

- Start Page
=93 DOCSRY (DOCSRYIKdaro)
-2} Application Pools
=1+ @] Sites
L

@ Default Web Site Home

Group by Area = [58]-

ASP.NET

<

Caompilstion  Globalization Levels Settings Strings

s
d 9 e

E /_,

P o 8

MIME Types Modules Output 55L Settings
Caching
Other

BITS Uploads

§{ @ B4 o EQ :%

HET MET JMET Trust Application Connection  SMTP E-mail

Authentication  Compression Default Directary Error Pages  Failed Request
Document Erowsing Tracing Rules

T
4e]
HTTP Redirect HTTP
Respo...

Ready

| =T Features view |\ - Content Yiew

2l Explore
Edit Permissions. ..
Edit Site
Bindings...
D Basic Setkings. ..
view Applications
View Yirtual Directories
Manage Web Site ~
= Restart
B Start
B Stop
Browse Web Site
Browse *:30 (http)
Adwanced Settings...
Configure

Failed Request Tracing. ..

Limits. ..

@ Heb

Oniline Help

Figure 76: Internet Information Services (lIS) Manager

2. Right-click Default Web Sites and from the popup menu, click Add Virtual Directory.

The Add Virtual Directory dialog box appears.

Add ¥irtual Directory K
Site name:  Defaulk Web Site
Path: !
Alias:
f
Example: images
Physical path:
Pass-through authentication
Conneck as,., Test Settings. . |
Caneel |

Figure 77: Add Virtual Directory Dialog Box
In the Alias box, type MEDVImages.

In the Physical path box, type C:\MED-V Server Images.Note that you must create this

folder first.
Click OK.

From the Internet Information Services (11S) Manager, double-click BITS Uploads.

The BITS Uploads window appears.

111



MED-V Installation and Configuration Manual

Configuring Image Distributions Server

*E Internet Information Services (I15) Manager [_10]

GO |

» DOCSRY b Sites

b Default'Web Site » MEDY »

File ‘iew Help

- & |8

- Start Pags

=85 DOCSRY (DOCSRY|Kdara)
=¥ application Pools

Sites

E-€9 Default Web Site

| MEDV

El BITS Uploads

Use this feature to enable computers using BITS (Background Inkeligent Transfer Service) to upload files ta wirkual directories,
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& Use default settings from parent
€ Customize settings
Upload Job Settings
‘You can spedify a maxirnum file size, when incomplets jobs are deleted, and whether ko allow files ta be averwritten,
Minirum File size 1, maximumn File size: I18446?44D7370955161‘ IBytas j

Delets incomplate jobs after: |12D96DE| ISeconds j
™ nllow Files to be averwritien
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BITS can send a notification to a URL when an upload job has completed.

I Enable notifications

Matification type: [enathe fiz name.

Motification LRL: I
Cleanup
BITS wil autamatically scan for and cleanup incomplete jobs. You can customize the scheduls.
E

& Use default cleanup schedule, (Scan every 12 hours.)

€ Use custom cleanup schedule

5can For incomplete jobs every: I12

[Hours =

™ Enable claanup to limit the Aumber of uplaad sessions per user

Limit an the number of sessions per user, ISU—

Ready

[ =1 Features visw

ontent ¥iew

EEEICE
=/ Apply
= Cancel
Run Cleanup
@ Help
online Help
€.

7. Select the Allow clients to upload files check box and click Apply.

Figure 78: BITS Uploads Window

8. From the Internet Information Services (11S) Manager, click MIME Types.

The MIME Types window appears.
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*E Internet Information Services (I15) Manager [_10]
@ 3 [ @ » DOCSRY b Skes » Default Web Site b | & M@ -
File Wiew Help
oacons
LA = HER] -} Q MIME Types add...
= bosiien Use this Feature ko mana @ Hel
=93 DOCSRY (DOCSRYiKdaro) e the list of file name extensions and associated content bypes that are served as static files by the Web server. i P
J Application Pools Group byt Mo Grouping 7 Onlin=liel)
=~ &] Sites 5
E 9 Default Web Site Extension  ~ | MIME Type | Entry Type I B
| MEDY 323 text/h3z3 Inherited
. Jaaf applicationjoctet-st...  Inherited
.aca applicationjoctet-st..,  Inherted i
.accdb applicationfmsaccess  Inheribed
.accde applicationfmsaccess  Inheribed
.accdt applicationfmsaccess  Inheribed
.arx applicationfinternet...  Inherited
.afm applicationjoctet-st..,  Inherited
ai applicationjpostscript Tnherited
Jaif audiofx-aiff Inherited
Jaife audiofaiff Inherited
Jaiff audiofaiff Inherited
\application application/x-ms-ap.., Inherited
Jart image/x-ig Inherited
Lasd applicationfoctet-st...  Inherited
.asf wideofx-ms-asf Inherited
.asi applicationfoctet-st...  Inherited
.asm text/plain Inherited
Last wideafx-ms-asf Inherited
a5y wideafx-ms-asf Inherited
.atom applicationjatom+xml  Inherited
.au audiafbasic Inherited
Lavi wideafx-msvideo Inherited
Laxs applicationjolescript Inherited
.bas textfplain Inherited
.bepio applicationfx-bepio Inherited
bin applicationjoctet-st...  Inherited
bmp image /bmp Inherited j
. - Content Wisw
Configuration: ‘Default Web Site' web, config €.

Figure 79: MIME Types Window
9. Add the following MIME types:

Add MIME Type EE |

File name extension:
I.u:km

MIME Eyvpe:

appli

(0] 4 I Cancel

Figure 80: Add MIME Type Dialog Box
e .ckm (application/octet-stream)
e .index (application/octet-stream)
10.From the Internet Information Services (11S) Manager, click Edit Permissions.
11.0n the MED-V site, select Security and Add read permissions to Everyone.
12. Restart the IIS Service.

Note: Make sure that the relevant firewall ports are open.
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Appendix

B. Configuring MED-V to Work from Inside a
Network or Remotely

To configure MED-V to work from inside a network:

1. Configure a MED-V server and image distribution inside the network.

To configure MED-V to work remotely:

1. Configure a MED-V server and an image distribution server that are accessible from the
Internet.

If needed, configure a DMZ reverse proxy.

B

Set the authentication method, as described below, in the ClientSettings.xml file which

can be found in the Servers\Configuration Server\ folder.

To configure MED-V to work both from inside a network and remotely:

Configure a MED-V server and image distribution server inside the network.
Ensure that the servers are accessible from the Internet.

Configure the DNS resolution so that when the client attempts to connect to a server, it

automatically connects to the correct server (within the network or over the Internet) based

on the client location.

If needed, configure a DMZ reverse proxy.

Set the authentication method, as described below, in the ClientSettings.xml file which

can be found in the Servers\Configuration Server\ folder.
When applying new settings, the service must be restarted.

e You can change the IIS authentication scheme to one of the following: BASIC, DIGEST,
NTLM, NEGOTIATE. The default is NEGOTIATE, and uses the following entry:

<ImageDistribution>

<I-- The authentication used for image download. Basic and digest
authentication should be used only under SSL.-->

<I-- The line below can be one of the followings: -->
<1--BG_AUTH_SCHEME>BG_AUTH_SCHEME_BASIC</BG_AUTH_SCHEME-->
<1--BG_AUTH_SCHEME>BG_AUTH_SCHEME_DIGEST</BG_AUTH_SCHEME-->
<1--BG_AUTH_SCHEME>BG_AUTH_SCHEME_NTLM</BG_AUTH_SCHEME-->
<I--BG_AUTH_SCHEME>BG_AUTH_SCHEME_NEGOTIATE</BG_AUTH_SCHEME-->
<Authentication type="Kidaro.Foundation.Bits.BG_AUTH_SCHEME"'>
<BG_AUTH_SCHEME>BG_AUTH_SCHEME_NEGOTIATE</BG_AUTH_SCHEME>
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</Authentication>

</ImageDistribution>
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Appendix C

C. MED-V Trim Transfer™ Technology

MED-V's advanced Trim Transfer de-duplication technology accelerates the download of initial
and updated Virtual Machine images over the LAN or WAN, thereby reducing the network
bandwidth needed to transport a Workspace Virtual Machine to multiple end-users.

This breakthrough technology uses existing local data to build the Virtual Machine image,
leveraging the fact that in many cases, much of the Virtual Machine (e.g., system and
application files) already exists on the end-user's disk. For example, if a Virtual Machine
containing Microsoft Windows XP is delivered to a client running a local copy of Windows XP,
MED-V will automatically remove the redundant Windows XP elements from the transfer. To
ensure a valid and functional Workspace, the MED-V Client cryptographically verifies the
integrity of local data before it is utilized, guaranteeing that the local blocks of data are
absolutely bit-by-bit identical to those in the desired Virtual Machine image. Blocks that do not
match are not used.

The process is bandwidth efficient and transparent, and transfers run in the background,
utilizing unused network and CPU resources.

When updating to a new image version (e.g., when administrators want to distribute a new
application or patch), only the elements that have changed ("deltas™) are downloaded, and not
the entire Virtual Machine, significantly reducing the required network bandwidth and delivery

time.

Server User
+ +

AT

Q VM Image G q Hard Disk + Previous Vi images

- — Compare o " [ d
EREEESETEREEN {Over The Network) u

ENECEEET EEEE
W
EEEECEED S CEEE

Trim Transfer
Compressed data ks ransdemed over the networdk
q Final image
A
FEEIEENDENENS
| 1 B e B P
ErERYEEY A EER

Figure 81: MED-V Trim Transfer™ Technology

You can configure which folders are indexed on the host as part of the Trim Transfer protocol
according to the host OS. These setting are configured in the ClientSettings.xml file which
can be found in the Servers\Configuration Server\ folder.
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When applying new settings, the service must be restarted.

<HostlndexingXP type="System.String[]'">

- <ArrayOfString>

<string>%WINDIR%</string>
<string>%ProgramFiles®%\Common Files</string>
<string>%ProgramFiles®%\Internet Explorer</string>
<string>%ProgramFiles®%\MED-V</string>
<string>%ProgramFiles%\Microsoft Office</string>
<string>%ProgramFiles®\Windows NT</string>
<string>%ProgramFiles®%\Messenger</string>
<string>%ProgramFiles%\Adobe</string>
<string>%ProgramFiles%\Outlook Express</string>
</ArrayOfString>

</HostlIndexingXP>

- <HostlndexingVista type="'System.String[]'>

- <ArrayOfString>
<string>%WINDIR%\MSAgent</string>
<string>%WINDIR%\winsxs</string>
<string>%WINDIR%\system</string>
<string>%WINDIR%\system32</string>
<string>%WINDIR%\Microsoft_NET</string>
<string>%WINDIR%\SoftwareDistribution</string>
<string>%WINDIR%\L2Schemas</string>
<string>%WINDIR%\Cursors</string>
<string>%WINDIR%\Boot</string>
<string>%WINDIR%\Help</string>
<string>%WINDIR%\assembly</string>
<string>%WINDIR%\inf</string>
<string>%WINDIR%\fonts</string>
<string>%WINDIR%\Installer</string>
<string>%WINDIR%\IME</string>
<string>%WINDIR%\Resources</string>
<string>%WINDIR%\servicing</string>
<string>%ProgramFiles%\MED-V</string>
<string>%ProgramFiles®%\Microsoft Office</string>
</ArrayOfString>

</HostlIndexingVista>
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D

Domain

A subnetwork in a LAN, made up of a group
of clients and servers under the control of
one security database.

G

Guest

The operating system installed in a virtual
machine.

H
Host

The operating system instance that is
installed on the end user physical device.

Image

The virtual machine image file used by
Workspaces.

P
Policy

The set of rules, configurations and
permissions that define the behavior of
MED-V Workspace.

Published Applications

Applications installed on the virtual machine
image which are accessible through the
Workspace.

V

Virtual image

A file that represents the file system of a
virtual machine, and can be delivered to
various endpoints independently of their
hardware or software.

Virtual PC/Machine

Another instance of an operating system
that is running concurrently with the host
on the same physical device using

Glossary

virtualization software (e.g., Microsoft
Virtual PC).

W

Windows Frame Color

The color given to frames and icon
backgrounds of windows, which are running
from a Workspace.

Workspace

A set of rules, configurations and
permissions which define a secure
environment for a specific user or users.
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