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NETWHISTLER 2.6

Netwhistler 2.6 is a easy to use Network monitoring software that offers integrated fault and performance management
functionality.

This program auto-detects networks and presents them on graphical maps, which reflect up-to-the-minute device and host
status. It includes powerful diagnostic tools including ping, main services (ftp, ssh, smtp, pop3, http) monitoring, portscan,
email alerts, network discovery, SNMP tools (MIB browser and Trap Console for incoming SNMP traps from any
SNMP-enabled device in the network ). Netwhistler can automatically scan a network in search of non-SNMP and

SNM P-enabled devices that you want to manage in your network. Scanning parameters ( network address, network mask,
SNMP community ) are fully configurable.

Once the discovery operation has been completed, the program displays a map of all devices along with basic information
about them such as address, DNS name, MAC address and description. Y ou can find or delete a node on the map, or change
node properties. The map can be stored in alocal file or in aMySQL database.

WIZARD
For creation of ayour network map it is possible to use wizard. Probably a so to create a map manually.
x| [(Main_| Info | SNMP_ | Serices |
The initial map will be created for network
laz.162.188. 0 | -4 : :
wyith netwark mask Type E—-E |I|nux—workstatmn |v|
1255.255.255.0 [~ | 1P address [192.168. 1.140 |
ShMP Community MAC Address
|pub|ic | .
= = Display Mame ® DMNS Mame
This may take some time.
P Address
| Qg ‘ ‘ Cancel |
Manitaring [v]ves
| ifr0m6| ‘ o3 H Gaicel |

I
Creating a network map manually, add necessary nodes as shown in top right figure. The name of node can be shown on map
as DNS name or IP address. Enable monitoring checkbox if needed. Enable checkbox on SNMP panel if the node supports

SNMP. Use "hub" type for unmanaged nodes and "network-cloud" for networks. It is possible to add on a map some box. Y ou
can use various colors, shadow.
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1
Propetties for ABN [ x|

[(Main_ | Infa | SMMP | Services |

Type . |netw0rk—c|0ud |v|

Short Name [aEn

MAC Address

Dizplay Marne i DMS Mame
. ) P Address

Manitaring [J¥es

‘ Ok H Cancel |
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In SELECT mode you can move nodes, in CONNECT mode probably connect them. In MONITORING mode (or at pinging)
if the node does not answer, it isrepresented in red color. Y ou can connect to node with telnet or browser.

- -
Taals 4 Toals b Telnet
192, Ping b 19216 r— WA
Trace Trace Scan
Monitaring » monitaring »
SHMP Info SHMP Irifo
Delate Delete
Froperties Properties
T 5 ]
Trace pand:
1]
# Trace panal
Tracing route to 192.168.1.4 over a maximum of 30 hops
1 182 168168 200 reports: Destination host unreachable.
Trace complete.
Modes: 10

07.07.2005 17:01



Netwhistler 2.6 filex/llc:/nw2/pdf_nw2/docs.htm

All nodes and boxes all "info" tab in properties dialogue. Here it is possible to enter the text or insert image. It will be shown
with Tool Tip.

Remote Office
1108t 221
10 Mhit channel Frame Relay -

supp. J.F. Thomson i 192.168.1.44 {192.168.1.44)
phaone 354-88-937

\}

192.16{192.168.1.145 (192.168.1.145)

Sun sarver
Solaris 10

Cracle DB 30 GB
S8H, FTR, WWiany
Sys.eng. M.Smith
phone 978-98-345

Sun server

Solaris 10

Oracle DB 30 GB Type: Sun-serer
S5H, FTF, Wiy

Sys.eng. M.Smith IP address: 192.168.1.44
phone 978-88-345 Maonitoring: Enabled

Type: SUR-Server
IP address: 192.168.1.145
Monitaring:  Enabled

You can scan portsin your network with NetWhistler portscan tool ( TCP scan) ...

@Netwhistler Portscan =] B3 )
Target: 192.168.1.4 Start port 21E| Stop port 1 0245 it
Starting MetWhistler portscan at Thu Jul 07 16:22:43 MSD 2005 |- | J

Mote; Host seems down. IFitis really up, but blocking our ping probes, try nmap
Metihistier scan completed -- 1 1P address (0 hosts up) scanned

-

‘ Scan H Stop H Close ‘

Affirabkiih I

and check main services (SSH, FTP, POP3, SMTP, HTTP).

FTP SBH HTTP
_1-
— 1

192.168.1.14
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MAP OPTIONS
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In map propertiesit is possible to include popup and email alerts and set community for Trap Console. In MONITORING
mode you will receive notices on idle nodes by email. There will be also popup windows. Also it is possible to establish an
ping interval. You can usecolors...

Map Options E

[ Monitaring | Calors | Background | MySQL |

Mumber of retries
Trap Community

Enable Alerts

Ernail Address
SMTP

Monitaring period (seconds)

g
[ =
public

[ Show Message
Send Email

user@mail.smtp.cd
192.168.1.22

‘ Ok H Cancel ‘

or background picture for your map. In "Map operations' dialogue you can replace dns names by IP or IP by dns.

Y ou can change properties for each node on the map.
\ T

Properties for 192.168.1.140

[(Main | Info [ SMMP | Gervices |

-1

Type E |Iinux—workstatinn | - |
PP address [192.182. 1.140 |

MaAC Address

Dizplay Mame @ DMNS Mame
-7 ) P Address

Maonitaring [w]ves

| [0]34 H Cancel

4uz7
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Monitoring results you can view in Log Console:
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i NetWhistler Monitoring Log Console M= E N
Time IP address DHE name Status
hu Jul 07 16:11:57 MSD 2005 192 168.1.145 192 168.1.145 down
ThuJul 07 16:11:57 MSD 2005 192.168.1.140 192.168.1.140 down
ThuJul 07 16:11:57 MSD 2005 192.168.1.4 192.168.1.4 down
ThuJul 07 16:11:57 MED 2005 192 168.1.222 192 168.1.222 down
ThuJul 07 16:11:57 MSD 2005 192.168.1.10 192.168.1.10 down
ThuJul 07 16:11:57 MSD 2005 192.168.1.23 192.168.1.23 down
ThuJul 07 16:11:57 MED 2005 192 168.2.11 192.168.2.11 down
—|[ThuJul 07 16:11:57 MSD 2005 192.168.2.77 192.168.2.77 down
Y|
| Save | | Clear Log | | Close ‘
T I
Sample Map status (Monitoring disabled) :
EﬂNetWhistler Map Status M= EE
IP address CHE name Infio MAC address Mode type Monitaring Status Up Time SHMP
182168.1.145 |192.168.1.145 |Sun serer S... SUN-Server es g g Mo
1921681140 1921681140 |Sysadm Linu... linus-warkstat. |Yes nia nia Mo
192 168.1.4 192 168.1.4 ACom Super... Acom ACH nia nia NCH
T82168.1.222 [192168.1.222 |Gatewayto A... cisco es nia nia Mo
ABM nia ABM Provider ... [nfa network-cloud |nfa k] k] nia
192168110 |182168.1.10 d-link; Ves nia nia o
officehub nia nia hub nia k] k] nia
-|[192168.1.23 [192168.1.23 windows-ser., [Yes nia nia o
182168211 |[192168.211 |SecurePoint ... fireweall fes k] k] Mo
192168.2.77 192168277 freebsd-server [Yes k] k] Mo

Modes on map: 10 Monitaring disabled

Close
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SNMP
If the node supports SNMP, it is possible to use MIB browser (GET and SET supported):

[i|Metwhistler SNMPview for 192.168.1.4 O] =]f

& SHMP MIE TREE |
? ‘ Internet
o [5 mMGMT n
o M PRIVATE
¢ # ENTERPRISE

=

=

Read Community: c

& [ Microsoft public
o[ cisco Wirite Community:
¢ #HP private
? & m — | o
o= |5 System
b Interface 136121110
i lemp Walue: 1
. Snmp |
! # netPeripheral
¥ #p netPeriphera SMMP: Timed out

? l’ netPrinter
o 55 generalDeviceStat
o [ Openview
o [ Sun Microsystems
| o [(3 Juniper Metwarks -
L] III 4

Get Set

Close

You can add OID values necessary for your r|1etwork discovery in afile "nodes.xmil".

You can aso run Trap Console:

EﬂNetwhistler SNMP Trap Console o ] 1
[ 0471 it -

Clear Close

MySQL

1. Install MySQL server.
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2 . Copy thejar file named mysgl-connector-java-3.1.8-bin into the JRE folder (i.e. C:\Program Files\Java\jre1.5.0_02\lib\ext )
3. Create database for Netwhistler with any name( i.e. NETMAPS):

mysgl> CREATE DATABASE NETMAPS;

4. Create user for this DB and grant al rights:

mysgl> GRANT SELECT,INSERT,UPDATE,DELETE,CREATE,DROP ON NETMAPS.* TO 'user'@'oca host'

IDENTIFIED BY ‘password’

Now you can save your map in MySQL database.
In "Map operations' dialogue you can define server address, db name, login and password for MySQL database.

Map Options

[ Monitaring | Calors | Background | MyS@L

Server address

|I0calhust |
Database name

maps |
User

|user |
Fassword

X

Open map from MySOL 5'

Server address

|I0calhnst |
Datahasze name

|maps |

Jzer
|user |
Fassword

[ |

Map name

|okice |

‘ Connect H Cancel ‘

Alexander Eremin (c) 2005 netwhistler@gmail.com
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