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The GNU General Public License (GPL)

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and
change free software--to make sure the software is free for all its users. This General Public License
applies to most of the Free Software Foundation's software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software is covered by the GNU Library
General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free software
(and charge for this service if you wish), that you receive source code or can get it if you want it,
that you can change the software or use pieces of it in new free programs; and that you know you
can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you if
you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give
the recipients all the rights that you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license
which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the original, so that any problems
introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be licensed for
everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License. The
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"Program", below, refers to any such program or work, and a "work based on the Program" means
either the Program or any derivative work under copyright law: that is to say, a work containing the
Program or a portion of it, either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in the term "modification".) Each
licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based on the Program (independent of
having been made by running the Program). Whether that is true depends on what the Program
does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to this
License and to the absence of any warranty; and give any other recipients of the Program a copy of
this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files
and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it,
when started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no warranty (or
else, saying that you provide a warranty) and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this License. (Exception: if the Program itself
is interactive but does not normally print such an announcement, your work based on the Program
is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are
not derived from the Program, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Program, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every part
regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely
by you; rather, the intent is to exercise the right to control the distribution of derivative or collective
works based on the Program.
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In addition, mere aggregation of another work not based on the Program with the Program (or with
a work based on the Program) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete machine-
readable copy of the corresponding source code, to be distributed under the terms of Sections 1 and
2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it.
For an executable work, complete source code means all the source code for all modules it contains,
plus any associated interface definition files, plus the scripts used to control compilation and
installation of the executable. However, as a special exception, the source code distributed need not
include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source along
with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License. However, parties who have
received copies, or rights, from you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Program (or any work based on the Program), you indicate your acceptance of this License to do so,
and all its terms and conditions for copying, distributing or modifying the Program or works based
on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the Program
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subject to these terms and conditions. You may not impose any further restrictions on the recipients'
exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Program at all. For example, if a patent license would not permit royalty-free
redistribution of the Program by all those who receive copies directly or indirectly through you,
then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is implemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to decide
if he or she is willing to distribute software through any other system and a licensee cannot impose
that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or
by copyrighted interfaces, the original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of
this License which applies to it and "any later version", you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of software generally.
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NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF
ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS

The main page of application can be found at: http://nescus.sourceforge.net
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1. INTRODUCTION

NeSCUS is a back-up application for network switches. With NeSCUS maintenance
personnel can automatically backup the configurations of switches, and view reports
of occurred changes.

NeSCUS has a user defined time-based loop, which reads configuration of all network
switches and saves them into network server. After saving the configuration NeSCUS
compares the current configuration into previous saved one. If there are any changes,
the application saves the new configuration into history folder. User can define how
many configuration files are saved into history folder. In addition to saving changed
configuration files, NeSCUS makes a report of changes thus making it possible to
maintenance personnel check them. It is also possible for maintenance personnel to
restore older versions of configuration files into switches.

Because different models of switches have different kind of commands, NeSCUS
saves the commands of every switch model into a separate command file. The user
can modify the contents of these command files, and even create new command files
as necessary. By this way the number of supported switch models can be increased.
The first version of NeSCUS supports only HP Procurve Switch 2524 and Cisco
Catalyst 2900XL switches. The application interface into switches is programmed by
using standard communication protocols (telnet, TFTP and SNMP). These protocols
are supported by almost all controllable switches.

The main objective of NeSCUS is to automate current method of taking backups from
switches.

1.1 Contact information

In case of problems with the application a contact form can be found from address:

http://nescus.sourceforge.net

Any suggestions for improvements and bug reports can also be sent by using the
address above.
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2. APPLICATION

In order to operate NeSCUS requires two different kinds of settings to be entered and
starting a Windows service. After these steps NeSCUS is ready to take backups from
switch configurations (figure 1).

1. Application settings
Switch settings

NeSCUS 2.

g- IIIII“IIIIEé e T gg Illl!ﬂtﬁ IR

------ L

&

Figure 1. Workflow.

2.1 Installing and requirements

Download program binary files from address: http://nescus.sourceforge.net/. Unpack
the zip file into program folder.

The NeSCUS service component can be installed into Windows service by using
InstallUtil —program.

In order to be able to run NeSCUS, following system and other requirements must be
meet in the computer:

- .NET Framework 1.1 must be installed

- TFTP-server program is installed

- Telnet —program must be installed

- file system must be NTFS

- Internet browser must support HTML 4.01 or higher
- operating system is Windows 2000 Professional

- Pentium II processor or higher

- 256 MB RAM

- up to 100 MB hard drive space

- Ethernet network card installed

- TCP/IP protocol installed and configured

- Adobe Acrobat —reader.
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2.2 Running the program

Run NeSCUS by navigating into the folder, where NeSCUS is installed, and clicking
NeSCUS.exe file.

™ Network Switch Configuration Utility Software
File 3Settings Help

=10l x|

Changed configuration files:

System name | IP | [ ate |

193.16¥.119.29 05.01.2004 15:09

=

!

advices and help < 3. | EIE.EI1.2EIEI4|15:31( 4

N

Figure 2. NeSCUS —main window.

When the application is started, the main window opens. It consists of features listed

under:
1. menu, for running all functions
2. listing of names and [P—addresses of those switches, whose configuration files

have been changed. In addition the date of the new configuration file can be seen.
message bar for information and help
4. current date and time.

(98]
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2.3 Menu

The structure of NeSCUS menu is as follows:

History In the History —window it is possible to study old
configuration files switch by switch.
File
Exit Exiting the application.
—| Nescus Application settings.
Settings
L Sswitches Controlling the switches, i.e. switch settings.
| NeSCUS Help Help files for using the application.
Help N:lS)OCli.tJS About NeSCUS.
L License License information.

2.4 Application settings

When the application is started for the first time, application settings must be defined.
Choose Settings — NeSCUS (figure 3) from menu.

If you start NeSCUS and backup is running, application shows a warning message.
Backup won’t run, if NeSCUS user interface is running. If you see the warning
message, click ‘No’ and please wait for the backup to finish. Try again after few
minutes.
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NeSCUS - Settings

Enter parameters:

Supported amount of configuration files for one switch: =R

Start time of backup: |1 200
Doours eveny: IU dayl(z] |4 howir(z]

¥ Enable logging [Logfile is MeSCUS k)

P of TFTP-Server.  [127.0.0.1

Folder of TFTP-Server: ID:'\tftp-rDDt Browse |

Type the location of the progran:

Telnet: Itelnet.exe Browse

Irternet Browser: IiEHD|DrE.EHE Browse

Save I Cancel

Figure 3. The window of application settings.

Supported amount of configuration files for one switch — This is the amount of
configurations files, which is saved for one switch. The maximum amount for one
switch is 99.

Start time of back up — Define the time of day for starting the backup here. The time
is entered in the form of HH:MM, where HH is hours (24 h) and MM is minutes. The
backup —function is started when the entered time is reached for the next time.

Note! NeSCUS.exe application must be closed, before the backup can be run by
Windows service. Also note that NeSCUS user interface will close itself, if it is not
used for 10 (default value) minutes. At first NeSCUS will prompt you about the
closure, and then it waits for additional 10 minutes before closing. This time can be
modified in NeSCUS.XML file, which can be found from <program folder>/configs —
folder.

Occurs every — Define the timeout of backup. For example setting / day(s) 0 hour(s)
the backup is taken once a day. The minimum timeout for backup is 4 hours, and
maximum is 1 month.

Enable logging — If this option is checked, a log file of NeSCUS functions is saved,
while running the backup. The name of the log file is NeSCUS.txt, and it is saved into
the same folder where NeSCUS.exe can be found. Note! If there exists log file in the
disk, then there is link to it next to this field.

IP of TFTP-Server — IP address of the TFTP Server. This gives you opportunity to
use common TFTP-Server that is in different computer than NeSCUS.
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Folder of TFTP-Server — Define the directory and folder for TFTP-Server here.
TFTP-Server sends the configurations of switches, and saves them in this folder. It is
possible to use folder in NeSCUS computer or map a drive into the folder of TFTP-
server computer, if TFTP-server is in different computer than NeSCUS application.

Telnet — Define the directory and executable file of Telnet —application here. Telnet is
needed for manual maintenance of switches.

Internet Browser — Define the directory and executable file of Internet Browser —
application here. The Internet browser is needed when comparing of switch file is
done. See 2.7 History of versions.

When all settings are entered, click ‘Save’ —button, and the settings are saved.

If you do not want to save changes or you just want to close this window, click
‘Cancel’ —button. Clicking the ‘Cancel’ —button won’t cause any changes into
application settings.

All parameters are obligatory, except ‘Enable logging’ check box.

2.5 Switch settings

NeSCUS is capable of taking configuration backup from 1 — 200 switches. In order
for NeSCUS to handle saving of configuration, every single switch must be entered
into switch settings.

Choose Settings — Switches to enter settings for switches (figure 4).

MeSCUS - Switch Configuration

Select zwitch from list;

Enter details for switch:

b odel: IEiscu:u Catalyst 29001 j New
System name: IIaI::swEEI Cave |
Sysztem location:  |lab

! Ia L Drelete |
|P-address: [193.167.119.29
|Jzermame;

Login pazsword: Ixxxxx
Enabled pazsward; Ixxxxx

Cloze

'

Comrmunity name: |matti

Figure 4. Switch Configuration —window.
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All fields, except ‘Login password’, are obligatory

Note! ’Login password’ must be entered to those switches, which have two
passwords like Cisco Catalyst.

Adding a switch
Switch is added to the backup list in following manner:

1. Click button *New’.
Choose from Model —dropdown list model for the switch:

e Cisco Catalyst 2900XL or

e HP Procurve Switch 2524.
Enter system name of the switch into System name.
Enter location of the switch into System location.
Enter [P-address of the switch into IP-address.
Enter name of the user into Username, (if the model of the switch requires this).
Enter Login password (if the model of the switch requires this).
Enter Enabled password, (if the model of the switch requires this).
Enter Community name.

LN W

Username and passwords (6-8) are those defined for switches.

Save settings of the new switch by clicking ‘Save’ —button. The just added switch
appears into the dropdown list at the top of the window (Select switch from list).

If only ‘Close’ —button is clicked, entered settings are not saved.
Changing the switch settings

Switch settings can be changed by choosing the target switch from list at top of the
window (Select switch from list).

Enter changes, and save them by clicking ‘Save’ —button.
If only ‘Close’ —button is clicked, changed settings won’t be saved.

Removing a switch

Switch can be removed from backup list by following manner:

1. Choose the target switch from dropdown list at top of the window (Select switch
from list).

2. Click ’Delete’ —button.
3. The application confirms if you really want to remove the switch:
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4. Clicking *Yes’ switch is removed.
5. Clicking ’No’ switch is NOT removed.

2.6 Monitoring backup

NeSCUS performs the automatic backup, when both application and switch settings
are entered. NeSCUS uses network communication for backup function. It loops
though the list of switches and takes a backup copy of their configuration. If any
changes have occurred in configurations, NeSCUS makes a history file from the old
configuration file, and creates a new configuration file with current configuration.

If configuration has changed, NeSCUS shows the system name and [P-address of the
switch in the main window (figure 2). Also the date of the old configuration file can
be seen at that line. When you double click the name, Internet browser opens and
shows the new and old configuration files side by side (figure 5).

2 C:\Omat0Opinnot’,DI-muunto' TeollisuudenTietoteknilkanProjektityid',NeSCUS-bin-v.1.0°NeSCUS _for_snap - Microsoft Internet Explorer _1&] x|

File Edit V“iew Favorites Tools Help ‘

dmEBack » = - @ o | aSearch [ Favarites @Media @ | %' = = @

Agdressl CiiNeSCUS-bin-v, 1,0MeSCUS_for_snapshatsirepart, hkmi| j s |Links 2ed
.

e

-‘ version 11.2

-‘ no service pad

-‘ no service udp-small-servers

-} no service tep-small-servers
[

[Ei88 hostmame LABSWI14

[miesl !

EREH0 enable secret 5 $1$0/RHSahli9CEWYuyaQz2xvChPU/
Einell !
Eine2
-‘ ip subnet-zero
e

Einells !
EiMeE interface VLANL

ip address 193.167.119.29 255.255.255.192

‘ no ip route-cache
1

-‘ interface FastEthernet(/1

no cdp enahle

K
-‘ interface FastEthernet(,2

-‘ no cdp enable
Eingas

-‘ interface FastEthernet(/3

-‘ no cdp enahle

FaEE =l
&) Done T Ewycompter

Figure 5. Switch configuration has been changed. User has double clicked the switch
name in the main window.

The changed configurations can be seen in bold letters. (In figure 5 all lines are bold
because the whole configuration file is new, so all lines are different).
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2.7 History of versions

It is possible to study old versions of configuration files by choosing File — History
from menu. Following window is opened:

MeSCUS - History of changes

Select switch from ligt:

t odel: Cizco Catalyst 290061 IP: 123123123123
Systern name: System 123

System location:  Lower floor door 1.

Last check: 18.01.2004 15:31 Last update:  18.071.2004 15:31
YWerzion I Filename I Open
18.00.2004 1531 C:AOmatOpinnothDl-muunt. .

Delete
Campare

Restore configuration

Telnet to switch

|
|
|
Save asteutfe |
|
|
Close |

4

(33

Figure 6. History of changes -window.

At first you must choose target switch from dropdown list (Select switch from list).
After selection old configuration files of chosen switch can be seen in list.

History of changes —window can be closed by clicking *Close’ —button.

Opening configuration file for study

1. Choose file from the list by clicking it.
2. Click ’Open’ —button.

The opened configuration file can be studied in Internet browser (figure 7).
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2§ C: T¥Labra'NeSCUS-bin-v.0.9.1-DEBUG!, versions', 1 -2004-01-05-15-09-46.ExE — 101 x|
File Edit WYiew Favorites Tools Help | ","
OBack - O - \ﬂ @ ;h ‘;) Search ks"/'_nl\'g-‘Fa\rorites eMedia @ [;-f_:{' :;, E _J 'ﬁ
Address If;] C:\TYLabra\MeSCUS-bin-v. 0.9, 1-DEEUGY versions) 1-2004-01-05-15-09-46. bxt j Go
-
; J458134 Configuration Editor; Created on release #F.05.17 I
hostname "LABIW1a™
Stmp-Server contact "Oppilas™
snmp-server location "TWVLhabhra™
time timezone 2
time davlight-time-rule Western-Europe
no cdp run
console inactivity-timer 5
interface &
speed-duplex 100-full
exit -
interface 7
speed-duplex 100-full
exit
interface §
speed-duplex 100-full
exit
interface 9
speed-duplex 100-half
exit
interface 10
speed-duplex 100-hslf
exit
interface 11
speed-duplex 10-half
exit
interface 12 ;I
|@ Done ’_ |_|_| j My Comnputer v

Figure 7. Configuration file is opened for study.

Removing configuration file

Choose file from the list by clicking it once.

Click *Delete’ —button.

The application confirms if you really want to remove the file.
Clicking ‘Yes’ file is removed.

Clicking *No’ file is NOT removed.

kW=

Comparing configuration files

Choose two files from the list by clicking them once.
Click *Compare’ —button.

o =

3. A window is opened into the Internet browser, where it is possible to study the

selected files.
Saving the configuration file into text file

Choose file from the list by clicking it once.

Click ’Save as textfile’ -button.

A dialog is opened. Choose directory and give a file name.
Click ’Save’ —button.

bl o e
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Restoring old configuration file for the switch

Sometimes there might occur a situation, where maintenance personnel must be able
to restore an old version of configuration file (for example, new settings for the switch
won’t work). Restoring is done by following manner:

1. Choose file from the list by clicking it once.

2. Click ’Restore configuration’ —button.

3. A new window is opened. List is disabled, because at this choice, only old
configurations of same switch are allowed.

MeSCUS - Restoring cunfigural:iunggﬁ

Destination system name;

Figure 8. Dropdown list of switches for restoring.

4. Click ’Restore’ —button, and the configuration file is restored for the switch. The
application returns to the History of changes —window.

5. Click ’Cancel’ —button and NO restoring is done. The application returns to the
History of changes —window.

If you want to restore configuration from a file, which cannot be seen in the history
list, do as follows:

1. Click ’Restore configuration’ —button WITHOUT choosing a file from list.

2. A open file —dialog opens. Choose your file and click ‘Open’.

3. A new window is opened. Choose a target switch from dropdown list (figure 8).
Note! Old configuration file must be restored for a switch of the same model.

4. Click *Restore’ —button, and the configuration file is restored for the switch. The
application returns to the History of changes —window.

5. Click *Cancel’ —button and NO restoring is done. The application returns to the
History of changes —window.

Telnet to switch

Clicking *Telnet to switch’ —button opens Telnet —application, and a communication
is established to the switch which was chosen in the ‘History of changes’ —window.
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3 HELP -FUNCTIONS

By choosing Help — NeSCUS Help from menu, a help file is opened in PDF-format.
By choosing Help — About from menu, an about NeSCUS -window is opened.

By choosing Help — Licence from menu, licence information can be read.

4 ERROR SITUATIONS

4.1 User input errors

Both in application and switch settings there are obligatory fields to fill. If faulty
information is entered, or information is totally missing, NeSCUS shows a red
exclamation mark beside that field (figure 9).

Supported amount of configuration files for one switch: I o

Start time of back up: I D
Druration of back up: I s IU hour[z]

Folder of FTP-Server: I Browse |

Figure 9. Fields missing information.

4.2 Problems when starting backup -function

Check that NeSCUS Service is running from Services. Check NeSCUS log.txt for
more details about the error. Set up logging from application setup to get more
information to logfile.

4.3 Application error messages

Exceptions are shown in message box, but they are always logged to logfile too.

4.4 System error messages

Exceptions are logged to NeSCUS _log.txt file. That can be examined to get more
detailed description about system errors.
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5 GLOSSARY

Configuration file — includes information of all those switches which are saved into
the NeSCUS. This information is for example IP-address, user name, passwords.

HTML - HyperText Markup Language is a description language for creating WWW
pages for Internet browser.

Command file — includes commands of a switch model in a particular order. With
these command it is possible to create connection to the switch in question and
download or restore the current configuration file by using TFTP.

Switch configuration file — includes configuration of a switch. In the configuration
file are listed those commands and command options which make it possible to
configure switch from factory settings to its operational settings. If you want to save
into new switch same configuration as in some old switch, you just open a control
connection into the new switch and run all commands from the configuration file in
listed order by using command prompt.

NeSCUS configuration file — includes common settings for NeSCUS to operate, like
amount of history files and folder of TFTP-server.

TFTP - Trivial File Transfer Protocol is a simple communication protocol run over

UDP. TFTP do not use usernames or passwords. TFTP protocol is used for example
into transferring configuration files of switches. In the switch there is a TFTP-client,
which takes connection into predefined TFTP-server beside of communication.

Telnet — is a protocol, which enables to create a text based TTY connection into
device which supports telnet protocol. This on its turn enables remote controlling of
the device. All controllable switches support telnet protocol. Telnet uses TCP port 23
as a default port. Usually when creating telnet connection, user must enter username
and password. This blocks unauthorized connections into the device. Telnet traffic is
not encrypted, i.e. usernames and passwords are not encrypted also.

Version management — with NeSCUS this means that a configuration file
downloaded from switch is compared to previous downloaded one. If some changes in
the configuration have happened, a new version of configuration file is created and the
old one is filed.

XML - Extensible Markup Language is a flexible text definition language for saving
data.



