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1. Netwrix Auditor Overview

1. Netwrix Auditor Overview

Netwrix Auditor is a change and configuration auditing platform that streamlines compliance, strengthens
security and simplifies root cause analysis across the entire IT infrastructure. It enables complete visibility
by auditing changes made to security, systems and data.

Netwrix Auditor provides complete visibility into IT infrastructure changes with:
e Change auditing: determine who changed what, when and where.
o Configuration assessment: analyze current and past configurations with state-in-time reports.
e Predefined reports: pass audits with more than 200 out-of-the-box reports.

Netwrix Auditor employs AuditAssurance™, a patent- pending technology that does not have the
disadvantages of native auditing or SIEM (Security Information and Event Management) solutions that rely
on a single source of audit data. The Netwrix Auditor platform utilizes an efficient, enterprise-grade
architecture that consolidates audit data from multiple independent sources with agentless or lightweight,
non-intrusive agent-based modes of operation and scalable two-tiered storage (file-based + SQL database)
holding consolidated audit data for 10 years or more.

Powered by the Netwrix AuditAssurance™ technology, Netwrix Auditor makes the change auditing an easy
and straightforward process, resulting in a complete and concise picture of all changes taking place in your
monitored environment.

Netwrix Auditor includes the following features:

Netwrix Auditor Feature Description

Active Directory Auditing Netwrix Auditor allows tracking and reporting on all changes made to
an AD domain, including the Domain, Configuration and Schema
partitions. It also provides a built-in Active Directory Object Restore tool
that allows reverting unwanted changes to AD objects down to the
attribute level.

EMC Storage Auditing Netwrix Auditor allows tracking and reporting on all changes made to
EMC VNX/VNXe/Celerra storage appliances, including files, folders and
permissions, as well as failed and successful access attempts.

Event Log Management Netwrix Auditor allows automatically consolidating, alerting and
archiving even logs data. It collects Windows event logs and syslog
events from multiple computers across the network, stores them
centrally in a compressed format, and enables convenient analysis of
event log data and rich reporting capabilities.
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Netwrix Auditor Feature Description

Exchange Server Auditing Netwrix Auditor allows tracking and reporting on all changes made to
Microsoft Exchange Server configuration and permissions.

Group Policy Auditing Netwrix Auditor allows tracking and reporting on all changes made to
Group Policy configuration and Group Policy Objects.

Inactive User Tracking Netwrix Auditor allows tracking inactive users and computer accounts.
It performs the following tasks:

e Checks domains or specific organizational units by inquiring all
domain controllers, and notifies managers and administrators
about accounts that have been inactive for a specified number of
days.

o Automatically deactivates inactive accounts by settings a random
password, disabling, deleting or moving them to a specified
organizational unit.

NetApp Filer Auditing Netwrix Auditor allows tracking and reporting on all changes made to
NetApp Filer CIFS shares, permissions, as well as failed and successful
access attempts.

Mailbox Access Auditing Netwrix Auditor allows tracking all non-owner mailbox access events in
an Exchange organization, and immediately notifying users whose
mailboxes have been accessed by non-owners.

Password Expiration Alerting  Netwrix Auditor checks which domain accounts and/or passwords are
to expire in a specified number of days and sends notifications to users
via email or text messages (SMS). It also generates summary reports
that can be delivered to system administrators and/or users managers.
Netwrix Auditor also allows checking the effects of a password policy
change before applying it to the managed domain.

SharePoint Auditing Netwrix Auditor allows tracking and reporting on all changes made to
SharePoint farms, servers and sites, as well as their settings and
permissions.

SQL Server Auditing Netwrix Auditor allows tracking and reporting on all changes made to

your SQL Servers configuration and database content.

User Activity Video Netwrix Auditor allows capturing a video of the users’ activity on the
Recording monitored computers and writing a detailed activity log, which helps
analyze how changes to your IT infrastructure are made. Netwrix
Auditor allows searching inside video recordings and jumping to a
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Netwrix Auditor Feature Description

specific timestamp to watch how certain actions were performed. It
also provides detailed user activity reports; moreover, video records
can be integrated into change reports of other Netwrix Auditor
features.

VMware Auditing Netwrix Auditor allows tracking and reporting on all changes made to
your ESX servers, folders, clusters, resource pools, virtual machines and
their hardware.

Windows File Server Auditing  Netwrix Auditor allows tracking and reporting on all changes made to
Windows file servers, including files, folders, shares and permissions, as
well as failed and successful access attempts.

Windows Server Auditing Netwrix Auditor allows tracking and reporting on all changes made to
your servers configuration, including hardware devices, drivers,
software, services, applications, networking settings, registry settings
and more.
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2. Audited Systems

The table below lists all systems and applications that can be audited with the Netwrix Auditor:

Netwrix Auditor Feature Supported Versions

Active Directory Auditing

EMC Storage Auditing

Event Log Management

Exchange Server Auditing

Group Policy Auditing

Inactive User Tracking

Domain Controller OS versions:
o Windows Server 2003 (any forest mode: mixed/ native/ 2003)
e Windows Server 2008 / 2008 R2

o Windows Server 2012
EMC VNX/VNXe/Celerra families (CIFS configuration only)

Windows XP and above
Syslog-based platforms:
o Red Hat Enterprise Linux 5
e Ubuntu 11
e Ubuntu Server 11

e Any Linux system using Syslog (event collection rules must be
created manually)

Exchange Server 2003
Exchange Server 2007
Exchange Server 2010

Exchange Server 2013

Domain Controller OS versions:
o Windows Server 2003 (any forest mode: mixed/ native/ 2003)
e Windows Server 2008 / 2008 R2

e Windows Server 2012

Domain Controller OS versions:
o Windows Server 2003 (any forest mode: mixed/ native/ 2003)
e Windows Server 2008 / 2008 R2

¢ Windows Server 2012
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NetApp Filer Auditing

Mailbox Access Auditing

Password Expiration Alerting

SharePoint Auditing

SQL Server Auditing

User Activity Video
Recording

VMware Auditing

Supported Versions

NetApp Filer (CIFS configuration only)

Exchange Server 2003
Exchange Server 2007

Exchange Server 2010

Domain Controller OS versions:
o Windows Server 2003 (any forest mode: mixed/ native/ 2003)
e Windows Server 2008 / 2008 R2

e Windows Server 2012

SharePoint Foundation 2010 and SharePoint Server 2010

SharePoint Foundation 2013 and SharePoint Server 2013

SQL Server 2000
SQL Server 2005
SQL Server 2008
SQL Server 2008 R2
SQL Server 2012

Windows XP SP3 and above

VMware ESXi 4.x and above

vSphere vCenter 4.x and above

Windows File Server Auditing ~ Windows XP SP3 and above

Windows Server Auditing

Windows XP SP3 and above
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3. Install Netwrix Auditor

3. Install Netwrix Auditor

This chapter lists all software and hardware requirements for the Netwrix Auditor installation,
recommendations on how to deploy the product and step-by-step instructions on how to install Netwrix
Auditor and its agents.

Refer to the following sections for detailed information:

e Deployment Options

¢ System Requirements

¢ Install the Product

¢ Install Netwrix Auditor Agents

3.1. Deployment Options

This section provides recommendations on how best to deploy Netwrix Auditor. Review these
recommendations and choose the most suitable option depending on which Netwrix Auditor features you
are going to use.

Feature Deployment Options

Active Directory Auditing The product can be installed on any computer in the monitored domain.

Group Policy Auditing If you want to monitor several domains, you must establish two-way trust
o relationships between these domains and the domain where the product
Exchange Server Auditing
is installed.
Inactive User Tracking
Mailbox Access Auditing The product can be installed on any computer in the forest, but it is not

recommended to install it on a domain controller.

If you want to monitor Exchange servers located in different forests, a
separate instance of Netwrix Auditor must be installed in each forest.

Windows Server Auditing The product can be installed on any computer in the domain or a
workgroup where the monitored servers are located.

If you want to monitor servers located in different domains, you must
establish two-way trust relationships between these domains and the
domain where the product is installed.

If you want to monitor servers located in different workgroups, the
monitored server(s) must have accounts with the same name and
password as the account under which the product is run. Both accounts
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Feature Deployment Options

must belong to the Local Administrators group.

Event Log Management The product can be installed on any computer in the monitored network.
VMware Auditing

User Activity Video The product can be installed on any computer in the domain where
Recording monitored computers are located.

If you want to monitor computers located in different domains, you must
establish two-way trust relationships between these domains and the
domain where the product is installed.

Windows File Server Can beinstalled on any computer in the domain where the monitored file

Auditing servers are located.

NetApp Filer Auditing If you want to monitor file server(s) located in different domains, the

L monitored file server(s) must have accounts with the same name and

EMC Storage Auditing (s) . .
password as the account under which the product is run. Both accounts
must belong to the local Administrators group.

SQL Server Auditing Can be installed on any computer in the domain where the monitored
SQL Servers are located.
If you want to monitor SQL Servers located in different domains, the
monitored servers must have an account with the same name and
password as the account under which the product is run. This account
must have the sysadmin role on the monitored SQL server and be a
member of the Local Administrators group on the computer where the
product is installed.

Password Expiration Can be installed on any computer in the monitored domain.

Alerting

SharePoint Auditing Can be installed on any computer in the domain where the SharePoint

Farms is located.

If you want to monitor SharePoint Farms located in different domains,
you must establish two-way trust relationships between these domains
and the domain where the product is installed.

The computer where Netwrix Auditor is installed must be able to access
the Central Administration website on the audited SharePoint Farm by its
name and port number .

Netwrix Auditor Agent for SharePoint must be installed on the computer
where SharePoint Central Administration is installed.
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3.2. System Requirements

3.2.1. Hardware Requirements

Before installing Netwrix Auditor, make sure that your hardware meets the following requirements:

Hardware Minimum Recommended

Component

Processor Intel or AMD 32 bit, 2GHz Intel Core 2 Duo 2x 64 bit, 3GHz
Memory 2 GB RAM 8 GB RAM

Disk Space 1TB

Screen resolution 1024 x 768 Screen resolution recommended by your

screen manufacturer.

3.2.2. Software Requirements

The table below lists the minimum software requirements for the Netwrix Auditor installation:

Component Requirements

Operating system ¢ Windows 7 (32 and 64-bit) and above
.Net Framework e .Net Framework 3.5 SP1

Additional ¢ Internet Explorer 7 and above
Software

e Windows Installer 3.1 and above

o Windows Media Player (only required for the User Activity Video Recording
feature)

o Windows PowerShell 2.0 (only required for the Exchange Server Auditing
feature if the target domain has an Exchange organization running Exchange
Server 2010 or 2013)

e Group Policy Management Console (only required for the Group Policy
Auditing feature)
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3.2.3. Supported Microsoft SQL Server Versions

Microsoft SQL Server provides the Reporting Services that enable creating reports based on data stored in
a SQL Server database. Netwrix Auditor uses Microsoft SQL Server Reporting Services to generate reports
on changes to the audited environment and on the point-in-time configuration.

To use the Reports functionality, Microsoft SQL Server must be deployed on the same computer where
Netwrix Auditor is installed, or on a computer that can be accessed by the product.

The following Microsoft SQL Server versions are supported:

Version Edition

SQL Server 2008 Express Edition with Advanced Services

Standard or Enterprise Edition

SQL Server 2008 R2 Express Edition with Advanced Services

Standard or Enterprise Edition

SQL Server 2012 Express Edition with Advanced Services

Standard or Enterprise Edition

NOTE: It is recommended to consider the maximum database size in different SQL Server versions, and
make your choice based on the size of the environment you are going to monitor, the number of
users and other factors. Note that the maximum database size in SQL Server Express editions may
be insufficient.

Microsoft SQL Server is not included in the product installation package and must be installed manually or
automatically through the Reports Configuration wizard. This wizard automatically installs SQL Server
Express Edition with Advanced Services and configures the Reporting Services. The SQL Server version
installed through the wizard depends on the operating system your computer is running:

SQL Server version OS version

SQL Server 2008 R2 Express Edition e Windows 7

with Advanced Services e Windows Server 2008 R2

SQL Server 2012 Express Edition with e Windows Server 2008 R2 SP1 and above
Advanced Services « Windows 7 SP1
e Windows 8 and above

e Windows Server 2012 and above

14/101


http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=1695
http://www.microsoft.com/en-us/download/details.aspx?id=30438
http://www.microsoft.com/en-us/download/details.aspx?id=29062

Netwrix Auditor Installation and Configuration Guide
3. Install Netwrix Auditor
For your convenience, we have provided instructions on the manual installation of Microsoft SQL Server

with Advanced Services. See Install Microsoft SQL Server for more information. For full installation and
configuration details, refer to the documentation provided by Microsoft.

NOTE: If you install Netwrix Auditor on a read-only domain controller, SQL Server installation will fail (both
manual or automatic through the Reports Configuration wizard). This is a known issue, for details
refer to the following Microsoft Knowledge Base article: You may encounter problems when
installing SQL Server on a domain controller. To fix the issue, install Netwrix Auditor on another
computer, or install SQL Server manually on a different computer that can be accessed by the
product.

3.3. Install the Product

To install Netwrix Auditor
1. Download Netwrix Auditor 6.0.

2. Runtheinstallation package. The following window will be displayed on successful operation

completion:
'p Welcome to
‘ Netwrix Auditor 6.0
Get started with the Netwrix Auditor solutions:

m Metwrix Auditor for Active Directory Overview | Quick Start Guide

m Metwrix Auditor for Exchange Overview | Quick Start Guide

m  Netwrix Auditor for File Servers Overview | Quick Start Guide

B Netwrix Auditor for SharePoint Overview | Quick Start Guide

m Metwrix Auditor for SQL Server Overview | Quick Start Guide

m Netwrix Auditor for VMware Overview | Quick Start Guide

B Netwrix Auditor for Windows Server Overview | Quick Start Guide
Install

Build £.0.168 20 Pacifica, Suite 625, Irvine, CA 92618 | +1(349) 407-5125 | Tollfree: +1 (385) 638-9720  NELUIIIX

3. Click Install. Follow the instructions of the setup wizard. When prompted, accept the license
agreement and specify the installation folder.

Netwrix Auditor shortcuts will be added to the Start menu and the Netwrix Auditor console will open.
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3.4. Install Netwrix Auditor Agents

For most audited systems, Netwrix offers both agent-based and agentless data collection methods. The
use of agents is recommended for distributed deployments or multi-site networks due to their ability to
reduce network traffic, since data is transferred in a highly compressed format. If the agent-based data
collection method is selected on Managed Object creation, agents are installed automatically on the
audited computers.

The SharePoint Auditing and the User Activity Video Recording features only employ the agent-based data
collection method and include native agents that must be installed in the audited environment to collect
audit data. Both agents can be installed either automatically (on New Managed Object wizard
completion), or manually.

Refer to the following sections below for manual installation instructions:

o Install Netwrix Auditor Agent for SharePoint

¢ Install Netwrix Auditor Agent for User Activity Video Recording

3.4.1. Install Netwrix Auditor Agent for SharePoint

Netwrix Auditor Agent for SharePoint must be installed in the audited SharePoint farm on the computer
that hosts SharePoint Central Administration.

Before installing Netwrix Auditor Agent for SharePoint, make sure that:

e The SPAdminV4 service is started on the target computer (See Configure Farm for SharePoint
Auditing for more information.

e The user, under which the installation is going to be performed
e isamember of the local Administrators group on the SharePoint server where the agent is
going to be deployed

e is granted the SharePoint_Shell_Access role in the SharePoint SQL Server configuration
database. See Configure Data Processing Account Rights and Permissions for more
information.

NOTE: Your SharePoint sites may be unavailable during the agent installation and uninstallation.

To install Netwrix Auditor Agent for SharePoint

1. Navigate to %Netwrix Auditor installation folder%\Netwrix Auditor for SharePoint\ SharePointPackage
and copy SpaPackage_<version>.msi to the computer where Central Administration is installed,

2. Runtheinstallation package.

3. Follow the instructions of the setup wizard. When prompted, accept the license agreement and
specify the installation folder.
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3.4.2. Install Netwrix Auditor Agent for User Activity Video
Recording

By default, the agent is installed automatically on the audited computers upon the New Managed Object
wizard completion. If, for some reason, the installation has failed, you must install the agent manually on
each of the audited computers.

Before installing Netwrix Auditor agent for User Activity Video Reporting, make sure that:

o The audit settings are configured properly See Configure Computers for User Activity Video
Recording for more information.

e The Data Processing Account has access to the administrative shares (See Configure Data Processing
Account Rights and Permissions for more information.

To install Netwrix Auditor agent for User Activity Video Recording

1. Navigate to %Netwrix Auditor installation folder%\User Activity Video Reporter and copy the uavrfull_
agent.msi file to the audited computer.

2. Runtheinstallation package.

3. Follow the instructions of the setup wizard. When prompted, accept the license agreement and
specify the installation folder.

4. On the Agent Settings page, specify the host server (i.e. the name of the computer where Netwrix
Auditor is installed) and the server TCP port.
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4. Configure IT Infrastructure for
Audit

Netwrix Auditor relies on native logs for collecting audit data. Therefore, successful change auditing
requires a certain configuration of the native audit settings in the audited environment and on the
computer where Netwrix Auditor resides. Configuring your IT Infrastructure may also include enabling
certain built-in Windows services, etc. Proper audit configuration is required to ensure audit data integrity,
otherwise your change reports may contain warnings, errors or incomplete audit data.

The table below lists the native audit settings that must be adjusted to ensure collecting comprehensive
and reliable audit data.

Feature Required configuration

Active Directory Auditing In the audited environment:

Group Policy Auditing e The ADSI Edit utility must be installed on any domain controller in
the audited domain. See Install ADSI Edit for more information.

e The Audit account management and the Audit directory service
access policies must be set to "Success” for the effective domain
controllers policy.

e The Audit logon events policy must be set to "Success" (or
"Success" and "Failure") for the effective domain controllers policy.

e The Maximum Security event log size must be set to 300MB on
pre-Windows Vista versions, or to 4GB on Windows Vista and
above. The retention method of the Security event log must be
set to “Overwrite events as needed”.

OR

Auto archiving must be enabled to prevent audit data loss if log
overwrites occur.

o Object-level audit settings must be configured for the Domain,
Configuration and Schema partitions.

e The AD tombstoneLifetime attribute must be set to "730".

On the computer where Netwrix Auditor is installed

o Customize the retention period for the backup logs if necessary (by
default, it is set to "50").
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Feature Required configuration

Exchange Server Auditing In the audited environment:

e The ADSI Edit utility must be installed on any domain controller in
the audited domain. See Install ADSI Edit for more information.

e The Audit account management and the Audit directory service
access policies must be set to "Success” for the effective domain
controllers policy.

e The Audit logon events policy must be set to "Success" (or
"Success" and "Failure") for the effective domain controllers policy.

e The Maximum Security event log size must be set to 300MB on
pre-Windows Vista versions, or to 4GB on Windows Vista and
above. The retention method of the Security event log must be
set to “Overwrite events as needed”.

OR

Auto archiving must be enabled to prevent audit data loss if log
overwrites occur.

e Object-level audit settings must be configured for the Domain,
Configuration and Schema partitions.

e The AD tombstonelLifetime attribute must be set to "730".

¢ Administrator Audit Logging settings must be configured (only
required for Exchange Server 2010 and 2013).

On the computer where Netwrix Auditor is installed
o Customize the retention period for the backup logs, if necessary (by
default, it is set to "50").
Mailbox Access Auditing In the audited environment:

e The Logons logging level must be set to "Minimum" via the
Exchange Management Shell.

NOTE: This is only required if you select the agentless data collection
method.

Windows File Server In the audited environment:

Auditi I
uditing e The following options must be set to "Successful" and "Failed" in the
Advanced Security settings for the audited shared folders:

e List Folder/ Read Data
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Feature Required configuration

o Create Files / Write Data
o Create Folders / Append Data
o Write Attributes
o Write Extended Attributes
e Delete Subfolders and Files
e Delete
e Change Permissions
e Take Ownership
e The Audit object access policy must set to "Success" and "Failure”.

e The Advanced audit policy settings must be configured if you want
to narrow the scope of events collected by the product.

e The Security event log maximum size must be set to 300MB on
pre-Windows Vista versions, or to 4GB on Windows Vista and
above. The retention method of the Security event log must be
set to “Overwrite events as needed”.

e The Remote Registry service must be started.

NetApp Filer Auditing In the audited environment:
o CIFS Network Protocol support is required.

e Qtree Security must be configured. The volume where the audited
file shares are located must be set to the "ntfs" security style.

e The httpd.admin.enable or the httpd.admin.ssl.enable
option must be set to "on". For security reasons, it is recommended
to configure SSL access and enable the
httpd.admin.ssl.enable option

e Thecifs.audit.enableandthecifs.audit.file access
events.enable options must be set to "on".

e Unlessyou are going to audit logon events, the
cifs.audit.logon events.enable andthe
cifs.audit.account mgmt events.enable options must be
set to "off".

e Security Log must be configured:

e cifs.audit.logsize 300 000 000 (300 MB)
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Feature Required configuration

e cifs.audit.autosave.onsize.enable on

e cifs.audit.autosave.file.extension timestamp

¢ Security Log Shared Folder must be specified.
¢ Audit settings must be configured for CIFS File Shares:
e "Successful" and "Failed" must be selected next to:
e List Folder/ Read Data
e "Successful" must be selected next to the following options:
o Create Files/ Write Data
o Create Folders / Append Data
o Write Attributes
o Write Extended Attributes
o Delete Subfolders and Files
e Delete
e Change Permissions

o Take Ownership

EMC Storage Auditing In the audited environment:
o CIFS Network Protocol support is required.
e Security Event Log Maximum Size must be set to 4GB.

e The Audit object access policy must be set to "Success" and
"Failure” in the Group Policy of the OU where the audited EMC
VNX/VNXe/Celerra appliance belongs to.

e Audit settings must be configured for CIFS File Shares. "Successful"
and "Failed" must be set next to the following options:

e List Folder/ Read Data

e Create Files / Write Data

o Create Folders / Append Data
o Write Attributes

o Write Extended Attributes

e Delete Subfolders and Files
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Feature Required configuration

e Delete
e Change Permissions

e Take Ownership

Windows Server Auditing In the audited environment:

e The Remote Registry and the Windows Management
Instrumentation (WMI) service must be started.

e The following audit policies must be configured depending on the
0s:

e On pre-Windows Vista: the Audit account management and
the Audit object access policy must be set to "Success”.

e On Windows Vista and above: the Audit Security Group
Management, Audit User Account Management, Audit
Handle Manipulation, Audit Other Object Access Events
and Audit Registry policy must be set to "Success".

e The Security event log maximum size must be set to 300 MB on
pre-Windows Vista versions, or to 4 GB on Windows Vista and
above. The retention method of the Security event log must be
set to “Overwrite events as needed”.

NOTE: If the audited servers are behind the Firewall, for configuration
details refer to the following Netwrix Knowledge Base articles:
How to audit servers |located in another subnet behind firewall
and Ports required to monitor servers over the firewall.

Event Log Management In the audited environment:

e For Windows-based platforms: the Remote Registry service must
be running and its Startup Type must be set to "Automatic”.

e For Syslog-based platforms: the Syslog daemon must be configured
to redirect events.

User Activity Video In the audited environment:

Recordin . .
& e The Windows Management Instrumentation and the Remote

Registry service must be running and their Startup Type must be
set to "Automatic”.

e TheFile and Printer Sharing and the Windows Management
Instrumentation features must be allowed to communicate
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Feature Required configuration

through Windows Firewall.
e Local TCP Port 9003 must be opened for inbound connections.

e Remote TCP Port 9002 must be opened for outbound connections.

On the computer where Netwrix Auditor is installed:

e The Windows Management Instrumentation and the Remote
Registry services must be running and their Startup Type must be
set to "Automatic”.

e TheFile and Printer Sharing and the Windows Management
Instrumentation features must be allowed to communicate
through Windows Firewall.

e Local TCP Port 9002 must be opened for inbound connections.

SharePoint Auditing In the audited environment:

e The Audit Log Trimming setting must be set to "Yes" and Specify
the number of days of audit log data to retain must be set to 7
days.

e The Editing users and permissions option must be enabled.

e The SPAdminV4 service must be enabled (required for the Netwrix
Auditor Agent for SharePoint installation).

On the computer where Netwrix Auditor is installed:

e The NetTcpPortSharing service must be enabled.

SQL Server Auditing No configuration is required
VMware Auditing No configuration is required
Inactive User Tracking No configuration is required
Password Expiration No configuration is required
Alerting

Refer to the following topics for detailed instructions depending on the system you are going to audit:

o Configure Domain for Active Directory Auditing

e Configure Domain for Group Policy Auditing

e Configure Domain for Exchange Server Auditing
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e Configure Exchange Server for Mailbox Access Auditing

e Configure Servers for Windows File Server Auditing

o Configure Infrastructure for NetApp Filer Auditing

o Configure Infrastructure for EMC Storage Auditing

e Configure Infrastructure for Windows Server Auditing

e Configure Infrastructure for Event Log Management

o Configure Computers for User Activity Video Recording

e Configure Farm for SharePoint Auditing

4.1. Configure Domain For Active Directory Auditing

You can configure your domain for Active Directory Auditing in one of the following ways:

¢ Automatically when creating a Managed Object.

If you select to configure audit in the target environment, your current audit settings will be checked
on each data collection and adjusted if necessary.

NOTE: This method is recommended for evaluation purposes in test environments.If any conflicts
are detected with your current audit settings, automatic audit configuration will not be
performed.

o Automatically through the Active Directory Audit Configuration wizard.

With this wizard you can configure audit settings for the Active Directory Auditing, Group Policy
Auditing and Exchange Server Auditing features.

On each step, the wizard checks your audit settings and provides a report on their current values. If
any of your current settings conflict with the configuration required for the product to function

properly, any such conflicts will be listed. In this case, you can choose whether you want to adjust

your audit settings automatically and override your current settings, or if you want to configure them
manually. For instructions, refer toConfigure Audit Automatically with Active Directory Audit
Configuration Wizard

e Manually. See Configure Audit Manually for more information.

4.1.1. Configure Audit Automatically with Active Directory
Audit Configuration Wizard

You can configure audit settings in the target Active Directory domain automatically, through the Active
Directory Audit Configuration wizard. With this wizard you can configure audit settings for the Active
Directory Auditing, Group Policy Auditing and Exchange Server Auditing features.
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To configure audit automatically through the Active Directory Audit Configuration wizard
NOTE: For the wizard to work properly, you must run it under an account that is a member of the domain
Administrators or enterprise Administrators group.

1. Launch the Active Directory Audit Configuration wizard. Navigate to %Netwrix Auditor installation
folder%\ AD Change Reporter Full Version. Locate the Active Directory Audit Configuration shortcut
and double-click it to launch the wizard.

2. Onthefirst step, specify the name of the domain that you want to configure for audit.

E Active Directory Audit Configuration

Active Directory Audit Configuration

This wizard will help you configure audit in your target
environment for successful change auditing.

Specify managed domain name:
Domain name:  comp local -

[T Apply to the forest root domain

Note: Select this option to monitor changes to the Configuration
and Schema partitions.

You must have the Domain Admin or Enterprise Admin rights to
configure audit in the root domain.

[ Ned> | [ cancel |

3. Enable the Apply to the forest root domain option if you want to monitor changes to Active
Directory schema and configuration, as the forest root domain contains audit settings for the
Configuration and Schema partitions.

NOTE: Monitoring of the Configuration partition is enabled by default. For instructions on how
enable monitoring of changes to the Scema partition, refer to Netwrix Auditor Administrator's

Guide.

4. Select the effective policy that is currently applied to the domain controllers and that is subject to

change.

Sctive Directary Sudit Configuration il
Select the effective policy that will be applied to domain
corp. lacal:
Drefault Domain Controllers Policy j

] I Cancel |

5. On the Domain Audit Policies step, specify the Data Processing Account that will be used by
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Netwrix Auditor to collect data from the audited domain.

72 Active Directory Audit Configuration ==

Domain Audit Policies

Specify the Data Processing Account used to collect data from
the managed domain.

User name: CORP\administrator

Detect your cument audit policy settings on domain controllers. A
report will be displayed showing your curent configuration.

Automatically adjust your domain audit policy settings.

Click "Mest” to ship this step.

| <Back || MNet> | | Cancel |

6. Click Detect. If your current settings do not match the configuration required for the product to
function properly, a report will be displayed showing the current audit policy settings in the
monitored domain as in the example below:

-

Domain Audit Policies @

Curment settings

Domain Controller: rootde1.comp local

- Audit account management: Not Defined

- Audit directory service access: Not Defined
- Audit logon events: Not Defined

Domain Controller: roctde2.comp local

- Audit account management: Not Defined

- Audit directory service access: Not Defined
- Audit logon events: Mot Defined

Forinstructions, refer to Installation and Configuration Guide
(http A netwrix com/download /documents/NetWrix Active Directory Change Report
er_Installation Configuration Guide pdf)

NOTE: If any of your other policies conflict with the settings required for the product to function
properly, a warning message will be displayed listing these conflicts. If this happens, analyze
carefully how your environment will be affected before applying the required settings.
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To apply the required configuration automatically, click Adjust. Your audit policy settings and the
Manage auditing and security log right will be adjusted and the confirmation dialog will be
displayed on successful operation completion.

7. On the Object-Level Audit Settings step, click Detect to verify your object-level audit settings for
the Domain, Configuration and Schema partitions. Click Adjust to configure the required settings
automatically.

{72 Active Directory Audit Configuration

Object-Level Audit Settings

Detect your cument objectdevel audit settings. A report will be
displayed showing your cument configuration.

Automatically adjust your objectdevel audit settings.

Click "Mext' to skip this step.

| <Back || Net> | [ Cancel |

8. Onthe Event Log Size and Retention Settings step, click Detect to verify your Security event log
size and retention settings. Click Adjust to configure the required settings automatically.

I"2 Active Directory Audit Configuration
Event Log Size and Retention
Settings
Detect your cument Security event log size and retention
settings. A report will be displayed showing your cument
configuration.
Automatically adjust your Security event log size and retention
settings.
Click 'Next' to skip this step.
| <Back || MNet> | [ Cancel |

9. On the Exchange Server Administrator Audit Logging Settings step, click Detect to verify your
Exchange Server Administrator Audit Logging settings. Click Adjust to configure the required settings
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automatically.

NOTE: This step is required only if the audited AD domain has an Exchange organization running
Microsoft Exchange Server 2010 or 2013. Otherwise, skip this step.

I73 Active Directory Audit Configuration

Exchange Server Administrator
Audit Logging Settings

Detect your curent Exchange Server Administrator Audit Logging
settings on Bxchange Serveris) 2010 and 2013. A report will be
displayed showing your curment configuration.

Detect

Automatically adjust your Exchange Server Administrator Audit
Logging settings.

Mote: The Data Processing Account must be a member of the
Records Management or Organization Management group
(see Configuring Target Environment for Audit by Netwrix

Active Directory Change Reporter).

Click 'Next” to skip this step.

| <Back || MNet> | [ Cancel

10. Review your audit settings and complete the wizard.

4.1.2. Configure Audit Manually

To configure your domain for Active Directory Auditing manually, perform the following procedures:

o Configure Domain Audit Policies

o Configure Security Event Log Size and Retention Settings

o Configure Object-Level Auditing

o Adjust Active Directory Tombstone Lifetime

4.1.2.1. Configure Domain Audit Policies
The domain audit policies must be configured to track changes to accounts and groups and to identify the
workstation from which a change was made.

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start —~ Administrative Tools - Group Policy Management.

2. Inthe left pane, navigate to Forest: <domain_name> - Domains - <domain_name> -, Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

3. Inthe Group Policy Management Editor dialog, expand the Computer Configuration node on the
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left and navigate to Policies -~ Windows Settings — Security Settings — Local Policies - Audit
Policy.

4. Set the Audit account management and the Audit directory service access policy to "Success".
Set the Audit logon events policy to "Success" (or "Success" and "Failure”).

_.' Group Policy Management Editor Mi=] B3
File  Action Wiew Help

e[ sml=EE

= il Computer Configuration ;I Policy - | Palicy Setting
Bl | Policies | udit account logon events Mot Defined
_: Software Settings | Audit account management SuCcess
= [ Windows Settings | Audit direckary service access Success
| Mame Resolution Policy | Audit logon events SuCcess
El Script.s I{Start.up,l'Shutdu:uwn) | &udit object access Mok Defined
= ?Ecjltjuistt::‘njius:ies | Audit policy change otk Defined
- j‘_‘l Local Policies | Audit privilege use Matk Defined
_E] el Pl _.ﬂ.ud!t process tracking Mok Deffned
- | Audit swstem events Matk Defined

R User Rights Assignmer
If| Security Options

..:EI Event Log
4 Restricted Groups

4 Fystem Services -
. L | i o

NOTE: The Audit logon events policy is only required to collect the information on the originating
workstation, i.e. the computer from which a change was made. This functionality is optional
and can be disabled (for instructions refer to Netwrix Auditor Administrator's Guide).

6. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and click Enter.
The group policy will be updated.

4.1.2.2. Configure Security Event Log Size and Retention Settings

Defining the Security event log size is essential for change auditing. If your Security log size is insufficient,
overwrites may occur before data is written to the Audit Archive and the SQL database, and some audit
data may be lost. To prevent overwrites, you must increase the maximum size of the Security event log.

On Windows Server 2003 systems, where the maximum size of the Security event log cannot exceed 300
MB (according to the following Microsoft Knowledge Base article: Event log may not grow to configured
size), it is also recommended to enable automatic backup of the event log. With this option, the event log
will be archived and log overwrites will not occur on domain controllers.

The retention method of the Security event log must be set to “Overwrite events as needed” (unless it is
set to “Archive the log when full”). In this case, events will be written into the log even if it reaches its
maximum size (new events will overwrite the oldest events in the log). Alternatively, you can enable auto
archiving for the Security event log to prevent audit data loss if log overwrites occur.

To adjust your Security event log size and retention settings, perform the following procedures:
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¢ Toincrease the maximum size of the Security event log and set its retention method

e To enable Auto archiving centrally on all domain controllers

e To configure the retention period for the backup logs

To increase the maximum size of the Security event log and set its retention method

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start —~ Administrative Tools - Group Policy Management.

2. Inthe left pane, navigate to Forest: <domain_name> - Domains - <domain_name> -, Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

3. Navigate to Computer Configuration — Policies — Windows Settings - Security Settings —
Event Log and double-click the Maximum security log size policy.

" Group Policy Management Editor =] I
File  Action Wew Help
= = e
&9 |57 XE = (HEFE
_: Defaulk Domain Controllers Policy [ADMINDC1. & | | Palicy = | Palicy Zetting
=l i Camputer Configuration |Maximum application log size Mok Defined
Bl [] Policies BBk axmum security log Mok Defined
— Software Sett.lngs | Maximum system log size Mok Defined
=24 W!ndows Settlngsl ) | Prevent local guests group From accessing application log Mok Defined
= Naltne Resolution Palicy | Prevent local guests group From accessing security log Motk Defined
== Scripks (StartupShutdown) ) .
=] . ) | Prevent local guests group from accessing system log Mok Defined
= T Security Settings ) i .
- - | Retain application log Mok Defined
= Account Policies i ) X
= - | Retain security log Mok Defined
Ef Local Policies ) .
SH EventLog | Retain system log Mok Defined
g Restricted Groups | Retention method For application log Motk Defined
& System Services | Retention method For security log Manually
4 Registry | Retention rmethod Far system log Mok Defined
4 File System
m _'% Litimdd Rk smsls (TECE R
KN I ALY | i

4. In the Maximum security log size Properties dialog, select Define this policy setting and set
maximum security log size to "299968" kilobytes (300MB) on pre-Windows Vista versions, or to
"4194304" kilobytes (4GB) on Windows Vista and above.
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Maximum security log size Properties

Secuty Policy Setting | E xplain |

Hg. M aximum security log size

v Define this policy setting

|299953 _IQ kilobytes

Muodifying this zetting may affect compatibility with clients, services,
1. and applications.
For more information, see Marimum secunty log size. [L823655]

0K I Cancel | Apply |

5. Select the Retention method for security log policy. In the Retention method for security log
Properties dialog, check Define this policy and select Overwrite events as needed.

Retention method for security log Properties HE

Security Policy Setting | Explain I

:—_g. Retertion method for security log

[+ Define this policy setting
" Ovemwiite events by days
% Dvenarite events as needed
" Do nat ovenwnite events [clear log manually)

Modifying this setting may affect compatibility with clients, services,
and applications.

For mare infarmation, see Betention method for security log,
[D823653)

(] I Cancel | Apply |

6. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and click Enter.
The group policy will be updated.
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To enable Auto archiving centrally on all domain controllers

1.

Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start - Administrative Tools - Group Policy Management.

In the left pane, navigate to Forest: <domain_name> - Domains - <domain_name> -, Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

Navigate to Computer Configuration - Policies. Right-click Administrative Templates: Policy
definitions and select Add / Remove templates. Click Add in the dialog that opens.

In the Policy Templates dialog, navigate to the Netwrix Auditor installation directory, open the AD
Change Reporter Full Version folder and select the Log Autobackup.adm file (if the product is
installed on a different computer, copy this file to the domain controller), and click Open.

NOTE: If you are running Widows Server 2003 or below, click View in the main menu, select Filtering
and clear Only show policy settings that can be fully managed.

Navigate to Administrative Templates: Policy definitions - Classic Administrative Templates
- System - Event Log. Select Automatically clear a full security event log and back up the log
file and setitto "Enable”.

Navigate to Start — Run and type "cmd". Input the gpupdate /force command and click Enter.
The group policy will be updated.

To configure the retention period for the backup logs

1.

On the computer where Netwrix Auditor is installed, open the Registry Editor: navigate to Start -
Run and type "regedit".

Depending on your OS, navigate to HKEY_LOCAL_MACHINE - SOFTWARE - Netwrix - AD
Change Reporter (for 32-bit OS), or HKEY_LOCAL_MACHINE -, SOFTWARE - Wow6432Node -
Netwrix — AD Change Reporter (for 64-bit OS).

Double-click CleanAutoBackupLogs. The Edit DWORD Value dialog will open. This value defines the
time period (in hours) after which security event logs archives will be automatically deleted from the
domain controllers. By default, it is set to "50" (decimal). Modify this value, if necessary, and click OK
to save the changes.

Edit DWORD (32-bit) Value x|

Walue name;

|I:Iean.ﬁ.utl:|B ackuplogs

Walue data: Baze
|5|:| " Hexadecimal
{* Decimal

k. | Cancel
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NOTE: If the CleanAutoBackupLogs registry value is set to "0", you will have to remove the old
automatic backups manually, or you may run out of space on your hard drive.

4.1.2.3. Configure Object-Level Auditing

Obiject-level Active Directory auditing must be configured so that the “Who" and “When” information
appears in audit reports. If, in addition to the Domain partition, you also want to monitor changes to AD
configuration and schema, you must enable object-level auditing for these partitions.

NOTE: Monitoring of the Configuration partition is enabled by default. Refer to Netwrix Auditor
Administrator's Guide for detailed instructions on how to enable monitoring of changes to the
Schema partition in the target AD domain.

Perform the following procedures to configure object-level auditing for the Domain, Configuration and
Schema partitions:

e To configure object-level auditing for the Domain partition

¢ To enable object-level auditing for the Configuration and Schema partitions

To configure object-level auditing for the Domain partition

1. Open the Active Directory Users and Computers console on any domain controller in the target
domain: Navigate to Start — Administrative Tools - Active Directory Users and Computers.

2. IntheActive Directory Users and Computers dialog, click View in the main menu and ensure that
the Advanced Features are enabled.

- Active Directory Users and Computers !IE[
File  Action | yiew Help
<‘.'3 n_:> 1 SddfRemove Columns. .. f_,%
] Active Direr  Large Irons | Description |
| savedt  Small Icons
i compar st Default container For upgr. ..
® Detail Default container For dom. .
sers, Contacts, Groups, and Compukers as conkainers Default container For secu...
P ——— Default container For arph. ..
W Advanced Features
y " Default container For man. ..
Filter Options. .. -
Default location For storag...
Cuskomize. .. Builtin swstem settings
| Users Container Default container For upar...
| NTDS Quotas msDS-QuotaCao..,  Quota specifications cont. ..
| Infrastroct infrastructureld. .,
y I I _'I nfrastructure  infrastructure
|Enab|es,l'u:|isables advanced features and objects | |

3. Right-click the <domain_name> node and select Properties. Select the Security tab and click
Advanced. In the Advanced Security Settings dialog select the Auditing tab.
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- Advanced Security Settings for corp E2
"Permissions  Auditing | Dwnerl Effective Permissionsl

Ta view or edit detailz for an auditing entry, select the entry and then click Edit.

Auditing entries;

T Access |nhented From Apply To
! = Special <ot inkenited: Thi -t only
Success Administrators [CORPYAG.. Al extended rights <nat inherted> Thiz object only
Success Domain Users [CORPYDo.. Al extended rights <nat inherited:> Thiz object only
Success E veryone <ot inherited: Special
Success E veryone <ot inherted: Special

Add... Edit... Remove Fiestore defaults

Wihat are the requirements for auditing object access?

Ok I Cancel Spply

4. Do one of the following: depending on the OS:
e On pre-Windows Server 2012 Windows versions:

a. Click Add. In the Select user, Computer, Service account, or Group dialog, type
"Everyone" in the Enter the object name to select field.

b. Inthe Audit Entry dialog that opens, set the "Successful" parameter for all access entries
except the following: Full Control, List Contents, Read All Properties and Read Permissions.
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M Auditing Entry for corp | x| I
Object |Properties I

Mame: | Everyone Change. .. |
Apply onto: IThis object and all descendant objects j
Access: Successful - Failed

Full contral O o =

List contents D D L

Read all properties O O

Write all properties a

Delete a

Delete subtres a

Read permissions O

Modify permissions O

Modify owner O

All validated writes O

all extended rights o .

Apply these auditing entries ko objects Clear Al |
[ andjor conkainers within this container
anly
Managing auditing
oK I Cancel |

c. Make sure that Apply these auditing entries to objects and/or containers within this
container only check-box is cleared. Also, make sure that the Apply onto parameter is set
to "This object and all descendant objects”.

e On Windows Server 2012 and above
a. Click Add. In the Auditing Entry dialog, click the Select a principal link.

b. IntheSelect user, Computer, Service account, or Group dialog, type "Everyone"in the
Enter the object name to select field.

c. Set Type to "Success" and Applies to to "This object and all descendant objects”.

d. Under Permissions, select all check-boxes except the following: Full Control, List Contents,
Read All Properties and Read Permissions.

e. Scroll to the bottom of the list and make sure that the Only apply these auditing
settings to objects and/or containers within this container check-box is cleared.
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Principal:

Type:

Everyone Select a principal

|Success

Applies to: |This object and all descendant objects

Permissions:

[IFull cantral

[CJList contents

[ Read all properties

] Write all properties
Delete

Dielete subtree

[ Read permissions

[ Modify permissians
Madify owner

[ 211 walidated writes

[ &1l extended rights
Create all child objects
Delete all child objects

Auditing Entry for corp

Delete MSMQ Queue Alias objects

Create m3PKI-Key-Recovery-fgent objects

Delete msPKI-Key-Recovery-Agent abjects

Create msSFU30Mail&liases abjects

Delete rmsSFU30Mail&liases objects

Create ms3FU30MNetld objects

Delete msSFU30Metld objects

Create msSFUI0NetworkUser objects

Delete ms3FU30MetwarkUser objects

Create msTPM-InfarmationCObjectsCantainer objects
Delete msTPM-InformationObjectsContainer abjects
[l Create nisMap abjects

Delete nistap objects

BEE

~

Create Computer objects
Delete Computer objects
Create Contact objects

Create nisMetgroup objects
Delete nisMetgroup objects
[] Create nisObject objects v

To enable object-level auditing for the Configuration and Schema partitions

NOTE: To perform this procedure, you will need the ADSI Edit utility. In Windows Server 2003 systems,
this utility is a component of Windows Server Support Tools. In Windows Server 2008 systems and
above, this component is installed together with the AD DS role, or it can be downloaded and

instructions on how to install the ADSI Edit utility.
1. Navigateto Start — Programs - Administrative Tools - ADSI Edit.

2. Right-click the ADSI Edit node and select Connect To. In the Connection Settings dialog, enable
Select a well-known Naming Context and select Configuration from the drop-down list.
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Connection Settings E |

WEL=H | Configuration

Path: | LDAP: /fadminDC1 , company. localfConfiguration

Zanneckion Paink

" Select ar type a Distinguished Mame or Maming Context:
| |

¢ Select 3 well known Naming Context:

fonfiguration

— Computer

" Select or bype a domain or server: (Server | Domain [ :port])

! =

' Default (Domain o server that wou logged in ta)
[~ Use 55L-based Encryption

Bdvanced, ., | [o]'4 I Cancel |

Expand the Configuration <Your_Root_Domain_Name> node. Right-click the CN=Configuration,
DC=<name>,DC=<name>... node and select Properties.

In the CN=Configuration, DC=<name>, DC=<name> Properties dialog select the Security tab and
click Advanced. In the Advanced Security Settings for Configuration dialog open the Auditing tab.

Do one of the following: depending on the OS:
e On pre-Windows Server 2012 Windows versions:

a. Click Add. Inthe Select user, Computer, Service account, or Group dialog, type
"Everyone" in the Enter the object name to select field.

b. Inthe Audit Entry dialog that opens, set the "Successful" parameter for all access entries
except the following: Full Control, List Contents, Read All Properties and Read Permissions.
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M Auditing Entry for corp | x| I
Object |Properties I

Mame: | Everyone Change. .. |
Apply onto: IThis object and all descendant objects j
Access: Successful - Failed

Full contral O o =

List contents D D L

Read all properties O O

Write all properties a

Delete a

Delete subtres a

Read permissions O

Modify permissions O

Modify owner O

All validated writes O

all extended rights o .

Apply these auditing entries ko objects Clear Al |
[ andjor conkainers within this container
anly
Managing auditing
oK I Cancel |

c. Make sure that Apply these auditing entries to objects and/or containers within this
container only check-box is cleared. Also, make sure that the Apply onto parameter is set
to "This object and all descendant objects”.

e On Windows Server 2012
a. Click Add. In the Auditing Entry dialog, click the Select a principal link.

b. IntheSelect user, Computer, Service account, or Group dialog, type "Everyone"in the
Enter the object name to select field.

c. Set Type to "Success" and Applies to to "This object and all descendant objects”.

d. Under Permissions, select all check-boxes except the following: Full Control, List Contents,
Read All Properties and Read Permissions.

e. Scroll to the bottom of the list and make sure that the Only apply these auditing
settings to objects and/or containers within this container check-box is cleared.
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Principal:  Everyone Select a principsl

Type: |Success

Applies to: |This object and all descendant objects

Permissions:
[IFull cantral
[CJList contents
[ Read all properties
] Write all properties
Delete
Dielete subtree
[ Read permissions
[ Modify permissians
Madify owner
[ 211 walidated writes
[ &1l extended rights
Create all child objects
Delete all child objects
Create Computer objects
Delete Computer objects
Create Contact objects

Auditing Entry for corp

Delete MSMQ Queue Alias objects

Create m3PKI-Key-Recovery-fgent objects
Delete msPKI-Key-Recovery-Agent abjects

Create msSFU30Mail&liases abjects
Delete rmsSFU30Mail&liases objects
Create ms3FU30MNetld objects

Delete msSFU30Metld objects

Create msSFUI0NetworkUser objects
Delete ms3FU30MetwarkUser objects

Create msTPM-InformationChjectsContainer objects
Delete msTPM-Information ObjectsContainer objects

[l Create nisMap abjects
Delete nistap objects
Create nisMetgroup objects
Delete nisMetgroup objects
Create nisObject objects

BEE

~

v

6. Repeat these steps for the Schema container if necessary.

4.1.2.4. Adjust Active Directory Tombstone Lifetime

You can restore deleted Active Directory objects and their attributes using the Active Directory Object
Restore tool integrated with Netwrix Auditor. The tool finds the information on deleted objects in the
product snapshots (this data is stored in the Audit Archive, a local file-based storage of audit data) and AD

tombstones.

To be able to restore deleted Active Directory objects, you must adjust the Active Directory tombstone
lifetime property (set by default to 60 days in Windows Server 2003 and to 180 days in Windows Server
2008 and above) so that it agrees with the Audit Archive retention period (2 years by default).

To change the tombstone lifetime attribute

NOTE: To perform this procedure, you will need the ADSI Edit utility. In Windows Server 2003 systems,
this utility is a component of Windows Server Support Tools. In Windows Server 2008 systems and
above, this component is installed together with the AD DS role, or it can be downloaded and

instructions on how to install the ADSI Edit utility.

1. Navigateto Start — Programs - Administrative Tools - ADSI Edit.

2. Right-click the ADSI Edit node and select Connect To. In the Connection Settings dialog, enable
Select a well-known Naming Context and select Configuration from the drop-down list.
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Connection Settings E |

Mame: I Configuration

Path: I LDAP: /fadminDC 1 . company . localiConfiguration

[ Connection Paink
" Select ar type a Distinguished Mame or Maming Contexk:

! [

¢ Select a well known Naming Cantext:

FConfiguration

—Computer

" Select or bype a domain or server: (Server | Domain [ :port])

| |
¥ Default {Domain or server that vou logged in ko)

[™ Use 55L-based Encryption

fdvanced, ., |

3. Navigate to Configuration <Your_Root_Domain_Name -
CN=Configuration,DC=<name>,DC=<name> -, CN=Services - CN=Windows NT -
CN=Directory Service. Right-click it and select Properties from the pop-up menu.

(0] I Cancel |

4. Inthe CN=Directory Service Properties dialogue, in the Attribute Editor tab locate the
tombstoneLifetime attribute.

File Action Wiew Help

B R EEEN IS

2 ADSI Edit
E F Configuration [rootdel.corp.local]
= [ CM=Configuration,DC=corp, DC=lo
| CN=DisplaySpecifisrs
| CMN=Extended-Rights
Cl=ForestUpdates
CM=LostAndFoundConfig
CN=NTDS Quotas
CN=Partitions
_M=Physical Locations
Bl ] Ch=Services
| CH=MsmgServices
| CH=NetServices
| CHN=Public Key Services
| CN=RRAS
B[] CH=Windows NT
| CM=Cirectary Service
| Ch=Sites
C=Wellknown Security Princip

CN=Directory Service Properties ﬂ E |:

Attribute E ditor | Securty |

Attributes:

Attribute | Walue il

mz0 5 -Other-5 ettings
mzDS-Replbttibuted. .
mzD5-FevealedlistBL
name

objectCateqony
objectClass
objectGUID
replPropertybetaData
sDRightsE flective
showlnddvancedvie. ..
sPMMappings
structuraldbjectClass
subSchemaSubE ntry

Dizablet/LvSupport=0; DynamicObjecttdinT T
<DS_REPL_ATTR_META_DATA><pazaitrit

Directory Service
CH=NTDS-5ervice, CHM=5chema,CH=Confige

top: nTD5Service
d0ffcdal-el 2f-4462-943a-c527bc5bba3
ARID Yer LocUSM Org.DSA

15

TRUE

host=alerter, apprmgmt,cisve, clipsre browser,d
top; nTDSService
CH=Agaregate.CM=5chema,C=Configuratic

r

Filter |

Cancel | Apply | Help

5. Click Edit. Set the value to "730" (which equals 2 years).
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4.2. Configure Domain for Group Policy Auditing

You can configure your domain for Group Policy Auditing in one of the following ways:

e Automatically when creating a Managed Object.

If you select to configure audit in the target environment, your current audit settings will be checked
on each data collection and adjusted if necessary.

NOTE: This method is recommended for evaluation purposes in test environments.If any conflicts
are detected with your current audit settings, automatic audit configuration will not be
performed.

¢ Automatically through the Active Directory Audit Configuration wizard.

With this wizard you can configure audit settings for the Active Directory Auditing, Group Policy
Auditing and Exchange Server Auditing features.

On each step, the wizard checks your audit settings and provides a report on their current values. If
any of your current settings conflict with the configuration required for the product to function

properly, any such conflicts will be listed. In this case, you can choose whether you want to adjust

your audit settings automatically and override your current settings, or if you want to configure them
manually. For instructions, refer toConfigure Audit Automatically with Active Directory Audit
Configuration Wizard

e Manually. You need to adjust the same audit settings as for the Active Directory Auditing feature. See
Configure Audit Manually for more information.

4.3. Configure Domain for Exchange Server Auditing

You can configure your domain for Exchange Server Auditing:

e Automatically when creating a Managed Object.

If you select to configure audit in the target environment, your current audit settings will be checked
on each data collection and adjusted if necessary.

NOTE: This method is recommended for evaluation purposes in test environments.If any conflicts
are detected with your current audit settings, automatic audit configuration will not be
performed.

o Automatically through the Active Directory Audit Configuration wizard.

With this wizard you can configure audit settings for the Active Directory Auditing, Group Policy
Auditing and Exchange Server Auditing features.

On each step, the wizard checks your audit settings and provides a report on their current values. If
any of your current settings conflict with the configuration required for the product to function

41/101



Netwrix Auditor Installation and Configuration Guide

4. Configure IT Infrastructure for Audit

properly, any such conflicts will be listed. In this case, you can choose whether you want to adjust
your audit settings automatically and override your current settings, or if you want to configure them
manually. For instructions, refer toConfigure Audit Automatically with Active Directory Audit
Configuration Wizard

e Manually. You need to adjust the same audit settings as for the Active Directory Auditing feature. See

Configure Audit Manually for detailed instructions. If the audited Exchange Organization has
Exchange Server 2010 or 2013, you must also configure the Administrator Audit Logging (AAL)
Settings.

4.3.1. Configure Exchange Server Administrator Audit Logging

Settings

If the audited AD domain has an Exchange organization running Microsoft Exchange Server 2010 or 2013,
you must configure the Exchange server Administrator Audit Logging (AAL) settings. To do this, perform
the following procedure on any of the audited Exchange servers (these settings will then be replicated to all
Exchange servers in the domain)

To configure Exchange Server Administrator Audit Logging settings

1.

2.

3.

On the computer where the audited Microsoft Exchange Server is installed, navigate to Start —
Programs - Exchange Management Shell.

Execute the following command depending on your Exchange Server version:

e Exchange Server2010

Set-AdminAuditLogConfig -AdminAuditLogEnabled S$true -
AdminAuditLogAgelLimit 30 -AdminAuditLogCmdlets *

e Exchange Server2013

Set-AdminAuditLogConfig -AdminAuditLogEnabled S$true -
AdminAuditLogAgelLimit 30 -AdminAuditLogCmdlets * -LogLevel Verbose

On the computer where Netwrix Auditor is installed, browse to the %Netwrix Auditor installation
folder%/Netwrix/AD Change Reporter Full Version folder, locate the SetAALExcludedCmdlets.ps1 file
and copy it to the Exchange server.

In Exchange Management Shell, in the command line, execute this file by specifying the path to it:

<Path To SetAALExcludedCmdlets File>\SetAALExcludedCmdlets.psl

This file contains a list of cmdlets that must be excluded from Exchange Server logging to reduce
server load.
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4.4. Configure Exchange Server for Mailbox Access
Auditing

Netwrix Auditor allows auditing non-owner mailbox access on Exchange Server 2003, 2007 and 2010, and
provides auditing agents that let you dispense with native Exchange Server auditing. Agents log the
information on all types of non-owner activities in other users' mailboxes (opening messages and folders,
sending emails, and so on). If agents are disabled, only the access event itself is logged.

NOTE: Netwrix Auditor plans to support Mailbox Access Auditing on Exchange Server 2013 in the future
releases.

If you choose the agentless data collection method, you must configure native auditing on the audited
Exchange Servers. Do one of the following: depending on the OS:

e To configure Mailbox Access Auditing for Exchange Server 2003

¢ To configure Mailbox Access Auditing for Exchange Server 2007 and 2010

To configure Mailbox Access Auditing for Exchange Server 2003

1. Onthe computer where the audited Exchange Server is installed, navigate to Start — All Programs
- Microsoft Exchange - System Manager.

2. Inthe Exchange System Manager dialog, in the left pane, navigate to your Exchange Server, right-
click it and select Properties from the pop-up menu.

3. Inthe Exchange Server Properties dialog, select the Diagnostics Logging tab.

4. Under Services, navigate to MSExchangelS - Mailbox.

SPYDERCODC Properties EHE

Directary Access | Puolicies I Security I Full-Text Indexing | Manitaring
Gerneral I Locales I td ailbox b anagement
Diagnastics Logaing I Public: Folder Refanals I Ditails

Services Lateqories

\WSPYDERCODC -~ | Category | Logging level  ~

- IMAP4Sve Tranzport General Mone

- MSEschangedctiveSy General Mane

- MSE xchangetD D, Transport Sending Mone

- M5Exchangesl Transport Delivering Mone

Transfer Into Gateway Mone

- MSEuch D5 Y

=) MSE:Eh::g:IS seE Transfer Out Of Gat..  Mone

4 T4 Connections Mone
Systgm Logons Maohe —

Public Folder — | Access Control Mone

B 1 ail o Send On Behalf Of Maone

-~ MSExchanget TA Send As MHone

- MSE xchangetd ) o |Pules Hone =
cimr . Gtarane | imits Mans
KT _>l_I il | _'I_I

Logaing level
’7(‘ Mot £ iriimumm ) I edium £ W agimum

Ok I Cancel Spply Help
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Under Categories, select Logons and set its logging level to "Minimum™.

Navigate to Start — Run and type "services.msc". In the Services snap-in, locate a service called
Microsoft Exchange Information Store and restart it.

To configure Mailbox Access Auditing for Exchange Server 2007 and 2010

1.

On the computer where the audited Microsoft Exchange Server is installed, navigate to Start —
Programs - Exchange Management Shell.

Execute the following command:

Set-EventLogLevel “MSExchangeIS\9000 Private\Logons” -Level Low

Navigate to Start — Run and type "services.msc". In the Services snap-in, locate a service called
Microsoft Exchange Information Store and restart it.

4.5. Configure Servers for Windows File Server

Auditing

Before configuring the audit settings, consider that if you have multiple file shares frequently accessed by
a significant number of users, it is reasonable to audit objects modification only. Tracking all access events
may result in too much data written to the audit logs, whereas only some part of it may be of any interest.
Note that audit flags must be set on every file share you want to audit.

If you are going to monitor an entire file server, consider the following:

If you specify a single computer name, Netwrix Auditor will monitor all shared folders on this
computer except the folders whose name ends with the $ symbol (which are either hidden or
administrative/system folders). In order for the report functionality to work properly, you need to
configure audit settings for each share folder on the computer separately. Otherwise, reports will
contain limited data and warning messages.

For your convenience, if your file shares are stored within one folder (or disk drive), you can configure
audit settings for this folder only. As a result, you will receive reports on all required access types
applied to all file shares within this folder. It is not recommended to configure audit settings for
system disks.

To configure audit settings for Windows File Server Auditing, perform the following procedures:

Configure Object-Level Access Auditing

Configure Audit Object Access Policy

Configure Event Log Size and Retention Settings

Enable Remote Registry Service
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4.5.1. Configure Object-Level Access Auditing

Perform one of the following procedures depending on the OS:

e To configure Object-level access auditing on pre-Windows Server 2012 versions

e To configure Object-level access auditing on Windows Server 2012 and above

To configure Object-level access auditing on pre-Windows Server 2012 versions
1. Navigate to the target file share, right-click it and select Properties.
2. Inthe <Share_Name> Properties dialog, select the Security tab and click Advanced.

3. Inthe Advanced Security Settings for <Share_Name> dialog, navigate to the Auditing tab, select
Everyone (or another user-defined group containing users that are granted special permissions) and

click Edit.
4. Inaseparate Advanced Security Settings for <Share_Name> dialog, select Everyone and click
Edit.
l Advanced Security Settings for Annual Reports
Auditing |

To view or edit details for an auditing entry, select the entry and then click Edit.

Object name: VilocalhostShared Reportsiannual Reports

Auditing entries:

Tvpe Tlame Access Inherited Fram Apply To

Evervone Special \WocalhostyShared ... This Folder, subfolder. ..

Add... Edit... Remave

v Include inhetitable auditing entries From this object's parent

[ Replace all existing inhetitable auditing entries on all descendants with inhetitable auditing entries from this object

what are the requirements For auditing object access?

(o]4 I Cancel | Apply |

NOTE: You can specify any other user group, but in this case Netwrix Auditor will send emails with
warnings on incorrect audit configuration. This will not affect the Reports functionality and
the product will only monitor user accounts that belong to the selected group.

5. Inthe Auditing Entry for <Share_Name> dialog, select Successful and Failed next to the following
options:
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e To monitor successful read access and failed read access attempts:
e List Folder/ Read Data
e To monitor successful modifications and failed modification attempts:
e Create Files / Write Data
o Create Folders/ Append Data
o Write Attributes
o Write Extended Attributes
o Delete Subfolders and Files
e Delete
e Change Permissions

e Take Ownership

l Auditing Entry for Annual Reports E3
Obiject |
Marme: I Everyone Change. .. |
‘ Apply onko: IThis Folder, subfolders and files j|
Arcess: Successful — Failed
Traverse folder | execute file O O =
List Falder | read data
Read atkributes O O
Read extended attributes O O
Create files | write daka
Create folders | append data
‘rike atkribukes
‘Write extended attributes
Delete subfolders and Files
Delete i
Read permissions O O ==
Apply these auditing entries ko abjects |
[™ andor containers within this container =
anly
Managing suditing

OF I Cancel |

6. Make sure that Apply onto is set to "This folder, subfolders and files", and Apply these auditing
entries to objects and/or containers within this container only is cleared.

To configure Object-level access auditing on Windows Server 2012 and above
1. Navigate to the target file share, right-click it and select Properties.

2. Inthe <Share_Name> Properties dialog, select the Security tab and click Advanced.
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In the Advanced Security Settings for <Share_Name> dialog, navigate to the Auditing tab, select
Everyone (or another user-defined group containing users that are granted special permissions) and
click Edit.

NOTE: You can specify any other user group, but in this case Netwrix Auditor will send emails with
warnings on incorrect audit configuration. This will not affect the Reports functionality and
the product will only monitor user accounts that belong to the selected group.

In the Auditing Entry for <Share_Name> dialog, set Type to "All" and Applies to to "This folder,
subfolder and files".

Click Show advanced permissions and select the following options:

e To monitor successful read access and failed read access attempts:
e List Folder/ Read Data

o To monitor successful modifications and failed modification attempts:
o Create Files / Write Data
e Create Folders / Append Data
o Write Attributes
o Write Extended Attributes
e Delete Subfolders and Files
e Delete
e Change Permissions
e Take Ownership

Make sure that the Only apply these auditing settings to objects and/or containers within this
container check-box is cleared.

4.5.2. Configure Audit Object Access Policy

1.

Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start - Administrative Tools — Group Policy Management.

In the left pane, navigate to Forest: <domain_name> - Domains, right-click <domain_name>
and select Create a GPO in this domain and Link it here.

Enter the name for the new GPO.
Right-click the newly created GPO and select Edit.

In the Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies -~ Windows Settings — Security Settings — Local Policies - Audit
Policy.
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B Group Policy Management Editor =] E3
File  Action  WView Help

&= |7 X = H

=/ Mew Group Policy Object [ENTERPRISEDC.ENTERPRIZ & | | Policy = | Palicy Sekting
= i Computer Configuration Audit account logon events Mot Defined
= p°_||C|95 | Audit account management Mot Defined
- Software Sett.lngs | Audit directory service access Mot Defined
SR} w!ndows Settlngs. ) Audit logon events Mok Defined
— Nar_"E Resolution :DI'[; | Audik object access Mok Defined
=] Seripts (Startup/Shutdown) | Audik policy change Mok Defined
=] S Security Settings R ’
= - | Audik privilege use Mot Defined
1= Account Policies I
= - | Audik process tracking Mok Defined
= | Local Policies y .
Bl it Policy Audit system events Mot Defined

j User Rights assignment
j Security Options
j Event Log

& Restricted Groups

5 System Services

7 Registry

A File Swshem x
< | _’l_I 1 | i

HEEEE

6. In the right pane, double-click Audit object access and select all check boxes in the Audit object
access Properties dialog.

Audit object access Properties EH
Secunty Policy Setting I E xplair |
:=|§| Audit object access

V' Defire these palicy settings

Audit theze atternpts:

¥ Success

ak. I Cancel | Apply |

Refer to the Windows Server TechCenter article for additional information: Create a new Group Policy
object: Group Policy. If you want to use a local policy, refer for instructions in the following Windows
Server TechCenter article: Define or modify auditing policy settings for an event category: Auditing.

4.5.3. Configure Advanced Audit Policy

Configuring advanced audit will help you narrow the range of events monitored by the product, thus
preventing your local Audit Archive and the Security Event Log from overfilling.

NOTE: The current version of Netwrix Auditor ignores the Advanced audit policy settings, as a result of
which you will be getting warning messages if the audit policy subcategory configuration is applied.
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These warning messages can be ignored, as they do not affect the product functionality. Netwrix
plans to support Advanced auditing policies in the future product versions.

Perform one of the following procedures depending on the OS version:

e To configure Advanced audit policy on Windows Server 2008 / Windows Vista

¢ To configure Advanced audit policy on Windows Server 2008 R2 / Windows 7 and above

To configure Advanced audit policy on Windows Server 2008 / Windows Vista

In Windows Server 2008 / Windows Vista, audit policies are not integrated with the Group Policies and can
only be deployed by using logon scripts generated with the native Windows auditpol.exe command line
tool. Therefore, these settings are not permanent and will be lost after server reboot.

NOTE: The procedure below explains how to configure Advanced audit policy on a single file server. If you

audit multiple file servers, you may want to create logon scripts and distribute them to all target
machines via Group Policy. Refer to Microsoft Knowledge Base article: How to use Group Policy to
configure detailed security auditing settings for more information.

On an audited file server, open the Local Security Policy snap-in: navigate to Start -~ Run and type

"secpol.msc”.

Navigate to Security Settings — Local Policies -~ Security Options and locate the Audit: Force
audit policy subcategory settings (Windows Vista or later) policy.

» [ Account Policies

= | ocal Polici | Accounts: Administrator account status Enabled
‘L4 _?c‘: dotlglels | Accounts: Guest account status Disabled -
3 udit Polic 35
!_;, . Y . | Accounts: Limit local account use of blank passwords to co..  Enabled
> g User Rights Assignment . .
= - - | Accounts: Rename administrator account Administrator
5, Security Options A R ¢ " Guest —
| Windows Firewall with Advanced Sec ) C(?unts. ) Ename guest accoun .ues
% Network List Manager Policies | Audit: Audit the access of global systern objects Disabled
“| Public Key Policies | Audit: Audit the use of Backup and Restore privilege Disabled

| Software Restriction Policies il Audit: Force audit policy subcategory settings (Windows Vis... Mot Defined
: Application Control Policies | Audit: Shut down system immediately if unable to log secur.. Disabled
> lg 1P Security Policies on Local Compute | DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
| Advanced Audit Policy Configuration|| L DCOM: Machine Launch Restrictions in Security Descriptor ... Mot Defined
| Devices: Allow undock without having to log on Enabled
| Devices: Allowed to format and gject removable media Mot Defined
| Devices: Prevent users from installing printer drivers Disabled
| Devices: Restrict CD-ROM access to locally logged-on user... Mot Defined
| Devices: Restrict floppy access to locally logged-on user only Mot Defined
| Domain controller: Allow server operators to schedule tasks Mot Defined
| Domain controller: LDAP server signing requirements Mot Defined
| Domain controller: Refuse machine account passwerd chan... Mot Defined
| Domain member: Digitally encrypt or sign secure channel d..  Enabled
4 L] C | Domain member: Digitally encrypt secure channel data (wh... Enabled &

_ﬁ Local Security Policy EI@
File Action View Help

«2| 2@ XE = H=

5)_:_.I Security Settings Policy - Security Setting i

Double-click the policy to enable it.

Disable the Object Access category by executing the following command in the command line

interface:

auditpol /set /category:"Object Access" /success:disable /failure:disable
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e Handle Manipulation {0CCE9223-69AE-11D9-BED3-505054503030}.

¢ File System {0CCE921D-69AE-11D9-BED3-505054503030}

Execute the following commands in the command line interface:

auditpol /set /subcategory:”File System” /success:enable /failure:enable

auditpol /set /subcategoaury:”Handle Manipulation” /success:enable

/failure:enable

NOTE: It is recommended to disable all other subcategories unless you need them for other
purposes. You can check your current effective settings by executing the following command:
auditpol /get /category:"Object Access".

To configure Advanced audit policy on Windows Server 2008 R2 / Windows 7 and above

In Windows Server 2008 R2 and Windows 7 and above, Advanced audit policies are integrated with Group
Policies, so they can be applied via Group Policy Object or Local Security Policies. The procedure below
describes how to apply Advanced policies via Local Policies.

1.

On an audited file server, open the Local Security Policy snap-in: navigate to Start — Run and type

"secpol.msc”.

Navigate to Security Settings — Local Policies - Security Options and locate the Audit: Force
audit policy subcategory settings (Windows Vista or later) policy.

1 Local Security Policy EI@
File Action View Help
e 2EXE =05
Fa Security Settings Policy B Security Setting 'S
: g Account Policies | Accounts: Administrator account status Enabled
“L8 L_?cal PE_'“CiES_ | Accounts: Guest account status Disabled -
’ !_;, Audit Follcy . | Accounts: Limit local account use of blank passwords to co..  Enabled 1
, g User Blghts{&sygnment | Accounts: Rename administrator account Administrator
5 Security Options —
“ Windows Firewall with Advanced Seci | Accounts: Rename guest account Guest
“| Network List Manager Policies | Audit: Audit the access of global systern objects Disabled
“| Public Key Policies | Audit: Audit the use of Backup and Restore privilege Disabled
“| Software Restriction Policies 11| Audit: Force audit policy subcategory settings (Windows Vis... Mot Defined
: Application Control Policies | Audit: Shut down system immediately if unable to log secur.. Disabled
> lg IP Security Policies on Local Compute | DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
| Advanced Audit Policy Configuration|| s DCOM: Machine Launch Restrictions in Security Descriptor ... Mot Defined
| Devices: Allow undock without having to log on Enabled
| Devices: Allowed to format and gject removable media Mot Defined
| Devices: Prevent users from installing printer drivers Disabled
| Devices: Restrict CD-ROM access to locally logged-on user.. Mot Defined
| Devices: Restrict floppy access to locally logged-on user only Mot Defined
| Domain controller: Allow server operators to schedule tasks Mot Defined
| Domain controller: LDAP server signing requirements Mot Defined
| Domain controller: Refuse machine account password chan... Mot Defined
| Domain member: Digitally encrypt or sign secure channel d..  Enabled
d il ' | Domain member: Digitally encrypt secure channel data (wh... Enabled i

3. Double-click the policy to enable it.
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4. Navigate to Security Settings — Advanced Audit Policy Configuration - System Audit Policies
- Object Access and enable the following subcategories:

o Audit File System
e Audit Handle Manipulation
To do this, double click a subcategory, select Configure the following audit events. Select Success

and/or Failure depending on the type of events you want to track.

NOTE: You can check your current effective settings by executing the following command: auditpol
/get /category:"Object Access".

4.5.4. Configure Event Log Size and Retention Settings

The procedure below provides you with just one of a number of possible ways to adjust event log settings.
If you have multiple target computers, you need to perform this procedure on each of them.

NOTE: If you move security log files from the default system folder to a non-default one, you must reboot
your target server for the Reports functionality to work properly.
1. On atarget server, navigate Start . Programs - Administrative Tools — Event Viewer.

2. Navigate to Event Viewer tree - Windows Logs, right-click Application and select Properties.

Log Properties - Application (Type: Administrative)

General | Subscriptions I

Full Marne: Application

Log path: I%SystemRoot%\System32\Winevt\Logs\AppIication.evbc
Log size: L.07 MB(1,118,208 bytes)

Created: Friday, Decernber 23, 2011 6:13:48 A4

Fodified: Monday, Februang 25, 2013 2:193:33 &k

Accessed: Friday, December 23, 2011 6:13:48 &M

I¥| Enable logging

Maximurm lag size (KB ) 2049”i’
When maximum event log size is reached:

' Owepnrite events as needed {oldest events first)

= Archive the log when full, do not overwrite events

Do not overarite events { Clear logs manually )

Clear Log |
Ok I Cancel | Ay |
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3. Make sure Enable logging is selected.

4. Inthe Maximum log size field specify the size:
e On pre-Windows Vista versions—300MB
e On Windows Vista and above—4GB

5. Make sure Do not overwrite events (Clear logs manually) is cleared. If this option is selected,
change the retention method by selecting another option: Overwrite events as needed (oldest
events first).

4.5.5. Enable Remote Registry Service

1. Navigate to Start — Run and type "services.msc".

O Services = EI_'&
File  Action  View Help
 alad Ea= H »
S Serices (Local) T Services (Local)
Remote Registry Marme & Description Status Startup Type | |~
{EhRemote Access Auto Connection Ma.., Creates a co., kanual 1
Start the service &} Rerote Access Connection Manager  Manages di.. Manual L
£k Remote Desktop Configuration Remote Des...  Started kanual 1
Description: ‘£1Remote Desktop Services Allowes user...  Started hanual [
Enables rermote users to modify ‘ChRemote Desktop Services UserMode .. Allows the r.,  Started Manual l
registry settings on this computer. If {0 Rernote Procedure Call (RRC) The RPCSS... Started  Automatic !
this senvice '.S.StUPpEd‘ the registry . iGhRemate Procedure Call (RPC) Lacatar  In Windows.., hanual f_‘
can be modified only by users on this # : - ,
computer, I this service is disabled, 4 Ote Registry Enahles Automatic
any services that explicitly depend on {5k Routing and Remote Access Offers routi.., Disabled L
it will fail to start. ‘C5LRPC Endpaint Mapper Resolves RP..  Started Autornatic f
£1 Secondary Logon Enables star... hanual l
-.".i-gﬁrurp Snrket Tunnelinag Pratarnl Se.. Prosides ... MaTuaI Jﬂ
4 3
\ Extended /(Standard/

2. Inthe Services dialog locate the Remote Registry service, right-click it and select Properties.

3. Inthe Remote Registry Properties dialog, make sure that the Startup type parameter is set to
"Automatic" and click Start.
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Rernaote Reqgistry Properties (Local Computer) ﬁ
General | Log On | Recovery | Dependencies |

Service name: FemateRegisty

Dizplay nanne: Fiemate Registry
Diescription: E hables remote users to modify registry settings on - &
thiz computer. I this service iz stopped, the regiztry

Path to executable:
C:\windows\spstem3Zhevchost exe -k regsve

sotovee [T

Help me configure service startup options.

Service status: Stopped

Start | |

Y'ou can specify the ztart parameters that apply when vou start the service
from here.

Start parameters: |

ok, Cancel
| | |

4. Inthe Services dialog, ensure that Remote Registry has the "Started"” (on pre-Windows Server 2012
versions) and the "Running" (on Windows Server 2012 and above) status.

4.6. Configure Infrastructure for NetApp Filer Auditing

The instructions in this section apply to the default VFiler. To audit several VFiler instances, you must
perform these configuration steps for each of them.
NOTE: CIFS must be set up on your NetApp filer in advance.
The following commands are used:
e To get an option value;
options <option name>
e To set option value:
options <option name> <option value>
To configure your infrastructure for NetApp Filer Auditing, perform the following procedures:

e Configure Qtree Security

o Configure Admin Web Access

e Configure Event Categories

e Configure Audit Settings for CIFS File Shares

53/101



Netwrix Auditor Installation and Configuration Guide

4. Configure IT Infrastructure for Audit

4.6.1. Configure Qtree Security

1.

Navigate to the NetApp filer command prompt through the SSH/Telnet connection (depending on
your NetApp filer settings), or via the web interface (FilerView - Filer -~ Use Command Line).

2. Set the volume where the audited file shares are located to the "ntfs" security style:

apphost®l> gtree status

Volume  Tree Styie Oplocks Status
vole ntfs enabled normal
vole test ntfz enabled normal
voll unix enabled normal
vol2 ntfs enabled normal
apphost@l:

4.6.2. Configure Admin Web Access

Netwrix Auditor uses the NetApp API to obtain the current CIFS audit configuration and force the audit
data flush from the internal filer format to an MS Event Viewer compatible format. Netwrix Auditor
supports both the SSL and non-SSL HTTP access, trying HTTPS first, and falling back to HTTP if it is
unavailable.

1.

Navigate to the NetApp filer command prompt through the SSH/Telnet connection (depending on
your NetApp filer settings), or via the web interface (FilerView - Filer —~ Use Command Line).

Make surethat the httpd.admin.enable orhttpd.admin.ssl.enable option is set to "on". For
security reasons, it is recommended to configure SSL access and enable the
httpd.admin.ssl.enable option

If a non-default configuration is set for httpd.admin.access (i.e. "limit access to trusted host only”
or "allow admin web access for specific Ethernet interfaces"), make sure that the Web Filer Ul is
accessible by the name of the audited file server. For example, the audit share \\file
server\my share\ must be viewed with the NetApp filer WebUIl at http (s)://file

server/na_admin/.

apphost®l> options httpd.admin
httpd.admin.access legacy
httpd.admin.enable off
httpd.admin. hostsequiv.enable off
httpd.admin.max_connections 512

httpd.admin.ssl.enable on
httpd.admin. top-page.authentication on
apphostél:

4.6.3. Configure Event Categories

Perform the following procedures:
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¢ Configure Audit Event Categories

e Configure Security Log

e Specify Security Log Shared Folder

4.6.3.1. Configure Audit Event Categories

1. Navigate to the NetApp filer command prompt through the SSH/Telnet connection (depending on
your NetApp filer settings), or via the web interface (FilerView - Filer —~ Use Command Line).

2. Setthe cifs.audit.enableandcifs.audit.file access events.enable optionsto "on".

3. Unless you are going to audit logon events, set the cifs.audit.logon events.enable and
cifs.audit.account mgmt events.enable optionsto "off".

NOTE: It is recommended to turn off logon audting in order to reduce the number of events
generated.

4.6.3.2. Configure Security Log

1. Navigate to the NetApp filer command prompt through the SSH/Telnet connection (depending on
your NetApp filer settings), or via the web interface (FilerView - Filer -~ Use Command Line).

2. Inorderto avoid overwriting of the security logs, set the following values:

e cifs.audit.logsize 300 000 000 (300 MB)
e cifs.audit.autosave.onsize.enable on

e cifs.audit.autosave.file.extension timestamp

3. Disablethecifs.audit.liveview.enable option since it interferes with the normal Security log
behavior and prevents Netwrix Auditor from processing audit data properly.

4. Toset up old logs deletion, you can configure the cifs.audit.autosave.file.limit option by
specifying the maximum number of files to be stored, or enable the built-in automatic log deletion
option in the Netwrix Auditor console.

Make sure there is enough disk space allotted to the security logs archives. Depending on the file access
activity, audit data may grow rapidly, and the location specified for the security log (and security log auto
archives) must be large enough to hold data until it is processed by Netwrix Auditor (by default, data
collection runs every 24 hours). To set up old logs deletion, you can configure the

cifs.audit.autosave.file.limit option by specifying the maximum number of files to be stored,
or logs retention.

55/101



Netwrix Auditor Installation and Configuration Guide

4. Configure IT Infrastructure for Audit

To configure logs retention period

1. Onthe computer where Netwrix Auditor is installed, open the Registry Editor: navigate to Start -
Run and type "regedit".

2. Depending on your OS, navigate to HKEY_LOCAL_MACHINE - SOFTWARE - Netwrix - File
Server Change Reporter (for 32- bit OS), or HKEY_LOCAL_MACHINE - SOFTWARE -
Wow6432Node - Netwrix — File Server Change Reporter (for 64-bit OS).

3. Double-click CleanAutoBackupLogs. The Edit DWORD Value dialog will open.

This value defines the time period (in hours) after which security event logs archives will be
automatically deleted. By default, it is set to "50" (decimal). Modify this value, if necessary, and click
OK to save the changes.

NOTE: If the CleanAutoBackupLogs registry value is set to "0", you will have to remove the old logs
manually, or you may run out of space on your hard drive.

4.6.3.3. Specify Security Log Shared Folder

Netwrix Auditor accesses audit logs via a specified file share. This may be either the default administrative
share (ETC$, C$, etc.), or a custom file share.

1. Navigate to the NetApp filer command prompt through the SSH/Telnet connection (depending on
your NetApp filer settings), or via the web interface (FilerView - Filer -~ Use Command Line).

2. Usethe cifs sharescommand to create a new file share or configure an existing share.

apphost@l> cifs shares

Name Mount Point Description

ETCS fetc Remote Administration
BUILTIN\Administrators / Full Control

C% / Remote Administration
BUILTIN\Administrators / Full Control

sharel fvol/vole/shares /sharel

everyone J Full Control

4.6.4. Configure Audit Settings for CIFS File Shares

To configure audit settings for the CIFS file shares, perform the following steps on the audited file share:
1. Navigate to the root share folder, right-click it and select Properties.
2. Open the Security tab.

NOTE: If there is no such tab, it means a wrong security style has been specified for the volume
holding this file share. See Configure Qtree Security for more information.

3. Click Advanced and select the Auditing tab. Click Edit.
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4. Inthedialogthat opens, select Everyone. Select Successful and Failed next to the following options:
e Select Successful and Failed to monitor successful read access and failed read access attempts:
o List Folder/ Read Data
e Select Successful to monitor successful modification attempts:
e Create Files/ Write Data
o Create Folders / Append Data
o Write Attributes
o Write Extended Attributes
e Delete Subfolders and Files
e Delete
e Change Permissions
e Take Ownership

5. Make sure that Apply these auditing entries to objects and/or containers within this container
only is cleared. Also, make sure that the Apply onto parameter is set to "This folder, subfolders and

files".
. Auditing Entry for s ll
Object |

Mame: | Everyane Change... |
Apply onto: ||This folder, subfolders and files j|
Access: Successful  Failed

List folder [read data | | | | ~

Read attributes a O

Read extended atiributes O a

Create files [ write data O

Create folders  append data a

Write attributes a

Write extended attributes a

Delete subfolders and files a

Delete O

Read permissions O a

Change permissions o -
| Take ownershin I+ o=

Apply these auditing entries to objects |
™ andfor containers within this container e
only

Managing auditin

\

Do Not Check ok | cancal |

4.7. Configure Infrastructure for EMC Storage Auditing

To configure your infrastructure for EMC Storage Auditing, perform the following procedures:
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e Configure Security Event Log Maximum Sizeto avoid overwriting of the security logs, it is

recommended to set security log size to a maximum (4GB).

By default, the security log is set to overwrite events that are older than 10 days, and its size is set to
512 KB. The default location for the security.evt log is C:\security.evt, which corresponds to the root
partition of the Data Mover. To be able to increase the security log size, you must move it from the
Data Mover root folder.

Set the Audit object access policy set to "Success"” and "Failure" in the Group Policy of the OU where
your EMC VNX/VNXe/Celerra appliance belongs to. For more information on VNX/VNXe/Celerra GPO
support, refer to documentation provided by EMC.

o Configure Audit Settings for CIFS File Shares on EMC VNX/ VNXe/ Celerra

4.7.1. Configure Security Event Log Maximum Size

. Onyourfile server, create a new file system where the security log will be stored.

Mount this file system on a mount point, e.g. /events.
Make sure that it is accessible via the \\<file_server_name>\C$\events UNC path.

On the computer where Netwrix Auditor is installed, open Registry Editor: navigate to Start - Run
and type "regedit".

Navigate to File » Connect Network Registry and specify the file server name.

Navigate to HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Security and
set the File value to "C:\events\security.evt".

Set the MaxSize value to "4 000 000 000 (decimal)".
NOTE: Due to Windows Server 2003 limitations, a security log larger than 300 MB cannot be
processed.

Restart the corresponding Data Mover for the changes to take effect.

4.7.2. Configure Audit Settings for CIFS File Shares on EMC

VNX/ VNXe/ Celerra

To configure audit settings for the CIFS file shares, perform the following procedure on the monitored file
share:

1.
2.

Navigate to the target file share, right-click it and select Properties.
In the <Share_Name> Properties dialog, select the Security tab and click Advanced.

In the Advanced Security Settings for <Share_Name> dialog, navigate to the Auditing tab, select
Everyone (or another user-defined group containing users that are granted special permissions) and
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click Edit.

In a separate Advanced Security Settings for <Share_Name> dialog, select Everyone and click
Edit.

l Advanced Security Settings for Annual Reports
Auditing |
To view or edit details for an auditing entry, select the entry and then click Edit.

Object name: VilocalhostShared Reportsiannual Reports

Auditing entries:

Tvpe Tlame Access Inherited Fram Apply To

Evervone Special \WocalhostyShared ... This Folder, subfolder. ..

Add... Edit... Remave

v Include inhetitable auditing entries From this object's parent

[ Replace all existing inhetitable auditing entries on all descendants with inhetitable auditing entries from this object

what are the requirements For auditing object access?

(o]4 I Cancel | Apply |

NOTE: You can specify any other user group, but in this case Netwrix Auditor will send emails with
warnings on incorrect audit configuration. This will not affect the Reports functionality and
the product will only monitor user accounts that belong to the selected group.

In the Auditing Entry for <Share_Name> dialog, select Successful and Failed next to the following
options:

e To monitor successful read access and failed read access attempts:
o List Folder/ Read Data
e To monitor successful modifications and failed modification attempts:
e Create Files / Write Data
o Create Folders / Append Data
o Write Attributes
o Write Extended Attributes
e Delete Subfolders and Files

e Delete
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e Change Permissions

e Take Ownership

l Auditing Entry for Annual Reports
Object |
Mame: I Ewveryone Change. .. |
‘ Apply onta: IThis falder, subfalders and Files j|
Arcess; Successful  Failed

Traverse folder | execute file O O =

List Folder | read data

Read atkributes O O

Read extended attributes O O

Create files | write daka

Create folders | append data

\Write atbributes

‘tike extended attributes

Delete subfolders and Files

Delets b

Read permissions O O i
= Qﬁiﬁ}’értﬁﬁiﬁa?n”.fii'ﬁtﬁ?nt?ﬁ?st&ﬁ'ﬁé‘?ﬁé? _ Cearal |

oy

Managing suditing

QK I Cancel |

6. Make sure that Apply onto is set to "This folder, subfolders and files”, and Apply these auditing
entries to objects and/or containers within this container only is cleared.

4.8. Configure Infrastructure for Windows Server
Auditing
You can configure your infrastructure for Windows Server Auditing in one of the following ways:

¢ Automatically when creating a Managed Object.

If you select to configure audit in the target environment, your current audit settings will be checked
on each data collection and adjusted if necessary.

NOTE: This method is recommended for evaluation purposes in test environments.If any conflicts

are detected with your current audit settings, automatic audit configuration will not be
performed.
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e Manually by performing the following procedures:

e Enable Remote Registry and Windows Management Instrumentation Services

¢ Configure Windows Registry Audit Settings

o Configure Local Audit Policies

e Configure Event Log Size and Retention Settings

4.8.1. Enable Remote Registry and Windows Management
Instrumentation Services

1. Navigate to Start — Run and type "services.msc".

. Services - |0 ﬁ

File  Action  View Help
ke d ENCEES P

05 Services (Local) " Services {Local)

Remote Registry Marne & Description Status Startup Type | (I
ChRemote Access Auto Connection Ma... Creates a co.., Manual 1

Start the service Gk Remate Access Connection Manager  Manages di.., Manual L
\'_E:)_;Remote Desktop Configuration Rernote Des..  Started Manual 1

Description: &:@;Remote Desktop Services Allowes user,.,  Started kanual [

Enables remote users to modify -&};Remote Desktop Services Userhode .. Allows the v, Started Manual 1

registry settings on this computer. ¥ {24 Rermate Pracedure Call (RPC) The RPCSS.. Started  Automatic i

this service is stopped, the registry {E:)-Remote p Manual r_‘

racedure Call (RPC) Locator  In “Windows..,

can be maodified only by users on this

computer, If this service is disabled, b ; b Ena Automatic
any services that explicitly depend on (5% Routing and Remote Access Offers routi.., Disabled 1
it will fail to start. €LRPC Endpaint Mapper Resolves RP...  Started Autormatic f
'I‘. BCONda ogon nables star., anua
Gk Secondary Log Enabl Manual 1
) Serure Sacket Tunreling Prataenl Se.. Provides s hdanual h

\ Extended /(Standard/

2. Inthe Services dialog locate the Remote Registry service, right-click it and select Properties.

3. Inthe Remote Registry Properties dialog, make sure that the Startup type parameter is set to
"Automatic” and click Start.
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Rernaote Reqgistry Properties (Local Computer)
General | Log On | Recovery | Dependencies |
Service name: FemateRegisty
Dizplay nanne: Fiemate Registry
Diescription: E hables remote users to modify registry settings on - &
thiz computer. I this service iz stopped, the regiztry

Path to executable:
C:\windows\spstem3Zhevchost exe -k regsve

sotovee [T

Help me configure service startup options.

Service status: Stopped

Start | |

Y'ou can specify the ztart parameters that apply when vou start the service
from here.

Start parameters: |

Netwrix Auditor Installation and Configuration Guide

ok, | Cancel |
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In the Services dialog, ensure that Remote Registry has the "Started" (on pre-Windows Server 2012
versions) and the "Running" (on Windows Server 2012 and above) status.

5. Locate the Windows Management Instrumentation service and repeat these steps.

4.8.2. Configure Windows Registry Audit Settings

Windows Registry audit permissions must be configured so that the “Who” and “When" values are
reported correctly for each change. Configure these settings on each Windows server you want to audit.

The following audit permissions must be set to "Successful” for the HKEY LOCAL MACHINE\SOFTWARE,

HKEY LOCAL MACHINE\SYSTEMand HKEY USERS\.DEFAULT keys:

Set Value
Create Subkey
Delete

Write DAC

Write Owner

Perform one of the following procedures depending on the OS version:

e To configure Windows registry audit settings on pre-Windows Server 2012 versions

e To configure Windows registry audit settings on Windows Server 2012 and above
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To configure Windows registry audit settings on pre-Windows Server 2012 versions

1.
2.

7.

On your target server, open Registry Editor: navigate to Start — Run and type "regedit".

In the registry tree, expand the HKEY_LOCAL_MACHINE key, right-click SOFTWARE and select
Permissions from the pop-up menu.

In the Permissions for SOFTWARE dialog, click Advanced.
In the Advanced Security Settings for SOFTWARE dialog, select the Auditing tab and click Add.
Select the Everyone group.

In the Auditing Entry for SOFTWARE dialog, select "Successful" for the following access types: Set
Value, Create Subkey, Delete, Write DAC, and Write Owner.

. Auditing Entry for SOFTWARE E3
Object |

Name: I Everyone Change. .. |
Apply onto: IThis key and subkeys j
Access: Successful Failed

Full Cantrol a a

Query value O O

Sat Walue O

Create Subkey O

Enumerate Subkeys O O

Natify O O

Create Link a O

Delete O

Whrite DAC O

Write Cwner D

Read Contral O O

Apply these auditing entries to objects |

[~ andfor containers within this container =

only
Managing auditing

o4 I Cancel |

Repeat the same steps for the HKEY LOCAL MACHINE\SYSTEMand HKEY USERS\.DEFAULT keys.

To configure Windows registry audit settings on Windows Server 2012 and above

1.
2.

On your target server, open Registry Editor: navigate to Start — Run and type "regedit".

In the registry tree, expand the HKEY_LOCAL_MACHINE key, right-click SOFTWARE and select
Permissions from the pop-up menu.

In the Permissions for SOFTWARE dialog, click Advanced.
In the Advanced Security Settings for SOFTWARE dialog, select the Auditing tab and click Add.

Click Select a principal link and specify the Everyone group in the Enter the object name to
select field.

Set Type to "Successful" and Applies to to "This key and subkeys".
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Click Show advanced permissions and select the following access types: Set Value, Create Subkey,
Delete, Write DAC, and Write Owner.

Auditing Entry for SOFTWARE == -
Principal:  Eweryone  Select a principal
Type: ‘Success v|
Applies to: ‘Thiskey and subkeys v|
Advanced permissions: Show basic permissions
[]Full Contral [[] Create Link
[] Query Walue [w] Delete
[w] Set Walue [w] Wirite DAL

[#] Create Subkey
[C]Enumerate Subkeys
[ Motify

[T]Only apply these auditing settings ta objects and/or containers within this container Clear all

Repeat the same steps for the HKEY LOCAL MACHINE\SYSTEMand HKEY USERS\.DEFAULT keys.

4.8.3. Configure Local Audit Policies

Local audit policies must be configured on the target servers to get the “Who" and “When” values for the
changes to the following monitored system components:

Services

Hardware and system drivers
Windows registry

Scheduled tasks

Local users and groups

NOTE: There are several methods to configure local audit policies, and this guide covers just one of them.

Consider the possible impact on your environment and select the method that best suits your
purposes. Note that if you follow the procedures below, audit settings will be applied to the whole
domain.

Refer to the Windows Server TechCenter article for additional information: Create a new Group Policy
object: Group Policy. If you want to use the local policy, refer to the following Windows Server TechCenter

article: Define or modify auditing policy settings for an event category: Auditing.

Perform one of the following procedures depending on the OS version:
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¢ To configure local audit policies on pre-Windows Vista versions

e To configure local audit policies on Windows Vista and above

To configure local audit policies on pre-Windows Vista versions

1.

Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start - Administrative Tools - Group Policy Management.

In the left pane, navigate to Forest: <domain_name> - Domains, right-click <domain_name>
and select Create a GPO in this domain and Link it here.

Enter the name for the new GPO.
Right-click the newly created GPO and select Edit.

In the Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings - Local Policies - Audit
Policy.

Double-click Audit account management on the right, select Success in the properties dialog.
Double-click Audit object access on the right, select Success in the properties dialog.

Navigate to Start — Run and type "cmd". Input the gpupdate /force command and click Enter.
The group policy will be updated.

To configure local audit policies on Windows Vista and above

1.

Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Administrative Tools - Group Policy Management.

In the left pane, navigate to Forest: <domain_name> - Domains, right-click <domain_name>
and select Create a GPO in this domain and Link it here.

Enter the name for the new GPO.
Right-click the newly created GPO and select Edit.

In the Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings — Advanced Audit Policy
Configuration - Audit Policies — Account Management.
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.' Group Policy Management Editor =]

File  Action  Wiew Help

A EIEN I

“| Mebwark Access Protection ;I Subcateqory | #Audit Events
_| Application Control Palicies 54 audit Application Group Management Mot Configured
@ IP Security Policies on Active Dire 54 Audit Computer Account Management Mok Configured
=[] Advanced Audit Policy Configura 55 Audit Distribution Group Management Mok Configured
B i ":_"E'dit Palicies 5o audit Other Account Management Events Mok Configured
-;Jj Account Lagan oo Adit Security Group Management Success
% g;iz;:; [\I'qrznc:izment ain| audit User Account Management Success
_j::] S Access
54 LogonfLogaff
[2F| Ohbject Access
5 Policy Change
= Privilege Use
55 System
_j::] Global Object Access A
ol Policy-based Qo
| Administrative Templates; Policy definitic
| Preferences i
4] | > 4| | 2

Double-click Audit Security Group Management on the right, select Success in the properties
dialog.

Double-click Audit User Account Management on the right, select Success in the properties dialog.
Locate Object Access under the Audit Policies node.

Double-click Audit Handle Manipulation on the right, select Success in the properties dialog.
Repeat the previous step for the Audit Other Object Access Events and Audit Registry policies.

Navigate to Start — Run and type "cmd". Input the gpupdate /force command and click Enter.
The group policy will be updated.

4.8.4. Configure Event Log Size and Retention Settings

To prevent data loss, you need to specify the maximum size for the Application, Security, System and
Microsoft-Windows-TaskScheduler/ Operational event logs. The procedure below provides you with just
one of a number of possible ways to specify the event log settings. If you have multiple target computers,
you need to perform this procedure on each of them.

To configure the event log size and retention method

1.

2.

On a target server, navigate Start — Programs - Administrative Tools - Event Viewer.

Navigate to Event Viewer tree - Windows Logs, right-click Application and select Properties.
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Log Properties - Application {Type: Administrative)

General Subscriptionsl

Full Marme: Application

Log path: I%SystemRoot%\System32\Winevt\LDgs\AppIication.evbc
Log size: L.07 MB(1,118,208 bytes)

Created: Friday, December 23, 2011 6:13:48 &M

kodified: tlonday, Februany 25, 2013 2:19:53 &k

Accessed: Friday, Decernber 23, 2011 6:13:48 A4

¥ Enable logging

Maximurm log size { KB ) EDdﬁﬂﬂ
YWi'hen maximum event log size is reached:

{* Owerntite events as needed (oldest events first)

= Archive the log when full, do not overwrite events

= Do not overnrite events { Clear logs manually

Clear Log |
0K I Cancel | Laply. |

3. Make sure Enable logging is selected.

4. Inthe Maximum log size field specify the size;
e On pre-Windows Vista versions—300MB
e On Windows Vista and above—4GB

5. Make sure Do not overwrite events (Clear logs manually) is cleared. If this option is selected,
change the retention method by selecting another option: Overwrite events as needed (oldest
events first).

6. Repeat these steps for the Security and System event logs under Windows Logs, and for Microsoft-
Windows-TaskScheduler/Operational event log by navigating to Applications and Services Logs
- Microsoft - Windows - TaskScheduler - Operational.

4.9. Configure Infrastructure for Event Log
Management

Do one of the following: depending on the OS:

e Configure Event Log Management on Windows Computers

e Configure Event Log Management on Syslog-Based Platforms
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4.9.1. Configure Event Log Management on Windows

Computers

The Remote Registry service must be enabled on the target computers.

NOTE: You only need to perform this procedure if you choose to use the agentless data collection

method.

1. Navigate to Start — Run and type "services.msc".

. Services
File  Action

&9 @ E Q= 4

Wiew  Help

_lolx]

G Services (Local) . Services (Local)

Remote Registry

Start the service

Description:

Enables rerote users to modify
registry settings an this computer, If
this service is stopped, the registry
can be modified only by users an this
caorputer, If this service is disabled,
any services that explicitly depend on
it will fail to start,

Marme & Description Status Startup Type | [
»Sé;Remote Access Buto Connection Ma.., Creates a co.., Manual 1
\Q;Remnte Access Connection Manager  Manages di... hanual 1
Q;Remote Desktop Configuration Rernote Des...  Started Manual l
Q;Remote Desktop Services Allows user,.,  Started Manual [
Q;Remote Desktop Services Usertode .. Allows the v, Started Manual 1
\Q;Remote Procedure Call {(RPC) The RPCSS ... Started Automatic [
Gk In Windoas... tanual f_‘

ernote Procedure Call (RPC) Locator

‘£1Routing and Remote Access
\‘,'IQERPC Endpoint Mapper
Q;Secondary Logon

€} Serure Sacket Tunreling Prataenl Se...

Enahles rem..,
Offers routi...
Resalves RP...
Enables star...

Provides s,

Started

Autormatic
Disabled 1
Autormatic [

1

Marual
hdanual

-

\ Extended /(Standard/

2. Inthe Services dialog locate the Remote Registry service, right-click it and select Properties.

3. Inthe Remote Registry Properties dialog, make sure that the Startup type parameter is set to

"Automatic" and click Start.
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Rernaote Reqgistry Properties (Local Computer) ﬁ

General | Log On | Recovery | Dependencies |

Service name: FemateRegisty

Dizplay nanne: Fiemate Registry
Diescription: E hables remote users to modify registry settings on - &
this computer. IF this service is stopped, the registry ~

Path to executable:
C:\windows\spstem3Zhevchost exe -k regsve

sotovee [T

Help me configure service startup options.

Service status: Stopped

Start | |

Y'ou can specify the ztart parameters that apply when vou start the service
from here.

Start parameters: |

ok, Cancel
| | |

4. Inthe Services dialog, ensure that Remote Registry has the "Started"” (on pre-Windows Server 2012
versions) and the "Running" (on Windows Server 2012 and above) status.

4.9.2. Configure Event Log Management on Syslog-Based
Platforms

To be able to process Syslog events, you must configure the Syslog daemon to redirect these events to the
computer where Netwrix Auditor is installed.

The procedure below explains how to configure redirection of Auth log, as predefined Syslog-based
platforms in Netwrix Auditor have default rules to process this log only. You can create your own rules and
configure syslog platform settings as described in the procedure below. Refer to Netwrix Auditor
Administrator's Guide for more information.

To configure a Syslog daemon to redirect events for Red Hat Enterprise Linux 5
1. Open the /etc/syslog.conf file.
2. Addthefollowingline: authpriv.* QFQDN/Netbios name Or authpriv.* @ComputerIP.
NOTE: FQDN/Netbios name and ComputerIP must be the name and IP address of the computer
where Netwrix Auditor is installed.
3. Navigate to the /etc/sysconfig/syslog file.
4. Change the SYSLOGD_OPTIONS value to SYSLOGD_OPTIONS="-r -m 0".

5. Launch the RHEL console and execute the following command: service syslog restart.
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To configure a Syslog daemon to redirect events for Ubuntu 11

1.

2.

3.

Navigate to the /etc/rsyslog.d/50-default.conf file.

Add the following line: authpriv.* QFQDN/Netbios name Or authpriv.* @ComputerIP

NOTE: FQDN/Netbios name and ComputerIP must be the name and IP address of the computer
where Netwrix Auditor is installed.

Launch the UBUNTU console and execute the following command: service rsyslog restart.

4.10. Configure Computers for User Activity Video

Recording

For instructions on how to configure your infrastructure for User Activity Video Recording, refer to the
following sections:

Configure Data Collection Settings

Configure Video Recordings Playback Settings

4.10.1. Configure Data Collection Settings

To successfully track user activity, make sure that the following settings are configured on the monitored
computers and on the computer where Netwrix Auditor is installed:

The Windows Management Instrumentation and the Remote Registry services are running and
their Startup Type is set to "Automatic”. See To check the status and startup type of Windows
services for more information.

The File and Printer Sharing and the Windows Management Instrumentation features are
allowed to communicate through Windows Firewall. See To allow Windows features to communicate
through Firewall for more information.

Local TCP Port 9002 is opened for inbound connections on the computer where Netwrix Auditor is
installed. See To open Local TCP Port 9002 for inbound connections for more information.

Local TCP Port 9003 is opened for inbound connections on the monitored computers. See To open
Local TCP Port 9003 for inbound connections for more information.

Remote TCP Port 9002 is opened for outbound connections on the monitored computers. See To
open Remote TCP Port 9002 for outbound connections for more information.

To check the status and startup type of Windows services

1.
2.

Navigate to Start — Run and type "services.msc".

In the Services snap-in, locate the Remote Registry service and make sure that its status is "Started”
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(on pre-Windows Server 2012 versions) and "Running” (on Windows Server 2012 and above). If it is
not, right-click the service and select Start from the pop-up menu.

Check that the Startup Type is set to "Automatic”. If it is not, double-click the service. In the Remote
Registry Properties dialog, in the General tab, select "Automatic" from the drop-down list.

4. Perform the steps above for the Windows Management Instrumentation service.

To allow Windows features to communicate through Firewall

1.
2.

Navigate to Start — Control Panel and select Windows Firewall.

In the Help Protect your computer with Windows Firewall page, click Allow a program or
feature through Windows Firewall on the left.

In the Allow programs to communicate through Windows Firewall page that opens, locate the
File and Printer Sharing feature and make sure that the corresponding check-box is selected under
Domain.

Repeat step 3 for the Windows Management Instrumentation (WMI) feature.

To open Local TCP Port 9002 for inbound connections

1.

5.
6.

On computer where Netwrix Auditor is installed, navigate to Start — Control Panel and select
Windows Firewall.

In the Help Protect your computer with Windows Firewall page, click Advanced settings on the
left.

In the Windows Firewall with Advanced Security dialog, select Inbound Rules on the left.
Click New Rule. In the New Inbound Rule wizard, complete the steps as described below:
e OntheRule Type step, select Program.

e Onthe Program step, specify the path: %Netwrix Auditor installation folder%/Netwrix/User
Activity Video Recorder/UAVRServer.exe.

e Onthe Action step, select the Allow the connection action.

e Onthe Profile step, make sure that the rule applies to Domain.

e Onthe Name step, specify the rule's name, for example UAVR Server inbound rule.
Double-click the newly created rule and open the Protocols and Ports tab.
In the Protocols and Ports tab, complete the steps as described below:

¢ Set Protocol typeto "TCP".

e Set Local port to "Specific Ports" and specify to "9002".
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To open Local TCP Port 9003 for inbound connections
1. On atarget computer navigate to Start — Control Panel and select Windows Firewall.

2. Inthe Help Protect your computer with Windows Firewall page, click Advanced settings on the
left.

3. Inthe Windows Firewall with Advanced Security dialog, select Inbound Rules on the left.
4. Click New Rule. In the New Inbound Rule wizard, complete the steps as described below:
e OntheRule Type step, select Program.

e Onthe Program step, specify the path to the agent: %Netwrix%/User Activity Video Recorder
Agent/UAVRAgent.exe.

e Onthe Action step, select the Allow the connection action.

e Onthe Profile step, make sure that the rule applies to Domain.

e Onthe Name step, specify the rule's name, for example UAVR Agent inbound rule.
5. Double-click the newly created rule and open the Protocols and Ports tab.
6. Inthe Protocols and Ports tab, complete the steps as described below:

e Set Protocol type to "TCP".

e Set Local port to "Specific Ports" and specify to "9003".

To open Remote TCP Port 9002 for outbound connections
1. On atarget computer, navigate to Start - Control Panel and select Windows Firewall.

2. Inthe Help Protect your computer with Windows Firewall page, click Advanced settings on the
left.

3. Inthe Windows Firewall with Advanced Security dialog, select Inbound Rules on the left.
4. Click New Ruleln the New Inbound Rule wizard, complete the steps as described below:
e OntheRule Type step, select Program.

e Onthe Program step, specify the path to the agent: %Netwrix%/User Activity Video Recorder
Agent/UAVRAgent.exe.

e Onthe Action step, select the Allow the connection action.

e Onthe Profile step, make sure that the rule applies to Domain.

e Onthe Name step, specify the rule's name, for example UAVR Agent outbound rule.
5. Double-click the newly created rule and open the Protocols and Ports tab.

6. IntheProtocols and Ports tab, complete the steps as described below:
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e Set Protocol type to "TCP".

e Set Remote port to "Specific Ports" and specify to "9002".

4.10.2. Configure Video Recordings Playback Settings

Video recordings of users' activity can be watched in the Netwrix Auditor console. They are also available as
links in web-based reports and attachments in the emails with Activity Summaries and subscriptions. To be
able to watch video files captured by Netwrix Auditor, the following settings must be configured:

Microsoft Internet Explorer 6.0 or above must be installed and ActiveX must be enabled.

Internet Explorer security settings must be configured properly. See To configure Internet Explorer

security settings for more information.

JavaScript must be enabled. See To enable JavaScript for more information.

Internet Explorer Enhanced Security Configuration (IE ESC) must be disabled. See To disable Internet

Explorer Enhanced Security Configuration (IE ESC) for more information.

The user must belong to the Netwrix User Activity Video Reporter Auditors group that has access
to the Netwrix_UAVR$ shared folder where video files are stored. Both the group and the folder are

Reporter Auditors group for more information.

A dedicated codec must be installed. This codec is installed automatically on the computer where
Netwrix Auditor is deployed, and on the monitored computers. To install it on a different computer,
download it from http:/www.Netwrix.com/download/ScreenPressorNetwrix.zip.

To configure Internet Explorer security settings

1.

2.

In Internet Explorer, navigate to Tools - Internet Options.
Switch to the Security tab and select Local Intranet. Click Custom Level.

In the Security Settings - Local Intranet Zone dialog, scroll down to Downloads, and make sure
File download is set to "Enable".

In the Internet Options dialog switch to the Advanced tab.

Scroll down to Security and make sure Allow active content to run in files on My Computer is
selected.
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1. InInternet Explorer, navigate to Tools - Internet Options.

2. Switch to the Security tab and select Internet. Click Custom Level.

3. Inthe Security Settings - Internet Zone dialog, scroll down to Scripting and make sure Active
scripting is set to "Enable".

To disable Internet Explorer Enhanced Security Configuration (IE ESC)

1. Navigate to Start — Administrative Tools - Server Manager.

2. Inthe Security Information section, click the Configure IE ESC link on the right and turn it off.

To add users to the Netwrix User Activity Video Reporter Auditors group

Depending on the computer type (workstation or domain controller) where Netwrix Auditor is installed, do
one of the the following:

¢ If Netwrix Auditor is installed on a workstation:
1.
2.

Navigate to Start — Control Panel -, Administrative Tools . Computer Management.

In the Computer Management dialog, in the left pane, navigate to System Tools - Local

Users and Groups - Groups.

In the right pane, right-click Netwrix User Activity Video Reporter Auditors, and select
Properties. Click Add and specify the users that you want to add to this group.
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o If Netwrix Auditor is installed on a domain controller:
1. Navigate to Start — Administrative Tools - Active Directory Users and Computers.
2. Navigate to <your_domain_name> - Users.

3. Intheright pane, right-click Netwrix User Activity Video Reporter Auditors, and select
Properties.

4. Inthedialogthat opens, select the Members tab. Click Add and specify the users that you want
to add to this group.

4.11. Configure Farm for SharePoint Auditing

You can configure your SharePoint farm for auditing in one of the following ways:

o Automatically when creating a_Managed Object. If you select to configure audit in the target
SharePoint farm automatically, your current audit settings will be checked on each data collection
and adjusted if necessary.

e Manually by performing the following procedures:

o Configure Audit Log Trimming on your SharePoint farm.

o Configure Events Auditing Settings on your SharePoint farm.

o Enable NetTcpPortSharing Service on the computer where Netwrix Auditor is installed.

o Enable SPAdminV4 Service on the computer where SharePoint Central Administration is
installed and where you intend to deploy Netwrix Auditor Agent for SharePoint.

4.11.1. Configure Audit Log Trimming

1. Login as an administrator to the audited SharePoint site collection.
At the top level of your site collection navigate to Settings — Site Settings.

Select Site collection audit settings under Site Collection Administration.

Ll

In the Audit Log Trimming section, do the following:
e Set Automatically trim the audit log for this site to "Yes".

o In Specify the number of days of audit log data to retain set retention to 7 days.

NOTE: You may keep the existing audit log retention provided that it is set to 7 days or less.

4.11.2. Configure Events Auditing Settings

1. Login as an administrator to the audited SharePoint site collection.

2. Atthetop level of your site collection navigate to Settings — Site Settings.
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3. Select Site collection audit settings under Site Collection Administration.

4. Inthe List, Libraries, and Sites section select Editing users and permissions.

4.11.3. Enable NetTcpPortSharing Service

1. On the computer where Netwrix Auditor is installed, open the Services Management Console.
Navigate to Start — Run and type "services.msc".

2. Locatethe Net. Tcp Port Sharing service (NetTcpPortSharing), right-click it and select Properties.
3. Onthe General tab, set Startup type to "Manual" and click Apply.

4. C(lick Start to start the service.

4.11.4. Enable SPAdminV4 Service

This service is must be started to ensure the Netwrix Auditor Agent for SharePoint successful installation.
Perform the procedure below, prior to the agent installtion. See Install Netwrix Auditor Agent for
SharePoint for more information.

1. Onthe computer where SharePoint Central Administration is installed and where you intend to
deploy Netwrix Auditor Agent for SharePoint, open the Services Management Console. Navigate to
Start — Run and type "services.msc".

2. Locate the SharePoint Administration service (SPAdminV4), right-click it and select Properties.
3. Onthe General tab, set Startup type to "Automatic" and click Apply.

4. C(lick Start to start the service.
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5. Configure Data Processing
Account Rights and Permissions

The Data Processing Account is specified on Managed Object creation and is used by Netwrix Auditor to
collect audit data from the target systems and applications.

In most cases, this account must be a member of the domain Administrators group, provided that the
workstation with Netwrix Auditor installed and the audited system belong to the same domain.

If the computer where Netwrix Auditor is installed and the audited system belong to different workgroups
or domains, the audited system must have accounts with the same name and password as the account
under which Netwrix Auditor runs. All these accounts must belong the local Administrators group.

To ensure successful data collection the Data Processing Account must comply with the following
requirements depending on the audited system.

Feature Rights and Permissions

Active Directory .
Auditing
[ ]
[ ]
[ ]
[ ]
Group Policy .
Auditing

Member of the domain Administrators group / the Manage auditing and
security log policy must be defined for this account

The Log on as a batch job policy must be defined for this account

A member of the local Administrators group on the computer where the
product is installed

The Read rights to the Active Directory Deleted Objects container

If event logs autobackup is enabled: permissions to the following registry key
on each domain controller in the target domain:

HKEY_LOCAL MACHINE\System\CurrentControlSet\Services\EventLog\Security
AND

member of one of the following groups: Administrators, Print Operators,
Server Operators

If event logs autobackup is enabled: the Share Read and Write permissions
and Security Full control permissions for the logs backup folder

The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)

The Content Manager role on the SSRS Home folder

A member of the domain Administrators group / Manage auditing and
security log policy defined for this account
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Feature Rights and Permissions

e Thelog on as a batch job policy defined for this account
e The Readrightsto the Deleted Objects AD container

o If event logs autobackup is enabled: permissions to the following registry key
on each domain controller in the target domain:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\EventLog\Security
AND

the member of one of the following groups: Administrators, Print
Operators, Server Operators

e The Share Read and Write permissions and Security Full control
permissions for the logs backup folder (if auto backups are configured)

e The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)

e The Content Manager role on the SSRS Home folder

Exchange Server e A member of the domain Administrators group / The Manage auditing and
Auditing security log policy defined for this account

e Thelog on as a batch job policy defined for this account

e The account must belong to Organization Management or Records
Management group / Audit Logs management role must be assigned to this
account (only required if the monitored AD domain has an Exchange
organization running MS Exchange Server 2010 or 2013).

e TheReadrightsto the Deleted Objects AD container

o If event logs autobackup is enabled: permissions to the following registry key
on each DCin the target domain:

HKEY_LOCAL MACHINE\System\CurrentControlSet\Services\EventLog\Security
AND

the member of one of the following groups: Administrators, Print
Operators, Server Operators

e Share Read and Write permissions and Security Full control permissions
for the logs backup folder (if auto backups are configured)

e The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)

e The Content Manager role on the SSRS Home folder
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Feature Rights and Permissions

Mailbox Access e A member of the domain Administrators group (to monitor several

Auditing Exchange Servers in the domain where Netwrix Auditor is installed) / Member
of enterprise Administrators group (to audit Exchange Servers in different
domains belonging to the same forest)

Windows File o Amember of the local Administrators group

server Auditing If the computer where the product is installed and the audited servers belong

to different domains, the target computers must have accounts with the same
name and password as the Data Processing Account. All these account must
be assigned the local administrator permissions.

e Thelog on as a batch job policy must be defined for this account

e The Manage auditing and security log policy must be defined for this
account

e The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)

e Read access to the monitored shared folders

e The Content Manager role on the SSRS Home folder

EMC Storage o Amember of the local Administrators group

Auditin . .
& If the computer where the product is installed and monitored servers belong

to different domains, the target computers must have accounts with the same
name and password as the Data Processing Account. All these account must
be assigned the local administrator permissions.

e Thelog on as a batch job policy defined for this account
e The Manage auditing and security log policy defined for this account

e The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)

e Read access to the monitored shared folders

e The Content Manager role on the SSRS Home folder

NetApp Filer e Amember of the local Administrators group

Auditin . .
& If the computer where the product is installed and monitored servers belong

to different domains, the target computers must have accounts with the same
name and password as the Data Processing Account. All these account must
be assigned the local administrator permissions.
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Feature Rights and Permissions

Windows Server
Auditing

SQL Server
Auditing

VMware Auditing

The Log on as a batch job policy must be defined for this account

The Manage auditing and security log policy must be defined for this
account

The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)

Read access to the monitored shared folders
NetApp Filer account should have the following capabilities:
¢ login-http-admin
e api-system-cli
e api-options-get
o cli-cifs

The Content Manager role on the SSRS Home folder

A member of the local Administrators group

If the computer where the product is installed and monitored servers belong
to different domains, the target computers must have accounts with the same
name and password as the Data Processing Account. All these accounts must
be assigned the local administrator permissions.

The Log on as a batch job policy defined for this account

The Manage auditing and security log policy must be defined for this
account

The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)

The Content Manager role on the SSRS Home folder

A member of the local Administrators group
The System Administrator role on the target SQL Server
The Log on as a batch job policy defined for this account

The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)

A member of the local Administrators group

At least Read-onlyrole on the monitored server(s)
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Feature Rights and Permissions

e Thelog on as a batch job policy defined for this account

e The Database owner role assigned to account that is going to access the SQL
database with audit data

e The Content Manager role on the SSRS Home folder

Password e A member of the domain Administrators group
Explr.at|on e Thelog on as a batch job policy must be defined for this account
Alerting
Inactive User o A member of the domain Administrators group
Tracki . : , .
racking e Thelog on as a batch job policy must be defined for this account
Event Log e A member of the domain Administrators group
Management e Thelog on as a batch job policy must be defined for this account
e The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)
e The Content Manager role on the SSRS Home folder
User Activity o Amember of the local Administrators group

Video Recording e The Write permissions for the product logs and the Audit Archive folder

e Thelog on as a batch job policy defined for this account

e The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)

e The Content Manager role on the SSRS Home folder
SharePoint Required for Netwrix Auditor to function properly:
Auditing o Amember of the local Administrators group
e A member of the Domain Users group

e Thelog on as a service policy must be defined for this account

e The Database owner role must be assigned to this account if it going to
access the SQL database with audit data)

e The Content Manager role on the SSRS Home folder
Required for the automatic installation of Netwrix Auditor Agent for SharePoint:

e A member of the local Administrators group on SharePoint server, where
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Feature Rights and Permissions

the agent will be deployed

e The SharePoint_ Shell_ Access role on the SharePoint SQL Server
configuration database

Follow the procedures below to configure Data Processing Account account rights and permissions:

Configure Manage Auditing And Security Log Policy

Define Log On As A Batch Job Policy

Define Log On As A Service Policy

Assign Database Owner (dbo) Role

Assign System Administrator Role

Grant Permissions for AD Deleted Objects Container

Assign Permissions To Registry Key

Add Account to Organization Management Group

Assign Audit Logs Role To Account

Assign Content Manager Role To Account

Assign SharePoint_Shell_Access Role

5.1. Configure Manage Auditing And Security Log

Policy

NOTE: You only need to perform this procedure if the Data Processing Account does not belong to the

domain Administrators group.

. Open the Group Policy Management console on any domain controller in the target domain:

navigate to Start — Administrative Tools - Group Policy Management.

In the left pane, navigate to Forest: <domain_name> - Domains - <domain_name> -, Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

In the Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings — Local Policies.

On the right, double-click the User Rights Assignment policy.

Locate the Manage auditing and security log policy and double-click it.
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6. Inthe Manage auditing and security log Properties dialog, click Add User or Group, specify the
user that you want to define this policy for.

7. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and click Enter.
The group policy will be updated.

5.2. Define Log On As A Batch Job Policy

On Managed Object creation, the Log on as a batch job policy is automatically defined for the Data
Processing Account as a local security policy. However, if you have the Deny log on as a batch job policy
defined locally or on the domain level, the local Log on as a batch job policy will be reset. In this case, you
need to redefine the policy on the domain level through the Group Policy Management console.

NOTE: You must define the Log on as a batch job policy for the Data Processing Account used for
NetApp Filer Auditing and EMC Storage Auditing manually.

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start - Administrative Tools - Group Policy Management.

2. Inthe left pane, navigate to Forest: <domain_name> - Domains - <domain_name>, right-click
Default Domain Policy and select Edit from the pop-up menu.

3. Inthe Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies -~ Windows Settings — Security Settings - Local Policies - User
Rights Assignment and locate the Log on as a batch job policy.

.' Group Policy Management Editor =] E3
File  Action Wiew Help

&= 7 XE = HS
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4. Double-click the Log on as a batch job policy, select Define these policy settings and click Add

User or Group. Specify the account that you want to define this policy for.

5.3. Define Log On As A Service Policy

On Managed Object creation, the Log on as a service policy is automatically defined for the Data
Processing Account as a local security policy. However, if you have the Deny log on as a service policy
defined locally or on the domain level, the local Log on as a service policy will be reset. In this case, you
need to redefine the policy on the domain level through the Group Policy Management console.

1.

Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start - Administrative Tools - Group Policy Management.

In the left pane, navigate to Forest: <domain_name> - Domains - <domain_name>, right-click
Default Domain Policy and select Edit from the pop-up menu.

In the Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies - Windows Settings — Security Settings - Local Policies - User
Rights Assignment and locate the Log on as aservice policy.

Double-click the Log on as a service policy, select Define these policy settings and click Add User
or Group. Specify the account that you want to define this policy for.

5.4. Assign Database Owner (dbo) Role

1.

On the computer where SQL Server with the audit database is installed, navigate to Start - All
Programs - Microsoft SQL Server - SQL Server Management Studio.

Connect to the server.

In the left pane, expand the Security node. Right-click the Logins node and select New Login from
the pop-up menu.
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Click Search next to Login Name and specify the user that you want to assign the dbo role to.

If you are assigning dbo role to the Data Processing Account, make sure the Windows
authentication option is selected. If this is a different account, select SQL Server authentication.

Select Server roles on the left and assign the sysadmin role to the new login: all members of this
role have the dbo role by default. If you do not want to assign the sysadmin role to this user, select

public as server role.

Select the User Mapping tab. Select the database used by Netwrix Auditor to store audit data in the
upper pane and check db_owner in the lower pane.

NOTE: If the account that you want to assign the dbo role to has already been added to SQL Server
Logins, expand the Security — Logins node, right-click the account, select Properties from
the pop-up menu, and edit its roles.
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5.5. Assign System Administrator Role

1. On the computer where SQL Server with the audit database is installed, navigate to Start - All
Programs - Microsoft SQL Server - SQL Server Management Studio.

2. Connect to the server.

3. Inthe left pane, expand the Security node. Right-click the Logins node and select New Login from

the pop-up menu.
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4. Click Search next to Login Name and specify the user that you want to assign the sysadmin role to.

5. Specify the Server roles tab and assign the sysadmin role to the new login.

5.6. Grant Permissions for AD Deleted Objects
Container

NOTE: You only need to perform this procedure if the Data Processing Account does not belong to the
domain Administrators group.

1. Log on to any domain controller in the target domain with a user account that is a member of the
Domain Administrators group.

2. Navigate to Start — Run and type "cmd".

3. Input the following command: dsacls <deleted object dn> /takeownership
where deleted object dnisthe distinguished name of the deleted directory object.
For example: dsacls "CN=Deleted Objects,DC=Corp,DC=local" /takeownership

4. To grant permission to view objects in the Deleted Objects container to a user or a group, type the
following command: dsacls <deleted object dn> /G <user or group>:<Permissions>
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where deleted object dn is the distinguished name of the deleted directory object and user
or group is the user or group for whom the permission applies, and Permissions is the
permission to grant.

For example, dsacls "CN=Deleted Objects,DC=Corp,DC=local" /G Corp\jsmith:LCRP

In this example, the user CORP\jsmith has been granted List Contents and Read Property
permissions for the Deleted Objects container in the corp.local domain. These permissions let this
user view the contents of the Deleted Objects container, but do not let this user make any changes
to the objects in this container. These permissions are equivalent to the default permissions that are
granted to the domain Administrators group.

5.7. Assign Permissions To Registry Key

NOTE: You only need to perform this procedure if the Data Processing Account does not belong to the

domain Administrators group. This procedure must be performed on each domain controller in
the audited domain. If your domain contains multiple domain controllers, you may prefer a
different method, for example assigning permissions through Group Policy.

. Onyour target server, open Registry Editor: navigate to Start — Run and type "regedit".

In the left pane, navigate to HKEY_LOCAL_MACHINE\SYSTEM\CurrentControl
Set\Services\EventLog\Security. Right-click the Security node and select Permissions from the pop-up
menu.

Click Add and enter the name of the user that you want to grant permissions to.

Check Allow next to the Read permission.

5.8. Add Account to Organization Management Group

1.

Navigate to Start - Active Directory Users and Computers on any domain controller in the root
domain of the forest where Microsoft Exchange Server 2010 or 2013 is installed,.

In the left pane, navigate to <domain_name> - Microsoft Exchange Security Groups.
On theright, locate the Organization Management group and double-click it.

In the Organization Management Properties dialog that opens, select the Members tab and click
Add.
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NOTE: If for some reason you do not want this account to belong to the Organization
Management group, you can add it to the Records Management group in the same way.
The Records Management group is less powerful, and accounts belonging to it have fewer
rights and permissions.

5.9. Assign Audit Logs Role To Account

NOTE: You only need to perform this procedure if you do not want to add the Data Processing Account to
the Organization Management or the Records Management group.

1. On the computer where Microsoft Exchange Server 2010 or 2013 is installed, open the Exchange
Management Shell under an account that belongs to the Organization Management group.

2. Usethe following syntax to assign the Audit Log role to a user:

New-ManagementRoleAssignment -Name <assignment name> -User <UserName> -Role
<role name>

For example:

New-ManagementRoleAssignment —-Name "AuditLogsNetwrixRole" -User Corp\jsmith
-Role "Audit Logs"

In this example, the user CORP\jsmith has been assigned the Audit Logs role.

5.10. Assign Content Manager Role To Account

For proper performance of the Reports functionality, the account used to view reports, as well as the
account used to run the product scheduled task, must be assigned the Content Manager role for the SSRS
Home folder.

1. Start Report Manager, open the Properties tab of the Home folder and click New Role
Assignment (the path can slightly vary depending on your SQL Server version).

2. Specify the necessary group or user account in the following format: domain\user. The account must
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belong to the same domain, or to a trusted domain.

3. Select Content Manager.

5.11. Assign SharePoint_Shell_Access Role

The account that runs Netwrix Auditor Agent for SharePoint installation must be granted the SharePoint_
Shell_Access role on SharePoint SQL Server configuration database. If you select to deploy the agent
automatically on the Create New Managed Object wizard completion, the installation will be performed

under the Data Processing Account.

1. Inyour SharePoint server click Start — Miscosoft SharePoint Products <version> SharePoint

Management Shell.

2. Execute the following command:

Add-SPShellAdmin -UserName <domain\user>
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6. Upgrade From Previous Versions

You can upgrade your current Netwrix Auditor version to Netwrix Auditor6.0. All your current settings will
be preserved and no reconfiguration is required.

NOTE: The upgrade is supported starting from Netwrix Auditor 5.0.x.

To upgrade to Netwrix Auditor 6.0

1.
2.

7.

Download Netwrix Auditor 6.0.

Open the Netwrix Auditor console. For each of the enabled features under all of your Managed
Objects, make sure that the data collection status is not Running and disable each feature. If the data
collection is in progress, wait until the task completes and then disable the feature.

Close all Netwrix Auditor windows.

Run the installation package.

. Click Install.

Follow the instructions of the setup wizard.

NOTE: When upgrading from Netwrix Auditor 5.0.80 and below, do not change the program
installation path on the Installation Folder step of the wizard, otherwise your current
configuration may be lost.

Netwrix Auditor shortcuts will be added to the Start menu and the Netwrix Auditor console will open.

NOTE: When upgrading from Netwrix Auditor 5.0.80 and below to Netwrix Auditor 6.0, the list of installed

programs may contain multiple entries for the Inactive User Tracking, Password Expiration Alerting
and VMware Auditing features. This does not affect the product operability. Uninstall the older
version of the program.
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7. Uninstall Netwrix Auditor

7.1. Uninstall Netwrix Auditor

NOTE: If you enabled agents for data collection, make sure to stop them before uninstalling the product.
Some agents must be removed manually. See Uninstall Agents for more information.

To uninstall Netwrix Auditor

1. Onthe computer where Netwrix Auditor is installed, navigate to Start — Control Panel -
Programs and Features.

2. Select the Netwrix Auditor features one by one and click Uninstall.

7.2. Uninstall Agents

Some agents are stopped but not removed during Netwrix Auditor uninstallation. You need to delete them
manually prior to Netwrix Auditor uninstallation.

Perform the following procedures to uninstall the Netwrix Auditor agents:

o To delete Netwrix Auditor agent for Active Directory Auditing

e To delete Netwrix Auditor agents for Windows Server Auditing

e To delete Netwrix Auditor agents for User Activity Video Recording

e To delete Netwrix Auditor agents for Mailbox Access Auditing

e To delete Netwrix Auditor agents for SharePoint Auditing

To delete Netwrix Auditor agents for Active Directory Auditing
1. Onthe computer where Netwrix Auditor is installed, navigate to Start — Run and type "cmd".

2. Execute the following command:

$Netwrix Auditor installation folder$%\AD Change Reporter Full
Version\adcr.exe /removeagents domain=<domain name>

where <domain name> is the name of the monitored domain in the FQDN format.

Example:

C:\Program Files\Netwrix\AD Change Reporter Full Version\adcr.exe
/removeagents domain=domain.local

3. To delete agents from a specific domain controller, execute the following command:
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$Netwrix Auditor installation folder%\AD Change Reporter Full
Version\adcr.exe /removeagents dc=<domain controller name

To delete Netwrix Auditor agent for Windows Server Auditing
NOTE: Perform this procedure only if you used agents for data collection. Perform this procedure on the
computer running Netwrix Auditor before uninstalling the product.
1. Onthe target servers, navigate to Start — Control Panel - Programs and Features.

2. Select Netwrix Windows Server Change Reporter Agent Enterprise Edition and click Uninstall.

To delete Netwrix Auditor agents for User Activity Video Recording
e Remove agents via the Netwrix Auditor console:

1. Inthe Netwrix Auditor console, navigate to Managed Objects - <your_managed_object> in
the left pane.

2. Intheright pane select the Items tab.

3. Select a computer in thelist and click Remove. The agent will be deleted from the selected
computer. Perform this action with other computers.

4. Inthe left pane navigate to Managed Objects - <your_managed_object> - User Session
Activity - Monitored Computers. Make sure that the computers you have removed from
auditing are no longer present in the list.

5. In case some computers are still present in the list, select them one by one and click Retry
Uninstallation. If this does not help, remove the agents manually from the target computers
through Programs and Features.

e Remove agents manually on each audited computer:
1. Navigate to Start — Control Panel —. Programs and Features.

2. Select Netwrix User Activity Video Reporter Agent and click Uninstall.

To delete Netwrix Auditor agents for Mailbox Access Auditing

1. On every computer where a monitored Exchange Server is installed, navigate to Start - Run and
type "emd”.

2. Execute the following command:

sc delete “Netwrix Non-owner Mailbox Access Agent”

3. Remove the following folder: %Netwrix Auditor_installtion_folder%\Netwrix Non-owner Mailbox Access

Agent.

To delete Netwrix Auditor agents for SharePoint Auditing

NOTE: During the agent installation / uninstallation your SharePoint sites may be unavailable.
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In the audited SharePoint farm, navigate to the computer where Central Administration is installed
and where the agent resides.

Navigate to Start — Control Panel - Programs and Features.

Select Netwrix Auditor Agent for SharePoint and click Uninstall.

NOTE: Once you click Uninstall you cannot cancel the agent uninstallation. The agent will be
uninstalled even if you click Cancel.
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This section contains instructions on how to install the third-party components that are not included in the
Netwrix Auditor installation package, but are required for the product to function properly.

Refer to the following sections for step-by-step instructions on how to:

¢ Install Group Policy Management Console

¢ Install ADSI Edit

¢ Install Microsoft SQL Server

8.1. Install Group Policy Management Console

Group Policy Management Console is an administrative tool for managing Group Policy across the
enterprise.

To use the Group Policy Auditing feature of Netwrix Auditor, Group Policy Management Console must be
installed on the computer where the product is deployed.

To install GPMC on Windows 7

1. Download and install Remote Server Administration Tools that include Group Policy Management
Console.

2. Navigate to Start - Control Panel -, Programs and Features - Turn Windows features on or
off.

3. Navigate to Remote Server Administration Tools - Feature Administration Tools and select
Group Policy Management Tools.

4. Click Install.

To install GPMC on Windows Server 2008 and Windows Server 2008 R2

1. Navigate to Start — Control Panel . Programs and Features - Turn Windows features on or
off.

2. Inthe Server Manager dialog, select Features in the left pane, click Add Features and select Group
Policy Management.

3. Click Install to enable it.
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To install GPMC on Windows Server 2012

1.

Navigate to Start —» Control Panel - Programs and Features - Turn Windows features on or
off.

In the Server Manager dialog, select Features in the left pane, select Group Policy Management.
Click Next to proceed to confirmation page.

Click Install to enable it.

To install GPMC on Windows 8

1.

Download and install Remote Server Administrator Tools that include Group Policy Management
Console.

Navigate to Start — Control Panel - Programs and Features - Turn Windows features on or
off.

Navigate to Remote Server Administration Tools - Feature Administration Tools and select
Group Policy Management Tools.

8.2. Install ADSI Edit

The ADSI Edit utility is used to view and manage objects and attributes in an Active Directory forest. ADSI
Edit is required to manually configure audit settings in the target domain. It must be installed on any
domain controller in the domain you want to start auditing.

To install ADSI Edit on Windows 7

1.
2.

Download and install Remote Server Administration Tools that include ADSI Edit.

Navigate to Start —» Control Panel - Programs and Features - Turn Windows features on or
off.

Navigate to Remote Server Administration Tools — Role Administration Tools and select AD DS
and AD LDS Tools.

Click Install.

To install ADSI Edit on Windows Server 2008 and Windows Server 2008 R2

1.

Navigate to Start — Control Panel - Programs and Features - Turn Windows features on or
off.

In the Server Manager dialog, select Features in the left pane, click Add Features.

Navigate to Remote Server Administration Tools — Role Administration Tools and select AD DS
and AD LDS Tools.

Click Install to enable it.
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To install ADSI Edit on Windows Server 2012

1.

Navigate to Start —» Control Panel - Programs and Features - Turn Windows features on or
off.

In the Server Manager dialog, select Features in the left pane.

Navigate to Remote Server Administration Tools — Role Administration Tools and select AD DS
and AD LDS Tools.

Click Next to proceed to confirmation page.

Click Install to enable it.

To install ADSI Edit on Windows 8

1.

Download and install Remote Server Administrator Tools that include Group Policy Management
Console.

Navigate to Start — Control Panel - Programs and Features - Turn Windows features on or
off.

Navigate to Remote Server Administration Tools - Role Administration Tools and select AD
DS and AD LDS Tools.

8.3. Install Microsoft SQL Server

This section provides instructions on how to:

¢ Install Microsoft SQL Server 2008 R2 Express or 2012 Express

o Verify Reporting Services Installation

8.3.1. Install Microsoft SQL Server 2008 R2 Express or 2012

Express

NOTE: This section only provides instructions on how to install SQL Server with Advanced Services and

configure the Reporting Services required for Netwrix Auditor to function properly. For full
installation and configuration instructions, refer to Microsoft documentation.

Download one of the following:

e SQL Server 2008 R2

e SQL Server2012

Run the installation package and follow the instructions of the wizard until you get to the Feature
Selection page. On this page, ensure that the Reporting Services option is selected under Instance
Features.
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3. Proceed with the wizard until you get to the Server Configuration page. On this page, ensure that

the SQL Server Reporting Services will run under the Network Service account, and its startup
type is set to "Automatic”.

4. Follow theinstructions of the wizard to complete the installation.

8.3.2. Verify Reporting Services Installation

As a rule, Netwrix Auditor can use Reporting Services installed with the default settings. However, to
ensure that Reporting Services are properly configured, it is recommended to perform the following
procedure:

NOTE: You must be logged in as a member of the local administrators group on the computer where SQL
Server 2008 R2 or 2012 Express is installed.

1. Depending on SQL Server version installed, navigate to:

e Start - All Programs - Microsoft SQL Server 2008 R2 - Configuration Tools -
Reporting Services Configuration Manager

e Start - All Programs - Microsoft SQL Server 2012 - Configuration Tools —. Reporting
Services Configuration Manager

2. Inthe Reporting Services Configuration Connection dialog, make sure that your local report server
instance (for example SQLExpress) is selected and click Connect.

3. Inthe Reporting Services Configuration Manager left pane, select Web Service URL. Make sure
that Virtual Directory is set to "ReportServer_<YourSqlServerinstanceName>" (for example
ReportServer_SQLEXPRESS for SQLEXPRESS instance) and TCP Port is set to "80".

4. Inthe Reporting Services Configuration Manager left pane, select Database. Make sure that the
SQL Server Name and Database Name fields contain correct values. If not, click Change Database
and complete the Report Server Database Configuration wizard.

5. Inthe Reporting Services Configuration Manager left pane, select Report Manager URL. Make
sure Virtual Directory is set correctly, and that the URL is valid.

98/101



Index

A
Active Directory Auditing

Adctive Directory Audit Configuration
wizard 24

Audit settings 28
Auto archiving 32
Domain audit policies 28

Objec-level auditing for Configuration
and Schema partitions 36

Objec-level auditing for Domain
partition 33

Retention period for backup logs 32

Security event log size and retention
method 30

Tombstone lifetime 39
Rights and permissions 77
ADSI Edit 96
Agents 16
Manually install for SharePoint 16

Manually install for User Activity Video
Recording 17

Uninstall 92
Audit, configure 18
Audited IT Infrastructure 9
o
Configure Audit 18

Active Directory Audit Configuration
wizard 24

Active Directory Auditing 28

EMC Storage Auditing 57

Netwrix Auditor Installation and Configuration Guide

Index

Event Log Management on Syslog-based
platforms 69

Event Log Management on Windows
Servers 68

Exchange Server Auditing 41
Group Policy Auditing 41
Mailbox Access Auditing 43
NetApp Filer Auditing 53
SharePoint Auditing 75
User Activity Video Recording 70
Windows File Server Auditing 44
Windows Server Auditing 60
D
Data Processing Account
Audit Logs role 89
Content Manager role 89
DB owner role 84
Deleted Objects Container 87
Log as a batch job policy 83
Log as a service 84
Manage auditing and security log policy 82
Organizational Management group 88
Registry key 88
SharePoint_Shell_Access 90
Sysadmin role 86
Deployment options 11
E
EMC Storage Auditing
Audit settings 57
CIFS file shares 58

Security event log max size 58

99/101



Rights and Permissions 79
Environment 9
Event Log Management
Audit settings
Configure Syslog daemon (Red Hat) 69
Configure Syslog daemon (Ubuntu) 70
Enable Remote Registry 68
Rights and permissions 81
Exchange Server Auditing
Audit Configuration wizard 24
Audit settings 41
AAL 42
Rights and permissions 78
G
GPMC 95
Group Policy Auditing
Audit settings 41
Rights and Permissions 77
Group Policy Management Console 95
|
Inactive User Tracking
Rights and permissions 81
Install
ADSI Edit 96
Agent for SharePoint Auditing 16
Agent for User Activity Video Recording 17
Deployment options 11
GPMC 95
Netwrix Auditor 13,15

SQL Server 97

Netwrix Auditor Installation and Configuration Guide

Index

M
Mailbox Access Auditing
Audit settings 43
Rights and permissions 79
N
NetApp Filer Auditing
Audit settings 53
Admin web access 54
CIFS file shares 56
Event categories 54
Qtree security 54
Rights and permissions 79
o
Overview 6
P
Password Expiration Alerting
Rights and permissions 81
S
SharePoint Auditing
Audit settings 75
Install agent 16
Rights and permissions 81
SQL Server Auditing
Rights and permissions 80
Supported SQL Server versions 14
System requirements 13
u
Uninstall
Agents 92

Netwrix Auditor 92

100/101



Netwrix Auditor Installation and Configuration Guide

Index

Upgrade 91
User Activity Video Recording
Account rights and permissions 81
Audit settings
Firewall settings 71
Start Windows services 70
Permissions to watch videos 73
Add to group 74
Enable JavaScript 74
IEESC 74

VMware Auditing
Rights and permissions 80
w
Windows File Server Auditing
Audit settings
Advanced audit policy 48
Audit object access policy 47
Event log size 51
Object-level auditing 45
Remote registry service 52
Rights and permissions 79
Windows Server Auditing
Audit settings
Event log size and Retention 66
Local audit policies 64
Remote registry service 61
Windows registry 62

Rights and permissions 80

101/101



	1. Netwrix Auditor Overview
	2. Audited Systems
	3. Install Netwrix Auditor
	3.1. Deployment Options
	3.2. System Requirements
	3.2.1. Hardware Requirements
	3.2.2. Software Requirements
	3.2.3. Supported Microsoft SQL Server Versions

	3.3. Install the Product
	3.4. Install Netwrix Auditor Agents
	3.4.1. Install Netwrix Auditor Agent for SharePoint
	3.4.2. Install  Netwrix Auditor Agent for User Activity Video Recording


	4. Configure IT Infrastructure for Audit
	4.1. Configure Domain For Active Directory Auditing
	4.1.1. Configure Audit Automatically with Active Directory Audit Configuration Wizard
	4.1.2. Configure  Audit Manually
	4.1.2.1. Configure Domain Audit Policies
	4.1.2.2. Configure Security Event Log Size and Retention Settings
	4.1.2.3. Configure Object-Level Auditing
	4.1.2.4. Adjust Active Directory Tombstone Lifetime


	4.2. Configure Domain for Group Policy Auditing
	4.3. Configure Domain for Exchange Server Auditing
	4.3.1. Configure Exchange Server Administrator Audit Logging Settings

	4.4. Configure Exchange Server for Mailbox Access Auditing
	4.5. Configure Servers for Windows File Server Auditing
	4.5.1. Configure Object-Level Access Auditing
	4.5.2. Configure Audit Object Access Policy
	4.5.3. Configure Advanced Audit Policy
	4.5.4. Configure Event Log Size and Retention Settings
	4.5.5. Enable Remote Registry Service

	4.6. Configure Infrastructure for NetApp Filer Auditing
	4.6.1. Configure Qtree Security
	4.6.2. Configure Admin Web Access
	4.6.3. Configure Event Categories
	4.6.3.1. Configure Audit Event Categories
	4.6.3.2. Configure Security Log
	4.6.3.3. Specify  Security Log Shared Folder

	4.6.4. Configure Audit Settings for CIFS File Shares

	4.7. Configure Infrastructure for EMC Storage Auditing
	4.7.1. Configure Security Event Log Maximum Size
	4.7.2. Configure Audit Settings for CIFS File Shares on  EMC VNX/ VNXe/ Celerra

	4.8. Configure Infrastructure for Windows Server Auditing
	4.8.1. Enable Remote Registry and Windows Management Instrumentation Services
	4.8.2. Configure Windows Registry Audit Settings
	4.8.3. Configure Local Audit Policies
	4.8.4. Configure Event Log Size and Retention Settings

	4.9. Configure Infrastructure for Event Log Management
	4.9.1. Configure Event Log Management on Windows Computers
	4.9.2. Configure Event Log Management on Syslog-Based Platforms

	4.10. Configure  Computers for User Activity Video Recording
	4.10.1. Configure Data Collection Settings
	4.10.2. Configure Video Recordings Playback Settings

	4.11. Configure  Farm for SharePoint Auditing
	4.11.1. Configure Audit Log Trimming
	4.11.2. Configure Events Auditing Settings
	4.11.3. Enable NetTcpPortSharing Service
	4.11.4. Enable SPAdminV4 Service


	5. Configure Data Processing Account Rights and Permissions
	5.1. Configure Manage Auditing And Security Log Policy
	5.2. Define Log On As A Batch Job Policy
	5.3. Define Log On As A Service Policy
	5.4. Assign Database Owner (dbo) Role
	5.5. Assign System Administrator Role
	5.6. Grant Permissions for AD Deleted Objects Container
	5.7. Assign Permissions To Registry Key
	5.8. Add Account to Organization Management Group
	5.9. Assign Audit Logs Role To Account
	5.10. Assign Content Manager Role To Account
	5.11. Assign SharePoint_Shell_Access Role

	6. Upgrade From Previous Versions
	7. Uninstall Netwrix Auditor
	7.1. Uninstall Netwrix Auditor
	7.2. Uninstall Agents

	8. Appendix
	8.1. Install Group Policy Management Console
	8.2. Install ADSI Edit
	8.3. Install Microsoft SQL Server
	8.3.1. Install Microsoft SQL Server 2008 R2 Express or 2012 Express
	8.3.2. Verify Reporting Services Installation


	Index

