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1. INTRODUCTION

1.1. Overview

This guide is intended for system administrators and integrators. It contains a detailed product
overview, instructions on how to install the product and information about security installation
and configuration options. It also explains how to setup and use Netwrix Password Manager.

1.2. How This Guide is Organized

This section explains how this guide is organized and provides a brief overview of each chapter.

Chapter 1 Introduction: the current chapter. It explains the purpose of this
document, defines its audience and explains its structure.

Chapter 2 Product Overview provides an overview of the Netwrix Password Manager
features, and explains the system’s architecture and deployment structure. It also
contains information on licensing.

Chapter 3 Installing Netwrix Password Manager contains detailed instructions that
will guide you through the installation process of the Password Manager Service and
Client applications. It explains different installation scenarios, and also provides
information on how to upgrade from previous product versions.

Chapter 4 Configuring Password Manager Security explains different configuration
and deployment options that provide for enhanced application security. It contains
detailed instructions on how to setup the product for maximum performance and
security.

Chapter 5 Configuring Password Manager Settings explains how to configure the Self-
Service Portal and the options available to users, how to enforce verification
questions policies and apply password restrictions, etc.

Chapter 6 Enrolling Users for Self-Service lists and explains different enrollment
options, and provides guidance for administrators on which option to choose.

Chapter 7 Troubleshooting Netwrix Password Manager lists the issues that may be
encountered while using Netwrix Password Manager, and contains detailed
instructions on how to resolve them.

Appendix: contains a list of all registry keys that provide additional options for
Netwrix Password Manager configuration.
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2. PRODUCT OVERVIEW

2.1. Key Features and Benefits

In an Active Directory environment, administration of user passwords includes multiple tasks,
such as enforcing password security requirements through Group Policy, help-desk activities,
and batch configuration of user account management options. Often, these operations are
decentralized, and account owners are left out of account management.

Netwrix Password Manager is a solution that helps reduce help-desk and administration
workload by doing the following:

Providing end users with self-service web access to common password management
tasks;

Allowing help-desk operators to manage users’ accounts and view reports on their
status through a simple web interface;

Allowing administrators to enforce restrictions on the kinds of passwords that can
be used, and to apply security policies and identity verification procedures to the
managed domains.

To achieve this, the following three roles are distinguished:

End users
Help-desk operators

Administrators

By assigning these roles to groups and single users, you can control who can perform which
password management operations.

2.2. Product Architecture

Netwrix Password Manager consists of the following three components:

*

Web Application: supports the web portals that provide the Password Manager
functionality:

o Administrative Portal: allows configuring password policies and user options,
importing user account data for batch enrollment, etc.

o0 Help-Desk Portal: allows centralized management and reporting on the
enrolled users’ accounts.

o Self-Service Portal: a web-interface for end users to perform password
management operations without contacting the help-desk.

Password Manager Service: executes the operations requested through the web
portals.

Password Manager Client (also referred to as Windows Logon Prompt Extension*):
extends the standard Windows logon prompt and pops up a dialog box that allows
end users to perform self-service password management operations. It also supports
the enrollment wizard.

It is referred to as ‘GINA extension’ on pre Windows Vista systems and as ‘Credentials
Provider’ on Windows Vista and Windows Server 2008 or higher.

Both Password Manager Client and the web clients connect to the web service via the HTTP or
HTTPS protocol. The web service, in turn, connects to Password Manager Service via the RPC
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protocol. Password Manager Service holds a secure profile database in the local file system,
and communicates with Active Directory via encrypted LDAP and RPC channels.

The figure below illustrates the Netwrix Password Manager architecture and workflows:

Figure 1: Password Manager Architecture

~ ./ N
%\F/ | I
User Help-Desk Operator Administrator

User
Manage Manage View Manage
i Account i Account  Reports Accounts Configure

9

Web Application

NetWrix Password Manager
Core Service

2.3. Deployment Structure

Netwrix Password Manager components are typically distributed as follows:

l. Password Manager Service runs on a member server in an Active Directory domain.

Note: Installation of the Service on domain controllers is possible but not
recommended.

Il Web Application is installed on the same computer where Password Manager Service
is installed. The Administrative, Help-Desk and Self-Service portals provided by Web
Application are available from anywhere in the domain, and, optionally, from the
Internet.

Note: If you want to install Web Application in a DMZ (demilitarized zone), so that
the web portals are accesible from anywhere on the Internet, you may want to
install Password Manager Service on a different machine behind your firewall as a
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more secure configuration option. For information on this installation scenario and
detailed instructions, refer to Section 4.4 Installing Web Application in a DMZ.

Il. Password Manager Client is installed on end users’ computers (this component is

optional).

Note: The Password Manager Client and the Self-Service Portal are identical in terms
of the functions they provide. Depending on your policies, you can choose not to
deploy the Password Manager Client, and not sacrifice any functionality; or you can
deploy it to give end users more self-service access options.

2.4. Licensing Information

Netwrix Password Manager is licensed for a free 20-days evaluation period. Netwrix Password
Manager can be used as freeware for 100 users or less. Otherwise, a commercial license is
required. For license types and pricing information, please refer to Netwrix Password Manager

web page.
To register the product with a permanent commercial license purchased from Netwrix, take

the following steps:
Purchase the license code (it can be requested from the product page).

1.
2.

4.

Install the product following the instructions in Chapter 3 Installing Netwrix Password

Manager.

Open the Administrative Portal (for instructions refer to Section 5.1 Accessing the
Administrative Portal) and click License. The Licensing Information page will be

displayed:

Figure 2: Licensing Information Page

NetWrix Password Manager: License

Licensing Information

———ee——

Mumber of users: Mone
Active users: 1

Licensed to: Evaluation version

Please enter the license data supplied by support representative:

Company Mame: |

License Code: |

Murnber of users: |:|

Technizcal support URL: http:Afwww netwrix.com/support

Ewvaluation version. 4 days 22 hours left,

MetWriz Suppark

Copyright 2006-2012 by MetWrix Corporation, all rights reserved,

Fill in the fields and click OK.
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3. INSTALLING NETWRIX PASSWORD MANAGER

This chapter guides you through the installation process of Password Manager Service, Web
Application and Password Manager Client. It contains the following sections:

e Installation Prerequisites

e Installing Password Manager Client

e Upgrading from Previous Versions

e Migrating to Another Server

3.1. Installation Prerequisites

3.1.1. Hardware Requirements

Before installing Netwrix Password Manager, make sure that the computers, where Password
Manager Service and Web Application are going to be installed, meet the following hardware
requirements:

e  Minimum 20 MB of free hard disk space
e  Minimum 512 MB of RAM

3.1.2. Software Requirements

Make sure that this software has been installed on the corresponding computers before
proceeding with the installation.

Table 1: Password Manager Software Requirements

Product Component Required Software
Password Manager Service and | Platform: Intel x86, AMD 32 or 64 bit
Web Application

General requirements:
e  Windows XP SP3 or above
e .NET Framework 3.5 SP1
e  Windows Installer 3.1 or above

e Microsoft Internet Explorer 6.0 or above / Mozilla Firefox
2.0 or above / Apple Safari 2.0 or above / Google Chrome
4.0 or above

IIS 6.0 or above (Web Server role for Windows Server 2008)
The following features must be enabled prior to the installation:
e IS 6 Management Compatibility
e  ASP extension
e  Windows Integrated Authentication
e Anonymous Authentication
e  ASP.NET

For instructions on how to install the Web Server role, please refer
to the following article: Installing the Web Server Role.

Password Manager Client 0S: Windows XP SP3 or above

Web browser: Microsoft Internet Explorer 6.0 or above

Make sure that the end users’ computers have one of the following web browsers installed:

e Microsoft Internet Explorer 6.0 or above
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e Mozilla Firefox 2.0 or above
e Apple Safari 2.0 or above

e Google Chrome 4.0 or above

3.2. Installing Password Manager Service and Web
Application

Procedure 1. To install Password Manager Service and Web Application
1. Run the product setup file called prm_setup.exe on a member server or a workstation.

2. In asimple scenario, accept the default settings and specify the service account in the
DOMAIN\user format. The service account must have the appropriate access rights to
your domain accounts to be able to reset passwords and unlock accounts. For details
on the service account privileges, refer to Section 4.3 Configuring Service Account
Permissions.

3. Follow the instructions of the wizard to complete the installation.

As a result, once the installation is complete, the Administrative Portal will be started in the
default web browser.

For security considerations, it is recommended to enable the HTTPS protocol for the Web Server
on the machine where Password Manager Service is installed. For details on how to enable
encryption for IIS, refer to the following documentation:

e How to implement SSL in IIS

e HowtoSetUpSSLonlIS7

For the advanced installation scenario (installation on an Internet-facing DMZ server), refer to
Section 4.4 Installing Web Application in a DMZ.

3.3. Installing Password Manager Client

Password Manager Client can be installed manually or automatically through Group Policy.
Installation through Group Policy is recommended when you need to deploy Password Manager
Client on a large number of client computers. If you want to perform silent installation, you
can do it via the command prompt by using the msiexec component with any of its options
enabled.

See the procedures below for instructions on the installation options:

e Procedure 2 To install Password Manager Client manually

e Procedure 3 To install Password Manager Client via the command prompt

e Procedure 4 Run the following command in the command prompt:

msiexec.exe /I prm client.msi PM URL=https://localhost/pm
/quiet.

1. To check all available options, type in “msiexec/help” and press Enter.

2. To enable the required Password Manager self-service option, add its name and a value
to the command prompt when installing the client. The available options are as follows:

e PM_NOLPE: can be “true” or “false”, quotes needed. If “true”, only the enrollment
wizard is installed, without the logon prompt extension, which helps reset a
password from the logon screen.

Copyright © 2014 Netwrix Corporation. All Rights Reserved.
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e PM_URL: URL of the Password Manager server, by  default
http://%PRMservername?%/pm.

e ALLUSERS: can be “1” or “2”, if 1 - the enrollment wizard is installed for all users.

e PM_NOREBOOT=- can be “true” or “false”, quotes needed. If true, Windows XP/2003
machines will not reboot after installation.

The options should be added in the following format:
msiexec /i <file name>.msi <option name=%option value%>
/quiet

Example:

msiexec.exe /i prm client.msi ALLUSERS="1"
PM URL=https://localhost/pm /quiet.

To add several options, separate them by a space in the following format:

msiexec /i <file name>.msi <optionl name=%optionl value$%$>
<option2 name=%option2 value%> quiet

Example:
msiexec.exe /i prm client.msi ALLUSERS="1" PM NOLPE="false"
PM URL=https://localhost/pm PM NOREBOOT="true" /quiet.

e Toinstall Password Manager Client via Group Policy

Procedure 2. To install Password Manager Client manually

1. Run the prm_client.msi installation package (located in the Password Manager
installation folder) on all computers where you want to deploy the Password Manager
Client (Windows Logon Prompt Extension). The installation wizard will start.

2. When prompted, specify the installation path and the path to the Self-Service Portal.

3. Follow the instructions of the wizard to complete the installation.

Procedure 3. To install Password Manager Client via the command prompt

3. Run the following command in the command prompt:
msiexec.exe /I prm client.msi PM URL=https://localhost/pm
/quiet.

4. To check all available options, type in “msiexec/help” and press Enter.

5. To enable the required Password Manager self-service option, add its name and a value
to the command prompt when installing the client. The available options are as follows:

e PM_NOLPE: can be “true” or “false”, quotes needed. If “true”, only the enrollment
wizard is installed, without the logon prompt extension, which helps reset a
password from the logon screen.

e PM_URL: URL of the Password Manager server, by  default
http://%PRMservername%/pm.

e ALLUSERS: can be “1” or “2”, if 1 - the enrollment wizard is installed for all users.

e PM_NOREBOOT=- can be “true” or “false”, quotes needed. If true, Windows XP/2003
machines will not reboot after installation.

The options should be added in the following format:
msiexec /i <file name>.msi <option name=%option value%>
/quiet

Example:
msiexec.exe /i prm client.msi ALLUSERS="1"
PM URL=https://localhost/pm /quiet.
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To add several options, separate them by a space in the following format:

msiexec /i <file name>.msi <optionl name=%optionl value%>
<option2 name=%option2 wvalue%> quiet

Example:

msiexec.exe /i prm client.msi ALLUSERS="1" PM NOLPE="false"
PM URL=https://localhost/pm PM_NOREBOOT="true" /quiet.

Procedure 4. To install Password Manager Client via Group Policy

1.

10.

Verify that:
e Password Manager Service and Web Application are installed on the server.

e The Group Policy Management Console (GPMC) is installed on the target computer.

Note: The Group Policy Management Console is a free download from Microsoft, and
can be obtained from the following link:
http://go.microsoft.com/fwlink/?linkid=58541

Start the GPMC by going to Start > Control Panel - Administrative Tools > Group
Policy Management.

Right-click the OU (organizational unit), or the entire domain, that your client
computers belong to, and select Create and Link a GPO Here. Enter the name of the
new GPO (Group Policy Object), for example ‘Netwrix Password Manager’.

Right-click the newly created GPO and select Edit to start Group Policy Object Editor.

Navigate to the Computer Configuration > Administrative Templates node, right click
it and select the Add/Remove Templates option. Click Add and browse to the
Netwrixpm.adm file (by default installed to C:\ProgramFiles\Netwrix Password
Manager).

Navigate to the Computer Configuration > Administrative Templates > Netwrix
Password Manager node and double-click Password Manager server URL in the right
pane. In the dialog that opens, select the Enabled option, and enter the Self-Service
Portal URL.

Adjust the advanced options (for example Suppress Enrollment Errors, Reset Local
Credentials Cache, and others) if necessary.

Place the prm_client.msi package in a network share, e.g. \\MYSERVER\Share.

Note: This share and its contents must be available to all users.

Navigate to Computer Configuration = Policies > Software Settings. Right-click
Software Installation, and select New - Package.

Select the package from the share. In the Deploy Software dialog select Assigned (the
default value), and click OK.

The Password Manager Client will be deployed automatically on end users’ computers during
the next startup. They will be restarted automatically after the installation.

Note: If later the Password Manager Web Application is moved to another server, the
Password Manager URL must be updated.

Figure 3: and Figure 5: below show the logon dialog for Windows 7 and Windows XP/2000 with

the Logon Prompt Extension that will now be displayed each time you log on the system:
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Figure 3: Logon Prompt Extension Dialog in Windows 7

VMS\Admin
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Note: If you cannot log on the system, click the Other Credentials button, and then
select the Can’t log on? Click HERE for assistance icon:

Figure 4: The logon assistance icon
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Figure 5:

Logon Prompt Extension Dialog in Windows XP/2000
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3.4. Upgrading from Previous Versions

Procedure 5. To upgrade Password Manager Service and Web Application

1. Back up the three .bin files in the product installation folder (alinfo.bin,
inv_logon.bin and secrets.bin).

2. Install a new version in the same way as explained in Section 0 Make sure that the end
users’ computers have one of the following web browsers installed:

e Microsoft Internet Explorer 6.0 or above
e Mozilla Firefox 2.0 or above
e Apple Safari 2.0 or above

¢ Google Chrome 4.0 or above
3. Installing Password Manager Service and Web Application above.

All current product settings will be preserved, and no reconfiguration is required.

Note: If you applied some specific IIS settings to your previous Netwrix Password
Manager version, verify them and reconfigure if necessary.

Procedure 6. To upgrade Password Manager Client via Group Policy

1. Upload the latest prm_client.msi file to a network share as explained in Procedure 4
Run the following command in the command prompt:

msiexec.exe /I prm client.msi PM URL=https://localhost/pm
/quiet.

6. To check all available options, type in “msiexec/help” and press Enter.

7. To enable the required Password Manager self-service option, add its name and a value
to the command prompt when installing the client. The available options are as follows:

e PM_NOLPE: can be “true” or “false”, quotes needed. If “true”, only the enrollment
wizard is installed, without the logon prompt extension, which helps reset a
password from the logon screen.

e PM_URL: URL of the Password Manager  server, by  default
http://%PRMservername%/pm.

e ALLUSERS: can be “1” or “2”, if 1 - the enrollment wizard is installed for all users.

e PM_NOREBOOT=- can be “true” or “false”, quotes needed. If true, Windows XP/2003
machines will not reboot after installation.

The options should be added in the following format:
msiexec /1 <file name>.msi <option name=%option value%>
/quiet

Example:

msiexec.exe /i prm client.msi ALLUSERS="1"
PM URL=https://localhost/pm /quiet.

To add several options, separate them by a space in the following format:

msiexec /i <file name>.msi <optionl name=%optionl value$%$>
<option2 name=%option2 value%$> quiet

Example:

msiexec.exe /i prm client.msi ALLUSERS="1" PM NOLPE="false"
PM URL=https://localhost/pm PM NOREBOOT="true" /quiet.

2. Toinstall Password Manager Client via Group Policy.
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Navigate to Start - Control Panel - Administrative Tools > Group Policy
Management. To locate the required Domain Policy, expand the Forest <forest_name>
- Domains > <domain_name> - Group Policy Objects node. Right-click the node
and select Edit.

Navigate to Computer Configuration > Policies &> Software Settings, right-click
Password Manager Client package and select All Tasks > Redeploy Application.

The Password Manager Client will be reinstalled on all computers where the Group Policy
applies.

3.5. Migrating to Another Server

Procedure 7. To migrate Netwrix Password Manager to another server

1.
2.

4.
5.

Install Netwrix Password Manager on a new server.
Stop Netwrix Password Manager Service on the server where the product was installed
initially.

On the old server, navigate to the product installation directory (the default path is
C:\ProgramFiles(x86)\Netwrix Password Manager) and copy the following files to the
same location on the new server:

e alinfo.bin

e secrets.bin

e PredefinedQuestions.txt

e the entire Templates folder

Start Password Manager Service on the new server.

If you are using Netwrix Password Manager Client, change Netwrix Password Manager
server address as follows:

Navigate to Start > Administrative Tools - Group Policy Management Console.

b. Right-click the GPO created for Netwrix Password Manager and select Edit from
the pop-up menu.

c. In the dialog that opens, navigate to Computer Configuration - Administrative
Templates - <Your_Password_Manager_Template>.

d. In the right pane, specify the new server URL in the Password Manager Server
URL entry field.
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4. CONFIGURING PASSWORD MANAGER SECURITY

There are several ways to enhance Password Manager operational security. This chapter
explains the available security options and provides detailed instructions on how to configure
them.

This chapter covers:

e Configuring Web Application Security

e Configuring Roles

e Configuring Service Account Permissions

e Installing Web Application in a DMZ

e Clustering for Enhanced Stability

e Configuring Password Manager Client Security

e Configuring Profile Database Security

e Configuring Built-In Security Policies

4.1. Configuring Web Application Security

The Web Application component does not have any inner security logic: it acts merely as a
communication and presentation layer between the Web Portals/Password Manager Client and
the Password Manager Service. All security checks and policy enforcements are realized on the
Password Manager Service side.

However, to provide for secure communications, SSL (Secure Sockets Layer) is required to
prevent data eavesdropping and tampering. You must install an SSL certificate (for example,
obtained from http://www.verisigh.com) on your web server, and enable the HTTPS protocol
at port 443. It is recommended to disable the non-secure HTTP protocol on port 80.

Toinstall an SSL certificate, perform one of the procedures below depending on your IIS version:

e Procedure 8 To install an SSL certificate on 1I1S7

e Procedure 9 To install an SSL certificate on 11S6

To redirect users from any page of your website right to the Password Manager Portal, or to
create redirection from an http address to an https address, follow the procedure below:

e Procedure 10 To create a redirect in IIS

Procedure 8. To install an SSL certificate on IIS7

1. On the Password Manager server, navigate to Start > Control Panel > Administrative
Tools > Internet Information Services (IIS) Manager. In the left pane, select the
computer where the Password Manager Web Application is installed.

2. In the center pane, double-click Server Certificates.

3. In the Server Certificate dialog that opens, select one of the options in the Actions
pane depending on the action you want to take: import an existing certificate, request
a certificate, or create a certificate:
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Figure 6: Server Certificate: Actions Tab
Import...

Create Certificate Request...

Complete Certificate Request. ..

Create Domain Certificate. ..

Create Self-Signed Certificate. ..
'O Help
Online Help

4. When a certificate has been installed, in the left pane select the default web site
where your PRM folder is displayed.

5. In the Actions pane, click Bindings, and then click Add. The following dialog will be

displayed:
Figure 7: Add Site Binding
Add Site Binding EHE
Type: IP address: Port:
I vl |.ﬁ.II Unassigned j |8III
Hosk narne:

Example: www. contaso.com or marketing. contaso.com

ok I Cancel

6. In the Type drop-down list, select ‘https’, specify your SSL certificate, and click OK.

Procedure 9. To install an SSL certificate on 1I1S6

1. On the Netwrix Password Manager server, navigate to Start > Control Panel >
Administrative Tools - Internet Information Services (IlIS) Manager ->
<computer_name> > Web Sites > Default Web Site, where your PRM folder is
displayed.
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2.

3.

Procedure 10.

1.

Right-click the web site folder and switch to the Properties - Directory Security
tab:

Figure 8: Default Web Site Properties

'E Internet Information Service ;Iglll
¥ Fle  Action  Wiew window Help | == 5||
G ol [ glDefault Web Site Properties =
el =] ) AN < M E =Rl 0efautt web Site Properties 2l
f’_'] Inkernet Information Services | | Name website |  Performance | ISAPI Filters | Haome Directory | Daocuments |
E- 0 NETWRIX-GRIUWAK (local | J3adm  Directory Security HTTP Headers |  CustomEwors | ASP.MET
| Application Pools @hen
.. weh Sites i help - Authentication and access control
g Default Wieb Site | 1, Enable anonymous access and edit the
- @ PMm e w authentication methods For this resource. Edit... |
‘f’ Reports$SOLE: brar R
) RepartServerd | N
B aspret_client ! char ~IP address and domain name restrictions
N . char
- Web Service Extensior \ char Grant or deny access ko this resource using
1 def IP addresses or Internet domain names,
| dere
| enre Edit... |
| enrc
| enirc
| enre [~ Secure communications
| enrc Require secure communications and 5 Certificat
J— enable client certficates when this 2erver Lertiicate.
1 resaurce is accessed. b .
| erra Yiew Certificate. .. |
| exal
| exal
S — (5 ] -
oK | Cancel | Apply | Help |

Click the Server Certificate button and follow the Web Server Certificate Wizard by
specifying your certificate.

To create a redirect in IIS

On the Password Manager server, make sure you have installed the HTTP Redirect
feature for IIS: navigate to Start > Control Panel > Programs and Features and select
Turn Windows features on or off.

In the Server Manager dialog, select Web Server (lIS) and click Add Role Services on
the right.

In the Add Role Services dialog, make sure the HTTP Redirection service is selected.
Otherwise proceed with installing it.

Figure 9: Add Role Services

e

(
! %@ Select Role Services

Select the role services to install For Web Server (IIS):

Confirmation Role services: Description:

Progress =/ [ web server (Installed) ~| HITP Redirection provides support to
redirect user requests to & specific

Restlts ) [E] Commen HTTP Features (Installed)

Static Conkent {Install=d)
Default Document {Installed)
Directory Browsing (Installed)

ing
B || Application Development (Installed)
ASPLMET iInstalled)
\MET Extensibility (Installed)
ASP (Inskalled)
CGI (Installed)
ISAPI Extensions (Installed)
ISAPI Filters (Installed)
Server Side Includes (Installed)
=[] Health and Diagnostics
[] HTTP Logging
[] Logging Tools
[71 Reauest Monitor

<

destination, Use HTTP redirection
whenever you want customers who
might use one URL ko ackually end up
at another URL, This is helpful in
many sikuations, from simply
renaming your Yeb site, ta
avercoming a domain name that is
difficult to spell, or Forcing clients ko
use a secure channel,

il

More about role services

Install

| [ concel ]

Iext = I
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4. In Server Manager, open Internet Information Services (IIS) Manager under Web
Server (lIS).

5. In the Connections pane, navigate to <your computer name> - Sites > Default Web
Site and double-click the HTTP Redirect feature on the right.

Figure 10:  HTTP Redirect Feature

Server Manager [_[O[x]
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=Y §ewel Manager (WORKSTATION) Internet Information Services (11S) Manager
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= g web Server (115)
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@ m Dignostics L e
o §5 Start Page =
“ at g:nr-guam = €5 WORKSTATION ) (e - -Eshowal |Gowby: wea  REE- (|2 Explore
S ) Applcation Pools — | Edtpemissors...
E 8l stes ok zx\ & Edit Site
= &) Default Web Site 0 4 | :
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View Applications
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Rules Document
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L i | e o= 8]
(] J & = = Y| Configure
ISAPIFilters ~ MIME Types  Modules Output Request  SSL Settings Limits....
Caching Filtering —_—
® Hep
Management Oriine Help
Configuration 115 Manager =l
Rl | [ Features view .- content view

6. In the HTTP Redirect window, select the Redirect requests to this destination check
box and enter the Password Manager portal address, by default https://localhost/PM.
7. HTTP Redirect Feature
@ HTTP Redirect

|Jse this Feature to specify rules For redirecting incoming requests ko another File ar URL,

¥ Redirect requests ta this destination:

Example: htbp: /v, contoso, com/sales

Redirect Behawior
[~ Redirect all requests to exact destination {inskead of relative to destination)

[T Only redirect requests ko content in this directory (not subdirectories)

Status code:

|Found {302) =]

4.2. Configuring Roles

Password Manager Service authenticates Help-Desk Operators and Administrators by means of
integrated Windows authentication.

No Windows authentication is implemented for users with the Self-Service role. This is done to
enable password resets based on verification questions, without logging in.

Roles (including the security roles) are assigned in the Administrative Portal. For detailed
instructions, refer to 5.6 Assigning Roles.
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4.3. Configuring Service Account Permissions

The service account specified on installation must be powerful enough to unlock accounts and
reset passwords in the managed domains, since all self-service and help-desk password
management operations are performed under this account. This account must also be given
local Admin access on the computer where Password Manager Service is installed.

The following rights must be delegated to the service account on the managed OUs:
e Change Password
e Reset Password
e Read Account Restrictions
e Write Account Restrictions
e Read pwdLastSet
e Write pwdlLastSet
e Read lockoutTime
e Write lockoutTime

For instructions on how to delegate specific rights to the service account, refer to the following
articles on the Microsoft support website:

e How To Delegate the Unlock Account Right

e How to grant help-desk personnel the specific right to unlock locked user accounts

4.4, Installing Web Application in a DMZ

If you want the web portals to be accessible from anywhere on the Internet, as an additional
security measure, you may want to separate the Internet-facing Web Application from Password
Manager Service acting as a back-end for interfacing with Active Directory domain accounts and
passwords. This measure decreases the potential attack surface and improves overall security.

For step-by-step instructions on the deployment scenarios, refer to the following sections:

e Configuring a DMZ Server that is an AD Domain Member

e Configuring a DMZ Server that is not an AD Domain Member

Note: The DMZ Server must have ASP installed.

In order to allow connections to Netwrix Password Manager deployed in a DMZ, make sure your
firewall settings comply with the following rules:

Table 2: Firewall Settings Rules

Local Ports | Remote Remote Protocol | Application | Action
Ports Machine
On DMz Any A TCP A All
ny ny ow
Inbound 80, 443, 135 | RPC " Backend TCP Any Allow
range
On DMz RPC Range | 135-139 g"é‘;ke“d’ all | rcp upp | Any Allow
Outbound | Rpc Range 22;1 389, | AU DCs TCP, UDP | Any Allow
RPC Range DCOM Backend TCP Any Allow
range
RPC Range 53 DNS ubP Any Allow
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On Backend | o range | RPC range | DMZ TCP Any Allow
Inbound
135-139 RPC range | DMZ TCP, UDP Any Allow
On Backend | RPC range 135-139 DMZ, allDCs | TCP, UDP | Any Allow
RN rC ronge 22;1 389, | AuDCs TCP, UDP | Any Allow
RPC range 53 DNS ubpP Any Allow
RPC range RPC range | All DCs TCP Lsass.exe* Allow
RPC range 25 Mail Server TCP Any Allow
On DCs 88, 389, 464 | RPC range | DMZ, Backend | TCP, UDP Any Allow
Inbound 135-139 RPC range | Backend TCP, UDP | Any Allow
RPC %
d . RPC range | Backend TCP Lsass.exe Allow
ynamics
On DCs
Outbound: no rules required
Additional:
DNS 53 Any Any uDP Any Allow
Inbound
Mail Server 25 Any Any TCP Any Allow
Inbound

*The RPC range is 1024 - 65535 (Windows NT/XP/2003), or 49152 - 65535 (Windows
Vista/2008/7/2k8r2)

**Lsass.exe is %systemroot¥%\System32\lsass.exe

Note: All inbound and outbound connections on all servers are blocked, if they do
not match these rules.

4.4.1. Configuring a DMZ Server that is an AD Domain Member
For this deployment scenario, perform the following procedures:

e Install Password Manager Service on the back-end server

Note: It is not recommended to use a domain controller as a back-end server.

e Install Web Application on the front-end

e Test the configuration

Procedure 11. To install Password Manager Service on the back-end server

1. Install the Password Manager Application using the /dmz command-line parameter
under a domain account with the necessary permissions and rights (for details on
permissions, see Section 4.3 Configuring Service Account Permissions).

Note: The /dmz key implies that IIS is not required, and no web interface is installed
on the back-end server.

2. Navigate to Start > Control Panel > Administrative Tools > Active Directory Users
and Computers, and locate the account for the machine that you want to act as a
server in the DMZ. Select the Trust this computer for delegation option.

3. Create a new domain account called IUSR_Netwrix_DMZ and include it in the following
local groups on the back-end server: Guests and Distributed COM Users.
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4.

To the Distributed COM Users group, also add all users that are members of the
Administrators and Help-Desk Operators Roles (for details on how to assign roles to
users, refer to Section 5.6 Assigning Roles).

Note: Users that belong to the Local Administrators group, already have all the
necessary permissions and access rights, so you do not have to add them to the
Distributed COM Users group.

On the back-end server, navigate to Start > Run and execute the dcomcnfg.exe
command to run Component Services. In the Component Services snap-in navigate to
Console Root - Component Services > Computers > My Computer, right-click it
and select Properties. Navigate to the Default Protocols tab, and select Connection-
oriented TCP/IP. Click Properties, the Add button and specify a range of at least fifty
ports, e.g. 5000-5050.

Figure 11:  COM Internet Services

Properties for COM Internet Services @

Lse the port ranges controls to add or remove port ranges from
:-—-.‘.-— the port categories for use with packet filtering or firewall
software.

Port Ranges

Remove Remave Al

Port range assignment
@ Intemet range ) Irtranet range
Default dynamic port allocation

@) Intemet range ) Intranet range

[ ok | [ Cancel |

In the firewall settings between the DMZ and the internal network, allow network
connections from the DMZ server to the backend server for port 135 (TCP) and the port
range configured above.

In the My Computer Properties dialog, select the Default Properties tab and make
sure that everything is configured as shown in the figure below:
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8.

Figure 12: My Computer Properties

ficd Jed |
Defaul Protocols | MSDTC | COMSecuiy |
General | Dpions Defauit Properties

I [¥ Enable Distributed COM on this computer I
[ Enable COM Intemet Services on this computer

Defaul Distributed COM Communication Properties
The Authentication Level specifies secuity at the packet level

Defaudt Aythentication Level

Itonne-ct ﬂ
The n\pﬁmm Ie'.-al specifiez whether apphcations can deteimine
wha is calling them, and whether the application can do operations
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Defaidt Impersonation Levet

ioerity ——————}d|
Secunty for reference tracking can be provided if authenbcation is used
and that the dafault impersonation bevel iz not anonwmous.

™ Provide addiional security for reference tacking

I (1] 4 I Carrcel

Restart the back-end server.

Procedure 12. To install Web Application on the front-end (DMZ)

1.

Install Netwrix Password Manager as described in Section 0 Make sure that the end
users’ computers have one of the following web browsers installed:

e Microsoft Internet Explorer 6.0 or above

e Mozilla Firefox 2.0 or above

e Apple Safari 2.0 or above

e Google Chrome 4.0 or above

Installing Password Manager Service and Web Application under any domain account.

Navigate to Start > Control Panel > Administrative Tools - Services, and stop the
service named Netwrix Password Manager. Then set its startup mode to ‘Disabled’.

Navigate to the product folder and remove the prmservice.exe file. This is done since
the local service may still be in use, and if the DMZ configuration is wrong, the local
COM server may be started instead of the remote one.

Navigate to Start - Control Panel > Administrative Tools > Component Services >
Computers > My Computer > DCOM Config. Right-click Netwrix Password Manager
and select Properties. Go to the Location tab and disable the Run application on this
computer check box. Then enable the Run application on the following computer
option, and enter the name of the back-end server you have installed, click OK.

Run the IIS Manager snap-in (Start - Control Panel - Administrative Tools - Internet
Information Services (lIS) Manager). Do one of the following, depending on your IIS
version:

e For IIS7: In the left pane, locate the virtual directory created on installation
(normally named ‘PM’). In the Actions pane on the right, click Basic Settings. In the
dialog that opens, click the Connect as button, select the Specific user option and
specify the domain account in step three of Procedure 11 To install Password
Manager Service on the back-end server in the domain\account format. Enter the
password and click OK.
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Figure 13:  Edit Virtual Directory

Edit ¥irtual Directory EHE

| Site name:  Defaulk Web Sike |

Connect As ﬂ E

Path credentials:

¥ specific user:

Set...

" Application user {pass-through authentication)

K, | Zancel |

e For lIS6: In the left pane, locate the virtual directory created on installation
(normally named ‘PM’), right-click it and select Properties. Open the Directory
Security tab, click Edit in the Authentication and access control section. In the
dialog that opens, enter the name of the domain account created in step three of
Procedure 11 To install Password Manager Service on the back-end server in the
domain\account format. Enter the current password and click OK.

Figure 14:  Authentication Methods

HTTP Headers I Cuskorn Errors | &5 MET |
Yirtual Direckary | Docurnents Direckory Security

—Authentication and access conkral

Q 5 Authentication Methods |

—Iv Enable anonymous access

Use the Following Windows user account For anonymous access:

—IP address
|Jser name: I VMS'I,IUSR_NEtWriX_DMZl Browse, .. |
@ Passward: I I
[ SECure com

— Authenticated access

Far the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricked using NTFS access contral lists

[ Integrated Windows authentication

[ Digest authentication For “Windows domain servers
[ Basic authentication (password is sent in clear bext)
[~ MET Passport authentication

Defiault domain: | Seleck.., |

Anonymous logons will be now impersonated as the specified user.
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Procedure 13. To test the configuration

1. Navigate to Password Manager Self-Service Portal (running on the DMZ server) from an
outside network.

2. Perform some basic actions, such as enrolling and resetting a user’s password (for
instructions on how to perform these operations, refer to the Self-Service Portal help).

4.4.2. Configuring a DMZ Server that is not an AD Domain Member
For this deployment scenario, perform the following procedures:

e Install Password Manager Service on the back-end server

Note: It is not recommended to use a domain controller as a back-end server.

e Install Web Application on the front-end

e Test the configuration

Procedure 14. To install Password Manager Service on the back-end server

1. Install Netwrix Password Manager using the /dmz command-line parameter under a
domain account with the necessary permissions and rights (for details on permissions
see Section 4.3 Configuring Service Account Permissions).

Note: The /dmz key implies that IIS is not required, and no web interface is installed
on the back-end server.

2. Create a new local account called IUSR_Netwrix_DMZ and include it in the following
local groups on the back-end server: Guests and Distributed COM Users.

3. To the Distributed COM Users group, also add all users that are members of the
Administrators and Help-Desk Operators Roles (for details on how to assign roles to
users, refer to Section 5.6 Assigning Roles).

Note: Users that belong to the Local Administrators group, already have all the
necessary permissions and access rights, so you do not have to add them to the
Distributed COM Users group.

4. On the back-end server, go to Start > Run and execute the dcomcnfg.exe command
to run Component Services. In the Component Services snap-in go to Console Root >
Component Services - Computers > My Computer, right-click it and select
Properties. Go to the Default Protocols tab, and select Connection-oriented TCP/IP.
Click Properties, the Add button and specify a range of at least fifty ports, e.g. 5000-
5050.
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Figure 15:  COM Internet Services

Properties for COM Internet Services @
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In the firewall settings between the DMZ and the internal network allow network
connections from the DMZ server to the backend server for port 135 (TCP) and the port
range configured above.

In the My Computer Properties dialog, select the Default Properties tab and make
sure that everything is configured as shown in the figure below:

Figure 16: My Computer Properties

Jid 3|
DefautProtoccl: | MSDTC | COM Secuty
General | Oplions Delault Froperties

v Enable Distributed COM on this computer
[ Epable COM Intemet Services on this computer

~ Defauk Diznbuted COM Communication Properties
The Authenbicabion Level specifies secusily at the packet level

Default Aythentication Level
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The impesrsonation level specifies whether apphcalions can detesmine
weha iz calling them, and whather the application can do operations

using the chents identity.
Diefault Impersonation Levek
[EET . - |

Secunty for reference tracking can be provided if authenbication is used
and that the default impessonation level i not ancnpmous.

™ Provide additional securty for reference tacking

[ ok ] cencel | ooy |

Open the Local Group Policy Editor (navigate to Start > Run and execute the
gpedit.msc command). Expand the Windows Settings - Security Settings > Local
Policies > Security Options node and locate the Network access: Sharing and
security model for local accounts policy in the right pane:
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Figure 17:

Local Group Policy Editor

File Action Wiew Help

B Local Group Policy Editor

B EE

'=[ Local Computer Palicy
[ g Computker Configuration
| Software Settings
Bl ] Windows Settings
| Marne Resolution Policy
2] Seripks (SkarbupShukdown)
El Ty Security Settings
7 Account Policies
[ [4 Local Policies
2 Budit Palicy

# User Rights Assignment
4, Security Options

| Windows Firewall with Advanced Security

j Mekwork List Manager Palicies
| Public Key Policies

|| Software Restriction Policies

| Application Control Policies
‘g IP Security Policies on Local Computer

1 Advanced Audit Policy Corfiguration
wly Policy-based Qas

Paolicy = I Security Setting
Inkeractive logon: Prompk user to change password before expir... 5 days
Inkeractive logon: Require Domain Controller authentication to un... Disabled
Interactive logon: Require smart card Disabled
Interactive logon: Smart card removal behavior Mo Action
Microsoft network client: Digitally sign communications {always) Disabled
Microsoft network client: Digitally sign communications {if server a... Enabled
Microsoft network client: Send unencrvpted password to third-pa...  Disabled
Microsoft network server: Amaount of idle kime required before su... 15 minutes
Microsoft network server: Digitally sign communications {always) Disabled
Microsoft network server: Digitally sign communications {if client a... Disabled
Microsoft network server: Disconnect clients when logon hours e...  Enabled
Microsoft network server: Server SPH target name walidation level Mot Defined

:j Metwork access: Allow anonymous SI0VMame translation Disabled
Metwork access: Do not allow anonymous enurmeration of SAM ac... Enabled
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9. Restart the back-end server.

Procedure 15.

Remotely accessible registry paths

Remotely accessible registry paths and sub-paths
Restrict anonymous access ko Mamed Pipes and ...
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SystemiCurrentControlSe..,
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Enabled
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Mot Defined
Mot Defined
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Double-click this policy and make sure that it is set to ‘Classic - local users authenticate

To install Web Application on the front-end (DMZ)

1. Install the Password Manager Application as described in Section 0 Make sure that the
end users’ computers have one of the following web browsers installed:

e Microsoft Internet Explorer 6.0 or above

e Mozilla Firefox 2.0 or above

e Apple Safari 2.0 or above

e Google Chrome 4.0 or above

2. Installing Password Manager Service and Web Application under a Local Administrator

account.

3. Navigate to Start > Control Panel - Administrative Tools - Services, and stop the
service named Netwrix Password Manager. Then set its startup mode to ‘Disabled’.

Navigate to the product folder and remove the prmservice.exe file. This is done since

the local service may still be in use, and if the DMZ configuration is wrong, the local
COM server may be started instead of the remote one.

5. Create a new local account called [IUSR_Netwrix_DMZ (user name and password must
be identical to the ones you have created on the back-end server), and include it in the
following local groups on the back-end server: Guests and Distributed COM Users.

6. Navigate to Start > Control Panel > Administrative Tools > Component Services 2>
Computers > My Computer - DCOM Config. Right-click Netwrix Password Manager
and select Properties. Go to the Location tab and disable the Run application on this
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computer check box. Then enable the Run application on the following computer
option, and enter the name of the back-end server you have installed. Then click OK.

Run the IIS Manager snap-in (Start - Control Panel > Administrative Tools = Internet
Information Services (lIS) Manager). Do one of the following, depending on your IIS
version:

e For IIS7: In the left pane, locate the virtual directory created on installation
(normally named ‘PM’). In the Actions pane on the right, click Basic Settings. In the
dialog that opens, press the Connect as button, select the Specific user option and
specify the local account created in step 4 above (without the domain name). Enter
the password and click OK.

Figure 18:  Edit Virtual Directory Dialog

Edit ¥irtual Directory 2|

| Sike name:  Defaulk Web Sike ‘
Conneck As ﬂ

Path credentials:

* Specific user:

Set...

" application user (pass-through authentication)

ok I Cancel |

o] | Cancel |

e For lIS6: In the left pane, locate the virtual directory created on installation
(normally named ‘PM’), right-click it and select Properties. Open the Directory
Security tab, click Edit in the Authentication and access control section. In the
dialog window that opens, enter the name of the local account created in step 4
above (without the domain name). Enter the current password and click OK.
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Figure 19:

Authentication Methods Dialog Window

PM Properties - ?
HTTP Headers | Custom Errors | ASP.NET
Virtual Directory | Documents Directory Secury
Authentication and access control

1P address

®

Secure comr

Authentication Methods E3

[V Enable anonymous access
Use the Folowing Windows user account for anonymous access:

User name: I IUSR_NetWrix_DMZ| Browse... I
Password: I sesscssnee
Authenticated access

For the following authentication methads, user name and password
are required when:
- aNOnYMOUS access is disabled, or
- access i restricted using NTFS access control ksts
™ Integrated Windows authentication
™ Digest authentication for Windows domain servers
[~ Basic authentication (password is sent in clear text)

X

[~ .NET Passport authentication

T

Anonymous logons will be now impersonated as the specified user.

8. Open the Local Group Policy Editor (navigate to Start - Run and execute the
gpedit.msc command). Expand the Windows Settings = Security Settings > Local
Policies > Security Options node and locate the Network access: Sharing and
security model for local accounts policy in the right pane:

Figure 20:

Local Group Policy Editor

File  Action ‘iew Help
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| Software Settings
=[] Windows Settings
| Mame Resolution Policy
Scripts {StartupiShutdown)
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4 User Rights Assignment
4 Security Options
~| Windows Firewall with Advanced Security
j Metwork List Manager Policies
~| Public Key Palicies
~| Software Restriction Policies
~| Application Contral Policies
g IP Security Policies on Local Computer
| Adwanced Audit Palicy Configuration
wliy Policy-based Qo3
~| Administrative Templates
B 4% User Configuration
| Software Settings
| Windows Settings
| Admiristrative Templates

i) |

Bl

o =

]

HEE

| Metwork access:
| Metwork access:
| Metwark access:
| Metwork access:
| Metwork, access:

| Metwork security
| Metwark, security
| Metwork Security
| Metwork security

Policy = I Security Setting

| Interactive logon: Prompt user to change password before expir,.. 5 days

| Inkeractive logon: Require Domain Contraller authentication to un... Disabled

| Inkeractive logon: Require smart card Disabled

| Inkeractive logon: Smart card remaoval behaviar Mo Action

| Microsoft network client: Digitally sign communications {alwanys) Disabled

| Microsoft network, client: Digitally sign communications (if server a,.. Enabled

| Microsoft network client: Send unencrypted password to third-pa,..  Disabled

| Microsoft network server: Amount of idle time required before su... 15 minutes

| Microsoft network server: Digitally sign communications {akways) Disabled

| Microsoft network server: Digitally sign communications (if client a... Disabled

| Microsoft network server: Disconnect clients when logon hours ... Enabled

| Microsoft network server: Server SPM target name validation level Mok Defined
_j::] Metwork access: Allow anonymous SIDYMame translation Disabled

| Metwork access: Do not allow anonymous enumeration of S4M ac... Enabled

| Metwark access: Do not allow anonymous enumeration of SAM ac,.. Disabled

| Metwork access: Do not allow storage of passwords and credenti...  Disabled

| Metwork, access: Let Everyone permissions apply to anonymous u,., Disabled

Mamed Pipes that can be accessed anonymously
Remotely accessible registry paths

Rermately accessible registry paths and sub-paths
Restrict anonymous access to Mamed Pipes and ...
Shares that can be accessed anonymously
i el f ks
+ Allows Local Syskem bo use computer identity Fa. ..

SystemiCurrentControlSe. ..
SystemiCurrentContralse.. .
Enabled

Mot Defined

ing and secl
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¢ Allow LocalSystem NULL session Fallback ot Defined
+ Allowe PEIJ2U authentication requests to this co... Kok Defined
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9. Double-click this policy and make sure that it is set to ‘Classic - local users authenticate

as themselves’.

10. Restart the front-end server.

Procedure 16.

To test the configuration

1. Navigate to the Password Manager Self-Service Portal (running on the DMZ server) from
an outside network.

2. Perform some basic actions, such as enrolling and resetting a user’s password (for
instructions on how to perform these operations, refer to Self-Service Portal help).

4.5. Clustering for Enhanced Stability

This chapter provides tips on how to improve Netwrix Password Manager performance.

Password Manager Service and/or the front-end may be spread separately to clusters of
multiple servers. While the front-end cluster represents a load-balanced server network, the
service cluster is a failover one.

Several clustering options are possible:

e One front-end (DMZ) server and two (or more) failover back-end servers with a
common configuration database storage. This configuration provides only service
failover and is more secure.

e Two or more load-balanced front-end (DMZ) servers and one back-end server. This
configuration allows decreasing the load on the web portals, but does not provide
any failover, as there is still one service which provides the core functionality.

e Two or more load-balanced front-end (DMZ) servers and two or more failover back-
end servers with a common configuration database storage. This configuration
provides both for web portals load decrease and service failover.

The figure below illustrates the third deployment option:

Figure 21:

Enhanced Stability Deployment

Internal Network
Active-Passive Cluster

Shared
Storage

Node 2

Core Password
Manager Server

Internal Firewall
Ports 135 and 4000-4004

DMZ
Active- Active Cluster

Node 2

Web Based Portals:
Self Service, Helpdesk
Admin

Password Manager Architecture, Utilizing One or More Clusters across the DMZ

User, Logon Extension

~J

External Firewall
Port 443

€

User,
Web Self Service
Portal
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4.6. Configuring Password Manager Client Security

The Password Manager Client (Windows Logon Prompt Extension) connects to Password Manager
Service using the same mechanism as Microsoft Internet Explorer: the HTTPS protocol.
Therefore, the same security considerations apply: make sure that you specify an https-
prefixed Self-Service Portal URL during installation and configuration.

The Password Manager Client (Windows Logon Prompt Extension) supports a disconnected
operation mode, which means that no actual connection to the domain is required after a
password has been reset using the Password Manager Client.

Note: After logging into the system, users must initiate a network connection and
change their passwords again for Active Directory and locally stored passwords to
synchronize. If there is connection to the Self-Service Portal, the passwords will be
synchronized automatically.

4.7. Configuring Profile Database Security

The Profile Database is maintained by Password Manager Service. All users’ answers to
verification questions are stored using a non-reversible encryption (MD5). Only the first and the
last letter of each answer can be decrypted by Password Manager Services to enable manual
user verification by Help-Desk operators.

The profile database is stored in binary files named alinfo.bin, inv_logon.bin and secrets.bin
located in the installation folder. You can apply NTFS permissions and encryption settings to
these files for additional security.

It is strongly recommended to backup profile database files regularly to avoid potential data
loss. Database backups must be encrypted when copied to a backup media. In the simplest
case, use password-protected .zip files).

4.8. Configuring Built-In Security Policies

Netwrix Password Manager provides a number of built-in security policies configurable from the
Administrative Portal. The following settings are highly recommended:

e Self-Service Role: allow end users to perform password resets and account unlocks
in a self-service fashion (for detailed instructions on how to configure roles, refer
to Section 5.6 Assigning Roles).

Note: Do not assign this role to domain administrators and other sensitive users,
since this can compromise their security (for example, by answer-guessing or
account hijacking attempts).

e Questions/Answers Policy: configure these settings to make sure that users provide
secure question-answer pairs (enforce minimum answer length, prohibit duplicates,
etc.). For detailed instructions on how to configure these settings, refer to Section
5.5.4 Questions Policy.

e Prevent answer-guessing so that an account is locked after a certain number of
invalid answers entered during a self-service password management operation. For
details refer to Section 5.3 Configuring the Managed Domains.

e E-mail Notifications: account owners and/or administrators, whose e-mails are
listed in the alerts configuration section, are warned by e-mail if someone tries to
perform a self-service operation against their account. For detailed instructions on
how to configure these settings, refer to Section 5.5.7 Alerts.
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e Audit Trail: the product creates full audit trail reports on all user account activities.
It is recommended to review these reports regularly. For more information, refer to
the Help-Desk Portal help.
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5. CONFIGURING PASSWORD MANAGER SETTINGS

Netwrix Password Manager is installed with the default configuration options (such as the
domain name, password security settings, options available to end users, verification questions
policies, and so on). However, you can always modify the default configuration settings when
needed through the Administrative Portal.

5.1. Accessing the Administrative Portal

To access the Administrative Portal, go to Start > All Programs - Netwrix = Password
Manager > Administrative Portal on the computer where Netwrix Password Manager is
installed. The Administrative Portal web application will open in the default web browser:

Figure 22:  Administrative Portal

Administrative Portal

Dormains The fallowing domains are managed: ENTERPRISE

Edit the managed dormains list,

Note: The self-service operations will only be available to users belonging to these domains.

Cefine question/answer and password policies, modify the pre-defined verification questions,
and apply custom branding to the self-service portal.

Enforce access control and define permissions for specific tasks.

Wiew licensing information or add new licenses,

Batch Enroliment Import existing users' account and werification data. Mo initial enrollment is necessary.

Batch Removal Rermove users by importing their account data.

Quick Links:
Self-service Portal - personal web portal for end-users to reset passwords and unlock accounts.

Help Desl: Portal - web portal for help desk personnel to help end-users manage passwords and account lockouts,
Help - get a detailed docurnentation on this product from MNetwrixz website,

Note: If the web page cannot be displayed due to authentication problems, add the

Password Manager site to the Local Intranet zone: navigate to Start = Control Panel
- Internet Options. In the Internet Properties dialog select the Security tab.
Select Local Intranet, click the Sites button and add the Administrative Portal URL
to the list.

5.2. Configuration Options Overview

The Administrative Portal supports the following configuration options:

Domains: allows adding, removing or modifying domains in the managed domains
list. For details, refer to Section 5.3 Configuring the Managed Domains.

Settings: allows configuring the Self-Service Portal. Administrators can define
settings for the following:

o Branding (company name and logo, support contacts, and others);
o User Options (password management options available to end users);
o Predefined Questions used for verification;

0 Questions Policy (question and answer length, the minimum number of
questions required for verification, and so on);

o Password Policy (password length);
0 Alerts (alert triggers and alert recipients);

0 Product updates.
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For details on the configuration settings, refer to Section 5.5 Customizing the Self-
Service Portal.

e Roles: allows assigning different roles to users (Administrators / Help-Desk
Operators / Self-Service Access). For details, refer to Section 5.6 Assigning Roles.

e License: allows managing product licenses. For details, refer to Section 2.4
Licensing Information.

e Batch Enrollment: allows administrators to enroll users by importing their account
information from a file. For details, refer to Section 6.3 Batch Enrollment.

e Batch Removal: allows administrators to remove users in a batch by importing their
account information from a file. For details, refer to Section 6.4 Batch Removal.

5.3. Configuring the Managed Domains

To configure the managed domains, click Domains on the Administrative Portal main page. The
following page will be displayed:

Figure 23:  Managed Domains

Managed Domains

List of managed domains:

Domain Name Operations
ENTERPRISE Remave

Mote: The self-service operations will only be available to users
belonging to these dorains.

You can do the following:

e Add a domain to the list of managed domains

e Edit the settings for an existing domain

e Remove a domain from the list of managed domains

Procedure 17. To add a domain

1.

Click the Add link on top of the Managed Domains page. The Add Managed Domain
page will be displayed:
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Figure 24:  Add Managed Domain

Add Managed Domain

Managed domain name and parameters:

Diarnain nare: | |
Mote: Enter the METBIOS name

lse AD password policy settings

1R

Prevent answer quessing

Inwalid answers threshald: 10 attermpts

Inwalid answers block duration: i

a0
Reset invalid answers counter after: min

¥ Store users password hash in a specific AD user object attribute

Hash algaorithrn; Imd5 j
attribute: | |

I¥ Enable Google Apps account managerment

Ciarnain nare: | |

Account Mare: | |

Password: | |

™ send password to Google Apps as hash
[T Use the following AD user object attribute as Google Apps account name

Attribute: | |

¥ Enable Salesforce account management

Account Marme: | |

Password: | |

Token: | |

[T Use the following AD user object attribute as Salesforce account name

Attribute: | |

2. Specify the following parameters:

Table 3: Managed Domain Parameters

Parameter Description

Domain name Target domain NETBIOS name

Use AD password policy settings | Select this check box if you want Password Manager to apply the
effective Active Directory password policy settings instead of its
custom policy.

NOTE: If the custom policy is stricter than the AD password
policy, it will override the AD settings.
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Prevent answer guessing

Select this check box to enforce limitations on invalid attempts to
answer the verification questions:

¢ Invalid answers threshold: determines how many invalid
answers are allowed before the account is blocked.

¢ Invalid answers block duration: determines the period of
time during which the user who failed to answer the
authentication questions cannot reset or unlock their
account.

e Reset invalid answers counter after: determines the
period of time after which the invalid answers counter
will be reset.

Store users password hash in a
specific AD user object attribute

Select this check box if you want Google Apps passwords to be
stored securely in one of the user object attributes.

e Hash algorithm
e Attribute

Enable Google Apps account
management

Select this check box to allow users to manage their Google Apps
accounts together with their domain accounts (all password
resets will be applied to both accounts). Specify the following
parameters:

e Domain name as defined in Google settings.

e Account Name: Google Apps admin account name.
NOTE: Just the admin account name must be specified,
without ‘@<domain_name>’, for example,
‘administrator’.

e Password of the Google Apps admin account.

For the Google Apps account management option, additional
configuration is required. For details refer to Section 5.3.1
Configuring Google Apps Settings.

NOTE: Google Apps accounts cannot be monitored separately,
without having the corresponding AD accounts.

Send password to Google Apps
as hash

Select this check box to send password to Google Apps as hash.

Use the following AD user object
attribute as Google Apps
account name

Select this check box if you want the specified attribute value to
act as Google account name.

Enable Salesforce account
management

Select this check box to allow users to manage their Salesforce
accounts together with their domain accounts (all password
resets will be applied to both accounts). Specify the following
Salesforce account parameters:

e  Account Name
e Password
e Token

Use the following AD user object
attribute as Salesforce account
name

Select this check box if you want the specified attribute value to
act as Salesforce account name.

Procedure 18.

3. Click OK. The new domain will appear in the managed domains list.

To edit a domain

1. Select the domain you want to edit in the Managed Domains page and click Edit. A
page will be displayed showing the selected domain’s parameters.

2. Modify the necessary parameters and click OK.
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Procedure 19. To remove a domain

e Select the domain you want to remove in the Managed Domains page and click

Remove. The selected domain will be removed from the list of managed domains.

5.3.1. Configuring Google Apps Settings

For the Google Apps account management feature to function properly, some additional

configuration of Google Apps is required. Please perform the following procedure if you have
enabled this option:

Procedure 20. To configure Google Apps

1.  Open Google Apps and select Organizations & users from the top menu.

2. Click the admin account name you entered in the Password Manager Administrative
Portal when adding a managed domain.

3.

Select Privileges and make sure the Super Admin check box is selected:

Figure 25:  Google Apps Administrator Privileges

User information Resolved settings Privileges

General privileges
Super Admin This user has full administrative rights within this Control Panel

Organizations and Users

4. Select Domain settings from the top menu. Navigate to User settings and make sure

that the Enable provisioning API option is selected:

Figure 26:  Google Apps Domain Settings
[ ousoars | _Orgaizaion§ars__Groups _Domain setings Hapor | Advanced osls | _Sotop | Suppor | Setings |

Domain settings

General

Billing infarmation Domain names User settings Appearance

Enable provisioning API Enable provisioning API

The Provisioning AP allows you to programmatically manage user accounts and synchronize your Google Apps user base with
our own user management system. This feature is available in English only. Learn mare

5. Click Save changes.
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5.4. Editing Email Notification Templates

Procedure 21. To edit email notification template

1.

Navigate to the Templates folder with all product templates, which is by default stored
in the program installation folder: C:\ProgramFiles(x86)\Netwrix Password Manager.

Select the required template name basing on the following criteria:
e Which operation this notification is for:

o Action: a notification is sent for additional user’s authentication if the Enable
additional authentication using the user email check box is selected on the
Authentication Policy tab of the Administrative portal.

o Change: a notification is sent on an account password change.

o Enroll: a notification is sent when an account has been enrolled with Netwrix
Password Manager to enable self-service account management.

o Reset: the notification is sent on a successful or failed account reset attempt.
The attempt result is shown in the Result field of the notification.

o Unlock: the notification is sent on of a successful or failed account unlock
attempt. The result of this attempt is shown in the Result field of the
notification.

o Verification: the notification is sent in case of a failed self-service operation
attempt with the failure reason specified as “Invalid verification answers”.

e  Which part of the notification you want to edit - subject or body:
o to edit an email subject, select a template containing “subject” in its name
o to edit an email body, select a template containing “body” in its nhame

¢ Who the notification recipients are - administrators or users:

o for the notification sent to administrators, select the required template with
the “_adm” ending in its name

o for the notification sent to the users whose action triggered an email delivery,
select the required template without the “_adm” ending in its name

e Finally, select a template for the required language:

o English: this is the default language, templates do not have any special labels
in their names.

o German: templates in German have names ending with “de”

o French: templates in French have names ending with “fr”

o Japanese: templates in Japanese have names ending with “jp”
o Korean: templates in Korean have names ending with “ko”

o Russian: templates in Russian have names ending with “ru”

o Chinese: templates in Chinese have names ending with “zh”
Example: the template name: “reset_body_template_adm”

Edit the required template in Notepad and save the changes.
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5.5. Customizing the Self-Service Portal

The Self-Service Portal allows users to perform password management operations, such as
password reset, account unlock, and so on.

To customize the Self-Service Portal, click Settings on the Administrative Portal main page.
The following page will be displayed:

Figure 27:  Customization Tabs
NetWrix Password Manager: Customization

Lser options Questions Questions Policy Authentication Policy

[” Enable customer branding

Title: | |

SUpport: |IT Help Desk Phone: |

Password requirements URL: | |

Note: Some organizations hawe strict password palicies, Provide the link to yvour password policy
{the URL must start with Gitp:d,

Loga: | || Brawze. .

supported file formats: JPEG, GIF or PNG, Image size; 300x62

Meed more custamizable options? Contact us

T a0

Administrators can configure the following settings for the Self-Service Portal:
e Branding
e User Options
e Questions

e Questions Policy

e Authentication Policy

e Password Policy
o Alerts

e SMTP Settings

e Updates
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5.5.1. Branding

This option allows customizing the appearance of the Self-Service Portal and personalizing its
interface by adding company-specific information (such as company logo, support information
and link to a web-page with password policies).

Procedure 22. To configure branding
1. Select the Branding tab in the Self-Service Portal customization page. The following
page will be displayed:

Figure 28:  Branding Tab

MNetWrix Password Manager: Customization

Lser options Cuestions Policy Authentication Policy Passwiord Policy Alerts SMTP Settings Updates

¥ Enable customer branding

Title: | |

Support: |IT Help Desk Phone: |

Fassword reguirernents URL: | |

Mote: Some organizations hawe strict password policies, Provide the link to your password policy
{the LURL rnust start with Btpedd,

Logo: | || Browse... |

Supparted file formats: JPEG, GIF ar PNG. Irmage size: 300x62

Meed more customizable options? Contact us

2. Select the Enable Customer Branding option and specify the following parameters:

Table 4: Branding Parameters

Parameter Description

Title Specify your company name as it should appear in the Self-
Service Portal.

Support Enter the phone number or a hyperlink to reach your company’s
technical support.

Password requirements URL Specify the URL of the web page where your company’s password
policies are explained.

Logo Upload a file with your company’s logo that will be displayed in
the Self-Service Portal.

3. Click Apply to save the changes.

Note: In order to avoid any issues with adding the custom logo, disable UAC (User
Account Control) via local security policy.

5.5.2. User Options

This option allows enabling or disabling certain features available to end users from the Self-
Service Portal or the Password Manager Client (Windows Logon Prompt Extension).
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Procedure 23. To configure user options
1. Select the User Options tab in the Customization section of the Administrative portal.
The following page will be displayed:

Figure 29:  User Options Tab

NetWriz Password Manager: Customization

Questions Policy | Authentication Policy | Password Policy | alerts | SMTP Settings Updates

¥ Enable password reset
¥ Enable the 'ask me ta change my passward on next logon' user optian

[ Enable the 'Password never expires’ user option
¥ Enable account unlock

¥ Enable password change (the current password must be provided)

2. Select or clear the following user options:

Table 5: User Options

Parameter Instruction
Enable password reset Select this check box to allow users to reset their passwords in
the Self-Service Portal.
Enable the ‘Ask me to change Select this check box if you want to allow users to select this
my password on next logon’ user | option when resetting their passwords.
option
Enable the ‘Password never Select this check box to allow users to decide if they want their
expires’ user option passwords to be valid for an unlimited period of time.
Enable account unlock Select this check box to allow users to unlock their accounts in

the Self-Service Portal.

Enable password change Select this check box to allow users to change their passwords in
the Self-Service Portal.

3. Click Apply to save the changes.

5.5.3. Predefined Questions

The reset password and unlock account self-service operations require answering identity
verification questions as a secure authentication mechanism. When enrolling into the system,
users must answer a set of verification questions. When a user has correctly answered these
questions, they receive an email with a link to the password reset operation. The answers are
stored separately for each user in the account database.

Administrators can configure which verification questions a user will be asked. A set of
questions can be applied to a single domain, or to all managed domains.

Procedure 24. To configure questions

1. Select the Questions tab in the Self-Service Portal customization page. The following
page will be displayed:
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Figure 30:  Questions Tab

NetWrix Password Manager: Customization

Lser options Questions Policy | Authentication Policy Alerts | SMTP Settings | Updates
5,

Users can select between the pre-defined verification gquestions on enrollment, These guestions must refer to private information.

Zelect language: IEngI\sh ~| Domain: &l |

mhat is your mother's maiden narme?

hat is your father's middle name?

mhat was the narme of your first school?

Mho was your childhood hero?

hat make was your first car or bike?

what is your first pet's name?

here did you first reet your spouse?

([

hat is your all-time favorite sports team?

Remove

Add a question:

[

2. If necessary, select the language from the drop-down list.

3. Select the domain to which this set of predefined questions will be applied. If you want
to apply the selected questions to all managed domains, select All.

4. Select the questions that users will be asked by ticking the corresponding check boxes.

5. You can edit a question by clicking on it, or remove a question from the list by selecting
the corresponding box and clicking Remove.

6. To add a new custom question to the list, type it in the Add a question entry field, and
click Add.

7. Click OK to save the changes.

5.5.4. Questions Policy

This option allows applying constraints to verification questions and answers.

Procedure 25. To configure questions policy

1. Select the Questions Policy tab in the Customization section of the Administrative
portal. The following page will be displayed:

Figure 31:  Questions Policy Tab

NetWrix Password Manager: Customization

Branding | User options Questions Policy | Authentication Policy 3 { Alerts | SMTP Settings

The GQuestions Palicy defines what criteria are to be applied to validate the verification questions and answers.

Minimurm custarn question length: characters
Minirmurm answer length: _ characters
4
P ]

Murnber of questions reguired for enrollment: questions

Murnber of answers required for password reset: _ answers
Murnber of answers required for account unlock: answers
" Prohibit identical answers to differant questions

" Do not allow answers that are substrings of the questions

™ Prohibit custorn questions
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2. Specify the following parameters:

Table 6: Questions Policy Parameters

Parameter Description

Minimum custom question length | Specify the minimum number of characters a custom user-defined
question must contain.

Minimum answer length Specify the minimum number of characters an answer must
contain.

Number of questions required Specify the number of questions a user must answer during the

for enrollment enrollment procedure.

Number of answers required for | Specify the number of correct answers that a user must give to

password reset perform the password reset operation.

Number of answers required for | Specify the number of correct answers that a user must give to

account unlock perform the account unlock operation.

Prohibit identical answers to Select this option to prevent users from providing the same

different questions answers to different questions. This option is recommended for
security reasons.

Do not allow answers that are Select this option to prevent users from providing answers that

substrings of the questions are identical to the question or its part. This option is

recommended for security reasons.

Prohibit custom questions Select this option if you want to prohibit users to create their
own custom questions on enrollment.

3. Click Apply to save the changes.

5.5.5. Authentication Policy

The Authentication Policy option allows you to strengthen the password reset policy by adding
an additional verification step via a link emailed to users.

Procedure 26. To enable authentication policy

1. Open the Authentication Policy tab in the Self-Service Portal customization page. The
following page will be displayed:

Figure 32:  Authentication Policy Tab

NetWrix Password Manager: Customization

Branding | User options Cuestions Policy | Awthentication Policy | Password Policy | Alerts | SMTP Settings | Updates

This feature allows you to strengthen the password reset policy by adding an additional verification step via a link emailed to user,

[” Enable additional authentication using the user email

2. Select the Enable additional authentication using the user email check box to enable
the option.

5.5.6. Password Policy

This option allows applying limitations on password length.
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Note: These settings apply to all managed domains. For details on how to apply AD
password settings to a single domain, refer to Section 5.3 Configuring the Managed
Domains. Note that if the AD password policy is less strict than the password settings
specified in the Password Manager Administrative Portal, it will be overriden.

Procedure 27. To configure password policy
1. Select the Password Policy tab in the Self-Service Portal customization page. The
following page will be displayed:

Figure 33:  Password Policy Tab

NetWrix Password Manager: Customization

User options Questions Policy | Authentication Policy Password Policy Alerts | SMTP Settings | Updates
The Password Policy defines password walidity criteria.
Minimurn password length: l:l characters
Maxirmurn password length: characters

Addtional passwaord policy settings can be configured on the managed domain level.

Apply Back

2. Specify the minimum and maximum allowed password length and click Apply to save
the changes.

5.5.7. Alerts

This option allows configuring Password Manager to send email notifications triggered by
certain events related to user accounts.

Procedure 28. To configure alerts

1. Select the Alerts tab in the Customization section of the Administrative portal. The
following page will be displayed:

Figure 34:  Alerts Tab

NetWrix Password Manager: Customization

Branding | Liser options Questions Policy Authentication Policy Password Policy SMTP Settings | Updates

The alerts allow the product to notify users and adrministrators when important events occur.,

¥ Enable alerts
&lert account owners when:

¥ &ccount is enrolled W Passward is reset W Account is unlocked W Password is changed W Werification failed

&lert administrators when:

[~ &ccount is enralled [~ Password is reset [ Account is unlocked [ Password is changed [© Werification failed

administrator e-mails: auministrator@example.com |

E-rails addreszes mustbe separated by 2 comma,

2. Specify the following parameters:
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Table 7: Alerts Parameters

Parameter Description

Enable alerts Select this option to enable e-mail notifications.

Alert account owners when Select the events that you want account owners to be notified
about.

Alert administrators when Select the events that you want administrators to be notified
about.

Administrator e-mails Enter administrator(s)’ email addresses that you want
notifications to be sent to. Addresses must be separated by a
comma.

3. Click Apply to save the changes.

5.5.8. SMTP Settings

This option allows configuring the SMTP settings for email delivery.

Procedure 29. To configure SMTP Settings
1. Select the SMTP Settings tab in the Customization section of the Administrative portal.
The following page will be displayed:

Figure 35:  SMTP Settings Tab

NetWrix Password Manager: Customization

\erts | SMTP Settings | Updates

User options Questions Policy Authentication Policy

The fallowing settings are used to email messages to user:

SMTP Server Settings:

Server name: Port: |25
Sender address; Pazzwordianageni@eample.com

2. Specify the following parameters:

Table 8: SMTP Settings

Parameter Description
Server name Specify the SMTP server name.
Port Specify the SMTP server port.
Sender address Specify the address that will appear in the ‘from’ field in the
email notifications.

3. Click Apply to save the changes.

5.5.9. Updates

This option allows checking if your Netwrix Password Manager version is the latest one, or if a
more recent product version is available.

Procedure 30. To check for updates
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1. Select the Updates tab in the Customization section of the Administrative portal. The
following page will be displayed:

Figure 36:  Updates

NetWriz Password Manager: Customization

User options Questions Policy Authentication Policy asswrord Policy Alerts SMTP Settings Updates

Current version: 6.5,782.0
Check for available updates:

2. Click the Check button to see if updates are available.

5.6. Assigning Roles

This configuration option allows assigning different roles (Administrators, Help-Desk Operators,
Self-Service Access) to account owners.

Procedure 31. To assign roles to users

1. Click Roles in the Administrative Portal main page. The following page will be
displayed:

Figure 37:  Roles

Adrministrators

Rale members: |BUILTINAdministrators e

Adrministrators manage product configuration: ronitored domain controllers, notifications
and security rales, Local Adrministrators on MetWrix Password Manager Server cormputer are
implicit mermbers of this role,

Help Desk Operators

Role members: |WORKSTATIONT\Netwrix Account Help Desk | (LD

Help desk Qperators perform account lockout examinations, unlock user accounts and reset
passwords, Members of Administrators role above are implicit members of this role too,

Self-Service Access

Raole members: |Everyone |

Self-service module enables reqular users to examine their account lockouts, unlock
accounts and reset passwords for their own accounts manually, without contacting helpdesk
personnel at all.

2. Click Edit to modify the list of account owners to whom a role is assigned. Account
names must be separated by a semi-colon. To verify if the account names you specified
are valid, click Check.

3. Click OK to save the changes.
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6. ENROLLING USERS FOR SELF-SERVICE

Before users can perform any password management operations in the self-service mode, they
must enroll into the system.

Netwrix Password Manager supports the following three enrollment options:

e Manual enrollment: users must go to the Self-Service Portal and perform the
enrollment procedure. For details, see section 6.1 Manual Enrollment.

e Automatic enrollment: users are automatically prompted to enroll into the system
at logon. For details, see Section 6.2 Automatic Enrollment.

e Batch enrollment: administrators can pre-enroll users based on existing account
and verification data (for example, taken from the HR database). For details, see
Section 6.3 Batch Enrollment.

6.1. Manual Enrollment

Manual enrollment is performed by users in the Self-Service Portal.

After you have deployed and configured Netwrix Password Manager, you must send an
introductory email message to end users explaining the purpose of the system and containing
brief instructions on how to use it and the Self-Service Portal URL. You must instruct users to
follow the link and perform the enrollment procedure before they can perform any password
management operations.

The main advantage of this enrollment option is that no client software deployment is required.

However, many users will not follow the link (they may be too busy, or may not understand the
importance of this action), which will result in additional help-desk calls when they face
account issues.

6.2. Automatic Enrollment

Automatic enrollment takes place if the Password Manager Client Application has been
deployed on end users’ computers.

The first time users log on to their computers after the deployment, an Enrollment Wizard will
pop up automatically, forcing them to enroll into the system.

The main advantage of this enrollment option is that it will minimize the number of help-desk
calls.

If you do not want to deploy Password Manager Client on end users’ computers, you can still
enforce automatic enrollment through Group Policy scripts. To do this, perform the following
procedure:

Procedure 32. To enforce automatic enrollment through Group Policy
1.  Temporarily install the Password Manager Client on any computer.

2. Copy the prmmain.exe file (located in the installation folder) and the .dll language
files that you are going to use to a file server share that can be accessed by all users,
for example, \\pmserver\Enroll\prmmain.exe.

3. Open the Default Domain Policy or create a new Group Policy object using the standard
Microsoft tools - GPMC or ADUC (Active Directory Users and Computers).

4. Navigate to User Configuration > Windows Settings - Scripts (Logon/Logoff) and add
a new logon script that starts prmmain.exe without any arguments.
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5. Through GPO, set the following Windows registry value on the client machines:

6. HKLM\SOFTWARE\Policies\Netwrix\PasswordManager
PRM_Server=<Self_Service_Portal_URL>, for example http://corp.local/pm.

Note: Make sure that this URL is accessible from the client machines.

7. Alternatively, you can use the Netwrixpm.adm file to distribute this value. To do this,
execute the following steps:

Start the GPMC by going to Start > Control Panel > Administrative Tools > Group
Policy Management.

Locate the OU (or the entire domain) that your client machines belong to and the
Password Manager GPO (if you have not created it previously, you can do it now by
right-clicking the OU and selecting the Create and Link a GPO Here option).

Right-click the GPO and select Edit to start the Group Policy Object Editor.

Navigate to the Computer Configuration > Administrative Templates node, right-
click it and select the Add/Remove Templates option. Click Add and browse to the
Netwrixpm.adm file (by default installed to C:\ProgramFiles\Netwrix Password
Manager).

Navigate to the Computer Configuration - Administrative Templates > Netwrix
Password Manager node and double-click Installation URL in the right pane. Select
the Enabled option, and enter the Self-Service Portal URL.

6.3. Batch Enrollment

If your organization has an HR database with user-specific data, such as Social Security
numbers, birth places, and so on, you can preload the existing verification data in a batch, so
that users can perform self-service password management operations without having to take
any extra steps.

This way you can ensure that all users are enrolled for self-service, which minimizes the load
on the help-desk.

To import user account data from a file for batch enrollment, perform the following procedure:

Procedure 33.

To enroll users by importing their account data

1. Click Batch Enrollment on the Administrative Portal main page. The following page will
be displayed:
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Figure 38:  Batch Enrollment Page

NetWrix Password Manager: Batch enrollment

The page accepts plain-text *.csv files with user names and key-value pairs.

For example:
ACMEYjdoe, Social Security=123-45-6789, Mother's Maiden Name=Parker
ACMEYmsmith, Social Security=789-56-1234, Mother's Maiden Name=Cameron

Choose the file to import user accounts from:

|| Browse...

Cancel

2. Select the file that you want to import account data from, and click Next.

Note: Plain-text Unicode .csv files are accepted containing user names and key-
value pairs. For example:

ACME\jdoe, Social Security=123-45-6789, Mother's Maiden
Name=Parker

ACME\msmith, Social Security=789-56-1234, Mother's Maiden
Name=Cameron

3. The results of the operation will be displayed:

Figure 39:  Batch Enrollment Results
NetWrix Password Manager: Batch enroliment

Accounts

The following errors occured during batch accounts imports:

Account Name Status

Batch enrollment results preview:
OK: 2 Warnings: 0 Errors: 0
[T] overwrite all existing profiles with new data

[7] Load profiles as expired and force users to enroll (the self-service operations are still available)

sosly

4. Select one of the following options:

e Overwrite all existing profiles with new data if the data you imported contains
more relevant and up-to-date information than the existing records.

¢ Load profiles as expired and force users to enroll (the self-service operations are
still available). This option is recommended for security reasons.

5. Click Apply to save the changes.
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6.4. Batch Removal

This feature enables administrators to import a file with a list of users to be removed, instead
of removing each separate user manually.

Procedure 34. To remove users by importing their account data

1. Click Batch Removal on the Administrative Portal main page. The following page will
be displayed:

Figure 40:  Batch Removal

Step 1: Select a file

Plain text files containing account data in the < domain > % < account_name >
or < account_SID > format are accepted. There must be one entry per line.

For exmaple:

ACME\jdoe

ACMEYymsmith
5-1-5-21-1044792640-4239841161-218814025-1131

Choose the file with the list of accounts to be removed:

|| Browse..

Cancel

2. Select the file with the list of accounts to be removed, and click Next.

Note: Plain-text files are accepted containing user account data in the
<domain>\<account_name> or <account_SID> format. For example:
ACME\jdoe

ACME\msmith
S-1-5-21-1044792640-4239841161-218814025-1131

3. On the next step, preview the upload results:

Figure 41:  Upload Results

Step 2: Preview upload results

The following error occurred during batch account remowval:

Account Name Status &

Batch removal results:
Ok 1 Warnings: 0 Errors: 0
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4. To proceed with batch removal, click Apply. Review the results of the operation, and
click OK:

Figure 42:  Batch Removal Results

Step 3: Batch Removal operation completed

Batch rermoval results:

OK: 1 Warnings: 0 Errors: 0
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7. TROUBLESHOOTING NETWRIX PASSWORD MANAGER

This chapter lists the issues that you may encounter while using Netwrix Password Manager,
and suggests a workaround to resolve them.

7.1. Error 401

7.1.1. Issue Description

When the Logon Prompt Extension tries to start, the following error occurs on the end user’s
computer:

Automatic user enrollment failed: Unauthorized (Error code: 401,
URL: http://mywebserver/pm/gina isprofilecreated.asp)

7.1.2. How to Fix

Make sure through Group Policy that the Password Manager Self-Service Portal URL is present
in the Local Intranet zone. To do this, execute the following steps:

1.

Use the Group Policy Object Editor to open the GPO that manages the deployment of
the Password Manager Client to the domain.

Navigate to the User Configuration - Administrative Templates > Windows
Components - Internet Explorer - Internet Control Panel - Security Page node.

Open the properties of the Site to Zone Assignment List entry in the right pane.
In the dialog that opens, select Enabled and click Show.

In the Show Contents dialog box, click Add. Add the Self-Service Portal URL and set
the value 1 (Intranet Sites zone). Then click OK.

Note: Client computers must be restarted in order for these changes to take effect.

The same configuration can be created using the registry. This is useful, for example, if you
want to create offline images for remote employees who are not affected by Group Policy. To
do this, execute the following steps:

1.

Navigate to:

HKEY_USERS\S-1-5-18\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ZoneMap\Domains.

Create a key with the same name as your domain name (for instance, example.com).

Under the newly created key, create a child key with the same name as your server
name (for instance, if the full name is myserver.example.com the value name is
myserver).

Create a DWORD value named https and set it to 1.
Repeat the operation for

KEY_USERS\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ZoneMap\Domains.

Copyright © 2014 Netwrix Corporation. All Rights Reserved.
Suggestions or comments about this document? www.Netwrix.com/feedback

Page 52 of 53


http://www.netwrix.com/feedback

Netwrix Password Manager Administrator’s Guide

A

APPENDIX: NETWRIX PASSWORD MANAGER REGISTRY KEYS

This section contains a description of Netwrix Password Manager registry keys, their types and
values. If you want to modify the product’s settings for which these keys are responsible, create
the corresponding key in HKEY_LOCAL_MACHINE\SOFTWARE\Netwrix\Password Manager and
set its value. Otherwise, the settings correspond to the key’s default value.

Note: Incorrect modification of registry keys may lead to the product’s incorrect

behavior or failure.

Table 9: Netwrix Password Manager Registry Keys

Registry Key

Type

Description/Value

HKEY_LOCAL_MACHINEASOFTWARE\Netwrix\Password Manager

loglevel

REG_DWORD

Used to include detailed information
into the product log.

100 - include detailed information

0 - do not include detailed information

AllowRemoveByHelpdesk

REG_DWORD

Used to enable users that belong to
the Help-Desk Operators role to delete
users from the Help-Desk Portal.

1 - allow
0 - do not allow

PRM_SuppressEnrollmentErrors

REG_DWORD

Used to disable appearance of error
messages on the system autorun.

1 - disable
0 - do not disable

PRM_SuppressLaterEnrollment

REG_DWORD

Used to prevent users from closing the
enrollment wizard until they complete
the enrollment procedure.

1 - prevent closing the wizard
0 - do not prevent closing the wizard
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