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1. What is NoMAS and why do I need it?
NoMAS.exe is a tool to help with msExchMasterAccountSid related problems.  Disabled Windows 200x user accounts with Exchange 200x mailboxes need to have this property set in order to receive mail, among other things.  Enabled user accounts should never have msExchMasterAccountSid.  NoMAS ensures that all disabled users have msExchMasterAccountSid, and all enabled users do not.  It can also resynchronize the “Associated External Account” with msExchMasterAccountSid, discussed later.
2. What is this msExchMasterAccountSid stuff, and what is it for?

msExchMasterAccountSid is a single valued attribute, valid for objects of class mailRecipient (and msExchConnector), or derived from one of these classes.  The syntax is 2.5.5.17, which is String(Sid).
msExchMasterAccountSid is generally used on disabled Windows 2000/2003 user accounts with Exchange mailboxes to store the SID of an NT4 account in a trusted domain.  This allows the NT4 account to access the Exchange 2000/2003 mailbox.  The store logic looks at this attribute when a disabled user account is encountered, and uses this SID as the active SID, instead of the objectSid of the user, which is used if the account is enabled.  The active SID is used to apply permissions within the information store, for example delegate permissions or public folder permissions.  If you add an enabled Windows account to a public folder ACL, the objectSid of the user account gets placed in the ACL.  If you add a disabled Windows account to a public folder ACL, the store will look at the msExchMasterAccountSid, and add that SID to the ACL instead.  If the user account is disabled, and no msExchMasterAccountSid is set, the store cannot determine which SID to add to the ACL.  In this case, the user is not added to the ACL, and 9548 event gets logged, similar to the following:
Event Type:
Warning

Event Source:
MSExchangeIS

Event Category:
General 

Event ID:
9548

Date:

5/21/2003

Time:

1:15:50 AM

User:

N/A

Computer:
SYSTEMOFADOWN

Description:

Disabled user /o=Microsoft/ou=ASEIGLER/cn=Recipients/cn=NoMasTest3 does not have a master account SID. Please use Active Directory MMC to set an active account as this user's master account. 

For more information, click http://www.microsoft.com/contentredirect.asp.

This can also cause a 9551 event to be logged, if the store is in the process of upgrading a DN-style ACL to a NT-style ACL.  For example, if user /o=Microsoft/ou=ASEIGLER/cn=Recipients/cn=NoMasTest3 is in the ACL of a public folder, ACL conversion will search the active directory for a user with a legacyExchangeDN that matches.  If it does not find one, a 9551 event is logged.   If it does find one, but the account is disabled and does not have an msExchMasterAccountSid, a 9548 event is logged similar to the one above, and then a 9551 event is logged.  If it finds an enabled, or disabled (with msExchMasterAccountSid) account and is able to determine an active SID, the DN is replaced with the active SID and no events are logged.
In the case of an inbound mail message destined for a user account, translation is done from the SMTP address to a SID.  The active directory is searched for an object which has an entry in proxyAddresses that matches the SMTP address.  When one is found, we again attempt to determine the active SID for the account.  If the account is disabled and does not have msExchMasterAccountSid, we cannot determine an active SID and therefore log a 9548 event, and return the message as non-deliverable.

3. So how does this msExchMasterAccountSid get set in the first place?

When the ADC matches an Exchange 5.5 mailbox to a Windows account over a connection agreement, if the Windows account is disabled, the SID associated with the account which is listed as the “Primary Windows NT Account” (Assoc-NT-Account) in Exchange 5.5 is placed into the msExchMasterAccountSid attribute on the disabled Windows account.  Additionally, the account is added to the msExchMailboxSecurityDescriptor with “Read Permissions” (0x20000), “Full Mailbox Access” (0x1), and “Associated External Account” (0x4).  There can only be one user account in the mailbox security descriptor with “Associated External Account” selected.  The account listed with this right must always have it’s SID in msExchMasterAccountSid, and no enabled user account should ever have any account listed with this right.  The “Associated External Account” and msExchMasterAccountSid should always be in sync.  None of these requirements are enforced, but if they are not followed, either 9548 events will be logged, or access to resources may be unexpectedly denied, or both.
If NTDSNoMatch (or NTDSAtrb) is used to set custom attribute 10 to NTDSNoMatch on the 5.5 server for resource mailboxes, the ADC sets the associated external account and msExchMasterAccountSid to SELF, instead of the SID of the user who is listed as the “Primary Windows NT Account”.  This is perfectly valid, and tells the store to use the objectSid of the disabled account as the active SID when performing security operations.  This can also be used for scenarios where regular user accounts will be disabled for a period of time, and will possibly be enabled for use later, or deleted.

Other ways to populate the msExchMasterAccountSid attribute are via the Active Directory Users and Computers MMC snap-in with the Exchange System Manager installed, or using the put_MailboxRights method of the IExchangeMailbox interface provided by CDOEXM specifying an associated external account.  Various programs such as ADClean (which is used to merge two Windows accounts, one with Exchange attributes and one without) use the put_MailboxRights method to set associated external account and msExchMasterAccountSid.  
4. How do I end up with disabled users without msExchMasterAccountSid, or enabled users with?

Neither the Active Directory Users and Computers MMC snap-in, nor CDOEXM enforce setting an associated external account for all disabled users and not setting it for enabled users.  

Probably the most common cause for disabled users without msExchMasterAccountSid is an administrator or other support staff simply disabling a Windows account with a mailbox, and not configuring an associated external account.  Doing this will result in the mailbox no longer being able to receive mail, due to the SMTP to SID translation discussed above in question 2.  Similarly, probably the most common cause of enabled users with msExchMasterAccountSid is the enabling of a disabled account which already has msExchMasterAccountSid.

5. How does NoMAS help me with these problems?

NoMAS has 3 modes, “Check”, “Fix”, and “Resynchronize”, here:
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It also allows the selection of enabled or disabled users, here:
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In check mode, no writes are performed against the active directory, rather, the active directory is queries for all enabled users with msExchMasterAccountSid, or disabled users without, depending on the user selection, and returns a list of broken user accounts in the log file.  In fix mode, the same queries are performed, and changes are made to each broken user account to make them valid recipients.  
In resynchronize mode, all user accounts with mailboxes are queried, and associated external account is synchronized with msExchMasterAccountSid for each account.  This can result (and is expected to result) in disabled users without msExchMasterAccountSid, enabled users with, or both, so immediately after resynchronization, NoMAS automatically runs in “Fix” mode for both enabled and disabled accounts, which cleans up.
The domain selection box allows you to select which domain you want to work with, and the container selection allows you to scope the searches that are performed to a specific container.  A domain is required, a container is not.  If a container is not specified, the selected domain will be searched from the top of the domain.

A valid log file path is required.  Information about each user account evaluated is placed in the log file.  Information is appended to the log file in the case where the log file already has been used, with a new timestamp in the log file.  Sample log file output:
****************************************************************************

NoMAS.exe, v2.2003.7.25, by Alex Seigler, Microsoft Product Support Services

Start Logging:July 25, 2003   16:37:58

****************************************************************************

[16:37:58] Selected domain: aseiglerdom.microsoft.com

[16:37:58] Currently running in fix mode.

<snipped for brevity>

[16:38:05] Resynchronized LDAP://CN=NoMasTest58,OU=NoMAS,DC=aseiglerdom,DC=microsoft,DC=com.

[16:38:05] Resynchronized LDAP://CN=NoMasTest62,OU=NoMAS,DC=aseiglerdom,DC=microsoft,DC=com.

[16:38:05] Resynchronized LDAP://CN=NoMasTest64,OU=NoMAS,DC=aseiglerdom,DC=microsoft,DC=com.

<snipped for brevity>

[16:38:14] Resynchronized 154 total recipients.

<snipped for brevity>

[16:38:17] Found and fixed disabled user LDAP://CN=NoMasTest96,OU=NoMAS,DC=aseiglerdom,DC=microsoft,DC=com

[16:38:17] Found and fixed disabled user LDAP://CN=NoMasTest97,OU=NoMAS,DC=aseiglerdom,DC=microsoft,DC=com

[16:38:18] Found and fixed disabled user LDAP://CN=NoMasTest98,OU=NoMAS,DC=aseiglerdom,DC=microsoft,DC=com

[16:38:18] Processed 17 disabled recipients.

[16:38:18] Processed 0 enabled recipients.

[16:38:18] Took 19.155 seconds.
6. Why would I want to run in “Resynchronize” mode?

Sometimes, associated external account and msExchMasterAccountSid can become out of sync.  One way for this to happen is if ADClean is used to merge two accounts (one with Exchange attributes, and one without).  If one of the accounts is disabled (with Exchange attributes, including msExchMasterAccountSid and having an account with associated external account), and the other is enabled, ADClean will merge all the Exchange attributes into the target account.  If the target account is enabled, ADClean ensures that msExchMasterAccountSid does not get set on the target account.  However, ADClean does not currently remove the associated external account from the mailbox security descriptor.  The problem is, if at a later date an administrator or other support staff personnel using Active Directory Users and Computers goes to the “Exchange Advanced” tab of the user account, clicks “Mailbox Rights”, then clicks “Apply” or “Ok” without finding and removing the associated external account right for whichever account happens to have it, as soon as the dialog box closes, msExchMasterAccountSid will be populated with the SID of that account.  This results in an enabled user with msExchMasterAccountSid.
There are other ways for associated external account and msExchMasterAccountSid to become unsynchronized.  Some third-party migration utilities do not handle these properties correctly for example.  Simply adding or stripping msExchMasterAccountSid to or from a user account without properly updating associated external account in the security descriptor will result in this sort of problem.

7. How does NoMAS do all this?

NoMAS primarily uses three LDAP queries against the active directory, one for enabled users (with msExchMasterAccountSid), one for disabled users (without msExchMasterAccountSid), and a third for resynchronizing users.  Those queries are:
Resynchronize:

(&(objectCategory=user)(msExchHomeServerName=*)(homeMDB=*))

Disabled:

(&(objectCategory=user)(userAccountControl:1.2.840.113556.1.4.803:=2)(!(msExchMasterAccountSid=*))(msExchHomeServerName=*)(homeMDB=*))
Enabled:

(&(objectCategory=user)(!userAccountControl:1.2.840.113556.1.4.803:=2)((msExchMasterAccountSid=*))(msExchHomeServerName=*)(homeMDB=*))
The above may appear on multiple lines depending on your document viewer, but all three queries are one line each.

In resynchronize mode, the query is executed, then for each user account returned by the query, we retrieve an IADsUser interface.  Once we have the IADsUser interface, we use IUnknown::QueryInterface to get an IExchangeMailbox interface for this user.  After that, we call the get_MailboxRights method of IExchangeMailbox, which essentially retrieves the msExchMailboxSecurityDescriptor from the active directory if the mailbox has not been logged into, or updated copy of the security descriptor in the information store if the mailbox has been logged into.  No changes are made to the security descriptor in “Resynchronize” mode.  We simply put the security descriptor back just like we found it using the put_MailboxRights method.  If there was an account with associated external in the security descriptor, put_MailboxRights puts the SID into msExchMasterAccountSid, likewise if there is no associated-external account but msExchMasterAccountSid is populated, msExchMasterAccountSid is cleared.  We then add a line in the log file for the user, and move on to the next user.  This can result (and is expected to result) in disabled users without msExchMasterAccountSid, and enabled users with.  So, we then run in “Fix” mode for enabled and disabled user accounts.
In fix mode, if enabled and/or disabled users are selected, the appropriate query above is performed, then for each user returned, we retrieve an IADsUser interface, then use IUnknown::QueryInterface to get an IExchangeMailbox interface.  Then, we call get_MailboxRights to retrieve the mailbox security descriptor as described in the resynchronize mode details.  Once we’ve got the security descriptor we open the DACL of the security descriptor, then search each ACE in the DACL for a user account which has the associated external right.

For enabled users, if we find an ACE which has the associated external right, we remove the right, then we call put_MailboxRights to put the updated security descriptor back.  This will remove the msExchMasterAccountSid.  If we don’t find an ACE which has the associated external right, we clear the msExchMasterAccountSid attribute.  Then, we add a line to the log file and move on to the next user.
For disabled users, if we find an ACE which has the associated external right, we call put_MailboxRights to put the security descriptor back.  This will populate the msExchMasterAccountSid attribute with the SID of the user who has the associated external right.  If we do not find an ACE which has the associated external right, we create a new access allowed ACE, set the access mask to full mailbox access, associated external account, and read permissions, and set the trustee to “NT AUTHORITY\SELF” (This is the well-known SELF SID, which the store will translate to the objectSID of the disabled user account).  We then call put_MailboxRights to put the updated security descriptor back, which automatically puts the SID of the user who has the associated external right into the msExchMasterAccountSid attribute.  Then, we add a line to the log file and move on to the next user.
In check mode, for enabled and/or disabled users, the same queries are performed as in fix mode.  Then for each broken user account, we add a line to the log file, and move on to the next user.
