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About SolarWinds

SolarWinds, Inc develops and markets an array of network management, monitoring, and
discovery tools to meet the diverse requirements of today’s network management and consulting
professionals. SolarWinds products continue to set benchmarks for quality and performance and
have positioned the company as the leader in network management and discovery technology.
The SolarWinds customer base includes over 45 percent of the Fortune 500 and customers from
over 90 countries. Our global business partner distributor network exceeds 100 distributors and
resellers.

Contacting SolarWinds

You can contact SolarWinds in a number of ways, including the following:

Team Contact Information
sales@solarwinds.com

Sales www.solarwinds.com
1.866.530.8100
+353.21.5002900

Technical Support www.solarwinds.com/support

User Forums www.thwack.com

Conventions

The documentation uses consistent conventions to help you identify items throughout the printed
and online library.

Convention Specifying
Bold Window items, including buttons and fields.
Italics Book and CD titles, variable names, new terms

File and directory names, commands and code examples,

Fixed font text typed by you

Straight brackets, as in

[value] Optional command parameters

Curly braces, as in .
Y Required command parameters

{value}
Logical OR, as in Exclusive command parameters where only one of the
valuel|value2 options can be specified
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http://www.solarwinds.net/
http://www.solarwinds.net/support
www.thwack.com

SolarWinds Orion NetFlow Traffic Analyzer Documentation
Library

The following documents are included in the SolarWinds Orion NetFlow Traffic Analyzer
documentation library:

Document Purpose

Provides detailed setup, configuration, and conceptual

Administrator Guide . .
information.

Provides help for every window in the Orion NetFlow

Page Help Traffic Analyzer user interface.

Provides an introduction to Orion Network
Evaluation Guide Performance Monitor features and instructions for
installation and initial configuration.

Provides installation, setup, and common scenarios
Quick Start Guide for which Orion NetFlow Traffic Analyzer provides a
simple, yet powerful, solution.

Provides late-breaking information, known issues, and
Release Notes updates. The latest Release Notes can be found at
www.solarwinds.com.
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Introduction to Orion NetFlow Traffic Analyzer

Orion NetFlow Traffic Analyzer (Orion NTA) provides a simple-to-use, scalable
network monitoring solution for IT professionals that are managing any size
NetFlow-, sFlow-, or J-Flow-enabled network.

Why Install Orion NetFlow Traffic Analyzer

As companies and their networks grow, bandwidth needs grow exponentially. All
modern connected industries invest significant amounts of time and money to
ensure that enough bandwidth is available for business-critical activities and
applications. When bandwidth needs exceed currently available capacity or when
demand seems to expand beyond the abilities of your network, understanding
bandwidth use is no longer a novel interest, but it becomes critical to deciding
whether it is necessary to invest in more bandwidth or if stricter usage guidelines
are sufficient to regain lost bandwidth.

With the advent of streaming media, voice over IP (VoIP) technologies, online
gaming, and other bandwidth-intensive applications, you, as a network engineer,
must answer more than the simple question of whether the network is up or
down. You must answer why the network is not performing up to expectations.

If you need to know how and by whom your bandwidth is being used, Orion
NetFlow Traffic Analyzer provides a simple, integrated answer. You can quickly
trace and monitor the bandwidth usage of a particular application or type of
traffic. For example, if you see excessive bandwidth use on a particular interface,
you can use Orion NetFlow Traffic Analyzer to see that the company meeting,
consisting of streaming video, is consuming 80% of the available bandwidth
through a particular switch. Unlike many other NetFlow analysis products, the
network and NetFlow data provided by the Orion NetFlow Traffic Analyzer
solution are not purely extrapolated data, but they are based on real information
collected about the network by the Orion Network Performance Monitor product
that is at the heart of Orion NetFlow Traffic Analyzer.

Out of the box, Orion NetFlow Traffic Analyzer offers broad monitoring and
charting capabilities, coupled with detail-driven statistics, including the following:

e Bandwidth distribution across traffic types
o Usage patterns over time
o External traffic identification and tracking

e Tight integration with detailed interface performance statistics
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These monitoring capabilities, along with the customizable Orion Network
Performance Monitor Web Console and reporting engines, make Orion NetFlow
Traffic Analyzer your best option for monitoring your Flow-enabled network.

Why Use Orion NetFlow Traffic Analyzer

Orion NetFlow Traffic Analyzer gives you the ability to quickly and easily monitor
network resources and usage patterns at a customizable level of detail. The
following valuable features represent core Orion NetFlow Traffic Analyzer
capabilities:

Improved availability and performance

With Orion NetFlow Traffic Analyzer, you can more quickly detect, diagnose,
and resolve network slowdowns and outages.

Analytical capacity planning

Orion NetFlow Traffic Analyzer highlights trends in network traffic, enabling
you to intelligently anticipate changes in bandwidth to areas that are
experiencing bottlenecks.

Optimized network resource allocation

Information provided by Orion NetFlow Traffic Analyzer enables you to
identify areas of your network that are experiencing limited or overly stressed
connections. You can then redirect existing traffic to other areas of your
network that have available bandwidth.

Alignment of IT resources with enterprise business needs

Because Orion NetFlow Traffic Analyzer is built on the proven Orion Network
Performance Monitor infrastructure, you can assess both the needs of the
enterprise network in a high-level overview and the functional details of
specific interfaces and nodes.

Increased network security

Orion NetFlow Traffic Analyzer gives you the ability to quickly and precisely
examine network traffic and then pinpoint and expose curious patterns,
unwanted behaviors, and anomalous usage that may indicate possible virus,
bot, or spyware infection.

An all-in-one NetFlow and network performance monitoring application

Now you can stop switching between programs to get a complete picture of
the usage, performance, and needs of your network. Everything you need to
monitor your Flow-enabled network is found in Orion Network Performance

Monitor and Orion NetFlow Traffic Analyzer.
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Features of Orion NetFlow Traffic Analyzer

Orion NTA provides the following features to enhance your ability to monitor the
Flow-enabled devices on your network.

Automatic Addition of NetFlow Sources

In the event that a Flow-enabled device in the Orion database is sending
Flow data to the server hosting Orion NetFlow Traffic Analyzer, Orion NTA
now automatically adds the Flow-enabled device as a NetFlow Source. All
recognized NetFlow Sources are listed in the NetFlow Sources resource on
the NetFlow traffic Analysis Summary view.

Thwack.com: Recent NetFlow Posts Resource

This resource shows the most recent Orion NTA-related posts that have
been submitted to Thwack.com, the online SolarWinds user community.
Clicking any post title listed in the resource opens the associated post in the
NetFlow Traffic Analyzer Thwack.com forum.

Search by IP address range

This version of Orion NTA provides the ability to search for endpoints within a
specified IP Address Range (i.e., 10.10.199.1-10.10.199.50).

Additional flow support is now available

Orion NTA currently supports NetFlow v9, sFlow v5, and J-flow formats for
collecting network traffic data.

Customized traffic views

With the Traffic View Builder included in Orion NTA, you can filter collected
NetFlow data to create and access customized views. For example, you can
build a view that displays traffic to a specific domain generated during
standard office hours (8-5p) from a selected IP address.

Top 10 NetFlow Sources by Percent Utilization resource

A new resource on the NetFlow Summary View lists monitored NetFlow
sources by percent utilization.

Quality of service (QoS) performance views

Orion NTA allows you to easily view your overall network traffic segmented
by Class of Service methods such as Type of Service or DSCP. You can also
quantify and visualize the amount of bandwidth consumed by each of your
designated QoS levels, including voice and video data.

Full integration of NetFlow resources within Orion views

NetFlow resources can easily be added to Orion views automatically
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Port application grouping

Orion NTA now gives you the ability to assign an application that uses
several network ports to a group for gauging application performance.

Network-wide Top 5 resources

New network-wide Top 5 traffic resources are now available, listing IP
address groups, applications, conversations, countries, endpoints, types of
service, transmitters, receivers, and protocols.

Immediate DNS Lookup feature

Perform manual DNS lookups without waiting for a scheduled DNS update.

How Orion NetFlow Traffic Analyzer Works

Flow-enabled devices provide a wealth of IP-related traffic information. Orion
NTA collects this Flow data, correlates it into a useable format, and then presents
it, with detailed network performance data collected by SolarWinds Orion
Network Performance Monitor, as easily read graphs and reports on bandwidth
use into your network, within your network, and from your network. These reports
help you monitor bandwidth, track conversations between internal and external
endpoints, analyze traffic, and plan bandwidth capacity needs.

The following diagram provides an overview of a simple Orion NetFlow Traffic
Analyzer installation to show, generally, how Orion NTA works.

Orion Database Server

Orion NetFlow Traffic

Analyzer Collector |
Flow
Data

Flow-enabled
Network Devices

- g{Monitored Network
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Installing Orion NetFlow Traffic Analyzer

Orion NetFlow Traffic Analyzer (Orion NTA) features a wizard-driven installation
procedure. For an enterprise-class product, the requirements are nominal.

Note: NetFlow data is extensive and can consume large amounts of database
memory in a relatively short period of time. This is true even for smaller networks.
As a result, SolarWinds requires that your SQL Server database and your Orion
NPM/NTA installation are maintained on separate physical servers.

Requirements

The server used to host your NetFlow solution must support both Orion NPM and
Orion NTA. The following sections provide minimum configuration requirements.

Hardware Requirements

The following requirements assume that your Orion NTA evaluation is installed
on a server running Orion NPM version 9.0 or later. To evaluate Orion NTA on an
earlier version of Orion NPM, contact SolarWinds at sales@solarwinds.com.

Note: Orion NTA requires that TCP port 17777 is opened both to send and to
receive traffic between Orion NPM and any Orion modules, including Orion NTA.

Warning: Due to the high speed and large memory requirements of NetFlow
data transactions, SolarWinds recommends that only RAID configurations 0, 1,
01, or 10 be used for Orion NTA installations Other RAID or SAN configurations
may cause data loss and significantly decreased performance.

Hardware Requirements
CPU 3GHz or faster
RAM 3GB or more

Orion NTA server: 20GB or more, RAID 0, 1, 01, or 10. Other
RAID or SAN configurations are not recommended.

SQL Server: 20GB or more, RAID 0, 1, 01, or 10 on at least 6
spindles. Other RAID or SAN configurations are not recommended.

Hard Drive Space

Cisco devices using NetFlow version 5 or 9
NetFlow devices Note: Orion NTA only recognizes NetFlow version 9 templates that
include all fields utilized by NetFlow version 5.

J-Flow Network devices using J-Flow

sFlow devices sFlow devices using sFlow version 5
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Software Requirements

The following software requirements assume that your Orion NTA evaluation is
installed on a server running Orion NPM version 9.0 or later. If you want to
evaluate Orion NTA on an earlier version of Orion NPM, contact SolarWinds at
sales@solarwinds.com.

Notes:

o Except for Imited evaluations, Orion NTA and SQL Server installations are
required to be on separate physical servers.

e SQL Express and MSDE restrict database size to 4GB and 2GB,
respectively. For this reason, SolarWinds does not support the use of either
SQL Express or MSDE with Orion NTA in production environments.

Software Requirements

Windows Server 2003 (32-bit or 64-bit) including R2, with IS
installed, running in 32-bit mode. SolarWinds recommends that
Orion NPM administrators have local administrator privileges to
ensure full functionality of local Orion NPM tools. Users limited to
Operating System the web console do not require administrator privileges.

Note: SolarWinds does not support Orion NTA installations on
Windows XP in production environments. If you are installing Orion
NTA on Windows XP, you must confirm that Shared Memory,
Named Pipes, and TCP/IP are enabled on remote databases.

Microsoft IIS version 6.0 and later. DNS specifications require that
hostnames be composed of alphanumeric characters (A-7, 0-9),
the minus sign (-), and periods (. ). Underscore characters (_) are
Web Server not allowed. For more information, see RFC 952.

Note: SolarWinds neither recommends nor supports the installation
of Orion NTA on the same server or using the same database
server as a Research in Motion (RIM) Blackberry server.

.NET Framework Version 3.5 or later
SNMP Trap Windows operating system management and monitoring tools
Services component

SQL Server 2000 SP4, Standard or Enterprise

SQL Server 2005 Standard or Enterprise

Database must support mixed-mode or SQL authentication.

Note: SQL Server Express is unable to manage databases larger
than 4GB. It is limited to a single processor, and it will use no more
than 1GB RAM. Though it may be used to monitor one or two
interfaces, for a very limited time, for evaluation purposes,
SolarWinds recommends against its use for larger networks
requiring larger databases. If you are evaluating Orion NTA on an
installation of Orion NPM that is either installed on the same server
as your SQL Server or using a SQL Express database, you must
limit your monitored flows to no more than two interfaces.

SQL Server

Web Console Microsoft Internet Explorer version 6 or later with Active scripting
Browser Mozilla Firefox 3.0 or later
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Virtual Machine Requirements

Orion NTA installations on VMware Virtual Machines and Microsoft Virtual
Servers are fully supported if the following minimum configuration requirements
are met for each virtual machine.

Virtual Machine
Configuration
CPU Speed 3.0GHz

20 GB
Note: RAID 1+0 is recommended; due to intense I/O requirements
RAID 5 is not recommended.

Requirements

Allocated
Hard Drive Space

Memory 2GB

Each installation of Orion NPM should have its own, dedicated
network interface card.

Note: Since Orion NPM uses SNMP to monitor your network, if you
are unable to dedicate a network interface card to your Orion NPM
installation, you may experience gaps in monitoring data due to the
low priority generally assigned to SNMP traffic.

Network Interface

For more information about Orion Network Performance Monitor requirements,
see “Requirements” in the SolarWinds Orion Network Performance Monitor
Administrator Guide.

SQL Server and SQL Server Express with Orion NTA

Due to the fact that NetFlow data is extensive and can consume large amounts
of database memory in a relatively short period of time, SolarWinds does not
recommend using SQL Server Express database instances for Orion NTA.
Instead, SolarWinds recommends the use of a production version of SQL Server.

Evaluations of Orion NTA are a limited exception. For evaluation purposes, Orion
NPM and Orion NTA can support the use of SQL Server Express 2005 database
instances. SQL Express allows you to evaluate Orion NTA with a real database,
and it is available, free of charge, from Microsoft. However, SolarWinds does not
recommend its use with Orion NTA in any production environment for the
following reasons:

e SQL Express is unable to manage databases larger than 4GB.
e SQL Express is limited to a single processor.
e SQL Express is unable to utilize more than 1MB RAM.

Note: For production environments, Orion NPM and Orion NTA installations
should use a SQL Server database instance installed on a separate server.

Installing Orion NetFlow Traffic Analyzer X 7



Installing Orion NetFlow Traffic Analyzer

Complete the following procedure to install Orion NetFlow Traffic Analyzer. You
must provide your NetFlow traffic port and confirm that it is enabled and sending
NetFlow traffic data in order to complete your installation.

Note: The following procedure assumes that you have already installed Orion
Network Performance Monitor version 9.0 or later on the server on which you
want to install Orion NetFlow Traffic Analyzer. If you would like to evaluate Orion
Network Performance Monitor, contact SolarWinds at sales@solarwinds.com.

To install Orion NetFlow Traffic Analyzer:

1.

Log on to the Orion Network Performance Monitor server that you want to
use for NetFlow traffic analysis.

If you are installing Orion NetFlow Traffic Analyzer on a terminal server,
perform the following steps before continuing with your installation to ensure
that Orion NetFlow Traffic Analyzer is properly installed:

a. Click Start > Control Panel > Add or Remove Programs.

b. Click Add New Programs.

c. Click CD or Floppy.

d. Click Next in the Install Program From Floppy Disk or CD-ROM window.

If you downloaded Orion NetFlow Traffic Analyzer from the SolarWinds
website, complete the following steps:

a. Navigate to the location of your downloaded . zip file.
b. Extract the evaluation package to an appropriate location.

c. Launch the SolarWinds Orion NetFlow Traffic Analyzer evaluation
executable.

If you received physical media, complete the following steps:
a. Navigate to the location of your downloaded . zip file.
b. Extract the evaluation package to an appropriate location.

c. Launch the SolarWinds Orion NetFlow Traffic Analyzer evaluation
executable.

Review the Welcome text.
Click Next.
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7. Select | accept the terms of the license agreement, and then click Next.
B

License Agreement

Please read the following license agreement before continuing,
“fou must accept e tems of s agiesment betors continuing

SOLARWINDS, INC.
END USER LICENSE AGREEMENT
REDISTRIBUTION NOT PERMITTED

IMPORTAMNT -- READ CAREFULLY BEFORE USING THIS
SOFTWARE: THIS IS A LEGAL AGREEMENT BETWEEN YOU
(EITHER AN INDIVIDUAL OFR A SINGLE ENTITY) AND
SOLARWINDS, INC. ("SOLARWINDS") COVERING YOUR USE
OF ANY SOLARWINDS SOFTWARE APPLICATION

% i accept the terms of the license agrsement Erint

1 do not accept the terms of the license agreement

<Back I Hewt> I Cancel |

IistallShield

8. Click Install on the Ready to Install the Program window.
X

Ready to Install the Program
The wizard is ready to begin installation.

Click Instal to begin the installation,

If you want to review or change any of your installation settings, click Back. Click Cancel ta srit
the wizard.
alShicld

<Back | ol ] Concel

9. When the InstallShield Wizard completes, click Finish to exit the wizard.

InstallS hield Wizard Complete

Setup has finished instaling Solatwinds Drion MetFlaw Tratfic
Analyzer EVAL v3.1 on pour computer,

< Bark I Firigh I Cancel

10. If you are prompted to reboot your server, select from the following
options, as appropriate:

e Ifyou are installing Orion NTA on a terminal server, click No.

o Ifyou are NOT installing Orion NTA on a terminal server, click Yes.

Installing Orion NetFlow Traffic Analyzer X 9



11. If the Configuration Wizard does not start automatically, click Start > All
Programs > SolarWinds Orion > Configuration Wizard.

12. Review the Welcome text, and then click Next.

& Orion Configuration Wizard o [= 3

to the Orion Ci Wizard

This wizard steps you thiogh the configuration of the falowing recently installed Orion modulels}
NetFlow Traffic Analyzer
Click Next to continue

<Back Cacel

13. Confirm that SolarWinds NetFlow Traffic Analyzer Service is checked in
the Service Settings window, and then click Next.

&3 Orion Configuration Wizard =10lx|

Service Settings

Specily the services to instal,

Services ta install
v Solartwinds NetFlow Traffic Analyzer Service

< Back I Next > I Cancel

14. Review the configuration summary, and then click Next.

Completing the Orion Configuration Wizard

The following items wil be configurzd

Module NetFlow Traffic Analyzer wil be configured

Database * Modules wil be added to Orion database NetPerfton on (lacal)
Websie: * Modules will be added ta the Orion website on [41 Unassigned) on part 80
Services: - Solarwinds NetFlow Traffic Analyzer Service will be installed

Click Next o start configuration of the selected actions

< Back

Cancel

15. After the Configuration Wizard completes, click Finish.

iix
Ci leting the Orion Confi. ion Wizard

*You have successfull completed the configuration wizard

The configuration wizard completed successtully
+ The Diion database s setup.
+ The Do website i set up.

* Allservives are up and unring
7 Launch Orion web

Click Finish to exit the confiouration wizard
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Enabling Flow Analysis in Orion NTA

To begin analyzing available Flow data produced by devices within your network,
you must either add a Flow-enabled interface to your Orion database or monitor
a previously added interface that is capable of generating NetFlow data. Adding
your NetFlow devices and interfaces to the Orion database and adding your
NetFlow devices and interfaces to Orion NTA as NetFlow sources are separate
procedures, detailed in separate sections, as follows.

Automatically Adding Flow-enabled Devices

Orion NTA can automatically add Flow-enabled devices as NetFlow sources if
they are configured to send Flows to your designated Orion NTA server, as
shown in the following message from the Last 25 Analysis Events resource.
HetFlow Receiver Service [ORIONHTA] is receiving a HetFlow data
stream from an unmanaged device (" B N). The HetFlow data
12152008 12:08 PM &) gtream from 1 B B will be discarded. Please use the Orion

Sy=tern Manager to add this IP Address in order to process this
HetFlow data stream or just use this link Manage this device.

Click Manage this device to add your Flow-enabled device to your Orion
database. For more information about managing new network devices, see
“Adding Devices and Interfaces to the Orion Database” on page 11. For more
information about configuring Flow-enabled devices, see “Device Configuration
Examples” in the SolarWinds Orion NetFlow Traffic Analyzer Administrator
Guide.

Adding Devices and Interfaces to the Orion Database

The following procedure adds a device and its interfaces to the Orion database
using the Web Node Management feature of the Orion Web Console. If your
NetFlow device is already configured to send NetFlow data, Orion NTA will begin
to receive NetFlow data as soon as your device is added to the Orion database.

Note: For more information about designating NetFlow sources in Orion NTA,
see “Adding NetFlow Sources to NetFlow Traffic Analyzer” on page 17.

To add Flow-enabled devices and interfaces to the Orion database:
1. Log on to the Orion NPM server that hosts your Orion NTA installation.
Click Start > SolarWinds Orion > Orion Web Console.

Log in to the Orion Web Console as an administrator.

Note: If you have not already configured another Admin password, you can
log in with the User ID Admin and no password.

Installing Orion NetFlow Traffic Analyzer X 11
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rion " 4%
NETWORK PERFORMANCE solarwinds

Orion Network Performance Monitor

User Mame:
Password:

© vou can log in with the User Narme Admin and no password

“fou should set a passward for the Admin account after you log in.
Select"Admin’ from the menu har afteryou log in

4. Click Admin in the Views toolbar.

Ori

on
NETWORK PERFGRMANCE MONITOR

Adrmin | Help
Network Summary Home Friday, Decembar 12,2008 4237 AM et
All Nodes MANAGENODES | EDIT | HELP

eoiT | HeLe
GROUPED BY TYPE OF DEVICE Bistuzrait ik

5. Click Add a Node in the Node Management grouping.

Orion
NETWORK PERFORMANCE MONITOR

MODULES:  NetFlow Trafiic Anal

wiews: Home Top 10 og Traps Overview s Admin  Help A

solarwinds
Orion Website Administration ‘CLEAR WEB CACHE
The Admin section allows customization of Orion's Web Site. You can completely change the ook and feel of Orion's wehsite to suityour company's needs.

Node Management Views

(= Add, manage, and delete nodes. Edit node properties. Each View can be custornized. You can select which charts and device
properties are displated on each view.

» Manage Nodes

» Manage Views » Vigws lay Device Type

6. Provide the hostname or IP Address of the Flow-enabled device you want to
add in the Hostname or IP Address field.

Orion
NETWORK PERFORMANCE MONITOR

MoDULES
wews s Syslg Traps  Overview Admin  Help solarwinds®
adnin »Menage Nodes HeLe
Add Node
CHOOSE RESOURCES ~ ADD POLLERS CHANGE PROPERTIES
Define Node
Specify the nods you want 1o add by completing the fislds below. Are you adding a large number of nodes? Try the Netwark Discovery lool
I Hostiame or IP Address: |
I~ Dynamic [P Address CHER I BOOTE);
= IGMP (Ping oniy) ICMP nodes do notsupport SNMP. Orion can iy menitortats, response ime and packet 0ss o1 ICMP nodes.
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If the IP address of the device you are adding is dynamically allocated
(DHCP or BOOTP), check Dynamic IP Address.

Orion

NETWORK PERFORMANCE MONITOR

MODULES

Admin  Help
dimin > Mensce Hores > HELP
Add Node
CHOOSE RESOURCES ~ ADD POLLERS CHANGE PROPERTIES
Define Node
Specify the node you want ta add by completing the fields below. Are you adding a large number of nades? Try the Network Discovery tool
Hostname or IP Address._|]

™ Dynamic IP Address ~ (PHEP @rBOOTF) I

T 1CMP (Ping only) TETTE medes % MeTsupRon SNMP. Orien can anly moniter status, r2sponse time and packet 955 for ICMP nodes,

Confirm that ICMP (Ping only) is not checked.

Orion

NETWORK PERFORMANCE MONITOR

MODULES: Nt raffic An

viEws:  H Tap 10 Alerts 4 Admin  Help

Acimin > Manace Mades > HELP

Add Node

CHOOSERESOURCES ~ ADDFOLLERS  CHANGE PROPERTIES

Define Node
Specify the node you want to add by completing the fields below. Are you adding  large number of nodes? Try the Network Dicovery tool

Hostname or IP Address: ||
I~ Dynamic P Addre (DHCP ot BOOTF)

[Ficn pingany o oo s ey e e e e v |

Select the SNMP Version for the added node.

Note: Orion NPM uses SNMPv2c by default. If your new device supports or
requires the enhanced security features of SNMPv3, select SNMPv3.

Orion

NETWORK PERFORMANCE MONITOR

MODULES:  NatF

views: Home To Alerts  Syslag 0 Reports  Admin  Help

Adimin > Manace boges > HELP

Add Node
CHOOSERESOURCES ~ ADDPOLLERS  CHANGE PROPERTIES

Define Node
Specify the node you want to add by campleting the fields below. Are you adding a large number of nedes? Try the Network Discovery tool

Hostname or IP Address: ||

I Dynamic IP Address ~ (OHEP orBOOTFY

SNMP Info
[Swe verson: fovireze] SR s e e B T o SR o e e |

SNMP Part: [161
T Allow B4 bit counters
Comrmunity String: Jousie
ReadfWrite Community Sting: [

Validate SNMP

NEXT > CANCEL

Installing Orion NetFlow Traffic Analyzer X 13



10. If you selected SNMPv2c, complete the following steps:

a. If the SNMP port on the added node is not the Orion NPM default of
161, provide the actual port number in the SNMP Port field.

b. If the added node supports 64 bit counters and you want to use
them, check Allow 64 bit counters.

c. Provide valid community strings for the added node.

Note: The Read/Write Community String is optional, but Orion NPM
does require the pub1ic Community String, at minimum.

Orion

ADMIN (LOG OUTY
NETWORK PERFORMANCE MONITOR
BT

-
solarwinds ¥

Admin » Manage Modes » HELP

Add Node
CHOOSE RESOURCES  ADD POLLERS. CHANGE PROPERTIES

Define Node
Specify the node you want to add by completing the fields below. Are you adding a large numb

Hostname or IP Address: ||

™ Dynamic IP Add (DHCF or BOOTE 3}
I ICMP (Ping only) ICMP nades do not support SNMP. Diion can enly monitor status, respanse time and packet loss for IKMP nod:
SNMP Info
SNMP Version SNMPv2e ~) SNMPZG is Used for nefwork devices thatsupport SNMP but whers SNMPLS is not required o supported.
SNMP Port: [161
I Allow 64 bit counters

Community String: [public
ReadWrite Community String

Validate SNMP

NEXT > CANCEL

11. If you selected SNMPv3, complete the following steps:

a. Ifthe SNMP port on the added node is not the Orion NPM default of
161, provide the actual port number in the SNMP Port field.

b. If the added node supports 64 bit counters and you want to use
them, check Allow 64 bit counters.

Note: Orion NPM fully supports the use of 64-bit counters; however,
these high capacity counters can exhibit erratic behavior depending on
manufacturer implementation. If you notice peculiar results when using
these counters, use the Node Details view to disable the use of 64-bit
counters for the device and contact the hardware manufacturer.

c. Provide the following SNMP Credentials, Authentication, and
Privacy/Encryption settings:

¢ SNMPv3 Username and SNMPv3 Context
e SNMPv3 Authentication Method
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¢ SNMPv3 Authentication Password/Key
e SNMPv3 Privacy/Encryption Method
o SNMPv3 Privacy/Encryption Password/Key

Note: For the purposes of this evaluation, Read/Write SNMPv3 Credentials
are not required, and it is assumed that you do not already have a saved
credential set.

Orion
NETWORK PERFORMANCE MONITOR
uLEs: N
Home  Top 10 onts  Alerts Overvie Admin  Help PRT——
Admin > basce Hodes > HELP
Add Node
CHOOSERESOURCES  ADD POLLERS  CHANGE PROPERTIES
Define Node
Specify the node you want 1o add by completing the fields below. Are you adding a large number of nades? Try the Network Discovery tool
Hostname or IP Address
™ Dynamic IP Addresg ~ ©HEF @rB00TF)
[ ICME (Fing only) IEMP nades do not suppor SHMP. ian can only monitor status,fespanse time and padket o for ICMP ods.
SHMP Info
ST et TRl SNMPLG i2 355 oure vasion of the SNMP protocol, adding authentioation and sncryption. SNMPY may requis exta

configuiation on your netast devices.

SNMP Port: [161
I Allow 64 bit counters
Enter the SNMP 3 Gredentials. You can save Credential Sets far later use by entering a name
for the set and clicking ‘Save’ To recall a previously saved Credential Set, click the Credential
Set Name dropdown and select the desired Credential Set,
SNMPVE Credentials

SNMP3 Username
SNMPY3 Context

SNMPV3 Authertication

Method: [None =)
Passward / Key

SNMP3 Privacy ¢ Eneryption

Method: [Tore =
Passward / Key

Name: Save
Saved Credential Sets ~] _Delete

Credental set

12. Click Validate SNMP after entering all required SNMP credentials.

Orion

Admin  Help

Achnin > Manee Nodes > HELP

Add Node

CHOOSERESOURCES  ADD POLLERS  CHANGE PROPERTIES

Define Node
Specify the node you want to add by completing the fields below. Are you adding = large number of nodes? Try the Network Discovery tool

Hostname or IP Address:

I Dynamic IP Address ~ (PHEF orBOOTRY

I ICMP {Ping only) IGHMP nodes do notsupport SNMMP. Drion can only monitor satus, response time and packet loss for IGMP nodes,
SNMP Info
SNMP Version: [SnmPvze =) SHMPA2 i used for nehuok devises that suppo SHMP but where SHMPAG i not raquirad o suppeted.

SNMP Port: fie1

I Allow B4 bit counters
Comrmunity String: Jouoie
ReadMrite Community String: [

13. After confirming that your SNMP credentials are valid, click Next.
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14. Check the interfaces you want Orion NTA to monitor, and then click Next.

Note: If you do not know which interfaces are Flow-enabled, click All
Interfaces to select all interfaces.

Orion
NETWORK PERFORMANCE MONITOR

Admin  Help
i » Mo Nees 5 HELP
Add Node

DEFINE NODE ADD POLLERS CHANGE PROPERTIES

Choose Resource to monitor on 2621XM(2)
Select the resources and statistics to monitor. The select menu provides sharteuts for selections

Al <2 None | &2 All Active Interfaces | <2 All Volumes <7 All Interfaces
[/ G CPU and Mermory Utilization
* W @ FastEthemet00 - Uplink to SW Corp
* [ @ FasiEthemetD/! - Tradeshow network
+ W@ NullD - NuD

G

15. For the purposes of this evaluation, click Next on the Add Pollers view.

Note: For more information about using or defining pollers, see the
SolarWinds Orion Network Performance Monitor Administrator Guide.

Orion

NETWORK PERFORMANCE MONITOR

Asinin > Menage Nodes » HELP
Add Node
DEFINENODE  CHOOSE RESOURCES CHANGE PROPERTIES

Add Pollers to 2621XM(2)
Select pollers to add to node

* Example

<BACK CANCEL

16. Click OK, Add Node on the Change Properties view.

Note: On this view, you may choose to provide values for the following
default custom properties: City, Comments, and Department. For more
information about using custom properties, see “Creating Custom Properties”
in the SolarWinds Orion Network Performance Monitor Administrator Guide.
T~ Allow B4 bit counters
Community String: ,pubhc—
ReadMWrite Comrmunity Sting: [

Validate SNMP
Polling

Node Status Paling: |12

seconds

Collect Statietics Every: 1'0

minutes

Gustom Properties
City l—
Comments [
Department l—

<8ack || oK ADDNODE CANCEL
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17. Click OK on the dialog, and then click NetFlow Traffic Analysis in the
Modules toolbar.

ADMI (LOG OLT)

Admin  Help

‘cimin > Manege Nodes >

Add Node
DEFINENODE  CHOOSERESOURCES  ADD POLLERS

Change Properties
Change properties or keep defaults. Select OK, Add Node to add this new node to Orion

Name: Bz
SNMP
SHMP version [SEvE ] SNMPvZ i used for netwosk dexioas that supp ot SNMP b utwhere SNMPAG s notrequired or supported
SNMP Port: 161
™ Allow B4 bit counters
Community String: [oublie
ReadWrite Community Sting: [

Validate SNMP

poting e et
[
NodeStatue Roling Seeeers 1\t sucessuly ed

Gollect Statistics Every: |1°
minutes

Custom Properties
City

Comments
Department

<BACK | [ OK,ADD NODE CANCEL

The following section provides the required steps to start receiving NetFlow data
from Flow-enabled devices on your network.
Adding NetFlow Sources to NetFlow Traffic Analyzer

After your Flow-enabled device and its interfaces have been added to Orion
NPM, you must designate the device as a NetFlow source. The following
procedure provides the steps required to add NetFlow sources to Orion NTA.

Note: Orion NTA only recognizes NetFlow version 9 templates that include all
fields utilized by NetFlow version 5.

To add NetFlow devices and interfaces to NetFlow Traffic Analyzer:

1. Log on to the Orion NPM server that hosts Orion NetFlow Traffic Analyzer.

2. Click Start > All Programs > SolarWinds Orion > NetFlow Traffic
Analyzer > NetFlow Web Console.

3. Login to the Orion Web Console as an administrator.

Note: If you have not already configured another Admin password, you can
log in with the User ID admin and no password.
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4. Click Edit in the header of the NetFlow Sources resource.

Orion

This Evaluation has 27 days left.
MOD JLES:

Traps  Ove &drin Help  N2MCero

NETFLOWSETTINGS | Tuesday, August 05, 2008 3:26:32 PM
NetFlow Traffic Analysis Summary

NetFlow Sources Hew  Search NetFlow Endpoint
o w-eRraces
Find Sserchsy
5] [ seARch
Carrently, you are not gathering HetFlow treffic data. [ [PAJdtESS -]
- Becomales 10405, 1234- 123198, 12151.%, Server-, *Salwivhes et
o To pcpalate this view, ycu need b select et=low sources L monitar.
o NatFlow soLrces car alweys be ecitzd by clickirg AdTin = HTA Settngs, anc then
clicking Edt in -he NetF ow Sourzes sect 01 of the page. Search for NetFlow Application
o Cick here to edit NeiFlow Sources row.
Find Ssarchby
I E AR
Top 10 NetFlow Sources by % Utilization o weel | [Appicafion Name 7] | sEARCH
Al manitored interfaces are cansuming ess thar 1% Jtilization Bacemoles 80, SUVP, SCL*

5. Select Exporters Only (last 15 minutes) from the Showing menu.

Admin  Help  NPA

Edit NetFlow Sources

Monitored interfaces

0 interfaces selected

[ [(Search]

™ ROUTER INTERFACE
# [ 27 Windows

SUBMIT

6. Expand the device list to see all monitored nodes, check the parent nodes of
the interfaces you want Orion NTA to monitor, and then click Submit.

Admin

Edit NetFlow Sources

Monitored interfaces

2 interfaces selected
Showing: [Al -
Viewing 2 interfaces

™ ROUTER INTERFACE

WMS TCP Loopback interface
[ AMD PCNET Family PCI Ethernet Adapter - Packet Scheduler Miniport

As a result, Orion NTA should receive meaningful traffic data and display it in the
Orion Web Console within a few minutes.

18 o Installing Orion NetFlow Traffic Analyzer



Orion NetFlow Traffic Analyzer Quick Tour

The features and flexibility provided by Orion NetFlow Traffic Analyzer give highly
detailed insight into the quantity and the quality of traffic on your network. The
sections of this chapter build on each other sequentially to show you the key
features of Orion NetFlow Traffic Analyzer. This chapter is most useful when it is
read and followed from start to finish; the chapter begins with an overview of the
resources immediately available on the NetFlow Traffic Analysis Summary view,
and it continues through summaries of the most often used Orion NTA views.

Note: Extensive use cases, including scenarios incorporating other SolarWinds
tools, are available in the final chapter of this Evaluation Guide. For more
information, see “Using Orion NetFlow Traffic Analyzer” on page 37.

Starting Orion NetFlow Traffic Analyzer

To start Orion NetFlow Traffic Analyzer, click Start > All Programs >
SolarWinds Orion > NetFlow Traffic Analyzer > NetFlow Web Console. For
more information about installing and configuring Orion NTA, see “Installing
Orion NetFlow Traffic Analyzer” on page 5.

The NetFlow Traffic Analysis Summary

When you launch Orion NetFlow Traffic Analyzer, the NetFlow Traffic Analysis
Summary is the first view displayed. This view provides insight into data traffic
conditions over your entire network. The following resources are included in the
NetFlow Traffic Analysis Summary View by default.

NetFlow Sources

This resource provides a list of all Flow-enabled devices on your network that are
currently configured to send NetFlow data to the server hosting your Orion NTA
installation. For more information about adding Flow-enabled devices, see
“Enabling Flow Analysis” on page 11.

NetFlow Sources EDIT | HELP
2 INTERFACES

ROUTER  INTERFACE TRAFFIC N TRAFFIC OUT LAST DATA RECEIWVED

+ ® f'FIoWSource 12572005 1:28:00 Ph
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Click + next to any router name to display Flow-enabled interfaces on the
selected router.

NetFlow Sources EDIT | | HELP
2 INTERFACES

ROUTER INTERFACE TRAFFIC IN  TRAFFIC OUT LAST DATA RECENVED
-9 :"FIowSource 121552008 1:28:00 PM

@ TEAMD PCMET Family PCI Ethernet
Adapter - Packet Scheduler Miniport -

@ S TCP Loopback interface - 0.0 bps O0hbps 12052005 1:32:00 PM

116533 bps 2942 Khps 12052005 1:32:00 PM

Interfaces are also listed with both a status icon and a timestamp indicating when
Orion NTA last received NetFlow data from the selected interface. Additionally,
the NetFlow Sources resource provides reported values for both incoming and
outgoing traffic on each interface.

NetFlow Sources EDIT  HELP
2 INTERFACES

ROUTER INTERFACE TRAFFICIN  TRAFFIC OUT LAST DATA RECEIED

- © £YFiwsource 121572008 1:28:00 PM

@ T AMD PCMNET Family PCI Ethernet
Adapter - Packet Scheduler Miniport -

@ 9 Ms TCP Loopback interface - 0.0 bps 00 bps 12152005 1:32:00 PM

116533 bps 2942 Kbps 121372008 1:32:00 P

Clicking a router name opens the NetFlow Node Details view, and clicking an
interface name opens the NetFlow Interface Details view. For more information
about the NetFlow Node Details view, see “NetFlow Node Details View” on
page 34. For more information about the NetFlow Interface Details view, see
“NetFlow Interface Details View” on page 33.

Top 10 NetFlow Sources by % Utilization

This resource provides a list of the NetFlow sources on your network that are
currently routing enough traffic to significantly tax their system resources.

Note: Sources are only listed if they experience utilization in excess of 1%.

Top 10 NetFlow Sources by % Utilization EDIT || HELP

All monitored interfaces are consuming less than 1% utilization.
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Traffic View Builder

The Traffic View Builder application allows you to create your own custom Orion
NTA views. Because Orion NTA is a web-based module, you can then create
browser bookmarks for any Orion NTA view to easily check the status of potential
trouble spots at a later date. For more information about the Traffic View Builder,
see “Using the Traffic View Builder” on page 37.

Traffic View Builder EDIT | HELP

M Select a filterad view ta build: INode Details 'l BUILD

Top 5 Applications

The Top 5 Applications resource provides a quick view of the applications and
ports that are most in use by the devices on your network. By clicking +, you can
expand each application to see the network devices routing traffic for each
application.

Top 5 Applications EDIT | | HELP
LAST HOUR

.World of Wareraft... DCompression Frace... .Management Uilit...

.TCP Port Service .. .Remote Job Entry [5]

L 1185%

54 26% 11.56%

S 1143%

*108%

APP ROUTER INTERFACE BYTES PACKETS
* % viond of wareraft (3724) 8.6686 Mbytes 172.59 K packets
* % 1Cp port Service Muttiplexer (1} 1.8936 Mbytes 37.209 K packets
+ Compression Process (3) 1.8477 Mbytes 35.556 K packets
+ % perote Job Entry (5) 1.8254 Mbytes 36.35 K packets
& % Management Utility (2) 1.7418 Mbytes 34.295 K packets
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Top 5 Endpoints

The Top 5 Endpoints resource gives an at-a-glance view of the endpoints that
are the sources or targets of the most network traffic. By clicking + to expand
each endpoint, you can see the network devices routing traffic for each endpoint.

Top 5 Endpoints EDIT  HELP
LAST 2 HOURS

[ barkofamenica]10.100.110.34  [I]10.100.110.32
W10.11062.30 H10.100.110.33

S6.32% +. eew 28.08%
5.23%
“5.2%
SATER
ENDPOINT ROUTER INTERFACE BYTES PACKETS
* & www.bankofamerica.com (171.161.161.173) 920.1325 Mbytes  18.3206 M packets
L J 10.110.62.30 458 8267 Mbytes 91357 M packetz
L J 10.100.110.34 85.3768 Mbytes 1.6999 M packets
+ 4 1010011033 84.9324 Mbytes 1.6911 M packets
+ 4 1010041032 84.3842 Mbytes 1.6802 M packets

Search for NetFlow Endpoints

Using this resource, you can quickly locate any endpoint communicating with any
devices on your network.

Search NetFlow Endpoint EDIT = HELP
Find Search by
| IP Address | SEARCH

% Examples: 10.4.0.5, 1.23.4-123.199 10.15.1* Server-* *SolarWinds Net

Simply search for endpoints by using any of the criteria in the following table:

Search NetFlow Endpoint Criteria

Country Domain Hostname

IP Address IP Address Group Name
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Provide an appropriate search term, and then click Search. Your search results
provide an expandable list of the devices on your network that are routing traffic
either to or from endpoints matching your search criteria.

Orion

NETWORK PERFGRMANCE MONITOR

Admin  Help

Sndpoint Search Results of ‘google.com'within Domain
Note: Searches using ~wildcards are limited to 5000 resuhs.

+ yo.in-f100.google.com (64.233.169.100)
+ yoin-£95.google.com (64.233.169.95)
+ yoin-f96.google.com (64.233.169.96)
+ yoin-£97.google.com (64.233.169.97)
+yo-in-99.google.com (64.233.169.99)

Clicking any result, followed by clicking the name of any of your network devices
opens the NetFlow Endpoint View for all endpoint traffic through the selected
device. For more information about the NetFlow Endpoint View, see “NetFlow
Endpoint View” on page 31.

Orio

)
NETWORK PERFGRMANCE MONITOR

MODULES: Traff

iEws Admin  Help

€ QD) D W [B00KMARKTHIS PAGE| [ NETFLOWSETTINGS | Monday, Decernber 15, 2008 1:43: 16 PM
NetFlow Endpoint - yo-in-f100.google.com - -
~ Last 15 Minutes
Traversing through FlowSource

Endpoint Details e W Top 5 Protocols
LAST 16 MINUTES
00NOB

1P Address q eexatsedm Eor
Hostname: [Edit] [Lookup) Jo-n-£100 googfe.com Wrer
1P Address Group )
Domain Be  google.com
Country Unied States
Total Traffic Transmitted 27 Koytes Last 15 Minutes
Total Traffie Received 3.0 Kbytes Lest 15 Minutes
Traffic Last Transmitted 1211562008 1:42:00 Ph1
Traffic Last Received 1271562008 1:42:00 P

Top 25 Conversations EDIT  HELP

LAST 15 MINUTES 3

ENDPOINT TOTAL BYTES IN CONVERSATION -
W rdirsib1 hdo.obe cok (212.58.224.137) (=) ss0byles NS 51% PROTOGOL TOTAL BYTES TOTAL PAGKETS
e 30Kytes 0 packets
W 21256224135 =) ssoyes I 55
El TP 27 Kbytes 0 packets
i vituskviphdo.bhe.co.uk (212 58.224 138 = bye: I 577
Top 5 Applications

¥ = es I

9 2125822013 30kl B

2033725590 = 3tbytes I S47%

[TCP Port Service Mutipleser (1) @e

E L:rl I

4 ns.apnicnet (203.37.25597) 303 bytes 528% llvsnagement Uiy 21

4 telapnic et (203.37.255 96) =/ 00bytes I 529%

i rmcipDthdo e co uk (212.68.224.140) =) obyles 485%

W 21288224139 = 27ooytes N 485%

¥ rmclip3thelo bbe oo uk (212 56.224.133) =/ ooytes I 484%

9 relirvrerar-vipthoio ke co.uk (212.56.224.1 311 =/ 267oytes I +465%

9 200372569 =) 2Shyles 482%

W 2033725595 =/ 63bytec N 458%

4 2033725534 =/ a6bytes N 432%

y

am s s () s, — P
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Search for NetFlow Application

With the Search for NetFlow Application resource, you can quickly see which
devices on your network are using a specific application or port at any time.
Simply choose to search by Application Name or Port, provide an appropriate
application name or port number, and then click Search.

Search for NetFlow Application EDIT = HELP
Find Search by
| | Application Name  »| SEARCH

% Examples: 80, SNMP, SOL*

Your search results provide an expandable list of the devices on your network
that are routing traffic either for the selected application or over the selected port.

s A o -
Admin  Help solarwinds ¥

application Search Results of World of Warcraft within ServiceName
Note: Searches using " wildcards are limited to 5000 results.

~World of Warcraft - Port (3724)
=FlowSource
AMD PCNET Family PCI Ethermet Adapter - Packet Scheduler Miniport -
MS TCP Loopback inferface -

Clicking the name of a device on your network opens the NetFlow Application
View for all traffic through the selected device that is either intended for the
searched application or routed through the searched port. For more information
about the NetFlow Application View, see “NetFlow Application View” on page 27.

ADMIN (LOG OUT)

This Evaluation has 29 days left.
tFlow Traffic Analysis

Home Top10 Events Alerts Syslog Traps Oveniew Repo Admin  Help NPM Demo solarwinds
NETFLOW SETTINGS | | BOOKMARK THIS PAGE | Wednesday, August 27, 2008 5:44:55 PM
NetFlow Application - World of Warcraft (3724)
~ Last2 Hours
Traversing through NTA3EVAL1

Application Details o Hae  Top 5 Transmitters
LAST 2 HOURS

Application @ Viord of Warcraft

port i Mio.1105230

Total Traffic 121.7147 Mbytes Lost 2 Hours

Total Packets 24234 W packes Last2 Hours

Top 5 Protocols. EDIT | HELP
LAST 2HOURS

Eee

exorom Toma svies Toma packeTs
@ rormos230 1217058 oytes 24233 M packets

Top 5 Receivers
LAST 2 HOURS
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Top 5 Conversations

This resource provides view of the conversations using the most bandwidth on
your network. Each color in the chart corresponds to a single continuing
conversation between two specific endpoints. The table below the chart lists the
endpoints involved in each conversation, with the bandwidth consumed by each
conversation, in both bytes and packets. Click + to expand the conversation
description to see all devices on your network through which the selected
conversation is conducted. The first level of expansion shows the network nodes
through which conversation traffic is routed. The next level of expansion shows
the interfaces that are passing traffic for the selected conversation.

Top 5 Conversations EDIT | | HELP
L&ST HOUR
E1010011039 .. 1010011036 i [10.100.110.35 ...
o100 1103 e, [10.100.110.32 tof...
19.53%

18.95% v

= 196%
21.05% -
CONYERSATION ROUTER INTERFACE BYTES PACKETS
* Between 10.100.110.39 and www bankofamerica com 3.3 BEA53 K
Mbvtes  packets
* Between 10.100.110.31 and www bankofamerica com 3 52632 K
Mhytes  packets
+ Between 10.100.110.36 and wwor bankotamerica.com 3 229k
Mbvtes  packets
. 31 61.58 K
+
Between 10.100.110.32 and waw hankofamerica.com Mbytes  packets
- . 31 B1.445 K
Between 10.100.110.358 and waw hankofamerica.com Moytes  packets
= - 31 B1.445 K
O LY FlowSource Moyles  packets
= . 15 28032 K
(5] 9 FlowwSource - MS TCP Loopback inter face Mbytes  packets
O T FlowSource - AMD PCMET Family PCI Ethernet 16 F2HIH
Addapter - Packet Scheduler Miniport Mbytes  packets

At both the node and interface levels, respective shares of the total bandwidth
consumed by the selected conversation are listed in both bytes and packets. For
any node, the conversation traffic on the node is equal to the sum of the
conversation traffic on all the interfaces on that node.
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Clicking the name of any network device opens the NetFlow Conversation View
for all traffic between the two endpoints conversing through the selected network
device. For more information, see “NetFlow Conversation View” on page 30.

ADMIN (LOG OLIT)

Orion
NETWORK PERFORMANCE MONITOR

MODULES

solarwinds ¥
BOOKMARK THISPAGE | | NETFLOW SETTINGS | Monday, December 15, 2008
NetFlow Conversation - Between 10.100.110.38 and 21111 PM
www bankofamerica.com
~ Last 15 Minutes
Traversing through FlowSource - MS TCP Loophack interface -

Total Bytes Transferred €oiT HeLe

[Fom i baril
[WFom 10100110

ssns
riEsK
i
saiv
Crsan
ot
ey
ik
St
i
"% 1@ & @ T & 3 T &
Conversation Traffic History EDIT | HELR
Date/Time 10.100.110.38 ‘www.bankofamerica.com Bytes Packets
1201572008 210:00PM  UDP Rancom High Port - 9.7 Kbytes 193 packets
12A15/2008 Z10:00PM  UDP Ranciom High Port - DX 5.8 Kbytes 115 packets
120152008 Z10:00PM  UDP Ranciom High Port iy 4.2Kbytes 54 packets
12M15/2008 210:00PM  UDP Ranciom High Port - sU 6.7 Kbytes 133 packets
12M1%5/2008 210:00PM  UDP Ranciom High Part = Locus PC-nterface Net Map Ser (125) 9.6 Khytes 191 packets
1241572008 2AD:00PM DR Reanclom High Port =5 GENRAD-MUY (176) 32Kbytes B4 packets

124152008 210:00PM  LDP TCP Por —b Random Hgh Port 29Kbytes 58 packets
120152008 210:00 P LDP TCP Port S =5 Random High Port 40Kestes 79 packets
12152008 210:00 PM LDP Manssement Lty (2) = Random Hgh Port 64 Kytes 127 packets
121572008 Z10:00 PM LDP Management Lty (2) = Rancom Hgh Fort T8 Kiytes 156 packets
1211572008 Z10:00 P LUDP Management Lty (2) ~» Rancom Hgh Port 52Kbytes 104 packets
1211572008 Z10:00 PM LUDP Management Lty (2) —# Rancom Hgh Port 69Kytes 138 packets
1211572008 21000 PM  LUDP Remate Jah Entry (5) —b Random Hgh Port 24 Kiytes 47 packets

124572008 210:00 P UDP Remate Job Eniry (5) 43Koyles B packets

ROKivdes 194 nackets

AOHEPTRFANINPM 1P Remete Inb Friry (51

Last 25 Traffic Analysis Events

This resource lists the last 25 NetFlow-specific events that have occurred to
devices on your monitored network. Typically, this resource lists the dates and
times when the NetFlow Receiver Service stops and starts, but it is also used to
communicate updates for database upgrades and to provide notification of newly
discovered Flow sources.

Last 25 Traffic Analysis Events EDIT  HELP
BM4/2008 3:09 AM A NetFlow Receiver Service [WIN2K3SQLSERVER] Started- listening on Port=2055
8M1/2008 8:57 AM A NetFlow Receiver Service [WIN2K3SQLSERVER] Started- listening on Port=2055
B/11/2008 8:57 AN &b NetFlow Receiver Service [WINZK3SQLSERVER] Stopped
8M1/2008 8:56 AM A NetFlow Receiver Service [WINZK3SQLSERVER] Started- listening on Port=2055

81172008 &:54 AM &k NetFlow Receiver Service [WIN2K35QLSERVER] Stopped
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Orion NetFlow Traffic Analyzer Views

The following sections detail the types of information that are available by default
on selected Orion NTA views.

Notes:

e The following are a few of the most used Orion NTA views. They are linked
directly from default resources on the NetFlow Traffic Analysis Summary
view. Additional resources link to additional views. For more information, see
“Viewing NetFlow Traffic Analyzer Data in the Orion Web Console” in the
SolarWinds Orion NetFlow Traffic Analyzer Administrator Guide.

e Some resources may not be present in the default configuration of a selected
view. To see all available resources, you must edit the view from the Admin
view of the Orion NPM Web Console. For more information, see “Viewing
NetFlow Traffic Analyzer Data in the Orion Web Console” in the SolarWinds
Orion NetFlow Traffic Analyzer Administrator Guide.

NetFlow Application View

The following sections offer brief descriptions of the resources on the default
NetFlow Application view. More information about each resource, including
configuration details, is available by clicking Help in the resource title bar.

Application Details

The Application Details resource provides a table that contains the following
information about the application and port that you are currently viewing:

e Application name
e Port used by the application
o Total amount of traffic data within the selected period of time

o Total number of packets sent within the selected period of time

Top 5 Protocols

The Top 5 Protocols resource provides a view of the traffic protocols the selected
application uses most. The table below the chart provides the protocol type, the
amount of data, the total number of packets, and the percentage of all traffic that
has been using each listed protocol.
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Top 5 Types of Service

The Top 5 Types of Service resource provides a view of the most active services
employed by the selected application. The table below the chart provides the
following information for each service type:

e The type of service
e The amount of traffic handled by the service
e The number of packets handled by the service

e The percentage of all serviced traffic to the selected application that is
handled by the selected type of service

Total Bytes Transferred

The Total Bytes Transferred resource displays a chart that details the total
number of bytes that are transferred by the selected application over a specified
period of time. A wide array of custom charts is available to print or export for
recordkeeping. Clicking the chart opens the Customize Chart page for the
selected chart. For more information about customizing charts, see “Customizing
Charts in NetFlow Traffic Analyzer” in the SolarWinds Orion NetFlow Traffic
Analyzer Administrator Guide.

Unique Visitors

The Unique Visitors resource provides a chart that details the number of unique
IP addresses that have used the selected application over a specified period of
time. A wide array of custom charts is available to print or export for
recordkeeping. Clicking the chart opens the Customize Chart page for the
selected chart. For more information about customizing charts, see “Customizing
Charts in NetFlow Traffic Analyzer” in the SolarWinds Orion NetFlow Traffic
Analyzer Administrator Guide.

Total Packets Transferred

The Total Packets Transferred resource displays a chart that details the total
number of packets transferred by the selected application over a specified period
of time. A wide array of custom charts is available to print or export for
recordkeeping. Clicking the chart opens the Customize Chart page for the
selected chart. For more information about customizing charts, see “Customizing
Charts in NetFlow Traffic Analyzer” in the SolarWinds Orion NetFlow Traffic
Analyzer Administrator Guide.
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Top 5 Transmitters

The Top 5 Transmitters resource provides a view of the most active transmitting
endpoints using the selected application. The table below the chart provides the
following information for each endpoint:

e The name or IP address of the endpoint
e The amount of traffic that is transmitted by the endpoint

e The percentage of all transmitted traffic that is traceable to the endpoint

You can click each listed endpoint to open the NetFlow Endpoint view that
presents similar statistics for each transmitting endpoint. For more information,
see “NetFlow Endpoint View” on page 31.

Top 5 Receivers

The Top 5 Receivers resource provides a view of the most active receiving
endpoints using the selected application. The table below the chart provides the
following information for each endpoint:

e The name or IP address of the endpoint
e The amount of traffic that is received by the endpoint

e The percentage of all received traffic that is traceable to the endpoint

You can click each listed endpoint to open the NetFlow Endpoint view that
presents similar statistics for each receiving endpoint. For more information, see
“NetFlow Endpoint View” on page 31.

Top 5 Traffic Sources by Country

The Top 5 Traffic Sources by Country resource provides a view of the countries
where traffic on the selected application originates, ranked by percentage of total
application traffic. The table below the chart provides the following information for
each country:

e The name of the country
e The amount of traffic that is sourced in the country

e The percentage of all traffic that is traceable to the country
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Top 5 Traffic Destinations by Country

The Top 5 Traffic Destinations by Country resource provides a view of the
countries that serve as destinations of traffic on the selected application, ranked
by percentage of total application traffic. The table below the chart provides the
following information for each country:

e The name of the country
e The amount of application traffic that is routed to endpoints in the country

e The percentage of all application traffic traceable to endpoints in the country

Top 5 Conversations

The Top 5 Conversations resource provides a list of the most bandwidth-heavy
conversations routed through the selected device, using the selected application.
Conversations are listed with the amount of data transferred in the conversation,
in both bytes and packets, and the percentage of total application traffic
generated by the conversation. Clicking a conversation opens the NetFlow
Conversation view for the selected conversation. For more information, see
“NetFlow Conversation View” on page 30.

NetFlow Conversation View

The following sections offer brief descriptions of the resources on the default
NetFlow Conversation view. More information about each resource, including
configuration details, is available by clicking Help in the resource title bar.

Total Bytes Transferred

The Total Bytes Transferred resource displays a chart detailing the total number
of bytes transferred, over a specified period of time, between the two nodes, IP
addresses, or domains indicated in the view title.

Conversation Traffic History

The Conversation Traffic History resource provides a table displaying the
following information for each listed conversation exchange:

o the date/time stamp of the exchange

e the protocol used for the exchange

e The application and port used for the exchange
o the direction of the traffic flow

e the amount of traffic communicated in bytes

e the equivalent number of packets communicated
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NetFlow Endpoint View

The following sections offer brief descriptions of the resources on the default
NetFlow Endpoint view. More information about each resource, including
configuration details, is available by clicking Help in the resource title bar.

Endpoint Details

The Endpoint Details resource provides the following information about a
selected endpoint:

e [P address

e Hostname

e |P address group

e Domain

e Country

e Total traffic transmitted and received

e Date-time stamps of last transmitted and last received data

Top 5 Conversations

This resource provides a list of the endpoints with which the currently viewed
endpoint has transferred the most data. For each conversation, this resource
reports the amount of data transferred in the conversation and the percentage
the listed conversation represents of the total data transferred by the viewed
endpoint. Clicking an endpoint opens the NetFlow Endpoint view for the selected
endpoint. All other links for a listed endpoint open the NetFlow Conversation view
for the conversation between the viewed and selected endpoints. For more
information, see “NetFlow Conversation View” on page 30.

Total Packets Transferred

The Total Packets Transferred resource displays a chart displaying the total
number of packets both transmitted from the viewed endpoint and received by
the viewed endpoint over a specified period of time.

Total Bytes Transferred

The Total Bytes Transferred resource displays a chart detailing the total number
of bytes both transmitted from the viewed endpoint and received by the viewed
endpoint, over a specified period of time.

Top 5 Protocols

The Top 5 Protocols resource provides an at-a-glance view of the traffic
protocols that the selected endpoint uses most. The table below the chart
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provides the protocol type, the amount of data, the total number of packets, and
the percentage of all traffic that has been using each listed protocol.

Top 5 Applications

The Top 5 Applications resource provides a quick view of the applications used
most by the selected endpoint. The table below the chart provides the application
name, the amount of data that is flowing, the equivalent total number of packets,
and the percentage of all traffic that is traceable to use of the listed application by
the selected endpoint. Clicking an application opens the NetFlow Application
view. For more information, see “NetFlow Application View” on page 27.

Top 5 Traffic Sources by Country

The Top 5 Traffic Sources by Country resource provides an at-a-glance view, in
the form of a chart, of the countries where traffic to the selected endpoint
originates, ranked by percentage of total traffic to the selected endpoint. The
table below the chart provides the name of the country sourcing traffic to the
viewed endpoint, the amount of traffic routed to the endpoint from the listed
country, and the percentage of all traffic routed to the viewed endpoint that is
traceable to the listed country.

Top 5 Traffic Destinations by Country

The Top 5 Traffic Destinations by Country resource provides a chart and table of
the countries hosting destinations of traffic from the selected endpoint, ranked by
percentage of total traffic from the selected endpoint. The table below the chart
provides the name of the country to which traffic is routed, the amount of traffic
routed to servers in the listed country, and the percentage of all routed traffic
from the viewed endpoint that is routed to servers in the listed country.

Unique Visitors

The Unique Visitors resource provides a chart of unique IP addresses that have
communicated with the viewed endpoint over a specified period of time.

Top 5 Types of Service

The Top 5 Types of Service resource provides a quick view of the services most
actively employed by the selected endpoint. The table below the chart provides
the following information for each service type:

e The type of service
e The amount of traffic, in bytes and packets, that is handled by the service

e The percentage of all serviced traffic to the selected endpoint that is handled
by the selected type of service
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For more information about service type monitoring in Orion NTA, see
“Configuring NetFlow Types of Services” in the SolarWinds Orion NetFlow Traffic
Analyzer Administrator Guide.

NetFlow Interface Details View

The following sections offer brief descriptions of the resources on the default
NetFlow Interface Details view. More information about each resource, including
configuration details, is available by clicking Help in the resource title bar.

Top 5 Protocols

The Top 5 Protocols resource provides a view of the traffic protocols the viewed
interface sees most. The table below the chart provides the protocol type, the
amount of data, the total number of packets, and the percentage of all traffic over
the viewed interface using each listed protocol.

Top 5 Endpoints

The Top 5 Endpoints resource provides a view of the endpoints producing the
most traffic over the selected interface. The table below the chart provides the
name or IP address of each listed endpoint, the amount of traffic from each listed
endpoint, in both bytes and packets, and the percentage of all traffic over the
viewed interface that is traceable to each listed endpoint. Clicking an endpoint
opens the NetFlow Endpoint view for the selected endpoint. For more
information, see “NetFlow Endpoint View” on page 31.

Top 5 Applications

The Top 5 Applications resource provides a quick view of the applications used
most by the viewed interface. The table below the chart provides the application
name, the amount of data that is flowing, the equivalent total number of packets,
and the percentage of all traffic that is traceable to use of the listed application by
the viewed interface. Clicking an application opens the NetFlow Application view.
For more information, see “NetFlow Application View” on page 27.

Top 5 Domains

This resource provides a view of the domains producing the most traffic on the
selected interface. The table below the chart provides the domain name, the
amount of traffic in bytes, the total number of packets communicated, and the
percentage of all traffic on the selected interface that is traceable to each
domain.
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Top 5 Types of Service

The Top 5 Types of Service resource provides a quick view of the services most
actively employed by the viewed interface. The table below the chart provides the
following information for each service type:

e The type of service

e The amount of traffic, in bytes and packets, that is handled by the service
over the viewed interface

o The percentage of all serviced traffic over the viewed interface that is
handled by the selected type of service

For more information about service type monitoring in Orion NTA, see
“Configuring NetFlow Types of Services” in the SolarWinds Orion NetFlow Traffic
Analyzer Administrator Guide.

Top 5 Conversations

This resource provides a list of conversations creating the most traffic over the
viewed interface. For each conversation, this resource reports the amount of data
transferred in the conversation and the percentage the listed conversation
represents of the total data transferred over the viewed interface. Clicking a
conversation opens the NetFlow Conversation view for the selected
conversation. For more information, see “NetFlow Conversation View” on

page 30.

NetFlow Node Details View

The following sections offer brief descriptions of the resources on the default
NetFlow Node Details view. More information about each resource, including
configuration details, is available by clicking Help in the resource title bar.

Top 5 Protocols

The Top 5 Protocols resource provides a view of the traffic protocols the viewed
node uses most. The table below the chart provides the protocol type, the
amount of data, the total number of packets, and the percentage of all traffic on
the viewed node using each listed protocol.

Top 5 Applications

The Top 5 Applications resource provides a quick view of the applications used
most by the viewed node. The table below the chart provides the application
name, the amount of data that is flowing, the equivalent total number of packets,
and the percentage of all traffic that is traceable to use of the listed application by
the viewed node. Clicking an application opens the NetFlow Application view. For
more information, see “NetFlow Application View” on page 27.
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Top 5 Conversations

This resource provides a list of conversations that are creating the most traffic
over the viewed node. For each conversation, this resource reports the amount
of data transferred in the conversation and the percentage the listed conversation
represents of the total data transferred over the viewed node. Clicking a
conversation opens the NetFlow Conversation view for the selected
conversation. For more information, see “NetFlow Conversation View” on

page 30.

Top 5 Endpoints

The Top 5 Endpoints resource provides both a chart and a table view of the
endpoints producing the most traffic over the viewed node. The table below the
chart provides the name or IP address of each listed endpoint, the amount of
traffic from each listed endpoint, in both bytes and packets, and the percentage
of all traffic over the viewed node that is traceable to each listed endpoint.
Clicking an endpoint opens the NetFlow Endpoint view for the selected endpoint.
For more information, see “NetFlow Endpoint View” on page 31.

Top 5 Domains

This resource provides an at-a-glance view of the domains that are producing the
most traffic on the viewed node. The table below the chart provides the domain
name, the amount of traffic in bytes, the total number of packets communicated,
and the percentage of all traffic on the viewed node traceable to each domain.

Node Interfaces

This resource provides a list of all monitored interfaces on the viewed node. For
each interface, both incoming and outgoing traffic are reported. Clicking an
interface opens the NetFlow Interface Details view for the selected interface. For
more information, see “NetFlow Interface Details View” on page 33.
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Using Orion NetFlow Traffic Analyzer

While Orion Network Performance Monitor can tell you the bandwidth usage on
an interface, Orion NTA takes this ability one step further, by providing
information about the actual user of that bandwidth and the applications they are
using. The scenarios presented in this chapter illustrate the value of Orion NTA
and how it can immediately offer you a significant return on your investment.

Using the Traffic View Builder

Using the Traffic View Builder resource, you can quickly generate your own
custom views for any Flow-enabled device. Traffic View Builder allows you to
create your own versions of any of the views in the following table.

Traffic View Builder View Types

Application Country Domain

Endpoint Interface IP Address Group
Protocol Router Type of Service

The following sections present scenarios showing how the Orion NTA Traffic
View Builder resource enables you to create your own views.

Viewing Traffic for a Designated IP Address

The following procedure creates a custom Orion NTA view showing both
incoming and outgoing network traffic from a designated IP address.

To create a view for a specific IP address:

1. Click Start > All Programs > SolarWinds Orion > NetFlow Traffic
Analyzer > NetFlow Web Console to use the Traffic View Builder resource.

Orion ADHINLOG OUT)
NETWORK PERFORMANCE MONITOR

N

2
solarwinds
NETFLOW SETTINGS | Monday, December 15, 2008 2:13:18 P

NetFlow Traffic Analysis Summary

NetFlow Sources EDIT | HELP

Search NetFlow Endpoint
2 INTERFACES

INTERF ACE TRAFFICIN  TRAFFICOUT  LASTDATA RECENVED il Search by
<] [ searcH
+ © £ Fowsource | 1P Address |

B Examples: 10405, 1234123189, 10,151, Server-*, *Solanhinds.Net
Top 10 NetFlow Sources by % Utilization EDIT | HELP

Al monitored interfaces are consuming less than 1% utilization, Search for NetFlow Application

Traffic View Builder o e | A
[ Application Name  v| SEARCH

IO Select o fitered view to build: [Noge Detals x] [BULD Recaaroes o0, s, sois
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2. Select Endpoint, and then click Build.

Traffic View Builder EDIT  HELP

4 Seloct a filtered view to build: [Mode Details 'l

Mode Details
Interface Details
Top 5 Applications Application EDIT  HELP
LAST HOUR |
Protocal
IF Address Group
.World of Wareraft... |:|Mana Type of Semvice CP Port Service ...
WFemcte Job Entry 5] Ecomg Country
Domain

3. Enter the IP address you want to monitor.

£ Build an Endpoint Filtered View

Create a filtered traffic view based on the options below:

Enter an IP Address or Hostname:
[74-125.47.99]

4. Select the Node that is sending traffic to your selected IP address.
£ Build an Endpoint Filtered View HeL
Create a filtered traffic view based on the options below:

Enter an IP Address or Hosthame:
[74.125.47 88

Select 2 Node:

5. Select All Interfaces when the Select an Interface menu displays.

Note: You can further customize your view to show only traffic over a specific
interface on the router, but, for the purposes of this evaluation, select All
Interfaces to view all traffic through the selected router.

ISeIect an Interface
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6. Click Submit, and then your custom NetFlow Endpoint view displays.

Note: For more information about the NetFlow Endpoint view and its default
resources, see “NetFlow Endpoint View” on page 31.

Viewing Traffic for Specific Ports or Applications

The following procedure creates a custom Orion NTA view showing network
traffic through specified ports or to designated applications.

To create a view for specific ports or applications:

1. Click Start > All Programs > SolarWinds Orion > NetFlow Traffic
Analyzer > NetFlow Web Console, and then locate the Traffic View Builder
resource.

2. Select Application, and then click Build.

Traffic View Builder EDIT  HELP
£ Select a filtered view ta build: |Node Details |
Mode Details
Interface Details
Top 5 Applications [Application EDIT  HELP
LAST HOUR Endpoint
Frotocol
IF Address Group
.World of Wararaft... DDiscar Type of Service P Port Service ...
WFemcte Job Entry 5] Mtanag Country
Diomain

3. Select the Application or Port you want to monitor.

Note: Applications are listed by associated port numbers. To determine
application port number associations, use the Search for NetFlow Application
resource on the NetFlow Traffic Analysis Summary view. For more
information, see “Search for NetFlow Application” on page 24.

£ Build an Application Filtered View

Create a filtered traffic view based on the options below:

Select an Application:
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Select the Flow-enabled Node that is routing your application traffic.

Select a Node:

Select All Interfaces when the Select an Interface menu displays.

Note: You can further customize your view to show only application traffic
over a specific interface on the router, but, for the purposes of this
evaluation, select All Interfaces to view all traffic through the selected router.

Select an Interface

6. Click Submit, and then your custom NetFlow Application view displays.

Note: For more information about the NetFlow Application view and its default
resources, see “NetFlow Application View” on page 27.

Locating and Isolating an Infected Computer

You can use your currently installed Orion NPM instance, with the addition of
Orion NTA, to quickly pinpoint and respond to the wide variety of self-propagating
viruses that can attack your network. Consider the following scenario:

1.

A local branch of your bank network that handles all credit card transactions
complains of an extremely sluggish network, causing frequent timeouts
during sensitive data transfers.

The Orion Web Console shows that the link to the branch network is up.

Orion NPM Percent Utilization charts on the Network Summary home page
show that current utilization is 98%, even though normal branch network
utilization is 15-25%.

You click NetFlow Traffic Analysis in the Modules toolbar, and then click
the name of the branch network link in the NetFlow Sources resource to view
the Flow-enabled router on the branch network.

Taking a quick look at the Top 5 Endpoints resource, you see that a single
computerinthe 10.10.10.0-10.10.10.255 IP address range is generating
80% of the load on the branch link.

You know that computers in this IP address range are accessible to
customers for personal transactions using the web.
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7. By viewing the Top 5 Applications resource, you quickly see that 100% of the
last two hours of traffic from a publicly accessible computer has been
generated by an IBM MQSeries messaging application.

8. By clicking the IBM MQSeries messaging application name in the Top 5
Applications resource, you are able to determine that IBM MQSeries
messaging occurs over port 1883.

9. Knowing that you don’t have any devices using IBM MQSeries messaging in
the customer accessible location, nor any other services or protocols that
require port 1883, you recognize that this is a virus exploit.

10. Using a configuration management tool, such as Cirrus Configuration
Manager, you push a new configuration to your firewall that blocks port 1883.

Locating and Blocking Unwanted Use

With Orion NTA, you can easily chart increasing usage on any of your different
network uplinks. Orion NPM already allows you to chart utilization, but, with the
addition of Orion NTA, you can locate specific instances of unwanted use,

immediately allowing you to take corrective action, as in the following scenario:

1. Your uplink to the internet has been slowing progressively over the last 6
months, even though your corporate head count, application use, and
dedicated bandwidth have all been stable.

2. When you open the Orion Web Console, the Network Summary Home view
shows that your site link to the internet is up, but, when you click your
specific uplink and consult the Current Percent Utilization of each Interface
chart, you see that the current utilization of your web-facing interface is 80%.

You click your web-facing interface to open the Interface Details view.

Customizing the Percent Utilization chart to show the last 6 months, you see
that there has been steady growth from 15% to 80% consumption over time.
There are even spikes into the high 90s.

5. You click the NetFlow Traffic Analysis tab, and then click the web-facing
interface to open the NetFlow Interface Details view.

6. Looking at the top 50 Endpoints, you see that a group of computers in the
10.10.12.0-10.10.12.255 IP address range is consuming most of the
bandwidth. These computers reside in your internal sales IP address range.

7. You begin to drill into each of the offending IP addresses, and each IP
address you investigate shows Kazaa (port 1214) and World of Warcraft
(port 3724) usage in the Top 5 applications.
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8. Using a configuration management tool, such as Cirrus Configuration
Manager, you push a new configuration to your firewall that blocks ports
1214 and 3724.

9. Within minutes, you see the traffic on your interface drop back to 25%.

Recognizing and Thwarting Denial of Service Attacks

Orion NTA enables you to easily characterize both outgoing and incoming traffic.
This ability becomes ever more important as corporate networks are exposed to
increasingly malicious denial of service attacks. Consider the following scenario:

1. An Orion NPM advanced alert tells you that your web-facing router is having
trouble creating and maintaining a stable connection to the internet.

2. You open the Orion Web Console to search for possible issues. All
connections are currently up, and bandwidth utilization looks good. But then
you notice your CPU utilization on the firewall node. It is holding steady
between 99% and 100%.

3. Clicking the firewall node name opens its Node Details page where the
Current Percent Utilization of Each Interface resource shows that your
firewall interfaces are receiving abnormally high levels of traffic.

4. You click NetFlow Traffic Analysis in the Modules toolbar to take a quick
look at your customized Top 50 Endpoints resource.

5. The Top 50 Endpoints resource shows that the top six computers attempting
to access your network are from overseas.

6. You realize that your ports are being scanned and that your firewall is
interactively blocking these attacks.

7. Using a configuration management tool, such as Cirrus Configuration
Manager, you push a new configuration to your firewall that blocks all traffic
over the IP address range of the computers trying to access your network.

8. In minutes, CPU utilization on your web-facing router returns to normal.

Investigating Orion NTA Further

While this concludes the guided tour of Orion NetFlow Traffic Analyzer, this
Evaluation Guide has in no way fully covered the wealth of Flow-enabled network
monitoring features available with Orion NTA. Please explore the SolarWinds
Orion NetFlow Traffic Analyzer Administrator Guide, available on the SolarWinds
website, at http://www.solarwinds.com/support/documentation.aspx, to learn
even more about the power and convenience of Orion NetFlow Traffic Analyzer.
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