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1 Introduction

b Welcome to the Passwordstate User Manual.

This Manual will provide instructions for the basic usage of Passwordstate, as well as more
detailed instructions for settings and permissions as they relate to Password Lists.

Getting Started - Glossary

Before getting into the detail of this manual, it is recommended you first read the brief glossary
so you are aware of some of the terms used throughout this manual - Glossary.

Getting Started - New Users

If you are new to Passwordstate, please study the Quick Start Tutorials to familiarize yourself with
the basics.

11 Glossary

Please become familiar with the following Passwordstate glossary, as a knowledge of each of the
definitions will be useful in understanding the rest of the content in this manual.

Definition Description

List Administrator Actions A drop-down list of actions (functions) applicable to each
Password List, and accessible by Password List Administrators

Password A secret word of phrase that must be used to gain access to
somethingi.e. IT infrastructure, business system, secure web site,
etc

Password List A collection of related passwords

Password List Administrator A registered user of the system who has been granted
'‘administrator' permissions to a Password List - allowing them to
control settings, permissions, run various reports, etc.

Password List Template A template for a collection of related passwords, whose settings
can be used as a basis for creating new Password Lists, or linked to
existing Password Lists.

Shared Password List A collection of related passwords which can be shared amongst
multiple users

Private Password List A collection or related passwords which are only visible to the
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user who created the Private Password List

Password Folder A collection of related Password Lists

Navigation Menu The horizontal menu system visible at the bottom of the screen
i.e. Passwords, Generator, Auditing, Preferences, Administration
and Help

Navigation Tree The tree-structure visible on the left-hand side of Passwordstate
interface which shows all the Password Lists and Folders you have
access to

Security Administrator A registered user of the system who has elevated privileges,
allowing them to administer various system wide settings

Actions Toolbar A number of buttons/controls visible at the bottom of each of the

Passwords grids.

Add Import | Documents Permalink Grid Layout Actions... = List Administrator Actions... - |

Quick Start Tutorials

The following is a few quick tips to get you familiar with the Passwordstate interface, and some of
the features it offers.

Organizing Password Lists Navigation Tree

You can organize the Password Lists Navigation Tree, displayed on the left hand side of
Passwordstate, by simply dragging and dropping the tree nodes. Any changes you make to how
the tree structure appears, will automatically be saved and displayed the same next time you use
Passwordstate.

If you want a tree node to be displayed at the root of the navigation tree, simple drag and drop
onto the highlighted 'Passwords Home' node you see in this picture.
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Q%

| passwords Home|

= Canon Printers
4|7 Customers

4 7] Customer's A
T, Database Accounts
Q Generic_Unix
23 Optus Accounts 4
‘= Oracle Database Tier

wl SCCM
b ] Customer's B

4|7 True Power 54

Navigation Menu Items

There are two types of Main Navigation Menus available - a Vertical one on the left hand side of
the screen, or a Horizontal one at the bottom of the screen. Each of these Menus have sub-menus
providing access to the core functionality within Passwordstate.

Note: Some of these actions may be disabled by your Security Administrators of Passwordstate.
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|EI Passwordstate vz guid 7393

Mavigation - Passwords

Passwords

B

Passwords Home

Add Folder

0 B

Add Private Password List

Add Shared Password List

R

Administer Bulk Permissions
Expining Passwords Calendar
Password List Templates

Request Access to Password Lists

Q@ O B

Request Access to Passwords

Toggle All Password List Visibility
[v SOL Server

S5L Certificates

= 000
o .

You can also expand and pin the Vertical Menu.
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|g| Passwordstate vz guid 73903
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Passwords

td

——

Q
Q
"

Passwords Home

Add Folder

Add Private Password List

Add Shared Password List
Administer Bulk Permissions
Expiring Passwords Calendar
Password List Templates

Request Access to Password Lists
Request Access to Passwords
Toaggle All Password List Visibility

Passwords~ Generator

Auditi

Grid Actions Drop-down Menus

On the majority of the grids which you will see, there is a little Green graphic which you can click
on to provide various actions. With the image to the left, this is the available actions for individual

passwords.

Note: Some of the actions may be disabled depending on some site wide settings, or on your own

access rights.
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@ Servers
Actions | Title Description
Andromeda Andromeda
View & Compare History of Changes 155

Toggle Favorite Status

View Individual Password Permissions

Se
Copy ar Move fo Different Password List .
View Password Reset Tasks s
Validate Passwords Are In Sync |
Copy ar Email Password Permalink
Filter Recent Activity on this Record ser
Ad Expire Password Mow La

PHE4oR Udle QO

Yiew Documents
Delete

R A AR |

R

Password List Administrator Actions

At the bottom of each of the Passwords grids, you may see a 'List Administrator Actions' drop-
down list as per the image to the left. From this drop-down you are able to administer
permissions and edit details for the Password List, as well as various types of reporting.

Note: This drop down list will not be available to you if you only have Read or Modify access to the
Password List.
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List Administrator Actions...

List Administrator Actions...

PASSWORD LIST ACTIONS

® iew Password List Permissions
' @@ View Recycle Bin
& Bulk Update Passwords
#% Bulk Permissions for Individual Passwords |
| == Edit Password List Details t
o Save Password List as Template
1 4 Toggle Visibility of Web API IDs
€3 Delete Password List

REPORTS
| @ Standard Fermissions Report

' (4] Enumerated Permissions Report
(4] Password Strength Report
(4] All Passwords Report
(4] All Password History Report

Quick Navigation for Password Lists

If you have a many Password Lists you need to manage, the Quick Navigation search box makes it
easy to search and automatically select the correct Password List - it will even search nodes which
are collapsed and not visible. The Star symbol also allows you to filter any Password Lists you have
marked as being your 'Favorites'.

Q

Resizing the Navigation Tree Pane

You can re-size the Navigation Tree pane by simply dragging the following re-size divider.

Resizing the Navigation Pane is also automatically saved for the next time you use
Passwordstate.

View or Copy Password to Clipboard
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Within each of the Password Grids, you can quickly view a Password by clicking on the masked

password (¥******) oryou can copy to the clipboard by clicking on the icon.

Both of these actions will add an audit event record.

Password and Password List Permissions

Permissions can be applied for individual User Accounts, or Security Groups (either a Local
Security Group, or an Active Directory Security Group). The following types of permissions are
possible:

® Password Lists:
o View: Can only view the passwords
o Modify: View access, plus edit and delete passwords
o Administrator: Modify access, plus administer permissions and make changes to the Password
List
¢ Individual Passwords:
o View: Can only view the password
o Modify: View access, plus edit and delete password

Searching for Passwords

You can search for one or more Passwords by using the Search box at the top of each page - see
image below. This search box will search all text based fields within the Password Listi.e. it won't
search numeric, Boolean or date fields.

If you have clicked on the 'Password Home' tree node, or any Folders, then this will search
through all passwords nested beneath this node.

Q

Resetting Number of Rows in Grids

You can reset the number of rows displayed in grids by selecting the appropriate option in the
drop-down combo-box.

Grid Layout Actions... -
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On the main 'Passwords' or 'Passwords Home' pages, any number of rows can be specified for the
grids by specifying the appropriate value in the area.

% Screen Options

Screen Options

For the main 'Passwords' or 'Passwords Home' pages, ensure you click on the button, as this will
provide you multiple options for configuring how the screen looks and behaves.

08 Trranm e e
it Screen Uptions

Note: Some of these options may be disabled as your Security Administrators of Passwordstate
can specify some of these settings for you.

Reordering and Resizing Grid Columns

All the grids displayed in Passwordstate can have their columns reordered by dragging them left
and right, and the columns can be re-sized.

Once you have the grids displaying just how you like, ensure you select 'Save Grid Layout' from
the drop-down combo-box, so your settings are retained for future use.

Grid Layout Actions...

Generate a Random Password

Anywhere you see the following icon E, clicking on this icon will generate a random password
based on the settings you have specified either in the 'Password Generator' area, or for the
settings specific to the Password List you are viewing.

Preferences

By clicking on the main 'Preferences' Menu Item, you can specify multiple settings which are
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specificto your account. In particular:

1. Your default home page

2. Various email options

3. Various setting for passwords

4. Any additional authentication options
5. Color Themes

6. AP| Keys for various features

2 Passwords Menu

The "Passwords Menu" at the bottom of the screen is where you will spend the majority of your
time in Passwordstate, as this is where you access all the Shared and Private Password Lists.

The following is a list of menu options available, of which some may be disabled by your
Passwordstate Security Administrators:

Menu ltem Description

Passwords Home Clicking on Passwords Home will display whatever
Password List, or Folder, you have selected as being your
default Home Page in the Preferences area

Add Folder Allows you to add a new Folder, for organizing a group of
related Password Lists

Add Private Password List Allows you to create a new Private Password List, which is
only visible to you - even Security Administrators of
Password List are not aware of the existence of any Private
Password Lists

Add Shared Password List Allows you to create a new Shared Password List, which
can be shared with other users in Passwordstate

Administer Bulk Permissions Allows you to assign permissions to multiple Password
Lists at once, for either user accounts in Passwordstate, or
security groups

Expiring Passwords Calendar The Expiring Passwords Calendar shows you a calendar
style view of passwords who have their 'Expiry Date' field
set. You can navigate back and forth either by day, week or
month

Password List Templates Password List Templates allow you to create a 'template’
of settings and permissions, which can be used when
either creating/editing a Password List settings, or you can
link Password Lists to a Template, and then manage all the
settings for multiple Password Lists from the one
Template

Request Access to Password Lists Allows you to request access to one or more Password
Lists
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Menu Item Description
Request Access to Passwords Allows you to search for individual password records, and
then request access to them - this is intended to be used
when you don't require access to an entire Password List
Toggle All Password List Visibility This feature will show all Password Lists and Folders in the
navigation tree, regardless of whether you have access or
not. Items will be highlighted in Red if you do not have
access, and clicking on them will allow you to request
access
21 Passwords Home
Clicking on Passwords Home will display whatever Password List, or Folder, you have selected as
being your default Home Page in the Preferences area.
Itis this menu option where you will spend most of your time in Passwordstate, and is the default
menu option when you first browse to the site.
211 Navigation Tree

The Passwords Navigation Tree is used to access all of the Password List you have been given
access to, and it is used to logically group related Password Lists and Folders. The only Folders and
Password Lists visible in this panel are the ones you have been given access to.

Some of the features of the Navigation Tree are:

¢ The Quick Navigation textbox allows you to quickly search for the desired Password List or
folder, and can be useful if you have many Password Lists and Folders displayed

® Clicking on a Folder will display a screen to the right which allows you to perform the following
for all nested Password Lists beneath this folder:
- Search for passwords in any of the nested Password Lists
-+ Shows your 'tagged' favorite passwords for any of the nested Password Lists
- Show audited graphs for all of the nested Password Lists

® Clicking on a Password List will display a screen on the right which shows all the passwords in
the selected Password List. Note: not all passwords for the selected Password List may be
displayed, as it's possible you may have been given access to individual passwords within the
Password Lists, instead of the entire Password List

® |tis possible to drag-n-drop the Folders and Password Lists around in the Navigation Tree,
although the default settings only allows users who are Administrators of the Folders and
Password Lists to do this

® The view/structure you see in the Navigation Tree is the view all users who have been give
access will see - it's a shared view. The only time it will look differentis if they haven't been
given access to all of the Folders Password List in the tree structure you see

® Re-organizing items in the Navigation Tree will generate email alerts to other users who have
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the same access

® When expanding/collapsing tree nodes, if you hold down the Control Key while doing so, it will
expand/collapse all nested Password Lists/Folders beneath the one you are clicking on

® The Star symbol also allows you to filter any Password Lists you have marked as being your
'Favorites'.

Qe *

P Passwords Home
¢ Business Systems
4 ﬁ Customers
v [E3 Click studios
L4 ﬁ Contoso
v [£3 Fabrikam
g Infrastructure
Q ESXi Accounts
& LAN Switches
A Linux Accounts
£ MchAfee IPS
' Cracle Database Tier
@ Out of Band Management Cards
¢ Reset Development
# RsA Logins
<o sene
& Windows Accounts
k& Windows Resources
Whstn Admin Accounts

You can also right-click on the Navigation Tree, and create Folders or Password List beneath the
item you right-click in.
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2.1.2

Qe x

P4 Passwords Home
k Business Systems
4 [53 customers
» [53 Click Studios
v [E3 Contoso

v [£5 Fabrikam
, =
W dd Folder

0., Add Private Password List

n Add Shared Password LiSD
4 LTS

£ McAfee IPS

= COracle Database Tier

Q Out of Band Management Cards
¢ Reset Development

# RsA Logins

% SQL Server

& Windows Accounts

I Windows Resources

Wkstn Admin Accounts

Passwords Home and Folders

Clicking on the Passwords Home icon, or on a Password Folder will display the screen below. This
screen will either be a filtered view of all Password Lists you have access to (Passwords Home
icon), or just the Password Lists nested below the Password Folder you selected.

™ Note: Some of these features detailed below may be hidden or disabled for you, depending on
your access rights, and what settings have been applied to the various Password Lists you have
access to.

On this screen you can:

e Search for Passwords across all the Password Lists you have access to (from Passwords Home),
or all passwords within the selected Folder. Note: To perform an exact match search, enclose
your search term in double quotesi.e. "root_admin"

¢ View and access Passwords you've recently used i.e. viewed/editing/copied to clipboard, etc

® VView your tagged Favorite Passwords
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® Search for Hosts and launch a Remote Session to the hosti.e. RDP, SSH, Telnet or VNC
® View Hosts you've recently launched a Remote Session to
® View your tagged Favorite Password Lists

® Generate a single random password by clicking on the B icon

* VView some basic auditing statistics statistics

® Customize the screen by clicking on the Screen Options button

® Manager various Folder settings by clicking on the Folder Options button - only available when
you click on a Folder and have Admin rights to the Folder, not when you click in Passwords
Home

® You can edit/view a password by clicking on the hyperlink in the Title column

® You can view a password on the screen by clicking the masked ******* (the speed at which the
password is again hidden can be control by your Security Administrators)

® You can copy a password to the clipboard by clicking on the icon (if using Internet Explorer,
the clipboard can be cleared after a set time, which is set by your Security Administrators)
® You can perform various Password Actions by selecting the appropriate menu option from the

Actions drop-down menu o

&) Passwordstate v.s uid7sss Active Users (1)
= Navigation - Passwords Passwords. Q|@ % Default Password Gener ~  Mark Sandford [
2] .
QUe* Passwords Home i Screen Options
=
s o
O © eusiness ystems Q Search Passwords Q Search Hosts
T 4[5 customers Actions | Title User Name Password Password Strength Actions  Host Name Tag Operating System
%4 » 5 Click studios No records found or you must enter some search criteria. No records found or you must enter some search criteria.
» 5 contoso
& B bk @ Recent Passwords C Recent Hosts
o Ot Adtions | Title User Name Password Password strength Actions | Host Name Tag Operating system
(@ esxi Accounts (-] A root root checkedout @  RNETE S No records to display
9 & LAN Switches (-] & splunk Account @ splunkacent@halox.net e b8 8 & 4
A Linux Accounts. (-] A rooton LinRedhatTest1 root! E'S 2 2 4
£ McAfee 1PS o @ Harvey @ halox\hsand e 8 8 8 8 4
3 Oracle Database Tier © | @ WMaksiogin msand e K de Kk Kk

@ out of Band Management Cards
@ RSA Logins

Server Admin Accounts

[ saL server

. I Password Statistics
30000
& Windows Accounts
3 Windows Resources
Wkstn Admin Accounts
4 [ personal password Lists 20000
& My Personal Sites

R Test private

10000

—r—

Jun 2015 Jul 2015 Aug 2015 Sep2015 Oct2015 Nov 2015 Dec2015 Jan 2016 Feb2016 Mar 2016 Apr2016 May 2016

m AllUsers Events: m My Events

2.1.2.1 Screen Options

Screen Options allows you to specify various settings for how you would like to see the grids and
charts displayed on the screen.

Please note that some of these settings may be set by your Security Administrator(s) of

Passwordstate, and if so the controls will be disabled. You will see an icon like -, and message
telling you if this is the case.

Dashboard Layout Tab
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The Dashboard Layout tab allows you to select which Panels you would like to display, and in

which Zone position. You can drag-n-drop the Panels around within the different Zones, so they
appearin the position you like.

it Screen Options

Please review each of the tabs below, and customize the page as required.

I dashboard layout password columns number of records grid paging style statistics

Drag and drop the position of each of the panels below, and choose which panels to show or hide.

Zone 1 Zane 2
SEARCH PASSWORDS SEARCH HOSTS
[#| Show Search Passwords on this screen. ] Show Search Hosts on this screen,
Zone 3 Zone 4
RECENT PASSWORDS RECENT HOSTS
[#| Show Recent Passwords on this screen, | Show Recent Hosts on this screen,
Zone 5 Zone b
FAVORITE PASSWORDS FAVORITE PASSWORD LISTS
[#] Show Favarite Passwords on this screen, % Show Favarite Password Lists on this screen,

Save Cancel

Password Columns Tab

The Password Columns tab allows you to select which columns you want displayed for each of the
Passwords Grids.
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it Screen Options
Please review each of the tabs below, and customize the page as required.

dashboard layout password columns number of records grid paging style statistics

Please specify which columns you would like displayed on this screen for all 'Password’ grids

7| Title Please Note: It's possible to search for values in Generic Fields here on
) this page, but it's not possible to display the columns as each Password

[ Tree Path List can have different Field Types for these columns

[CJ User Name

[#] Description

[[] Account Type

O URL

[# Passward

[C] Passwaord Strength
[ Expiry Date

Save Cancel

Number of Records Tab

The Number of Records tab simply allows you to specify how many records you would like
displayed within any of the Grids, before the 'paging' controls will be displayed.
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it Screen Options
Please review each of the tabs below, and customize the page as required.

dashboard layout password columns number of records grid paging style statistics

Please specify the number of Records to display on the screen for the Search Results and Favonte Passwords.

Number of records per page
7

Note: specifying 0 will display all records, but can slow down page rendering significantly if you have many records to
display.

Save Cancel

Grid Paging Style Tab

The Grid Paging Style tab allows you to choose one of three different types of 'Paging' styles,
which will be used when there are more records returned than the grids are set to display.
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it Screen Options
Please review each of the tabs below, and customize the page as required.

dashboard layout password columns number of records grid paging style statistics

Please select which Paging style you would like to use for the Search Results and Favourite Passwords Grids - The
pagers will appear in the footer of the grd.

2 Mext Previous Buttons ® Slider &) Mumeric Pages
MNext Previous Buttons Slider MNumeric
Changepage 4« » W <] » 2 34567289 10
Save Cancel
Statistics Tab

The Statistics tab allows you to either hide or show the statistics graph on the page, and which
style and color of graph you would like to be displayed.
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it Screen Options
Please review each of the tabs below, and customize the page as required.

dashboard layout password columns number of records grid paging style statistics

You can choose to show or hide the Passwords Statistics Chart, as well as change the type of chart, whether the data is
'stacked’, and the color theme.

¥ Show the Statistics Chart
Choose the Graph Type: ® prea O Line O Bar
Stack the data points on top of each other: ® yas O np

Choose Color Theme : Flat -

MNote: The color theme you select here will also apply to the ‘Auditing Graphs' screen as well

Save Cancel

2.1.2.2 Folder Options

Folder Options allows you to edit various settings related to the selected Password Folder, as well
as various features for permissions and cloning the folder.
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w [dit Folder Properties

To edit the Folder properties, please make appropniate changes and click on the 'Save' button.

folder properties

Please specify appropriate details below for the Password Folder, then click on the Save Button.

Folder Properties

Folder ID* 85

Folder Name * Customers

Description Customers

Permalink https://passwordstate7.halox.net/fid=85

Prevent Non-Admin users from Dragging and Dropping this Folder in the Navigation Tree
® Yes L No

Folder Permission Model

Manage permissions manually for this folder (this means the Folder will not inherit permissions from any
nested Password Lists)
Yes @ No

Save View Permissions Clone Folder Cancel

Folder Details Tab

On the Folder Details tab you can:

¢ Specify the Name and Description for the folder

® Choose to prevent users with non-admin rights from dragging-and-dropping the folderin the
Navigation Tree

® The Permalink allows someone to click on the URL specified, and navigate directly to the Folder

Clone Folder

By clicking on the 'Clone Folder' button, there are various options available for you to clone the
selected folder. The Options are:

¢ Clone all nested Folders and Password Lists, or just the nested Folders

® You can also choose to clone the current permissions applied to all the nested Folders/
Password Lists, or apply just permissions for your own account, or you can choose not to clone
any permissions
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When cloning a folder, it will be positioned in the root of the Navigation Tree, and you can then
drag-n-drop to wherever needed.

Note: No passwords are actually cloned using this method - it is only the Folders and Password
Lists, plus there settings and permissions, which are cloned.

W Clone Folder
To clone the selected folder, please specify the name of the top level folder, and select the appropriate options

Mote: Mo passwords will be cloned with this process, only Folders and Password Lists,

folder details

Please specify appropriate details below, the click on the Save Button.

Folder Mame * Customer's &

Description * Customer A

Clone the following Folders and Password Lists:

® All nested Folders and Password Lists Just the nested Folders

Apply the following permissions:

® Clone current permissions Only for my account Mone

Status Save Save B Clone Again Cancel

Convert Permissions Model

The default permissions model in Passwordstate is for Password Lists to propagate their
permissions up to all upper level Folders. This can be changed so a top level Folder can propagate
permissions down to all nested Password Lists and Folders. Please refer to the section Add Folder
for certain restrictions when using this model.

You can convert between models by using the 'Convert Permission Model' button, but you must
first check the 'Manage Permissions Manually for this Folder' option. When you do, you will be
presented with a screen which asks you to confirm the permissions on the Folder, prior to
propagating these down to all nested Password Lists and Folders.
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3 Convert Folder Permission Model

Converting the Permission Model for a Folder is 3-step process. Please review Step 1 and 2 below, before proceeding to Step 3.

I step 1 - review changes step 2 - review permissions step 3 - convert permission m

Please consider the points below as to what will happen when you perform this conversion:

Any nested Private Password Lists will not be affected

Any Shared Password Lists will have their permissions altered, to match the permissions you have set on this Folder - which can be changed in Step 2 on this
screen

Permissions to individual password records can still be set within any nested Shared Password Lists

Any personal settings or User Account Policies which are set to copy permissions from other Password Lists or Templates will be ignored

If you drag any Folders or Password Lists into this Folder structure, you will be asked to confirm this change as permissions will most likely change

You cannot make changes for Guest access, as this permission type is used in conjuction with permissions to individual password records

This option to convert the permission model can only be set at the top folder level

Please review permissions on Step 2, before proceeding to Step 3.

Cancel

3 Convert Folder Permission Model

Converting the Permission Model for a Folder is 3-step process. Please review Step 1 and 2 below, before proceeding to Step 3.

step 1 - review changes step 2 - review permissions step 3 - convert perm model

If you need to modify or delete existing permissions, you can do so below. If you need to add new permissions, click on the *Add Permissions' button below.

Actions  User or Security Group Guest View Modify Admin Expires
[+] & Accountants o
(] & Ale'x D'Anza g
[} & Click Studios o
(] & Click Studios I
» Q &, Juniper Engineers o«
[+] & Mark sandford '
[+] & Mark sandford g
> (] & Password Lists Creators o
> Q & Telco Team 4

Add Permissions

Cancel

3 Convert Folder Permission Model

Converting the Permission Model for a Folder is 3-step process. Please review Step 1 and 2 below, before proceeding to Step 3.

siep2-reviewpermissions [ECEEETS—T"——N |

If you are satisfied the permissions are correct on tab 'Step 2, please click the 'Convert Permission Model' button below.

Convert Permission Model

Cancel
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213

Password Lists

The Password List screen shows you the Passwords stored within the selected Password List. Not
all Passwords may be visible to you here, as permissions can be applied to individual records
within the Password Lists, as opposed to the whole Password List.

™ Note: Some of these features detailed below may be hidden or disabled for you, depending on
your access rights, and what settings have been applied to the selected Password List.

On this screen you can:

Search for Passwords contained within the selected Password. Note: To perform an exact match
search, enclose your search term in double quotesi.e. "root_admin"

View various statistics about the selected Password List

Customize the screen by clicking on the Screen Options button

View what access you have to the Password List, and 'Guide' which has been added for the
Password List, and also the specific Password Strength Policy settings which have been applied
View Auditing data related to the Password List (Recent Activity)

You can edit/view a password by clicking on the hyperlink in the Title column

You can view a password on the screen by clicking the masked ******* (the speed at which the
password is again hidden can be control by your Security Administrators)

You can copy a password to the clipboard by clicking on the icon (if using Internet Explorer,
the clipboard can be cleared after a set time, which is set by your Security Administrators)
You can perform various Password Actions by selecting the appropriate menu option from the

Actions drop-down menu 2
Add Passwords, view Uploaded Documents, or Email Permalinks

If you have Admin privileges to the Password List, there will also be multiple options available
to you via the List Administrator Actions Actions drop-down list

By clicking on one of the segments in the 'Password Strength Summary' pie chart, you can filter
the results in the Passwords grid

By clicking on one of the segments in the 'Most Active Users' pie chart, you can filter the results
in the Recent Activity grid
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I Q| @ :ii Screen Options
@ Server Listing ® Favorite @ Shared List (Admin Access) %@ Guide B Strength Policy Password Strength Summary
Actions Title User Name Description Account Type  Password Password Strength  Password Last Updated Dependencies Expiry Date
2%
T T T T T
-] Andromeda - L8888 ¢ 0
© Centus wed 1888 8 ¢ 0
(-] Circinus - e e e e ke 0
(-] Hercules & Router ek ok 0
(-] Lacerta Lace er Updated BUD ok ok ko [
) Pagasus @ Pegasus Server - rap ) 8/2013
o routerl @ routern b2 8 8 8 4 0
(- Serpens Serpens Server B Telephone o i 0 3/201
Add | Documents(3) | Permalink | Grid Layout Actions.. ~  List Administrator Actions. - —
O Recent Activity m Strong (12%) m Excallent (88%)
Most Active Users (past 30 days)
No data to display
rity Grour
Group ‘Juniper Engineers' to the
Listing’.
called ‘Server Listing'
10/02/2016 11:14115AM  The Pa: ist record ‘Sen 2
« > Pagelof50 ftem 1o 10 of 500
Refresh Grid | Grid Layout Actions.. =

2.1.3.1 Screen Options
Screen Options allows you to specify various settings for how you would like to see the grids and

charts displayed on the screen.

Please note that some of these settings may be set by your Security Admlnlstrator(s) of

Passwordstate, and if so the controls will be disabled. You will see anicon like ™ , and message
telling you if this is the case.

Password Columns Tab

The Password Columns tab allows you to choose which columns are visible in the Passwords grid.

Once you've chosen the columns you want visible, simply click the 'Save' button. If you also want
to apply the same 'view' to other Password Lists, click on the 'Show All Button', select the Lists you
want to apply the view to, then click on the Save button. Note: Each Password List can be
configured to use different columns, so some columns may or may not show for other selected
Password Lists.
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it Screen Options

Flease review each of the tabs below, and customize the page as required.

I password columns passwords grid recent activity grid grid paging style

Visible Columns
#| Title
[#] Description
¥ Password
|#| Password Strength
[#] Expiry Date
[) Local Password
[_] Operating System

Apply to the following Password Lists (| Show All ) { Select All )

chart settings

Save Cancel

Passwords Grid Tab

The Passwords Grid tab allows you to show or hide the Header and Filters feature for the
Passwords grid, as well as specify the number or records to display in the grid.
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it Screen Options

Flease review each of the tabs below, and customize the page as required.

password columns passwords grid recent activity grid grid paging style chart settings

For the Passwords Grid below, please select which attributes you would like to show or hide, and how many records you would like to
display on the screen.
[ Filters ¥ Header

Mumber of records per page:
20

Note: specifying 0 will display all records, but can slow down page rendering significantly if you have many records to display.

Save Cancel

Recent Activity Tab

The Recent Activity tab allows you to show or hide the Recent Activity grid (auditing data), as well
as the grids header, and how many records you would like to be displayed in the grid.
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it Screen Options

Flease review each of the tabs below, and customize the page as required.

password columns passwords grid recent activity grid grid paging style chart settings

For the Recent Activity Grid below, please select which attributes you would like to show or hide, and how many records you would like
to display on the screen.

¥ visible [J Header

Mumber of records per page:
10

Note: specifying 0 will display all records, but can slow down page rendering significantly if you have many records to display.

Save Cancel

Grid Paging Style Tab

The Grid Paging Style tab allows you to choose one of three different types of 'Paging' styles,
which will be used when there are more records returned than the Password grid is set to display.
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it Screen Options

Flease review each of the tabs below, and customize the page as required.

password columns passwords grid recent activity grid grid paging style chart settings

Please select which Paging style you would like to use for the Passwords and Recent Activity Grids - The pagers will appear in the footer
of the gnid.

) Next Previous Buttons ® Slider ) Numeric Pages
Next Previous Buttons Slider Numeric
Changepage: w « v W | N 2 3456789 10

Save Cancel

Chart Settings Tab

The Chart Settings tab allows you to either hide or show the Password Strength Summary and
Most Active Users pie charts on the right-hand side of the screen. You can also choose the color

scheme for the pie charts.
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2.1.3.2

it Screen Options
Flease review each of the tabs below, and customize the page as required.
password columns passwords grid recent activity grid grid paging style chart settings

You can choose to show or hide the Pie Charts, as well as select a color theme for them.

¢ isible

Choose Color Theme : Blue Opal -

Save Cancel
Add Password

The Add Password screen allows you to add a new Password record to the selected Password List.
When adding a new password record, the fields visible on the screen can be different for each

Password List, as each Password List can be configured to use different fields. There are a total of
9fixed fields which can be used, and 10 Generic Fields which can take on different field types.

Password Details Tab

The Password Details tab is where you specify the values for the majority of fields associated with
the selected Password List, and each field can be configured of different types i.e. URL, Text, Date,
Radio Buttons, etc.

A few things to note on this tab is:

* Any fields which are denoted with * are mandatory fields, and you must specify a value for
them

® The Password Strength indicators and text at the bottom of the screen only apply to the
'‘password' field - they do not apply to any Generic Fields which may be configure of type
Password

® You can choose to prevent exporting of this Password record if required

® You can choose to generate a new random password by clicking on the B icon, copy the
password to the clipboard by clicking on the -, or show the password on the screen by clicking
on the @ icon

® The policy set for the selected Password List may also place certain restrictions to the Password

© 2017 Click Studios (SA) Pty Ltd



Passwords Menu 35

record, like a certain Password Strength must bet met before the record can be saved, or that
passwords deemed as 'Bad' cannot be used. You will need to refer to one of the Administrators
of the Password List to understand what settings and restrictions have been applied

® The Spell Check type icon ¥ shows a popup window which spells out the password in the
format of 'PAPA alpha sierra sierra whiskey oscar romeo delta'

The Add Password screen will also look different, depending on whether it's Password List is
configured for Password Resets or not. In the two screenshots below, the firstis from a Password
List which is not configured to allow Password Resets on remote systems, and the second
screenshot is from a Password List configured to allow this.

B4 Add New Password

Add new password to "SQL Server’ Password List (Tree Path = \Infrastructure).

password details

Title = | |
Account Type ™ - Select Account Type - -
UserMame
Description
Expiry Date
Password Generator My Persanal Generator Options -
Password * o=
Confirm Password *

assword Strength w Compliance Strength W Y W W

strength Stat

[E compliance Mandatory [ Prevent Bad Password Usage

Save Save & Add Another Cancel

© 2017 Click Studios (SA) Pty Ltd



Passwordstate User Manual

E4 Add New Password

Add new password to "Windows Accounts’ Password List (Tree Path = \Infrastructure).

I password details notes security reset options heartbeat options
Title * | |
Managed Account | Enabled for Resets ® Enzbled for Heartbeat
Account Type - Select Account Type - -
Domain or Host * 0O,
UserMName | |
Description | |
Expiry Date 27/10/2016
Password Generator Default Password Generator -
Password | | QB

Confirm Password | |

Password Strength W Compliance Strength W W W W

Strength Status:

B compliance Mandatory [ Prevent Bad Password Usage

Save Save & Add Another Cancel

Notes Tab

The Notes tab allows you to specify longer verbose text to explain what the record is for, and also
allows basic HTML formatting.
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B4 Add New Password

Add new password to "Servers’ Password List (Tree Path = \Customers, Customer's A).

password details notes

M B E B 7 U|=:=FE IE|A - O~ FontName =+ Real. v | 37|

Save Save & Add Another Cancel

Security Tab

Using the Security Tab, you can also require the password record be exclusively check-out to a
user so they can access it - when check-out, no other users can access the record. There are
options to perform a password reset on check-in as well, and also a timer for when the password
should be automatically checked in if the user forgets to manually check the record in.

If needed, Security Administrators can also check the password back in manually. Manual check
ins can be done from the 'Actions' menu for the password record.
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E4 Add New Password

Add new password to "Windows Accounts’ Password List (Tree Path = \Infrastructure).

password details notes security reset options heartbeat options

Password Security Settings

Password Requires Check Out Ld
Change Password On Check In

Check In Automatically 01 ~ Hour(s) 00 ~ Minute(s)

Save Save 8 Add Another Cancel

Reset Options and Heartbeat Options Tabs

The Reset Options and Heartbeat options tabs will only be visible if the password record has been
configured to perform password resets. For a complete example of how to configure a password
for resets, please read the following kb article - Password Reset Example

Options available are:

® The Password Reset Script to be used for this account

® The Privileged Account Credential to associate with the record so a Password Reset can occur -
not all Reset Scripts require this, so please refer to the following kb article for more information
- Password Reset Scripts and Requirements

® Whether or not to auto-generate a new password for the record

® At what time of the day should the password be reset, once the Expiry Date has been reached

* How many days should be added to the Expiry Date field, once the password has been
automatically reset
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* And what Validation Script and schedule to use for the Heartbeat process

The Administrators of the Password List can also set the default options for all password records at
the Password List level. Once set, new password records will inherit the settings, but can be
changed in individual records at any time, or by bulk using the Bulk Update Password Reset
Options feature

B4 Add New Password

Add new password to "Windows Accounts’ Password List (Tree Path = \Infrastructure).

password details notes security reset options heartbeat options

Password Reset Script and Privileged Account Credentials

Please select the appropriate Password Reset Script, and Privileged Account Credential, in order to perform the
password reset,

Password Reset Script -- Select Password Reset Script -- -

Privileged Account -- Not Required -- -

™ - Active Directory Accounts do not require you to select a Reset Script.
- Mot all Reset Scripts require a Privileged Account. See KB Article in menu Help -> User Manual.

Password Reset Schedule

[# When this Password expires, Auto-Generate a new one and perform any reset tasks at the time of:
19 + Hour 35 = Minute, and add Days to the Expiry Date

Save Save & Add Another Cancel
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B4 Add New Password

Add new password to "Windows Accounts’ Password List (Tree Path = \Infrastructure).

password details notes security reset options heartbeat options
Heartbeat Validation Options

Select the Password Validation Script to use for the Heartbeat verification, and what schedule you would like
to use to validate the password is correct:

Validate Password for Active Directory Account -

Validate Password every day at:
22 « Hour 50 ~ Minute

Save Save & Add Another Cancel

2.1.3.3 Edit Password

Editing a Password is possible by clicking on the Title field hyperlink you see in the grids as per the
below screenshot.
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& Windows Accounts
Actions | Title User Mame Description
(v ] Lee's Domain Account halox\lsand User for all \
msand Domain Account halox\msand sdfsdf
Password Changes Account halox\passchanges_accnt
halox\splunkaccnt Used for sys

halox\sglaccount

00000
T

—
[=8]
A
-1
n
e
[u]
[a]
=]
=
-
=3

-

)

halox\tasksaccnt

Once the Edit Password screen is open, each of the fields and options on the Tabs is similar to the
Add Password screen.

Password Details tab

The fields available on the Password Details tab will look different, depending on what fields you
have selected for a Password List, and also if the Password List is configured to allow Password
Resets to occur. Below is a screenshot of an Active Directory account, which is configured to
perform password resets.

™ Note: Please refer to the KB Article Password Resets Explained for all the detail and
requirements for resetting passwords on remote hosts
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B4 Edit Password

Please edit the password below, stored within the "Windo

I password details notes security

active directory zctions

Accounts’ Password List (Treg Path = \Infrastructure).

heartbeat un

reset options

Title =

|Sp|unkmm
>

e ) 9

Managed Account ¥ Enabled for Resets 1%

nabled for He

Account Type E_, Active Directory

Domain * halox %

UserMame |splun|-:ar_cnt g——
Description |Used for SIEM

Expiry Date 10/08/2016

Password Generator Default Password Generator

sssssssasnse

Password

Confirm Password

Password Strength

L & & & ¢

Strength Status: 1 more numbers

:’ Reset Tasks (1) B added via Discovery

F Password Reset tasks will be queued if Password updated.

Compliance Strength W W W W

[E Compliance Mandatory

IEl Prevent Bad Password

Save Cancel

If the Password List is not configured for Password Resets, then the Password Details tab would

look similar to the screenshot below.
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B4 Edit Password

Please edit the password below, stored within the "SQL Server’ Password List (Tree Path = \Infrastructure).

password details

Title = ka K

Account Type * [ ms soL server M

UserMame |sa |

Description lsqL Account 1 |

Expiry Date 3/03/2014

Password Generator My Personal Generator Options M

N e Y L
Confirm Password * | .................... |

Password Strength + % ¥ Compliance strength i Y Jir W

Strength Status: 1 more numbers, 1 symbol characters

:’ Reset Tasks (0) B added via Discovery &= Compliance Mandatory [E Prevent Bad Password

Save Cancel

Active Directory Actions tab

If the Password List has the option to show Active Directory Actions, then you can perform various
AD functionality as well, as per the options in the screenshot below.
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B4 Edit Password

Please edit the password below, stored within the "Windows Accounts’ Password List (Tree Path = \Infrastructure].

password details notes security active directory actions reset options heartbeat a

You can perform any one of the following Active Directory Actions when you click on the 'Save’ button.
These actions will occur regardless of whether you change the password for this account or not.

U Unlock this account if locked

) User must change password at next logon
I Disable this account

! Enable this account

M password Reset tasks will be queued if Password updated. Save Cancel

Reset Options and Heartbeat Options Tabs

The Reset Options and Heartbeat options tabs will only be visible if the password record has been
configured to perform password resets. For a complete example of how to configure a password
for resets, please read the following kb article - Password Reset Example

Options available are:

® The Privileged Account Credential to associate with the record so a Password Reset can occur -
not all Reset Scripts require this, so please refer to the following kb article for more information
- Password Reset Scripts and Requirements

* Whether or not to auto-generate a new password for the record

® At what time of the day should the password be reset, once the Expiry Date has been reached

* How many days should be added to the Expiry Date field, once the password has been
automatically reset

® And what Validation Script and schedule to use for the Heartbeat process
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The Administrators of the Password List can also set the default options for all password records at
the Password List level. Once set, new password records will inherit the settings, but can be

changed in individual records at any time, or by bulk using the Bulk Update Password Reset
Options feature

B4 Edit Password

Please edit the password below, stored within the "Local Linux Accounts * Password List (Tree Path = \Password Reset Testing).

password details notes security

reset options heartbeat options

Password Reset Script and Privileged Account Credentials

Please select the appropriate Password Reset Script, and Privileged Acc

redential, in order to perform the
password reset,

Password Reset Script Reset Linux Password

Privileged Account -- Not Required --

™ - active Directory Accounts do not require you to select a Reset Script.

- Mot all Reset Scripts require a Privilaged Account. See KB Article in menu Help -= User Manual.

[# When this Password expires, Auto-Generate a new one and perform any reset

sks at the time of:
08 - Hour go + Minute andadd Days to the Expiry Date

'F Password Reset tasks will be queued if Password updated. Save Cancel
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B4 Edit Password

Please edit the password below, stored within the "Windows Accounts’ Password List (Tree Path = ‘\Infrastructure).

ord details notes security active directory actions reset options heartbeat options [£]?

Heartbeat Validation Options

Select the Password Validation Script to use for the Heartbeat verification, and what schedule you would like
to use to valig hopasswersrrroTTeTt

idate Password for Active Directory Account >

09 ~ Hour 40 ~ Minute

. password Reset tasks will be queusd if Password updated. Save Cancel

2.1.3.4 Upload Documents

Itis possible to upload one or more document/attachments to Passwordstate, and associated
them with either the Password List itself, or individual Password records. Uploaded documents
are also encrypted within the database, using the same type of 256bit AES encryption as other
encrypted data.

On the 'Documents' screen for Password List, the following is possible:

e Adding a new document

e Retrieving a document from the database by clicking on the 'Document Name' hyperlink

® You can edit some basic properties for the document

® Add also delete the document if required. Note, deleting a document does not place itin any
recycle bin.
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Documents for Password List 'Servers'

Actions  Document Name Description Modified Moedified By
[~} Installation_Instructions.pdf ~ Passwordstate Installation Instructions  20/08/2013 Mark Sandford
Q Preinstallation_Checklist.pdf  Passwordstate Preinstallation Checklist  20/06/2013 Mark Sandford
[~ ] Upgrade_Instructions.docx Upgrade Instructions 20,06/2013 Mark Sandford

Return to Passwords | Add Document Toggle ID Column Visibility Grid Layout Actions.. =

47

File Size
1.1 MB
381 KB
39 KB

2.1.3.5 Email Permalinks

Passwordstate supports the concept of 'Permalinks' for Password Lists, or individual Password

records.

A Permalink is a shortened URL which can be copied to the clipboard, or email to other users, and

allows easy access to a resource by simply clicking on the provided URL.

™ Note: If you provide a Permalink to another user who does not have access to the Password
List, they will be redirected to another screen where they can request access. All requests for

access will be sent to the Administrators of the Password List.

4 Copy or Email Password List Permalink

To email another user the Password List Link details below, please select the user from the drop-down list below.

Select Email Address * -
Subject |Password List Permalink |
Permalink |http5:jjpasswordstate?.halo:-:.netg‘plid=34 |
EE=EE=EE| E|A- O FontMame ~ Real.~| ¥

M B @ B/ U4
Hi,

Mark Sandford is sending you the following Password List Permalink.

Password List: Servers
Permalink: https://passwordstate?.halox.net/plid=34

Passwordstate - Secure Password Management.
https://passwordstate? . .halox.net

Y ETML @ Preview

Send Email Close
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2.1.3.6 Password Actions

Every Password added to a Password List has certain functions, or 'Actions', which can be
performed for the record. Below is a table summarizing each of the Actions, and more detail can
be found by clicking on each of the hyperlinks.

Check-In Password

Copy or Email Password Permalink

Copy or Move to Different Password
List

Delete

Expire Password Now

Filter Recent Activity on this Record

Remote Session Launcher with these

Credentials

Send Account Heartbeat Request

Send Self Destruct Message

Toggle Favorite Status

View & Compare History of Changes

Allows a user to check a record back in, after they have
checked it out for exclusive use

Similar to Permalinks for Password Lists, you can also
copy or email Permalinks for individual Password records

It's also possible to copy or move individual Password
records between Password Lists, and it's even possible
to link them - so all changes are synchronized between
Password Lists

When you delete an individual Password record, it is
moved to the Recycle Bin for the Password List.
Administrators of the Password List can restore back
from the Recycle Bin if required

Selecting 'Expire Password Now' for an individual
Password record, will set it's Expiry Date field to the
current date, and trigger any associated Password Reset
tasks as well

If you need a quick method of filtering the audit data
(Recent Activity) for an individual Password record, you
can use the 'Filter Recent Activity on this Record' menu
option

This menu option allows you to use the password
credentials to launch a Remote Session to a designated
host.

If the password record has the option enabled to
perform account Heartbeats, to validate the password is
correct against the remote Host or Active Directory, then
you can use this menu option to perform the validation
real-time.

This menu option allows you to send a Self Destruct
Message, with the contents being details for the
selected Password record.

If you have Password records which you use frequently,
you can tag them as your favorites and they will show up
in the 'Favorite Passwords' grids on the Password Home
page, or any of the Password Folder pages. A Favorite
password is also denoted by the W icon on the
Passwords grid

Every change made to a Password record retains a history
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of the change. By clicking on 'View & Compare History of
Changes' you can visually compare what has changed, at
what time, and by who.

View Documents You can upload one or more documents/attachments
and associate them with individual Password records

View Individual Password Permissions |Instead of applying permissions to an entire Password
List for users, you can choose to apply permissions just to
individual Password records if required. When the user
browsers to the Password List, they won't see all the
records, just the individual ones they've been given
access to

View Linked Passwords If the password record is linked to another password in a
different Password List, then this menu option will
show. It allows you to view what other Password Lists
this record is linked to

View Password Reset Dependencies |Shows any password reset dependencies which are
linked to the selected Password record. Typically these
would be Windows Services, 1I1S Application Pools and
Scheduled Tasks.

Unlink & Delete Password Allows you to unlink and delete a linked password
record - it will be moved to the recycle bin

Unlink Password Allows you to unlink a linked password record

2.1.3.6.1 Check-In Passw ord

When a password is configure to require exclusive access via the Check-In/Check-Out process, and
menu item called 'Check-In Password' will be visible when the password is checked out. This
menu item will only be available to the user who checked the record out.

When a password is required to be checked out, it hides the value of the password, and instead
indicates a check out is required.

A Linux Accounts

Actions Title User Name Description Password Passwa

T T T

Administrator on Hyperv1 administrator * W
n CentOS * @ marles * W
marlee on Marks-Imac marlee ¥ W
ount for all machines * W
root on LinRedhatTest1 root today. W W
testl test1 test1 on linredhattest1 ¥ W
W W
tsand tsand tsand Local Account * W

root root

TestHistory Testi

00000000

Add Import | Documents (1) Permalink | Grid Layout Actions.. ~  List Administrator Actions... -

When you click on the Title for the record to access it, you will be asked to check the record out.
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¥ Check Out Required

This password record must be checked out in order to give you exclusive access to it

Would you like to check out this record?

as Mo

When checked out, it also indicates this in the password grid, and no other users can access the

password until it is checked back in.

A Linux Accounts

Actions  Title User Name
T

[+] Administrator on Hyperv1 administrater
[+] marlee on CentQS WP marlee
(-] marlee on Marks-Imac marlee
[+] root root
[~] root on LinRedhatTest1 root
[~] testl testl
[+] TestHistory TestHistory
[~] tsand tsand

Add | Import | Documents(1) | Permalink | Grid Layout Actions.. ~

Description

Root account for all

Updated today.

machines

test1 on linredhattest1

tsand Local Account

List Administrator Actions...

Password Pass|

And the user who checked the record out, can check it back in via the Action menu.
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A Linux Accounts

Actions

Ad

PR LAEFO>0K O 000

!

EE_ELF_I_.' ST 2D 1D SV

Title
T

Administrator on Hyperv
marlee on CentOS
marlee on Marks-lmac
root

Check-In Password

Copy or Email Password Permalink

Copy or Move to Different Password List

Delete

Expire Password Mow

Filter Recent Activity on this Record

Remote Session Launcher with these Credentials

Send Self Destruct Message

Toggle Favorite Status

View & Compare History of Changes

View Documents

View Individual Password Permissians

View Password Reset Tasks

I¥ldiF Sl IUIL L (] b AT I U wnecred 10 the passwora rood

i3 Screen Options

Lser Mame

administrator
P marlee

marleg

root

root

test]

TestHistory

tsand

sut Actions...

the Edit Password scif
| out the password ro

the Edit Password scif

2.1.3.6.2 Copy or Email Passw ord Permalink

Similar to a Permalink for Password List, you can also copy a Password record's Permalink to the
clipboard, or email it to another user.

As with Permalinks for Password Lists, if a user navigates to a Password record via the use of a
Permalink, and the user doesn't have access to the Password, then they can request access on the

screen.
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& Copy or Email Password Permalink

To email another user the Password Link details below, please select the user from the drop-down list below

Select Email Address * -
Subject Password Permalink
Permalink https://passwordstate?.halox.net/pid=41886
EEEE]| 155 IZEE|A- 0| FontName  + Real. v | TF|

| EE B 7 Ual
Hi,

Mark Sandford is sending you the following Password Permalink.

Password: sa
Password List: SQL Server

Permalink: https://passwordstate?.halox.net/pid=41886

Passwordstate - Secure Password Management.
https://passwordstate?.halox.net

PRD= I <5 STML D Preview

Send Email Close

2.1.3.6.3 Copy or Move to Different Passw ord List

Itis possible to copy or move a Password record to a different Password List, but there are a
couple of exceptions which may prevent you from doing this:

® You need at least Modify rights to the Destination Password List
® The Destination Password List must have the same selected fields as the Source Password List

If a Password List is grayed out and disabled on the pop-up windows below, then one of the two
restrictions above would be the cause.

Copy & Link will create a duplicate record in the Destination Password List, and all linked records
will be kept in sync when any changes are made to either of the records. When a Password record
is linked, you will see a linked chain icon next to the Title, similar to this image

[ ] AA_LinkTest o

™ Note: Deleting a Linked Password record will not move it to the Recycle Bin in the other Linked
Password Lists.
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& Copy or Move Password

Please select if you would like to Copy & Link, Copy or Move this Password record.

Copy or Move Options :

| would like to ® Copy & Link © Copy © Move this password to:

FA passwords Home a

(™ Canon Printers

4 [ Customer's A
™, Database Accounts

;5 Generic_Unix

= Natahace T
bm - OO SE
mall SCCM
4 [ Customer's B

== W

& Network Monitoring

:_"9 SOL Server

Save Cancel

2.1.3.6.4 Filter Recent Activity on this Record

Sometimes it might be useful to quickly filter all the auditing data on information relevant to a
single Password. When selecting 'Filter Recent Activity on this Record’, all contents of the Recent
Activity grid will be filtered, and the 'Clear Filter' button will be displayed, allowing you to
remove the filter.
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O Recent Activity Clear Filter s———

8/08/2014 8:16:06 AM One-Time Access has removed Tracey Sandford's access to the Password called 'sa* (SQL Server). View Password | View History

8/08/2014 8:16:06 AM Tracey Sandford {halox\tsand) opened the View Password screen for password 'sa’ (SQL Server) - viewing the value of the password is possible on this screen.
o (Title = sa, UserName = sa, Description = SQL Account 1). View Password | View History

17/07/2014 4:44:28 PM Mark Sandford (halox\msand) viewed the password for 'sa’ (SQL Server). (Title = sa, UserName = sa, Description = SQL Account 1). View Password | View History

17/07/2014 11:52:55 AM Mark Sandford (halox\msand) viewed the password for 'sa' (SQL Server). (Title = sa, UserName = sa, Description = SOL Account 1). View Password | View History

16/07/2014 4:48:01 PM Tracey Sandford {halox\tsand) viewed the password for 'sa’ (SQL Server). (Title = sa, UserName = sa, Description = SQL Account 1). View Password | View History

16/07/2014 4:46:56 PM Tracey Sandford (halox\tsand) viewed the password for 'sa* (SQL Server). (Title = sa, UserName = sa, Description = SQL Account 1). View Password | View History

16/07/2014 4:46:31 PM Tracey Sandford (halox\tsand) viewed the password for 'sa’ (SQL Server). (Title = sa, UserName = sa, Description = SQL Account 1). View Passwaord | View History
16/07/2014 4:46:05 PM Mark Sandford (haloxymsand) granted Tracey Sandford Modify Access to the Password called 'sa (SQL Server). View Password | View History

16/07/2014 4:45:54 PM Mark Sandford (haloxymsand) removed Tracey Sandford’s access to the Password called 'sa’ (SQL Server). View Password | View History

16/07/2014 4:45:41 PM Mark Sandford (halox\msand) granted Tracey Sandford Modify Access to the Password called 'sa” (SQL Server). View Password | View History

| »  Pagelof11 Item 1to 10 of 102

Grid Layout Actions.. ~

2.1.3.6.5 Remote Session Launcher w ith these Credentials

This menu option allows you to use the password credentials to launch a Remote Session to a
designated host.

You can either search for a Host that you already have access to, or you can type in the name of the
Host manually.

™ Note 1: Search for the Host also searches the Tag field for the Host as well.

™ Note 2: This menu option can be hidden on the screen Administration ->System Settings ->
Password Options tab

;¥ Remote Session Launcher

To launch a Remote Sessions with the credentials you just selected, search and manually specify the Host Name,
and then the type of Remote Session protocol.

Host Name * Q,
Connection Type * @®RDP USSH U Telnet O WNC

Port Number * |3339 |
Additional Parameters | |

Launch Close

2.1.3.6.6 Send Self Destruct Message

This menu option allows you to send a Self Destruct Message, with the contents being details for
the selected Password record.
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™ Note 1: Auditing records are added when a message is sent and read, and can be viewed on the
screen Administration -> Auditing

™ Note 2: This menu option can be hidden on the screen Administration ->System Settings ->
Password Options tab

& Create Self Destruct Message

Enter your message that you want to encrypt.

I¥m@ B U

I
I
]
N
|
11
"
]|

| A~ o 7| Verdana - 12px | TF|

PASSWORD DETAILS
Title: SQI Account
Description:
UserName: halox\s

Password: [Updated

PR <> HTML Q) Preview

Automatically self-destruct this message if not viewed in: | 2 days -

Create Link Close

2.1.3.6.7 View & Compare History of Changes

Any changes made to a Password record will not only generate an audit log record, but also the
history of changes will be maintained so you can easily compare what has change, when, and by
whom

When you open the Compare Password History screen, you can:
¢ See what has changed as the adjacent fields will be highlighted in Dark Blue

® You can navigate back and forth between records by using the appropriate Previous and Next
buttons

™ Note: An audit log record will be added when you open this screen, as it's possible to see
Password values here.
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& Compare Password History

Please use the navigation buttons below to cycle through the history records. All changes are highlighted 1m
22/11/2013 9:34:28 AM 1/07/2013 9:49:02 AM
Changed By Mark Sandford (halox\msand) Mark Sandford (halox\msand)
Title Hercules Hercules
Description Hercules Server Hercules Server
Expiry Date
Notes

Next Close

2.1.3.6.8 View Documents

As with Password Lists, it's also possible to upload one or more document/attachments and
associated them with an individual Password record. Uploaded documents are also encrypted
within the database, using the same type of 256bit AES encryption as other encrypted data.

On the 'Documents' screen for a Password record, the following is possible:

Adding a new document

Retrieving a document from the database by clicking on the 'Document Name' hyperlink

You can edit some basic properties for the document

Add also delete the document if required. Note, deleting a document does not place itin any
recycle bin.

Documents for Password 'Centaurus’

Actions  Document Name Description Modified Modified By File Size
[~} Installation_Instructions.pdf 20/10/2014 Mark Sandford 924 KB
(] Preinstallation_Checklist.pdf 20/10/2014 Mark Sandford 345 KB

Return to Passwords | Add Document Toggle ID Column Visibility Grid Layout Actions...  ~

2.1.3.6.9 View Individual Passw ord Permissions

In addition to applying permissions to an entire Password List for users, you can choose to apply
permissions just to individual Password records if required. When the user browsers to the
Password List, they won't see all the records, just the individual ones they've been given access to

When you click on the 'View Individual Password Permissions' menu item, you will be directed to
a screen which shows what permissions have been applied to the individual Password record.
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™ Note: If a user doesn't already have access to the Password List, and you grant access to an
individual Password record, then they will be given 'Guest' access to the Password List. Guest
access is required so the Password List will show for the userin the Navigation Tree.

You can grant access to either user accounts or security groups, and the types of permissions you
can apply are:

® View - only allows read access to the record
* Modify - allows the user to update and delete the Password record

2 Password Permissions

To grant additional access simply click on the 'Grant Permissions’ button, or to modify existing permissions click on the appropriate 'Actions’ drop-
aown menu
Hercules (Servers) & User Account &8 Loca = Active Direct
Actions  User or Security Group View Expires
[v] & Fiona Case 5]
o & Stev 5

Return to Passwords Page Grant New Permissions Grid Layout Actions... ¥

From the 'View Individual Password Permissions' screen, you have the following features
available:

Password Permission Actions

When you click on the 'Actions' menu item for access which has been granted to a user or security
group, you can:

® Change the permissions to View or Modify

¢ Set or modify the time in which their access will be removed - if required
* Allow you to update a notes field as to why the access was given

® Orremove the access altogether
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2.1.3.6.9.1

2 Password Permissions

To grant additional access simply click on the "Grant Permissions’ button, or to mod
down menu

Hercules (Servers) & User Acd
Actions | User or Securnity Group

0 2 Fiona Case
3 Change Access to View'
Change Access to 'Modify

% |
Returr
@ Modify Expiry Time
"y
(%]

missions | Grid Layout Actions

Update Access Motes

Remove Access

Grant New Permissions

To grant new permissions to a user's account, or to the members in a security group, you can click
on the Grant New Permissions button.

Grant New Permissions

When granting new permissions (access) to a Password record, there are three tabs of features
available to you:

Access Permissions

The 'Access Permissions' tab allows you to search for users and/or security groups, and either
grant View Access, or Modify Access

™ Note: You cannot apply Administrator permissions to an individual Password record - this is
reserved for Password Lists only
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& Grant New Permissions

To grant additional permissions to the "Hercules (Servers)’ Password, simply click on the three Tabs below to specify appropriate
permissions and/or settings.

I access permissions time based access handshake approval

rch for an appropriate user or security group, and apply the required permissions (use * to search for all)

[
-]
W

6
[i:]
w

rch : - tad

W
m
m

rch For: @ User © Security Group

Search Results View Permissions Reason for Access

<<

Modify Permissions

>

<<

Administrator Permissions

Status: Save Cancel

Time Based Access

There are multiple 'Time Based Access' features available for individual Password records, and
they are:

® Access Expires - specify a future date and time in which the users/security groups access will be
automatically removed

® Access Expires when Password Changes - any event which changes the actual value of the
password field for the record, will cause this access to be removed

® One-Time Access - you have the option to only allow access to the Password record once. Once
the user has viewed the password, their access will be removed. You also have the option of
generating a new random password when this event occurs as well.
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2L Grant New Permissions

To grant additional permissions to the 'Hercules (Servers)' Password, simply click on the three Tabs below to specify appropriate
permissions and/or settings.

I access permissions | time based access handshake approval

To apply time based access to the selected Password, please use the appropriate options below.

Access Expires :

& Never
In Days: |0 | Hours: [0 | Minutes: |0
At Date: Time

Access Expires when Password Changes : ©

If you would like to have the access removed on next Password change, please select this checkbox.

) Remove Access on Next Password Change

One-Time Access : -

If you only require the user or security group members to access this password once, please choose the
appropriate options below.

1 Provide One-Time Access to this Password

Automatically generate new Password on access (uses Password Generator options)

Status: Save Cancel

Handshake Approval

'Handshake Approval' can be used for Passwords which are of a various sensitive nature, and
requires more than one Password List Administrator to approve access, prior to it being given to
the user.

To specify Handshake Approval is require for this Password record, you need to select a Primary
Approver (generally yourself), a Secondary Approver (someone else who has Administrator
Access to the Password List), and the amount of time the Handshake Approval Timer will be
visible on the screen to the two approvers.
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2 Grant New Permissions

To grant additional permissions to the "Hercules (Servers)' Password, simply click on the three Tabs below to specify appropriate
permissions and,/or settings.

access permissions__time basecaccess [JLNNENDRSSS

Handshake Approval requires two people to approve the access specified under the "Access Permissions’ tab, prior to access being
given

Once you have selected the two approvers and specified the countdown timer, each user will receive an email notification letting them
know approval is required.

Primary Approver Secondary Approver Use Countdown Timer :

* *

® Mo Handshake Approval Required
Yes, with Dual Approval Required In:

Minutes: |0 | Seconds: |0

Status: Save Cancel

Once the Handshake Approval has been saved, and email will be sent to both approvers asking
them to click on a link and approve the access. The screen below will appear when they click on
the link.

As soon as both users have this 'Handshake Access Request' screen open, the various buttons will
be enabled, and the Primary Approver will then be able to start the timer. Each approver then has
a set amount of time to either approve or deny the request.

™ Note: Administrators of a Password List can choose an to make Handshake Approval mandatory
for all access to passwords (or the Password List), in which case the steps above cannot be
deliberately ignored, or accidentally overlooked.
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Handshake Access Request

4 B K KX

Handshake Approval Request Details

Requsting Access To : Individual Password
Password : Hercules

Password List : Servers

Permission : Modify Access

User : Roger Furmston (halox\rfurmston)
Access Expires At : Mo Expiry Set

Approval Status

Mark Sandford : Online, pending approval
Tracey Sandford : Offline, pending session starting
Instructions : Please wait for both Approvers to be online,

Start Tirmer Postpone Approval Approve Decline

2.1.3.6.10 View Passw ord Reset Dependencies

In addition to performing Password Resets for accounts, you can also add various 'dependencies'
to a password record, which can also trigger a Password Reset script after the password for the
account has been reset.

A typical example of this would be where the account is an Active Directory account, and it's being
used as the "identity" for operations of Windows Services, Scheduled Tasks, 1S Application Pools
or COM+ Components. It is also possible to automate account discovery, and these dependencies
as well - Hosts and Account Discovery

Itis also possible to execute any custom type of PowerShell script you want as well, and the script
does not necessarily have to be associated with a Host record.
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To add a "dependency" to a password record, you can either select the 'View Password Reset
Dependencies' menu item, or click in the count in the Dependencies column in the grid.

Q @ i screen Options

& Active Directory Accounts

Favorite @ List (Admin Access) €@ Guide
Actions  Title Domain or Host User Name Description Account Type Password Password Strength | Password Last Updated Reset Status  Heartl us  Dependencies Managed E»
T T T T T
] Tasks Account st halox tasksacent Wk ek k| 7/28/2016 1123:36 AM © @ 3 26/08/2017
@ Copy or Email Password Permalink o o i W @ ® 0
Copy or Move to Different Password List * &k ok ° ® 0
2 IE)E\EteP » o g ® @ 0
xpire Password Now
A i Fllfev Recent Activity on this Record Lt bt = had !

d ¢ Remote Session Launcher with these Credentials

@ Send Account Heartbeat Request
O & Send Self Destruct Message

. % Toggle Favorite Status

= @ View & Compare History of Changes
28, View Documents

stes

View Individual Password Permigffons the Edit Password screen f Directory Accounts) - view

jord is possible on this screen. (Title = Tasks Account, UserName = tasksaccnt). Vi

assword | View

(halox\msand) moved the Password Title = Tasks Account, UserNa t Development) to the

Accounts (\Password Reset Testing\Active Directory Accounts)
andford halomeand) uodated the Paccword Tacke Account (Recot Dovolopo)

Jitle = Tasks Account UcerName =

Then you click on the 'Link to Password Reset Script' button.

<1 Password Reset Dependencies
ow are all the linked Password Reset tasks for the password ‘Tasks Account.

Hosts Filters

Host Name Host Type Operating sy

Al Host Types saL server [MysaL server [ Oracle Server | Search

Actions Order  Host Name ncy Name Reset Status Privileged Account Credentials
[ H @ [Rwin2ki2tfshaloxnet ‘omputers DC=halox,DC=net halox\msand
o @ halox\msand
° i @ [adserver] sanddomaindBm eduled Task Password Scheduled Task test ® ® halox\msand
Back to Passwords | Link to Password Reset Seript | | Grid Layout Actions... ~

Ch Recent Activity

UserlD First Name sumame Activity Description

halox\msand Mark

s, This ac:

1t relates to

ssfully processed the Passw

ount 'tasksacent' (\Infrastructure\Reset

successfully processed the Password Reset Script Reset Scheduled Task Password against Host ‘win2k12tfs haloxnet'

And then select the following options as appropriate:

1. The Password Reset Script
2. If this dependency relates to a 'Windows' type resource, specify the name of the dependency
and select the appropriate Dependency Type as well

3. And to specify which Host the dependency is currently is installed on, search for the
appropriate host and select it

MNote 1: Any custom PowerShell script can be selected here, and it does not need to be
associated with a Host either

™ Note 2: This dependency will use the selected Privileged Account Credential to execute, of
which is selected for the password record itself.
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I Link to Host & Password Reset Script

To Link ‘Tasks Account’ to a Host and Password Reset Script to the Password, please fill in the details below as appropriate.

I script and host selection

Password Reset Script
Please select the appropriate Password Reset Script.

Password Reset Script * Reset Windows Service Password

Windows Account Dependency

If the selected Reset Script is for one of the Windows Accou

ependencies’ types below, enter appropriate details here.

Dependency Name |M}r Custom Windows Service & |

Name of the Windows Service (Display Name), Scheduled Task, 1S Application Pool or COM+ Component

J Ign@ewice (2 11S Application Pool ) Scheduled Task ) COM+ Componen

Dependency Type

Link to Host(s)

If you want to execute the script above against one or more hosts, please select them below.

Host Mame :

Host Type :
|tfs

All Host Types -

Operating System :

- Search
LI saL Server L MySQL Server L) Oracle Server

Hosts Search Results

Applied to Host(s)
win2k12tfs.halox.net

S

<<

Save Cancel

2.1.3.7 List Administrator Actions

If you have 'Administrative’ privileges to a Password List, all of the features in the 'List
Administrator Actions' drop-down list will be available to you.

A summary of the features are:
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Bulk Permissions for Individual
Passwords

Bulk Update Passwords

Bulk Update Password Reset
Options

Convert to Shared Password List

Delete Password List

Edit Password List Details

Import Passwords

Save Password List as Template

Toggle Visibility of Web API IDs

View Password List Permissions

View Recycle Bin

All Password History Report

All Passwords Report

Enumerated Permissions Report

Password Strength Report

Allows you to apply permissions for a User's Account, or a
Security Group, to multiple individual passwords records at
once

Instead of editing data/fields for a single Password record,
'‘Bulk Update Passwords' allows you to use a CSV file to
update many records at once

When you have a Password List enabled to perform Password
Resets, you can use this feature to change multiple "reset"
options for one or more password records i.e. schedules,
Privileged Account Credentials, etc

If the Password List is a Private one, and you wish to convert
it to a Shared one, then you can use this menu option.

Deleting a Password List will delete the List itself and all

related data. ™ Note: There is no Recycle Bin for a Password
List, so please use this feature with caution

Allows you to modify existing settings for the Password List,
change which fields you would like to use, and create an API
key so records in the Password List can be queried or
manipulated via the Passwordstate API

Allows you to install passwords via CSV files

Allows you to save all the settings and chosen fields as a
Template, which can then be used for the creation or
management of other Password Lists

Allows you to see various ID fields required for the
Passwordstate API

Allows you to view existing permissions applied to this
Password List, modify existing permissions and add new ones

Allows you to see what Password records have been deleted,
and gives you the option to restore from the Recycle Bin or
permanently delete

The report will export all history relating to each Password
record, including the date data was changed, and who it was
changed by. ™ Note: The password field values will be
exported in clear text with this report

The report will export all the fields and their values for each
of the Password records. ™ Note: The password field value
will be exported in clear text with this report

This report will show an enumerated permissions list on
individual Password records, just for User Accounts - Security
Group will be enumerated as well to shown as User Accounts
This report will show the password strength for each of the

Password records, based on the Password Strength Policy set
for the Password List
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Standard Permissions Report

@ Server Listing

Actions | Title

Andromeda
Centaurus
Circinus
Hercules
Lacerta
Pegasus

router]

00000000

Serpens

Add | Documents (3) |

C Recent Activity

Date

19/05/2016 2:35:06 PM
10/05/2016 1:42:13 PM
15/04/2016 12:56:14 PM
15/04/2016 12:56:14 PM
15/04/2016 12:56:13 PM
15/04/2016 12:56:13 PM
15/04/2016 12:56:13 PM
15/04/2016 12:56:13 PM
15/04/2016 12:42:26 PM
10/02/2016 11:14:15 AM

1

Refresh Grid

Grid Layout Actions... -

Will export to csv file a list of permissions applied to the
Password List, or any individual Password records

User Name Description Acco
T T T
-y Andromeda Server @ R
- Centaurus Serverd B v
=y Circinus Server 2
Hercules Server & Rrg
Lacerta Server Updated BUD
@ Pegasus Server
@ routerl
Serpens Server ﬁ Te
Permalink | Grid Layout Actions.. v [EESENsLIEE] (s F Xuilel 0
List Administrator Actions...
#4§ Bulk Permissions for Individual Passwords
Description ils Bulk Update Passwords
Mark Sandford (halox\msand) removed Lee S: & B Options Listig
Mark Sandford (halox\msand) granted Lee Sal 73 Cor List st cal
ark Sandford (halox\msand) granted Modify €3 Delete Password List t Pas
Mark Sandford (halox\msand) granted Modify #= Edit Password List Details 2am
ark Sandford (haloxymsand) granted Modify [#= Import Passwords he P
Mark Sandford (haloxymsand) granted Modify BB save Password List as Template ‘o th
ark sandford (halox\msand) granted Adrian| ## Toggle Visibility of Web API IDs erLi

Mark Sandford (haloxymsand) removed Ale'x | A, Vview Password List Permissions _istin

ark Sandford (haloxymsand) edited the Pass View Recycle Bin

The Password List record "Servers” was retrigve 2ot il

f4] All Password History Report

(4] All Passwords Report

(4] Enumerated Permissions Report
(a] Password Strength Report

f4] Standard Permissions Report

b Page 1of50

2.1.3.7.1 Bulk Update Passw ords

If you have a requirement to update more than one Password record at a time, then you can use

the 'Bulk Update Passwords' feature.

This feature will allow you to export all the passwords to a csv file, which you can then update as

appropriate, and then re-import back into the Password List.
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™ Note: This feature will not update passwords in Active Directory for any records configured as
Active Directory accounts, and it will not execute any related Password Reset Tasks

™ Note: The '‘Export Passwords' button on the Step 1tab will export all Passwords to the csv file.
It's okay to delete any records from the CSV file which you don't intend on updating

™ Note: Please do not delete or modify the contents of the PasswordID column in the csv file -
this is what is used to know which records to update in the database

Step 1 - Export Passwords

Clicking on the 'Export Passwords' button will export all Password records to a csv file. Once you
have your csv file, you can move onto the next tab 'Step 2 - Update Data'.

[*= Bulk Password Update

To import multiple passwords into the Password List "Servers', please follow the instructions in the 3 Tabs below
I step 1 - export passwords step 2 - update data step 3 - import data
To bulk update one or more passwords for this Password List, you must first export all the passwords to a CSV file. To do so, please click on the

‘Export Passwords' button below.

Once you have your exported list of Passwords, please continue by clicking on the 'Step 2 - Update Data’ tab

Export Passwords

Cancel

Step 2 - Update Data

The Step 2 tab shows you what fields can be updated as part of this process, and if any of the
fields are mandatory. As mentioned previously, you can delete any rows in the csv file you do not
wish to update. Once you have the csv file updated as required, you can move onto the next tab
'Step 3 - Import Data'.

™ Note: If a field already has data associated with it, but you don't wish to update the data for
this field, you simply leave the value as it is - if you remove the data for this field, it will also
remove it in the database when the import process occurs
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= Bulk Password Update

To import multiple passwords into the Password List "Servers', please follow the instructions in the 3 Tabs below

step 1 - export passwords step 2 - update data step 3 - import data

When updating data in the CSV file, there are a few rules to consider:

1. Consider the Column reguirements below
2. Do not modify the PasswordID values in any way

When ready, please click on the "Step 3 - Import Data’ tab.

Column Name Field Type
Title String
Description String
MNotes String
Password Password
ExpiryDate Date

Size (Max)

Required

4

Cancel

Step 3 - Import Data

The final tab allows you to upload your csv file to the Passwordstate web site, and then either test
the import first, or perform the actual import. Both the test and actual import will report back to
you if there are any errors experienced with the import process, and they will also tell you what

row in the csv file the error occurred.

™ Note: This is not an import in the traditional sense, as it won't add new records, simply update

records as appropriate

™ Note: While the option is available, it's not recommended you select the option to email all
users who have access to the Password List, unless it is a small number of records you are
importing - otherwise, each user who has access to the Password List will receive one email per
record, indicating a new record has been added to the Password List.
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[*= Bulk Password Update

To import multiple passwords into the Password List 'Servers’, please follow the instructions in the 3 Tabs below.

step 1 - export passwords step 2 - update data step 3 - import data _

Now you are ready to import your updated csv file. To do so, please select your CSV file by clicking the "Select’ button, then click on the "Import
Passwords’ button.

Please Note:
1. Please ensure your data does not contain any commas
2, CsV file must be under 100MB in size.

Email all users who have access to this Password List informing them of the updated records:
Yes ® No

Select Test Update || Update Passwords

Cancel

2.1.3.7.2 Bulk Update Passw ord Reset Options

If you need to update Password Reset settings for more than one password record at a time, then
you can use the 'Bulk Update Password Reset Options' available from the 'List Administrators
Actions' dropdown list on each Password List.

With this feature you can:
e Search for the password records you wish to update - based on certain criteria

® You can then update various fields, scheduled reset options, and the Heartbeat validation
options as well

"3+ Bulk Update Password Reset Options

To change Password Reset Options for one or more password records, please search/filter for the passwords to be changed, and then select options on each of the tabs as appropriate

I search/filter for passwords fields to update reset options heartbeat options

Search/Filter for password records you wish to change Password Reset Settings for.

Search Criteria

Password Record Search: Account Type Expiry Date From Expiry Date To
- ¥ password Reset Enabled Search Clear

Title User Name Account Type Description Expiry Date
Administrator on Hyperv1 administrator & windows
msand on CentOS msand
root root Q Linux Root account for all machines
root on LinRedhatTest1 root Q Linux
tsand tsand l) Ubuntu tsand Local Account 31/10/2015

Save || Close
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" Bulk Update Password Reset Options
To change Password Reset Options for one or more password records, please search/filter for the passwords to be changed, and then select options on each of the tabs as appropriate.
search/filter for passwords fields to update reset options heartbeat options
Select which of the following fields below you would like to change for the selected password records.

Fields To Update

Account Type

Expiry Date
Managed Account [ Enable Password Resets option for these account(s)
Account Heartbeat ¥ Enable Account Heartbeat option for these account(s)

Save Close

" Bulk Update Password Reset Options
To change Password Reset Options for one or more password records, please search/filter for the passwords to be changed, and then select options on each of the tabs as appropriate.

search/filter for passwords fields to update reset options heartbeat options
Select which Password Reset Options below you would like to change for the selected password records.

) Change Password Reset Script and Privileged Account Credentials

Please select the appropriate Password Reset Script, and Privileged Account Credential, in order to perform the
password reset,

Password Reset Script -- Make No Changes to S

Privileged Account -- Make No C

[ Change Password Reset Schedule

When this Password expires, Auto-Generate a new one and perform any reset tasks at the time of:

Hour @@ Minute, and add Days to the Expiry Date

Save Close

"+ Bulk Update Password Reset Options
To change Password Reset Options for one or more password records, please search/filter for the passwords to be changed, and then select options on each of the tabs as appropriate.

search/filter for passwords fields to update reset options heartbeat options
Select which Account Heartbeat Options below you would like to change for the selected password records,

) Change Heartbeat Validation Options

Select the Password Validation Script to use for the Heartbeat verification, and what schedule you would like
to use to validate the password is correct:

Validate Password every day at:
Hour pp Minute

Save || Close

2.1.3.7.3 Edit Passw ord List Details

The Edit Password List Details feature allows you to change any number of settings associated
with the Password List, and choose which fields (columns) you would like to use.

™ Note: If the Password List is 'Linked' to a Template, then the majority of options on this page
will be disabled, as the settings are meant to be controlled centrally from the Template.

The following four tabs allows you to configure the Password List with the options are fields
required.
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Password List Details Tab

Customize Fields Tab

Guide Tab

API| Key Tab

2.1.3.7.3.1 Password List Details Tab

This tab is where the majority of settings are configured for the
Password List

This tab allows you to choose which fields you would like to use with
the Password List

The Guide Tab allows you to provide some instructions to your users
as to the intended use of the Password List

If you need to take advantage of the API (Application Programming
Interface) for the Password List, you will first need to create and API
Key - each Password List has it's own separate API Key

The Password List Details tab is where the majority of settings are specified for the Password List,
and it also allows you to copy settings from another Password List or Template, and copy
permissions form another Password List or Template.

™ Note: The various Password related options below do not apply to any Generic Fields
( Customize Fields Tab ) you configure of type 'Password' i.e. prevent password reuse, prevent
saving bad password, reset expiry date field, etc.

Below is some detail for each of the sections in the Password List Details tab.

Password List Details Section

The following table describes each of the fields/options for the Password List Details section:

Password List

Description

Image

Password Strength Policy

Password Generator Policy

Code Page

Additional Authentication

The Title for your Password List, as it would be displayed on the
Navigation Tree

A brief description outlining the purpose of the Password List

An image you would like displayed for the Password List in the
Navigation Tree

The Password Strength Policy you would like applied to the
Password List. Clicking on the W icon will provide detail for the
selected policy

The Password Generator Policy you would like applied to the

Password List. Clicking on the B icon will provide detail for the
selected policy

The Code Page (character encoding) you would like to use when
importing or exporting data from the Password List

If you want a second level of authentication for your users before
they can access the Password List, you can choose any one of the
authentication methods in this drop-down list

© 2017 Click Studios (SA) Pty Ltd



72

Passwordstate User Manual

Password List Details

Password List *

Descrniption *

mage

Password Strength Policy *
Password Generator Policy *

Additional Authentication *

:SEwe’s

Servers

@ dell.png - | B
Default Palicy - E
Default Password Generator - = E
Use Passwordstate Default Code Page | B
Mone Reguired > E

Password List Settings Section

The following table describes each of the options for the Password List Settings section:

Allow Password List to be
Exported

Time Based Access
Mandatory

Handshake Approval
Mandatory

Enable Password Resets

Do not send Email
Notifications for Scheduled
Password Resets

Prevent Password reuse for
the last [x] passwords

Allows or prevents the passwords and their history from being
exported

If this option is set, any time new permissions are applied to the
Password List for user accounts or security groups, you must
specify a future date/time when the permission will be
automatically removed

If this option is set, any time new permissions are applied to the
Password List for user accounts or security groups, you must
specify who the Primary and Secondary approvers are for
Handshake Approval, which must be dual approved prior to access
being given

Allows passwords stored within the Password List to perform
Password Resets on other remote systems/hosts

This option is useful if you have a Password List configured to store
all Local Administrator Accounts for many workstations. When
'discovering' Local Administrator accounts, if you chose the option
to add one password record for every workstation, you may not
want to receive reset emails for each record - it could cause a lot of
emails to be generated

You can choose to prevent reusing of Passwords (the password
value) by selecting this option, and specifying how many password
changes are required before a password can be reused

© 2017 Click Studios (SA) Pty Ltd



Passwords Menu 73

Force the use of the selected
Password Generator Policy

Hide Passwords from Non-
Admin users, and disable
copy-to-clipboard feature

Popup the Guide an each
access to this Password List

Prevent Non-Admin users
from Dragging and Dropping

Prevent saving of Password
records if a 'Bad' password is
detected

Users must first specify a
reason why they need to
view, edit or copy passwords

Prevent Non-Admin users
from manually changing
values in Expiry Date fields

Set the Expiry Date to
Current Date +[x] Days when
adding new passwords

Reset Expiry Date to Current
Date + [0] Days when
manually updating
passwords

Additional Authentication
only required once per
session

Show 'Active Directory
Actions' options for Active
Directory Accounts

With this option set, users cannot enter their own passwords
manually - they must use the Password Generator button to
generate new passwords

If you don't wish users to see or copy passwords to the clipboard
for non Administrators of this Password List, you can select this
option

If you would like the 'Guide' to be displayed every time a user
accesses this Password List, you can select this option

You can select this option to minimize who can drag and drop the
Password List around in the Navigation Tree

Your Security Administrators maintain a list of passwords in
Passwordstate which are deemed to be 'bad'i.e. common, or easy
to guess/brute force. By selecting this option, user's won't be able
to save any changes to the record if a Bad Password is used - the
useris also shown what the Bad Password is, to educate them on
not what to use

If you would like your users to specify why they need to view a
Password prior to being able to view it, then select this option.
Your users will be presented with a dialog window asking them for
the reason they wish to use the Password, and this reason is then
added to auditing data, which can be reviewed at a later date if
needed

You can choose to prevent users with View or Modify rights from
changing the Expiry Date field value for password records. This is
useful for ensuring the Expiry Date isn't reset, without the actual
Password being reset

When adding new Passwords to the Password List, you can
automatically generate the Expiry Date field value based on a
certain number of days in the future, by selecting this option

When updating Passwords in the Password List, you can
automatically generate the Expiry Date field value based on a
certain number of days in the future, by selecting this option

If you choose one of the 'Additional Authentication' options for
the Password List, you can choose to make your users authenticate
ever single time they wish to view the contents of the Password
List, or only once per session - once per session means once they
have authenticated to the Password List, they won't need to
authenticate again while their session on the web site is active i.e.
if they log out of Passwordstate, they will need to re-authenticate
again to the Password List

Provides you with another Tab on the Edit Password screen which
allows:
¢ Unlock this account if locked
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¢ User must change password at next logon
¢ Disable this account
® Enable this account

Password List Settings
'! This is a Shared Password List

#| Enable Password Resets - allows password resetting with other systems &

¥l Allow Password List to be Exported &
Time Based Access Mandatory &
Handshake Approval Mandatory &
Prevent Password reuse for the last|5 passwords
Force the use of the selected Password Generator Policy
Hide Passwords from MNon-Admin users, and disable copy-to-clipboard feature
Popup the Guide an each access to this Password List

#| Prevent Non-Admin users from Dragging and Dropping this Password List &
Prevent saving of Password records if a ‘Bad’ password is detected &
Users must first specify a reason why they need to view, edit or copy passwords
Prevent Mon-Admin users from manually changing values in Expiry Date fields
Set the Expiry Date to Current Date + |0 Days when adding new passwords
Reset Expiry Date to Current Date + |0 Days when manually updating passwords
Additional Authentication only required once per session &
Show "Active Directory Actions® options for Active Directory accounts

Copy Details & Settings from Section

This section allows you to copy Password List settings, and fields to use, from another Password
List or Template.

™ Note 1: When copying settings from another Password List or Template, you need to be aware
of incompatible field types for Generic Fields. If a selected Generic Field in one Password List/
Template is of type 'Text Field', and of type 'Password'in the Password List you are editing, then
the values in the Password List you are editing will be erased/blanked in the database - this is
because you cannot mix different Generic Field data types. There are multiple warning messages
within the Passwordstate as well for this, so please be aware.

™ Note 2: If you select to copy settings from a Template, you can also link the Password List to the
Template at the same time. By doing this, all subsequent changes to settings and fields needs to
be done on the Template itself, and not on the Password List
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—Copy Details & Settings From

Copying a Template or another Password List's settings will populate all
fields/settings on this screen, except for any 4P| Keys.

- Copy Settings From Template - -
- Copy Settings from Password List - -

Link this Password List to the selected Template.

Mote: If copying settings from a Password List or Template causes the Field
Type to change for any Generic Fields (on the Customize Fields tab), then
these values will be cleared in the database when you click on the 'Save'

button.

Copy Permissions From Section

This section allows you to apply permissions based on what's set for another Password List, or
Template. This will override any permissions you already have applied to the Password List.

~Copy Permissions From

If you would like to copy permissions from an existing Template or Password
List, please select the appropriate option below.

- Copy Permissions from Template -

- Copy Permissions from Password List -

Default Password Reset Schedule

If a Password List is configure to perform Password Resets with other systems/hosts, you can then
set various Automatic Password Reset settings - used for resetting a Password once the Expiry

Date field value is reached.

You can set what the 'default' values are for each of the individual Password records for these
settings, by setting them here at the Password List level.

© 2017 Click Studios (SA) Pty Ltd



76

Passwordstate User Manual

21.3.73.2

™ Note: Once these default options have been applied to a Password record, and the record
saved, making changes for these default values at the Password List level will have no effect on
Password records. There is a feature where you can update these settings in bulk though, and you
can find the detail here - Bulk Update Password Reset Options

™ Note: Making changes to these default values at the Password List level will have no effect on
Password records where their settings have already been saved. This allows you to have different
Password Reset schedules for each of the Passwords stored in a Password List - if required.

Default Password Reset Schedule
These default settings be applied to Password records which are
nfigured for Resets
#| When Passwords expire, Auto-Generate a new one and perform any reset
tasks at the time of
oo = Hour 4p -~ Minute and add |60 Days to the Expiry Date
#| Unlock the account in Active Directory if locked (if AD account)

Customize Fields Tab

The Customize Fields tab is where you specify which fields you would like to use with the
Password List, which of the fields are mandatory, and specify certain 'Field Types' for any one of
the 10 Generic Fields.

The fields can be categorized in one of two ways - Standard Fields which are fixed and cannot be
modified in any way, and Generic Fields which can be renamed and their Field Type changed. A
summary of the different fields available are:

Title This is the one mandatory field you must specify, and it's intended as a
brief description as to what the Password record relates to

Username If you must specify a username to authenticate against the end
resource, this is the field you would use i.e. Username and Password to
authentication to a web site, or network switch, etc

Description A longer description as to what the Password record relates to

Account Type Account Type can be used to visually show the type of account the
record belongs toi.e. a switch, a firewall, and web login, etc.

URL If you would like to associate as web sites URL with the Password
record, then you can use this field. You can launch the URL by clicking
on it when shown in the Passwords grid

Password The actual password itself

Password Strength

You cannot enter any data for the Password Strength field - it's a
graphical representation of how strong the password is, based on the
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selected Password Strength Poilcy

Expiry Date All passwords should be reset after a certain period of time. The Expiry
Date field can be used to indicate when this time is, and can be used for
reporting purposes, or for Automatic Password resetting

Notes Allows you to specify longer HTML formatted text for any general notes
you need to maintain for the record

GenericFields (1to 10) |GenericFields can be configured for any purpose you like, and also
named any way you like. The following Field Types are available for
Generic Fields:

® Text Field Asingle line text field

® Free Text Field Multiple line text field

® Password An encrypted password field

® Select List A vertical drop-down list of predefined values

Radio Buttons A horizontal checklist of predefined values

Date Picker A popup calendar style control for picking date values

URL Field Allows you to click on the URL in the Grid view and
launch the web site

™ Note 1: If you change a Generic Field's Field Type after the fields have been populated with
data, then the values for the changed field will be erased/blanked in the database when you click
on the 'Save' button - this is because the different Generic Field Field Types need to have their
data treated differently. There are multiple warning messages within the Passwordstate as well
for this, so please be aware.

™ Note 2: Selecting/deselecting the 'Encrypt' option for any of the Generic Fields will perform
the encryption/decryption in the database for all existing records in the Password List when you
click on the Save button
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password list details customize fields guide api key
n specify which fields are available, which ones are required fields, and select one or more Generic Fields and configure
their of accordingly.
Standard Fields
Field Name Required
< Title s
User Name
¥ Description
Account Type
URL
td td
rd v
W Expiry Date
¥ Notes
Generic Fields (click on Figld Names to rename)
Field Name Required ~ Encrypt  Field Type MNote 1:
Changing the Field Type once initially set will cause
Local Password ti Password 4 the values to be cleared in the database (when you
Select Password Generator options, click on the 'Save’ button).
Use Generator assigned to Password List -
Operating System Selact List - ord related options do not apply t
Enter your List values below, separated by commas vord field types you select here i.e. One-time
. . i access, prevent password reuse, reset expiry date
Windows Server 2003 Windows Server 2008 Windows S .
leld, etc
Generic Field 3 Text Field -
Generic Field 4 Text Field -
Generic Field 5 Text Field -
Generic Field 6 Text Field -
Generic Field 7 Text Field -
Generic Field 8 Text Field -
Generic Field 9 Text Field -
Generic Field 10 Text Field -
Save Save & Close Cancel

2.1.3.7.3.3 APIKey & Settings Tab

If you would like to expose certain data and features for the Password List to the Passwordstate
API (Application Programmable Interface), then you must first create an API Key - each Password
List must have it's own unique API Key.

In addition to specifying the APl Key, you can set certain options to authorize various API Calls:

To retrieve Passwords or Password History from the API

To update Passwords via the API

To add new Password records via the API

To return blank values for Password fields, instead of returning plain-text Passwords - some
customers may find this useful for additional security, where they can write their own code to
to compare hashed strings stored in other fields to validate the password

Allowed IP Ranges - in addition to the System Wide Setting for restricting access to the APl via
trusted network ranges, you can also specify IP restrictions for individual Password Lists as well
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™ caution: Itis imperative that you take great precautions in ensuring the API Key is not exposed
to any users who should not have access. Doing so means they have unrestricted access to all the
API function calls relevant to the Password List.

™ Note: If an API Key is set to restrict retrieving of passwords, then any API Calls which retrieve
passwords from more than one Password List at a time will simply ignore Password Lists which
have this setting - as opposed to returning a HTTP Status code of '403 Forbidden'

For more information about the functions the Passwordstate API can perform, please reference
the 'Web API Documentation' from the Help navigation menu within Passwordstate.

password list details customize fields guide api key & settings

If you would like to expose this Password List's data via the Passwordstate API, please generate an API Key and choose the settings as appropriate.

APl Key

Click on the Generate New Key button below to create a new API Key for this Password List - this key will give 3rd party programs full access to the contents of this Password
List.

APl Key  |b2a57c34fe06dsf36a89¢25eb47d4bec Generate New Key

Warning: Resetting the API Key will break existing applications using it.

API Settings

Please select which options the API Key is authorized to perform for this Password List,

authorized to retrieve Passwords
authorized to update Pa

authorized to add new Passwords
authorized to retrieve Password History

& & & W

APl Keyis a
Return blank Password value instead of actual Password
Return blank Password value for Generic Fields of Type Password

If an API call is made for an 'unauthorized’ feature, a HTTP Status code of 403 Forbidden® will be returned.

APl Allowed IP Ranges
Specify the Allowed IP Ranges for this Password List when making calls via the Passwordstate API - a HTTP Status Code 403 (Forbidden) will be return if outside of these IP Range(s).

Note 1: You can specify ranges in the format of 192.168.1.%, 192.168.%.% 192.*.*.*, 192.168.1.1-192.168.2.254, or you can specify individual IP Addresses such as 192.168.1.50

v Passwordstate if logged into your web server directly, or via the Emergency Access account
from multiple Password Lists (System Wide API Key), no data will be returned for this Password List if the 1P Address is invalid
Note 5: You can also set Allowed IP Ranges for all Password Lists from the screen Administration -> System Settings -> Allowed 1P Ranges tab

Save Save & Close Cancel

2.1.3.7.3.4 Guide Tab

The Guide tab allows you to provide detail as to the intended use of the Password List, and can
include some basic HTML style formatting.
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password list details customize fields guide
|MEEE BJ UA|=S===(Eiz=F -+ Real.. v | |

This list is used for recording all Oracle E-Business related passwords.

Please record passwords for both the application tier, and database tier in the list, and ensure they are reviewed on a monthly basis.

The Oracle Team.

PHTML @ Praview

Save Save & Close Cancel

Once you have specified the required detail in the Guide tab, your users can view the guide by
clicking on the 'View Guide' button at the top right-hand side of the Password Grid.

[ Favorite @ Shared List (Admin Beeeesrs M8 Guide P Strength Policy I

When the click on the 'View Guide' button, they will be presenting with a popup window with the
Guide.

*® Oracle Database Tier Guide

This list is used for recording all Oracle E-Business related passwords.

Flease record passwords for both the application tier, and database tier in the list, and ensure they
are reviewed on a monthly basis

The Oracle Team.

Close

2.1.3.7.4 Import Passw ords

Itis possible to import one or more passwords into a Password List via the use of a csv file
(comma-separated values). When you click on the Import button, you will be presented with a
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page which has 3 tabs to guide you through the import process.
™ Note: Prior to performing the actual import, itis recommended you 'test' the import process
first, to ensure all data validation rules are met. You can perform the test in the final tab called

'Step 3 - Import Data'.

Step 1 - Generate CSV Template

As every Password Lists can have different fields associated with it, it is recommended you use
the 'Generate CSV Template' button to generate an empty csv file with the correct headers. Once
you have generated your csv file template, you can move onto the tab 'Step 2 - Populate Template
with Data'.

[* Import Passwords

To import multiple passwords into the Password List "Windows Accounts’, please follow the instructions in the 3 Tabs below.
In "Step 3 - Import Data’, you can test the import prior to actually importing to see if any data cleansing is required
I step 1 - generate csv template step 2 - populate template with data step 3 - import data
To create a CSV template file ready for you to enter data into it, please click on the 'Generate CSV Template' button below.
This template file will include all the columns the List Administrator(s) have selected for this Password List, which may appear different to the

columns you can see in the Passwords grid

Once you have clicked on the ‘Generate CSV Template' button and saved the CSV file, please continue by clicking on the "Step 2 - Populate
Template with Data’ tab

Generate CSV Template

Status Cancel

Step 2 - Populate Template with Data

The second tab shows you what fields are expected for the Password List, if there are any
restrictions on the size of the fields, and which ones are mandatory and must have values. Once
you understand the requirements and formatting of the data, you can populate your csv file ready
for the test import. Once you have populated your csv file with data, you can move onto the tab
'Step 3 - Import Data'.

™ Note: When populating the csv file with data, please ensure the order of the columns is not
altered from the generated template, otherwise the import process may fail, or data may be
imported into incorrect fields.
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= Import Passwords

To import multiple passwords into the Password List "Windows Accounts’, please follow the instructions in the 3 Tabs below.

In 'Step 3 - Import Data’, you can test the import prior to actually importing to see if any data cleansing is required

step 1 - generate csv template step 2 - populate template with data step 3 - import data

Mow that you have a saved CSV Template, below are the columns you are expected to populate with data.

Once you have finished populating your CSV file and saved it, please click on the 'Step 3 - Import Data’ tab

Column Name Field Type Size (Max) Reguired Please note: As this Password List

i i has a column called "AccountType',
Title String 255 14 the possible values you can enter for
Lsername String 255 o it are displayed in this Listbox.
Description String 255 -
AccountType String MNA
Motes String 8000
Password Password NA W
ExpiryDate Date NA

Status:

Cancel

Step 3 - Import Data

The final tab allows you to upload your csv file to the Passwordstate web site, and then either test
the import first, or perform the actual import. Both the test and actual import will report back to
you if there are any errors experienced with the import process, and they will also tell you what
row in the csv file the error occurred.

™ Note: While the option is available, it's not recommended you select the option to email all
users who have access to the Password List, unless it is a small number of records you are
importing - otherwise, each user who has access to the Password List will receive one email per
record, indicating a new record has been added to the Password List.
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= Import Passwords

In *Step 3 - Import Data’, you can test the import prior to actually importing to see if any data cleansing is required

step 1 - generate csv template step 2 - populate template with data step 3 - import data _

Now you are ready to import your newly populated csv template. To do so, please select your CSV file by clicking the "Seleet’ button, then click
on the ‘Import Passwords’ button

Please Note:
1. Please ensure your data does not contain any commas
2, CsV file must be under 100MB in size.

Email all users who have access to this Password List informing them of the new records:

Yes ® No

Select Test Import Import Passwords

Status Cancel

2.1.3.7.5 Save Passw ord List as Template

Password List Templates can be used for applying consistency to the settings for your Password
Lists, either as a once of when you are creating or editing Password Lists, or on an ongoing basis
when you link Password Lists to Templates ( Linked Password Lists ).

When you click on the menu item 'Save Password List as Template', you will see a screen very
similar to the Add/Edit Password List screen, with a few small exceptions:

® The options under 'Copy Details and Settings From'is not visible or relevant
® The options under 'Copy Permissions From'is not visible or relevant
® The APl Key tab is missing, as each Password List must have it's own unique APl Key

Excluding the exceptions above, each of the settings on the various tabs is the same as the Add/
Edit Password List screen, and you can view each of the documentation for them here - Password
List Details Tab, Customize Fields Tab & Guide Tab.

Once you have saved the Password List's setting as a template, you can access them from here -
Password List Templates.
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& Add New Password List Template

To add a new Password List Template, please fill in the details below for each of the 3 tabs

jord list details customize fields guide

Please specify Password List settings manually below.

Password List Details Default Password Reset Schedule
Password List * |Out of Band Management Cards These default settings will be applied to Password records which are
configured for Resets.
Description Out of Band Management Cards
Image _ ¥ When Passwords expire, Auto-Generate a new one and perform any reset
3 = J
29 @ delipng - tasks at the time of.
. Hour Minute, and add (90 | Days to the Expiry Date
Password Strength Policy*  pefault Policy - = A 1y < Ly < ¥ piny =
Password Generator Policy ™ Default Password Generator - 5@
Code Page ™ Use Passwordstate Default Code Page - B
Additional Authentication * None Required > B

Password List Settings

¥ Allow Password List to be Exported &
Time Based Access Mandatory =
Handshake Approval M
Enable Password Reset:

%

allows password resetting with other systems =

Prevent Password reuse for the last|5 passwords

Force the use of the selected Password Generator Policy

Hide Pas rds from users, and disable copy-to-clipboard feature

Popup the Guide an each access of this Password List

Prevent Non-Admin users from Dragging and Dropping this Password List

¥ Prevent saving of P assword is detected
Users must first specify a reason why they need t l
Prevent Non-Admin users from manually chang

Set the Expiry Date to Current Date + |0 D

<

rd records if a "Bad' p

ng values in Expiry Date fields
vhen adding new passwords
Reset Expiry Date to Current Date + |0 Days when manually updating passwords

Additional Authentication only required once per session
Show "Active Directory Actions' options for Active Directory accounts

Save Cancel

2.1.3.7.6 Toggle Visibility of Web APIIDs

When working with the Passwordstate API, you will often need to know various ID values for
Password Lists (PasswordListID) and Password records (PasswordID), to perform one or more of
the API Calls. By default, these ID values are not exposed within the web interface of
Passwordstate, but they can be accessed using the 'Toggle Visibility of WEB API IDs' menu item.

When you select this menu option, the ID values will be shown on the screen, and can be again
hidden by clicking on the same menu item.

For more information about the functions the Passwordstate API can perform, please reference
the 'Web API Documentation' from the Help navigation menu within Passwordstate.
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@ Servers (Password

Scdbd82c345fh96ae72956) ¥ Eavorite

Actions wordlD | Title Password

[+] ndromeda w  Andromeda Serve
[~] Centwus ®a ([ Centaurus Sen
[+] Circinus Circinu:
[+] 42119 Hercules
[+] 4205 Lacerta
[+] Pegasus
[~ ] router] @
° Serpens Serpens Server

Add Import | Documents Permalink | Grid Layout Actions.. ~  List Administrator Actions...

W Shared List (Admin Access) %@ Guide B Strength Policy

Password Strength

L.k & & ¢
Ak ik
i e e e e
ok
L8 & & ¢
L. b 8 ¢
L & & & ¢
i e i e

e

2.1.3.7.7 View Passw ord List Permissions

When you click on the 'View Password List Permissions' menu item, you will be directed to a
screen which shows what permissions have been applied at the Password List Level.

You can grant access to either user accounts or security groups, and the types of permissions you

can apply are:

® Guest - is granted to a user when they don't have access to the Password List, but are granted
permissions to an individual Password record within the Password List

View - only allows read access to Passwords within the Password List
Modify - by default, allows the user to view, update and delete Password records ™ Note: The

Security Administrators can change the behavior of 'Modify' permissions on the page
Administration -> System Settings -> Password List Options
® Admin - Provides modify access, plus all the features under the List Administrator Actions drop-

down menu

grant Mobile Client Access for each of the different permissions as well

2 Password List Permissions

To grant additional access simply click on the ‘Grant Permissions' button, or to modify existing permissions click on the appropriate 'Actions' drop-down menu.
Q Servers & User Account % Local Security Group = Active Directory Security Group
Actions  User or Security Group Guest View Modify Admin Mobile Access Expires
[~] & Fiona Case W "y
3 (] 7 Juniper Engineers 4 "4
[~] & Mark Sandford W "y
Q & Steve Marcel o ¥

[~] & william Wilson W

Return to Passwords Page | Grant New Permissions | Grid Layout Actions... =

Mobile Access - In addition to access Password Lists through the web interface, you can also

From the 'View Password List Permissions' screen, you have the following features available:

Password List Permission Actions

When you click on the 'Actions' menu item for access which has been granted to a user or security
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2.1.3.7.71

group, you can:

® Change the permissions to View, Modify or Admin

® Enable or disable Mobile client access for the permission

¢ Set or modify the time in which their access will be removed - if required
* Allow you to update a notes field as to why the access was given

® Orremove the access altogether

2 Password List Permissions

To grant additional access simply clic

h the 'Grant Permissions’ button, or to modify existing permissions click on the appropriate ‘Actions’ drop-down menu.

-] Servers

Actions User,

urity Group Guest View

Juniper Engineers

Change Access to 'View'

Change Access to 'Modify’

Change Access to "Admin

Enable/Disable Mobile Access

Modify Expiry Time Grid Layout Actions... ¥

Returr
View Local Security Group Membership

Update Access Notes

Ofle@Q@LL5 00

Remove Access

Grant New Permissions

To grant new permissions to a user's account, or to the members in a security group, you can click
on the Grant New Permissions button.

Grant New Permissions

You can grant new permissions to either User Accounts, or members of a Security Group - either
local Security Groups within Passwordstate, or Active Directory based Security Groups.

As you apply new permissions for users, they will also be granted permissions to any upper-level
Password Folders the Password List may be nested beneath - there may be an exception to this if

a Folder is configured to manager permissions manually, but this is the default setting.

When granting new permissions (access) to a Password List, there are three tabs of features
available to you:

Access Permissions

The 'Access Permissions' tab allows you to search for users and/or security groups, and either
grant View, Modify or Admin Access. You can also enable or disable Mobile Client Access for any
permissions added here.
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2 Grant New Permissions

To grant additional permissions to the *Servers’ Password List, simply click on the three Tabs below to specify appropriate permissions
and/or settings.

I ACCess Permissions time based access handshake approval

Search for an appropriate user or security group, and apply the required permissions (use * to search for all).

Search: * |[.']

Search For: @ yser © Security Group

Search Results View Permissions Mobile Access
Enabled Mobile Access for these permissions:

® yes (U No

»

& Bill Sandford

n »
& Brett Hales

<<

& Catherine Smithers Reason for Access

& Click Studios

& Click Studios Test Account Modify Permissions
& Felicity Banks

& Fiona Case -3

& Francis Milligan's ‘e

& Graham Saunders

& Jason Frederick

N . Administrator Permissions
& Jason Mcintyre

n & Greg Mon
& Joe Blogs2 g ty
-5

& John Wayne

. <<

w Lee Sandford

a8 ¥ ke
Status: Save Cancel

Time Based Access

If you require the permissions to be removed after a certain period of time, or at a set time, you
can specify the appropriate time period on the 'Time Based Access' tab.
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2 Grant New Permissions

To grant additional permissions to the "Servers’ Password List, simply click on the three Tabs below to specify appropriate permissions

and/or settings.

access permissions time based access handshake approval

To apply time based access to the selected Password List, please use the appropriate options below.

Access Expires:
MNever
In Days: [0 | Hours: [0 | Minutes: |0

® At Date: 25/10/2014 Time: 900 AM

Status

C]

Save Cancel

Handshake Approval

'Handshake Approval' can be used for Password List which are of a various sensitive nature, and
requires more than one Password List Administrator to approve access, prior to it being given to

the user.

To specify Handshake Approval is require for this Password record, you need to select a Primary
Approver (generally yourself), a Secondary Approver (someone else who has Administrator
Access to the Password List), and the amount of time the Handshake Approval Timer will be

visible on the screen to the two approvers.
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2 Grant New Permissions

To grant additional permissions to the *Servers’ Password List, simply click on the three Tabs below to specify appropriate permissions

and/or settings.

scces permissions __time based acces: [NENPRTRRSE |

Handshake Approval requires two people to approve the access specified under the ‘Access Permissions’ tab, prior to access being

given.

COnce you have selected the two approvers and specified the countdown timer, each user will receive an email notification letting them

know approval is required.

Primary Approver

*

e JOB DIOSL

»

& John Wayne

& Lee Sandford

& Lee Wilson

& License Test

& Loren Miller

& Mark Mills

& Mark Sandford
& Mark Sandford3
& Mark Warburton
& Michael Weathers

& Nicky Lauda -

Status:

Secondary Approver

*

Use Countdown Timer :

Mo Handshake Approval Required

3

& Roger Furmston
® es, with Dual Approval Required In:

Minutes: [I Seconds: [0

& Sam Violantes
& Sergey Rush

& Splunk Account
& =ql account

& Test Copy

& Test Userl

& Test User10

& Test User100

& Test User1000
& Test User1001

Save Cancel

Once the Handshake Approval has been saved, and email will be sent to both approvers asking
them to click on a link and approve the access. The screen below will appear when they click on

the link.

As soon as both users have this '"Handshake Access Request' screen open, the various buttons will

be enabled, and the Primary Approver will then be able to start the timer. Each approver then has
a set amount of time to either approve or deny the request.

™ Note: Administrators of a Password List can choose an to make Handshake Approval mandatory
for all access to passwords (or the Password List), in which case the steps above cannot be
deliberately ignored, or accidentally overlooked.
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Handshake Access Request

4 B K KX

Handshake Approval Request Details

Requsting Access To : Entire Password List
Password : NA

Password List : Servers

Permission : List Administrator Access
User : Greg Monty (halox\gmonty)

Access Expires At : 25/10/2014 9:00:00 AM

Approval Status

Mark Sandford : Online, pending approval
Steve Marcel : Offline, pending session starting
Instructions : Please wait for both Approvers to be online,

Start Tirmer Postpone Approval Approve Decline

2.1.3.7.8 View Recycle Bin

When a Password record is deleted by the user, itis moved to the Recycle Bin, where it can be
later restored or permanently deleted.

™ Note: Clicking on 'Empty Recycle Bin, or 'Delete' from the Actions drop-down menu will
permanently deleted the record(s), along with other related data.

™ Note: There is an option Security Administrators can set on the page Administration ->System
Settings ->Password Options Tab which can also permanently delete linked Password records as
well if required - by default, this is disabled
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2.2

Recycle Bin - Oracle Database Tier =

Usear

Mame

Actions | Title

(] ddfg

[~] regex_delete_test

Description = Local Password

Return to Passwords Empty Recycle Bin

Grid Layout Actions...

Commission Dati Password

o

ocal Password

[4] egex_delete_test

Re (@ View & Compare History of Changes
€ Delete
) Restore

Layout Actions...

T
]

o

wn

Commission Date

Add Folder

Folders are used to simply logically group other Folders or Password Lists - similar to a directory

structure on afile system

When adding a new folder, there are only a few options you must specify, and they are:

Folder Name

Description

Prevent Non-Admin users from Dragging and

Dropping this Password Folder in the
Navigation Tree

Manage permissions manually for this folder

Propagate Permission Downwards

The name of the Folder as it will be displayed in
the Navigation Tree

A description of the folder describing it's purpose

You can prevent users with Non-Admin rights to
the Folder from dragging-and-dropping the
position of the folderin the Navigation Tree

By default, Folders inherit permissions from the
Password Lists which are nested beneath it. You
can choose to manage permissions manually for
Folders if you like. When doing this, any time you
make changes to permissions for nested Password
Lists, you may need to make changes to the
permissions of upper-level Folders as well - unless
you select the option below to Propagate any
permissions on the folder to nested Folders and
Password Lists beneath it

This option allows you to manage permissions at
the folderlevel, and all the permissions added/
modified will be propagated down to any nested
Password Lists or Folders
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Permission Model Overview

There are two ways permissions can be managed for Folders and Password Lists:

® Permissions are managed at the individual Password List level, and any changes to permissions
on the Password Lists are propagated up to any upper level Folders

® Foratop level Folder, you can choose to manage permissions at this level, and propagate those
permissions down to any nested Password Lists or Folders

Propagating Permission Restrictions

If you choose to propagate permissions from the Folder down, there are a few restrictions you
need to be aware of:

® Private Password Lists cannot be nested beneath a Folder which is propagating permissions
down

® The 'Bulk Permissions' feature cannot be used for any Password Lists which are inheriting
permissions from an upper-level Folder

¢ |f dragging and dropping Folders and Password Lists around in the Navigation Tree, you will be
warned and ask to confirm if any changes to permissions to Password Lists will occur

® A couple of System Settings options for applying permissions to newly created Password Lists
will be ignored

* When adding or editing a Password List, the options to clone permissions from other Password
Lists or Templates will be disabled

© 2017 Click Studios (SA) Pty Ltd



Passwords Menu 93

® Add New Folder

To add a new folder, allowing you to organize your Password Lists in a structured way, please fill in the details below

folder details

Please specify appropriate details below, then click on the Save Bution

Folder Settings

Folder Mame * |

Description

Prevent Non-Admin users from Dragging and Dropping this Folder in the Navigation Tree
® Yes No

Folder Permission Model
Permissions on Folders and Password Lists can be managed in one of two ways:

* A Folder can propagate permissions down to all nested Password Lists and Folders
* Permissions set on nested Password Lists can propagate upwards to any upper level folders - each
Password List must have permission set explicitly when doing this
Manage permissions manually for this folder (setting this to Yes means the Folder will not inherit
permissions from any nested Password Lists)
Yes '@ Mo

Propagate Permissions Downwards (by checking this option, permissions on this Folder will be propagated

down to all nested Password Lists and Folders)
Yes Mo

Save Save & Add Another Cancel

2.3 Add Private Password List

Private Password Lists are almost identical to Shared Password Lists, except the only person who
can see a Private Password List and its contents, is the person who created it .

One other difference to Shared Password Lists is 'permission' related options - any options which
relates to permissions will be disabled, as you cannot grant permissions to other users to a Private
Password List.

As the majority of settings and features available when creating a Private Password List are the
same as Adding/Editing a Shared Password List, you can view the documentation for each of the
tabs here - Password List Details Tab, Customize Fields Tab, Guide Tab & API Key & Settings Tab.

™ Note: Be very careful if you choose the 'Use Separate Password' Additional Authentication
option for your Private Password Lists. If you forget this Password, Security Administrators of
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24

Passwordstate are not able to reset it, meaning you will have lost access to the Password List.

™ Note: When you add a new Private Password List, your account will be granted Admin rights to
the Password List, and it will be positioned in the Navigation Tree just below the selected node
(Password List or Folder). You can then drag-and-drop the Password List to any position in the
Navigation Tree that you like.

= Add New Password List

To add a new Password List, please fill in the details below for each of the various tabs.

Note: You will receive Administrator permissions to the Password List once it is created (unless you're copying permissions from another Password List)

password list details customize fields guide api key & settings
Please specify Password List settings manually below. Or copy settings/permissions from existing Templates or Password Lists.
Password List Details Copy Details & Settings From

Password List * ”

Copying a Template or another Password List's settings will populate all
fields/settings on this screen, except for any API Keys,

Description

Image - Select Image - - B - Copy Settings From Template - -

Password Strength Policy * Default Policy ~ E M - Copy Settings from Password List - M

Password Generator Policy * My Personal Generator Options V| = E Link this Password List to the selected Template.

Code Page * Use Passwordstate Default Code Page M Copy Permissions From

Additional Authentication*  none Required M If you would like to copy permissions from an existing Template or Password

List, please select the appropriate option below.

ssword resetting with other systems &
rd List to be Exported &

Time Based Access Mandator
Handshake Appr

Default Password Reset Schedule

andatory F Your Security Administrator(s) have disabled Password Resets for

# Prevent Password reuse for the last|5 passwords Private Password Lists.
Force the use of the selected Password Generator Poli
Hide Passwords from Non-Admin users, and disable copy-to-clipboard feature These default settings will be applied to Password records which are
Popup the Guide an each access to this Password List configured for Resets.

¥ Prevent Non-Admin users from Dragging and Dropping this Password List &
¥ prevent saving of Pa d records if a "Bad' password is detected
Users must first sj y & reason why they need
Prevent Non-Admin users from manually changing
Set the Expiry Date to Current Date + |0 Da

When Passwords expire, Auto-Generate a new one and perform any reset
tasks at the time of:

view, edit or copy passwords
lues in Expiry Date fields 0 Hour 00 Minute, and add (80 | Days to the Expiry Date

when adding new passwords

Reset Expiry Date to Current Date + |0 Days when manually updating Passwords

Additional Authentic

aton only 'SqJIIGd ance per sessior
Show "Active Directory Actions' options for Active Directory accounts

Save Save & Add Another | Cancel

Add Shared Password List

Shared Password Lists are used to share Passwords with teams of people, and allows various types
of permissions to be applied - View, Modify or Administrator.

Once a Shared Password List is created, you can then start adding passwords to it, and then sharing
those passwords with other team members.

As the settings and features available when creating a Shared Password List are the same as
Editing a Shared Password List, you can view the documentation for each of the tabs here -
Password List Details Tab, Customize Fields Tab, Guide Tab & AP| Key & Settings Tab.
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™ Note: When you add a new Shared Password List, by default your account will be granted
Admin rights to the Password List (Security Administrators of Passwordstate can change this
setting though), and it will be positioned in the Navigation Tree just below the selected node
(Password List or Folder). You can then drag-and-drop the Password List to any position in the
Navigation Tree that you like.

™ .
1= Add New Password List

To add a new Password List, please fill in the details below for each of the various tabs.

Note: You will receive Administrator permissions to the Password List once it is created (unless you're copying permissions from another Password List)

rd list details customize fields guide

api key &t settings

Please specify Password List settings manually below. Or copy settings/permissions from existing Templates or Password Lists.

Password List Details Copy Details & Settings From

Password List “ Copying a Template or another Password List's settings will populate all
. fields/settings on this screen, except for any API Keys.
Description
Image - Select Image - v B - Copy Settings From Template - =
Password Strength Policy = Default Policy > B - Copy Settings from Password List - <
Pa d Generator Policy* My Personal Generator Options ~ B E Link this Password List to the selected Template.
Code Page™ Use Passwordstate Default Code Page v B Copy Permissions From
Additional Authentication * Mone Required T ® If you would like to copy permissions from an existing Template or Password

List, please select the appropriate option below,

- Copy Permissions from Template - -

- Copy Permissions from Password List - -

ord resetting with other systems &

Default Password Reset Schedule

Time Based Access Mandatory
Handshake Approval Ma

| Prevent Password reuse for the last |5 passwords
Force the use of the selected Password Generator Policy

from Non-Admin users, and disable copy-to-clipboard feature

These default settings will be applied to Password records which are
configured for Resets,

When Passwords expire, Auto-Generate a new one and perform any reset

n each access to this Password List tasks at the time of

¥ prevent Non-Admin users from Dragging and Dropping this Pa

# prevent saving of Password records if a "Bad' password is dete
Users must first specify
Prevent Non-Admin users from manually
Set the Expiry Date to Current Date + |0

[ 00 ~ Hour 00 = Minute and add |90 |Days to the Expiry Date

a reason why tl Y passwords
lues in Expiry Date fields

when adding new passwords

Reset Expiry Date to Current Date + 0 Days when manually updating Passwords
Additional Authentication only required once per session &

Show "Active Directory Actions® options for Active Directory accounts

Save Save & Add Another || Cancel

2.5 Administer Bulk Permissions

The standard method of apply permissions to a Password List is via the Grant New Permissions
button for each individual Password List.

The Administer Bulk Permissions feature allows you to search for either a User Account or Security
Group, and then apply permissions to multiple Password List at once. When you search for a User
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2.6

Account or Security Group, it will show the Password Lists they don't have access to (Available
Password Lists), and the Password Lists they already have access to (either in the View, Modify or
Administrator Permissions text boxes).

™ Note: A couple things to note about this feature - 1. Only Password Lists will show which you
have Administrator rights to, and 2. Any Password Lists which have Time-Based Access or
Handshake Approval set as mandatory, will be disabled in the search results.

#t Administer Bulk Permissions for Password Lists

Administering Bulk Permissions is a three step process - 1. Search for a User or Security Group, 2. Apply new or modify

sting permissions, and 3. Save the changes.

Note 1: You cannot administer bulk permissions for

sswords Lists v

Note 2: Only Password Lists you are an Administrator of will

be available on this screen

have mandatory options set for Time Based Access or Handshake Approval.

access permissions

Search for an appropriate user or security group, and apply the required permissions (use * to search for all)

Search :

Search For: @ User

Search Results

& Bill Sandford

& Brett Hales

& Catherine Smithers
& Click Studios

& Click Studios Test Account
& Felicity Banks

+. Fiona Case

& Frandis Milligan's
& Graham Saunders
& Greg Monty

& Jason Frederick

& Jason Mcintyre

|~ ]

Security Group

Available Password Lists

| (o

(=)\Canon Printers
T\, \CustomersiCustomer's A\Database Accounts
= "Custemers\Customer's A\Oracle Database Tier
] \CustomersiCustomer's A\SCCM
G\CU;tcmer;\CustomEr s A\Servers
&\Customers\Customer's BALAN Switches
J’U\Cuﬁtcmera\c ustomer's B\SQL Server
€5'\Customers\True Power SA\Routers and Switches
€3\Customers\True Power SA\Stealhead Appliances
& \Gen Field Encryption

£ \ISP Related Accounts\BigPond\Bigpond ISP Accs

£

View Permissions

&\Customers\Customer's B\Network Monitoring

Modify Permissions

Q “Customers\Customer’'s A\Generic_Unix

Administrator Permissions

28 \ISP Related Accounts\Optus\Optus ISP Account's

Mobile Access
Enabled Mobile Access for these permissions:

® ves U No

Reason for Access

>
&Joe Blogs2 ISP Related Accounts\Optus\Optus Fibre\MeAfe
EWrnn s LA A ~ooA e

& John Wayne
e e e 4

Save

Expiring Passwords Calendar

The Expiring Passwords Calendar feature provides you wish a graphical calendar view of when
Passwords are set to expire - based on the Expiry Date field.

On this calendar you can:

® Navigate back and forth by Day, Week or Month

® Click on the Password record allowing you to edit it's details i.e. reset the password and the
Expiry Date field if you want.
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2.7

€ > today - oct, 2014 DAY | WEEK
Sun Mon Tue Wed T Fr Sat
28 29 30 01 Oct 2 3 4
port
5 6 7 8 9 10 1
Spl Accou
12 13 14 15 16 17 18
19 20 21 22 23 24 25
HYPERV1'\Administrator
more..
26 27 28 29 30 21 01 Nov

Password List Templates

Password List Templates can be used to apply consistency to settings for your Password Lists. They
can be used in the following way:

® You can apply a Template's settings as needed (once off) when you add a new Password List, or
edit an existing Password Lists' settings ( Password List Details Tab )
® You can link Password Lists to a Template, and then manage all settings from the Template.
When you do this, the majority of options for the Password List will be disabled when you chose
to Edit Password List Details
® You can also apply permissions to a Template, and these permissions can be used for:
o Allow other users to see the Templates via the 'Password List Templates' menu option
o Allow other users to also modify the settings for the Template via the 'Password List
Templates' menu option
o Applying permissions to a Password List as needed (once off) when you add a new Password
List, or edit an existing Password Lists' settings ( Password List Details Tab )

™ Note: Permissions on a Template are not used when Linking Password Lists to a template - this
can only be done when adding a new Password List, or editing the settings for an existing one.

You can either create Templates by clicking on the Add New Template button on this screen, or via
the Save Password List as Template option for an existing Password List.
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BE Password List Templates

Actions  Password List Description Linked Password Lists | Deny Export

T T

£ All Options Enabled

@ Corporate ISP Accounts Template @y Co

& Gen Field Encryption Testing

Local Admin Accounts Template
@ My Personal Sites

@ Oracle DB Template wa

& Riverbead Stealhead Template
% SOL Database Template

() TestTemplate

& WAN Routers - Secure

Web Site's

000000000000

# Windows Test Template

Add New Template Toggle ID Column Visibility Grid Layout Actions..

Editing a Template Settings

Editing the settings for a Template is almost identical to that of a Password List, and can be
accessed via clicking on the appropriate 'Password List' hyperlink you see in the Grid above.
Please reference the documentation for each of the tabs here - Password List Details Tab,
Customize Fields Tab & Guide.

™ caution: When editing a Template's settings when it is linked to other Password Lists, if you
change any of the Field Types for any Generic Fields, these fields will have their data cleared/
blanked in the database when you click on the 'Save' button. This is because the different Generic
Field Field Types need to have their data treated differently. There are multiple warning
messages within the Passwordstate as well for this, so please be aware.

Password List Template Actions

From the 'Actions' drop-down menu, you have various features available:

® View Permissions applied to the Template - this also allows you to add/update/delete
permissions as required

® You can Link Password Lists to the Template

® You can delete the template

™ Note: If you delete a Template which is linked to one or more Password Lists, these Password
Lists will bet set to use the Templates' settings as there were prior to you deleting the Template.
You can then go ahead and modify the settings of the Password Lists as required.
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B8 Password List Templates

Listed below are all the Password Ligf Templates you have created, or been given access to

Actions | Passwor Description

T T

K

8 All Options Enabled PreventDragCrop

View Permissions ting Gen Field Encryption Testing
Linked Password Lists :mplate Local Admin Accounts Template

DEIEt_E' Te:mplate My Personal Sites

0 ©%le OO

& Oracle DB Template Mg Oracle Database Password List

99

B Corporate ISP Accounts Template M Corporate Dial-up ISP Accounts for,

271 Add New Template

You will notice from the screenshot below the settings for a Template are almost identical to a
Password List, so please reference the documentation for each of the tabs here - Password List
Details Tab, Customize Fields Tab & Guide Tab. One exception to this is the APl Key tab, as each

Password List's APl Key details must be unique.

™ Note: When you add a new Template, you will be giving Administrator rights to it.
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2.7.2

B Add New Password List Template

To add a new Password List Template, please fill in the details below for each of the 3 tabs

customize fields guide

Please specify Password List settings manually below.

Password List Details

Password List * |

Description

Image - Select Image - M
Password Strength Policy * Default Policy -~ B
Password Generator Policy * My Personal Generator Options > B
Code Page Use Passwordstate Default Code Page - B
Additional Authentication * Mone Required - E

Password List Settings

password resetting with other systems &

Enable Password Resets - allows

<

Handshake Approval M E

Y

Prevent Password reuse for the last |5 passwords
Force the use of the selected Password Generator Policy
Hide Passwords from Non-Admin users, and disable copy-to-clipboard feature

Popup the Guide an each access to this Password List
¥ Prevent Non-Admin users from Dragging and Dropping this Password List
¥ Prevent saving of Pa d records if a "Bad' password is detected

Users must first
Prevent Non-Admin users from manually chang

Set the Expiry Date to Current Date + |0

eason why they need to view, edit or co
lues in Expin
dding new passwords

passwords

Reset Ex ate to Current Date + |0 Days when manually updating passwords

Authentication only required once per session =

Additional
Show "Active Directory Actions’ options for Active Directory accounts

Default Password Reset Schedule

These default settings will be applied to Password records which are
configured for Resets,

When Passwords expire, Auto-Generate a new one and perform any reset
tasks at the time of;

00 «~ Hour go ~ Minute and add |90 |Days to the Expiry Date

Save Cancel

Linked Password Lists

When you link one or more Password Lists to a Template, the majority of settings for the linked
Password Lists are then managed via the Template - which the exception of the details on the API

Key Tab.

Linking Password Lists to a Template is very simply process - move the Password List you want to
link into the 'Linked Password List(s)' text box, and click on the 'Save' button.

™ Caution: When linking Password Lists to a Template for the first time, if the Password List has
some Generic Fields specified which are different to any Generic Fields specified for the
Template, these fields will have their data cleared/blanked in the database when you click on the
'Save' button. This is because the different Generic Field Field Types need to have their data
treated differently. There are multiple warning messages within the Passwordstate as well for

this, so please be aware.
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2.8

= Linked Password Lists
Below are a list of Password Lists which can be, or are already linked, to the Template "WAN Routers - Secure’.
Note 1: A Password List can only be linked to one Template at a time. If already linked to another Template, it will be disabled in the *Available H

Note 2: If you link a Password List to this Template, and the Template has different Generic Field field types compared to the Password List, ther
the Password List (when you click on the "Save’ button)

Mo i T

Link to Template "WAN Routers - Secure’

Available Password List(s)
| Q)

= \Canan Printers

r\ “Customers\Customer's A\Database Accounts

Q \Customers\Customer's A\Generic_Unix

tm WCustomers\Customer's A\Oracle Database Tier
mal"CustomersiCustomer's AVSCCM

Q \Customers\Customer's A\Servers

&\ Customers\Customer's B\LAN Switches

&\ Customers\Customer's B\Network Monitoring <
_.].J YWustomers\Customer's B\SOL Server

5"\ Customers\True Power SA\Stealhead Appliances

#\Gen Field Encryption

& %SP Related Accounts\BigPond\Bigpond 15P Accounts

&£ WISP Related Accounts\Optus\Optus Fibre\McAfee IPS

FF ISP Related Accounts\Ootus\Ootus Fibre\Ootus ISDN Afc i

Count: 26

Status.

Linked Password List(s)
| -]

3 \Customers\True Power SA\Routers and Switches

Count: 1

Save Cancel

Request Access to Password Lists

Itis possible to request access to a Password List, or individual Password records, if you do not
already have access. When requesting access, the email request will be routed to the
'Administrators' of the Password List you are requesting access to - the Administrators will also
receive popup reminders when they visit the Passwordstate web site, in case an email is not
delivered oris deleted.

The 'Request Access to Password Lists' screen shows all the Shared Password Lists, and what
access you already have - if any. From here you can request access to a Password List, or access to
an individual password within a List by clicking on the appropriate link in the 'Password List'
column.
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% Request Access to Passwords

Depending on options set by your Security Administrators, you can either request access to entire Password Lists or individual passwords.

To request access to a Password List, you can do so by selecting the appropriate option from the 'Actions' drop-down menu.

Note: The Guest, View, Modify & Admin columns show what permissions you already have to the Password List.

Actions  Password List Description Guest View Modify Admin Expires
T T

[+] $ \Banking Sites Banking Sites

o o \Canon Printers & Service accounts for all Canon Printers o
(] ©, \Customers\Customer's A\Database Accounts Database Accounts s
(] D \Customers\Customer's A\Generic_Unix Generic Unix Accounts o
[] @ \Customers\Customer's A\Oracle Database Tier & Oracle Database Password List '
[+] o \Customers\Customer's A\SCCM SCCM Administrative Accounts o
(] @ \Customers\Customer's A\Servers Servers o
(] & \Customers\Customer's B\LAN Switches National Wide LAN Switches «
(] & \Customers\Customer's B\Network Monitoring Network Monitoring List for all Tools «
(] #, \Customers\Customer's B\SQL Server & Microsoft SQL Server Accounts '

I EE R

Grid Layout Actions.. =

Page: 1 of4 Page size: 10

Item 1 to 10 of 35

Request Access to a Password List

You can request access to a Password List by selecting the appropriate level of access from the
'Actions' drop-down menu.

& Request Access to Passwords

Depending on options set by your gecurity Administrators, you can either request access to entire Pas

To request access to a Passwgdd List, you can do so by selecting the appropriate option from the ‘Acti

Mote: The Guest, View, pfodify & Admin columns show what permissions you already have to the Pass

Actions | Pagglvord List Descrig

4]

&% Request 'View" Access
f% Request 'Modify' Access
&% Request 'Admin’ Access

o

% ‘\Banking Sites

Jatabase Accounts

Seneric_Unix

VCustomersyCustomer's A\Oracle Database Tier Cracle

You will then be presented with a popup window where you can specify a reason as to why you
require access. When you click the 'Submit' button, the request will be routed to the
Administrator(s) of the Password List.

When requesting access, you can send the request to all Administrators of the Password List, or
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you can pick a specific Administrator to send the request to.

% Request Password List Access

To request access to the Password List ‘Banking Sites’ with the details below, please specify a

reason why and click on the 'Submit® button.

Request Details :

Password List :
Password Title :
Access Type:
Access For:
Reason:*

Send Request To :

Banking Sites (Banking Sites)
Mot applicable
Modify Access
Mark Sandford

All Security Administrator(s)

Submit Cancel

29 Request Access to Passwords

If you only require access to one or more individual password records, and not an entire Password
List, the 'Request Access to Passwords' menu allows you to search for the password you require,

and then request access from the Password List Administrator(s).

Once you have found the password you require access to, simply choose the preferred access
level from the appropriate 'Actions' menu, and then submit your request.
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% Search and Request Access to Passwords

propriate ‘Actions’ drop-down menu below, then follow the on-screen instructions,
Actions Password List Title User Name Description Password View Modify Expires
T T
-] sef
(-]
o hh_ppp oduction Account 1
(] blah houldn't leave it blank
o
(-]
[+] hh_ppp Account 1
(] blah Really shouldn't leave it blank
-]
-]

ccount

e 1 ‘?':E Page size: 10 tem 1to 10 of 15

Grid Layout Actions.. ~

210 Toggle All Password List Visibility

By clicking on the 'Toggle All Password List Visibility' menu option, all Shared Password Lists will
be displayed in the Navigation Tree.

The Password Lists you do not have access to will be colored in Red, and by clicking on the

Password List in the Navigation Tree, you will be given the opportunity to request access to the
Password List.

™ caution: Depending on how many Password Lists and Folders are recorded in your database,
making them all visible on the screen may cause delays in rendering the Navigation Tree - it
depends on entirely how much HTML needs to be rendered. If this is of a concern, your Security
Administrators can disable this feature from the Administration -> System Settings screen.
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Q *

23| Passwords Home
(= Canon Printers
¥ [ Customers
# Gen Field Encryption
# Gen Field Encryption 2
¥ |51 ISP Related Accounts
Local Admin Accounts
2 My Personal Sites

ew Web Site's
“r Optus Dialup

=, Optus Wireless
# RsA Logins
o) SharePoint Accounts

B Solarwinds Eminentware Support

& Test Private

o) Web
& Windows Accounts

& Windows Accounts - SandDomain
£ Windows Resources

i Windows Resources - SandDomain
Whstn Administrator

3 Tools Menu
There are three options available under the Tools menu.

Password Generator Allows you to generate one or more randomly generated
passwords

Remote Session Launcher Opens a separate browser window, which will not log you out, that

allows for remote session launching to hosts i.e. RDP, SSH, Telnet
and VNC
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3.1

Self Destruct Message Allows you to generate and send a Self Destruct email message to
another user

Password Generator

The Generator menu is where you can access your personal settings for the Password Generator
built into Passwordstate, and also allows you to generate any number of random passwords with
your personal settings.

™ Note: The Security Administrators of Passwordstate can create different Password Generator
Policies and apply them to various Password Lists, so if you generate a new random password
when adding/editing a Password record, the password does not seem to conform to your personal
settings, then most likely a different Password Generator has been applied to the Password List.

The Password Generator screen comprises of three tabs - two for specifying the settings, and one
for generating the random passwords.

Alphanumeric & Special Characters

The Alphanumeric & Special Characters tab allows you to specify the desired length of the
password you wish to generate, as well as settings for letters, numbers, special characters and
various forms of brackets.
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8 Password Generator

Please use the vanious tabs below to specify options for your Personal Password Generator options.

generate passwords alphanumerics & special characters word phrases
¥ include Alphanumerics & Special Characters

Password Length

Length :|8 IMinfiz | max

Alphanumerics

¥ Lower-case  # Upper-case ¥ Numbers
I Include higher ratio of alphanumerics vs special characters

I Include ambiguous alphanumerics (1, |, o, 0 and 1)

Exclude the following characters and numerics
‘ahchBCD

Special Characters

I Include the following special characters

l@#s%~ar+/= - |

U Include the following brackets

Inog-<> \

Generate Using a Pattern

| Generate based on a pattern of upper and lowercase letters, and numbers
uulllinnnnillinnnmn

| for Lowercase, u for uppercase, and n for numbers i.e. ullllnnnnlllinnnn

Save Options

Word Phrases

The Word Phrases tab allows you to insert a random word at the beginning of the password,
somewhere in the middle, or at the end. You can specify how many words to create, what length,
and what form of separation you would like between the word and the rest of the random
password - either dashes, spaces or nothing.

Passwordstate has 10,000 different words it can choose from, all of different lengths.
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B Password Generator
Please use the various tabs below to specify options for your Personal Password Generator options
generate passwords alphanumerics & special characters word phrases

¥ Include Word Phrases

Quantity & Length

Number of Words : 1

Maximum Word Length: |4

Positioning
® Prefix Words to Alphanumerics & Special Characters
Append Words to Alphanumerics & Special Characters

Insert Randomly into Alphanumerics & Special Characters

Separation
® Separate Words with Dashes
Separate Words with Spaces

Mo Separation

Save Options

Generate Passwords

The Generate Passwords tab is where you specify the number of random passwords you want to
generate.

It's not necessary to click on the 'Save Options' button if you simply want to test different options
under the two other tabs, but you will need to click on this button if you want to retain these
settings for future use.

™ Note 1: You can also generate some random passwords based on the settings of a Password
Generator Policy by selecting a policy from the dropdown list on this screen.

™ Note 2: The 'Generate & Spell' button will spell out passwords for you in the format of tango
echo yankee foxtrot, etc
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B8 Password Generator

Flease use the various tabs below to specify options for your Personal Password Generator options

generate passwords alphanumerics & special characters word phrases
Use settings from: My Personal Generator Options -
Mumber of Passwords @ |15 Generate Generate & Spell Select All

cot-JyeHz3MpFs5R
emit-Q85ZEST)rRfg
rice-2MxkgGRSPVN
jots-3MpsHTLIr
net-Q6SZEST)rRig
lees-gXixnsTVY3Ius
tear-sWilxRHPz7w
wags-UsgzrWPGHFx
dry-89XQLizn
glad-XWx823ptES
next-Xn3ZhtzPKJYf
flee-pzyaldi3
twig-zdt/geRpsiY
rib-LvMNKgepTQ
ease-NvO7Tds)z

Save Options

3.2 Remote Session Launcher

The 'Remote Session Launcher' menu allows for remote session launching to hosts using RDP, SSH,
Telnet or VNC. If your session in Passwordstate times out while on this screen, you will be
returned back to it when you next login.

Note: Remote Session Launching is only available from Windows Hosts

In order to use the Remote Session Launcher feature, the following is required:

® You must have PowerShell 3.0 or above installed on your desktop computer, and the
Passwordstate Remote Session Launcher utility

® You must have added/imported/discovered the Hosts you want to initiate the Remote Session
with, and have been give access (permissions) to the Hosts - Hosts and Resources

® You must have created one or more Remote Session Credentials queries, so the automatic
logins will occur - Remote Session Credentials
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3 Remote Session Launcher i Screen Options
I Q| Search Hosts L Recent Hosts
Actions | Host Name Host Type Operating System Actions | Host Name
No records found or you must enter some search criteria, [ [Ewin7downloadpchaloxnet

(-] A win2k12ad halox.net

I Remote Session Statistics

Sep0214:35 Sep 02 15:30 Sep 02 15:50 Sep 021551 Sep 02 16:35 Sep 02 16:38 Sep 02 16:39

Sep 02 16:52

Sep 02 16:53 Sep 02 16:56 Oct0g 11:20 Oct0g 11:47

Authentication Options

There are several possibilities for supplying credentials for the Remote Session login:

¢ |f only one credential is found from the query/queries you have created on the Remote Session
Credentials page, then simply clicking on the Host in either of the 'Search Hosts' or 'Recent
Hosts' grid will launch the remote session and log in for you automatically

¢ |f more than one credential is found from the query/queries you have created on the Remote
Session Credentials page, then you will be presented with a popup page asking you to choose

which credential to authenticate with

¢ |f you simply want to specify the authentication credentials manually, then you can do so using
the 'Manual Credentials for Remote Session Launch' menu option as per the screenshot below

# Remote Session Launcher  ## Screen Options

win2k12 & Q Search Hosts

Actions ost Name

o

<® Manual Credentials for Remote Session Launch

& win2k12ad.halox.net

CJ win2k12disc2.halox.net

& winZk12exhalox.net

C win2k12r2disc1.halox.net

& win2k12test1.halox.net
& win2k12tfs.halox.net

& winZk12web1.halox.net

000000

Host Type

Window

W

W

Lk

W

WAF

Lk

W

WA

LL}

W

Naows

naow

Naows

Naows

Naows

Naows

Naows

Operating System
Windows Server 2012
Windows Server 2012
Windows Server 2012
Windows Server 2012
Windows Server 2012
Windows Server 2012
Windows Server 2012

Windows Server 2012
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2 Remote Session Launch

Please supply credentials below to initiated a Remote Session connection to Host
‘winZk12ad.halox.net’.

UserMame * ||

Password * |

Launch Close

3.3 Self Destruct Message

The Self Destruct Message menu allows you to generate and send a Self Destruct email message
to another user - the message expires after the set time period, if not read.

Creating a Self Destruct message is a two step process:
1. Specify the message, how long the message will be active for, and how many times the
message can be viewed

2. Then choose the user you want to send the message to

The message will no longer be available for viewing either when the user has viewed it the
specified number of times, or the message has expired.

© 2017 Click Studios (SA) Pty Ltd



112 Passwordstate User Manual

& Create Self Destruct Message

Enter your message that you wish to encrypt.

=
N~
=
[
w
M
]
1]

|

Hi John,

Regards
Mark

Pl VSR ¢ HTML D Preview

ically self-destruct this message if not viewed in:

w the self-destruct message to be viewed (x) times

3 days

Once

| A~ &~ Segoe Ul T.. = 13px - | BF|

Create Link Close
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& Copy or Email Self Destruct Message URL

o email a user the Self Destruct Message URL, please select of type the email address below.

Select Email Address * John Wayne(testing@clickstudios.com.a J)| H
Subject Passwordstate Self Destruct Message
Message URL https://passwordstate7.halox.net/sdm=6ffd322fa9fc48c0b965aa300285deed

| E@E B 7 U4l
Hi,

You've been sent a Self Destruct Message from Passwordstate, and you can view the detail of the message by clicking the

URL below.

URL: https://passwordstate?.halox.net/sdm=6ffd322fa9fc48c0b9652a300285deeq

EE| A - & | FontName - Real. v | TF|

This message will expire 2 days from the time of this email being sent.

Passwordstate - Secure Password Management.

https://passwordstate?.halox.net

# Design L+ VIR + Q=R

Send Email Close

4 Resets Menu

The Resets menu contains the bulk of the features which allows for Password Resets to occur on
remote Hosts, Remote Sessions to be launched (RDP, SSH, Telnet and VNC), and to validate
passwords stored in Passwordstate match what is currently in use on the remote Hosts/Systems.

Hosts
Hosts and Account Discovery

Queued Password Resets

Scripts - Account Discovery

Scripts - Password Resets

Add/Import/Edit hosts

Allows you to discovery Windows Hosts, Local Admin Accounts, and
Windows Services/IIS Application Pools/Scheduled Tasks which are
using a domain account as their identity

Shows any records which are currently sitting in the queue to
perform password resets

Shows the two default scripts for perform various types of account
discovery on your network

Shows all the default, and any custom, PowerShell scripts for
performing password resets on AD accounts, and any accounts on
remote Hosts

Scripts - Password Validation Shows all the default, and any custom, PowerShell scripts for

performing account password validation in AD and on remote Hosts
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4.1

Hosts

The Hosts Menu allows you to Add/Import/Edit hosts into Passwordstate, so they can be used to
perform Password Resets for accounts used on the Hosts, or so they can be used for the Remote
Session Launcher feature.

On this screen there are various features available to you, in particular:

Adding Hosts manually

Importing Hosts via a CSV file

Exporting Hosts to a CSV file

Setting a Host to 'Unmanaged' status - setting an Host to unmanaged means no Password Resets
account occur for accounts on the Host

Send a Heartbeat request to the Host to see if it is available on the network (You can also set the
time frame in which regular scheduled Heartbeats occur for different operating systems, on the
screen Administration -> Host Types & Operating Systems

® And deleting a Host

™ Note 1: By default, all users of Passwordstate has access the Hosts area. If you want to restrict
this, it can be done via the screen Administration -> Menu Access, where you can hide the entire
menu. If you want your users to see all the Host records, but make no changes to them, then you
can restrict this access via the screen Administration -> System Settings -> Host tab

™ Note 2: On the screen Administration -> System Settings -> Hosts, there are various settings
you can configure for the Host Heartbeat polling process, including setting a Host to Unmanaged,
or deleting the Host record, if it's not seen on the network for a set period

& Hosts
fow are all the Hosts which have been added to Passwordstate
Hosts Filters

Host Name Host Type Sy
All Host Types e h SQL Serves MysQL Server Oracle Serve Search

0000000000 -

Adding New Hosts Manually

When adding new Hosts, there are a few things to consider:

e Specifying the FQDN for the host name results in improved performance when resetting
passwords, and launching Remote Sessions. It also offers greater flexibility for non-trusted
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Active Directory Domains, as you can apply Password Reset Scripts, Password Validation Scripts,
or Remote Session Credentials, based on the domain name the host is joined to

® The Tag field can be any value you like, and is included in the search results when searching for
the 'Host Name'. If using a Discovery Job for searching for Hosts in Active Directory, there's an
option to include the Host's OU in the Tag field

¢ If the Host is a MS SQL, MySQL Server or Oracle Server, you can specify Instance details and port
numbers if needed, so Passwordstate can connect to it to execute Password Reset Scripts

¢ |f using the Remote Session Launcher utility, you can specify various properties for launching
remote sessionsi.e. Connection Type, Port Number, and possibly any other Remote Session
Parameters needed for the Remote Session client program you're using

™ Note: As Telnet traffic s unencrypted, itis recommended you avoid using Telnet for
connectivity if possible.
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4.2

L Add New Host

To add a new Host, please fill in the details below.

Mote: When the Host is added, your account will be given permissions to it. You can assign permissions for other users after the Host has been saved

host details

Please specify details for the Host as appropriate,

General Host Properties

Host Name: *
Fully Qualified Domain Name (FQDN) provides greater flexibility and performance, or NetBIOS
name can be used if needed
Tag:
Can be any descriptive Tag you want, which is also included in Host search results
Host Type: * Windows hd
Operating System: * Windows Server 2012 -
Database Server Type L sqL server L MySQL Server U Oracle Server

Database Instance:

This is for an SQL Server Instance, or Oracle Service Name if required
Database Port Number:

Leaving blank should work in most cases

Remote Connection Properties

By specifying appropiate settings below, this will allow a remote connection to the host directly from within Passwordstate.

H Telnet WNC

[
v

Connection Type * ® RDP

Port Number * 3380
Additional Parameters

The parameters below will be passed to the Passwordstate Remote Session Launcher, in an encrypted format. If the client your
using for Remote Sessions requires additional command line parameters to function, can can specify them above.

Parameters Passed : Host Name, Port Number, UserName and Password

Save Save 8 Add Another Cancel

Hosts and Account Discovery

The Hosts and Account Discovery Menu allows you to discovery Windows Hosts on your network,
Local Admin Accounts, and Windows Services/IIS Application Pools/Scheduled Tasks which are
using a domain account as their identity.

There are 3 categories for Discovery on your network:

1. Discovering Windows Hosts

2. Discovering Local Administrator Accounts on Windows Servers/Desktops

3. Discovering Windows Dependencies - Windows Services, 11S Application Pools and Scheduled
Tasks which are configure to use a domain account as their identity
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™ Note 1: Please refer to the document 'Password Discovery Reset & Validation
Requirements.pdf' for system requirements for the Discovery Process to work - it relies on
PowerShell in your environment to function

™ Note 2: If you only want a Discovery Job to execute once, you can disable itin the 'Actions'
dropdown menu

™ Note 3: By ticking the 'Simulation Mode' checkbox, it will perform the discovery and email you
the results, without making any changes to the Passwordstate database.

R Host and Account Discovery

Below are all the Host and Account Discover

X %X %% %X E

x

x

‘_
1 0000000000 :

>

Discovery | Grid Layout Actions..  ~

Discover Windows Hosts

Discovering Windows & Linux Hosts on your network is simply a query of your Active Directory
domain - Passwordstate does not go out into your network discovering host by host manually.
Because of this, no specify system requirements are necessary, except for a domain account with
privileges to query Active Directory.

When discovering new Windows & Linux Hosts, you have the following options available to you:

® Which Active Directory domain to query

® To query specific AD OUs, you can click on the 'Active Directory OUs' tab and specify them here

® Which type of Hosts you want to discover, based on the Operating System Level

® Only discover Hosts which have been logged into based on a set date i.e. only machines logged
into since July 2014

® You can also set the Tag field for a Host to be the value of the Active Directory OU it belongs to

® As users in Passwordstate need to be given permissions to Hosts in order to use them for
various features, you can set permissions on the 'Permissions' tab

® You also need to specify the 'Privileged Account' identity which will be used to query your
Active Directory Domain. These Privileged Account Credentials can be added/editing/updated
on the screen Administration -> Privileged Account Credentials

¢ And finally the schedule for how often you want the Discovery Job to be executed

™ Note: When query Active Directory for Hosts, it is the value of the OperatingSystem AD
Attribute which is queried. If you go to the screen Administration -> Host Types & Operating
Systems, you can see what attribute is currently set for each different operating system
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¥ Add Hosts Discovery Job
To add a new Discovery job to find Hosts on your network, please select the appropriate options on each of the tabs below and click on the 'Save' button.
I discovery job settings active directory ous permissions schedule

Discovery Job Name ~

Description *

Active Directory Domain * . halox.net -

Active Directory OUs . Please specify at least one OU on the 'Active Directory OUs' tab.

Simulation Mode : simulation Mode will email you the results without adding/updating any data in the database

Discovery Search Criteria
Please select which search options you would like to define for the Discovery Job.
Discover hosts with the following Operating Systems: -

Only discover Hosts where the Last Logged on date is greater than or equal to :

Discovery Actions
Populate the Host's Tag field with the Organizational Unit (OU) it belongs to:

® yes No

When a new Host is found, set its Remote Connection Properties to :

® RDP 55 Telnet VMNC  Port Number: |3389

If an existing Host in Passwordstate is no longer found in any of the OUs specified, perform the following action for the Host record in Passwordstate:

® Do Mothing Set it to Unmanaged Delete it

Privileged Account Credentials

Please select which Privileged Account Credentials will be used to execute this Discovery Job.

-- Select Privileged Account Credential - -

Save

Cancel

Discover Local Administrator Accounts

When discovering Local Administrator Accounts on Windows Hosts on your network, there are
many options available to you. In particular:

You can filter on the type of Hosts you want to query, based on the Operating System type, or
any sort of Host Name wildcard match - this queries the Hosts found on the screen Hosts
If anew Local Administrator's account is found, you can specify which Password List to store the

password record into. If the account is found in another Password List when the discovery

executes, it will not add in a duplicate record
As it's not possible to decrypt Windows Passwords, you will need to specify what password will

be recorded in Passwordstate initially for the Local Admin account, or you can generate a

random one. You also have the option to perform a password reset for any newly discovered

accounts, and the password value for these accounts will be set to what's selected here -
a static password, or a randomly generated one

When new records are added to the selected Password List, you have the option to also specify

either
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some detail for the Title and Description fields.

® You also need to specify the Privileged Account Credentials to use when interrogating your
Windows Hosts on the network - this account will need sufficient privileges to query the
membership of the Administrator's Security Group

¢ |f you do not wish to automatically configure the discovered accounts to perform scheduled
resets, you can set the 'Managed Account' option to No. Then later within the Password List, you
can enable this option for one or more records at a time - either by editing individual records, or
using the Bulk Update Password Reset Options feature

® There are also various options you can set the the Check In/Out feature aswell

™ Note : Itis strongly recommended that you set the 'Default Password Reset Scheduled' for the
Password List ( Password List Details Tab ) prior to any new records being discovered and added to
the Password List, that way each record will have it's Password Reset schedule set accordingly.
There is a Bulk Update Password Reset Options feature for each Password List which allows you to
change these values for more than one password record at a time.
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¥ Add Local Admin Accounts Discovery Job

To add a new Discovery job to find Local Admin Accounts on your network, please select the appropriate options on each of the tabs below and click on the 'Save' button.

[ Sicovery oo setings

Discovery Job Name * : | |

Description * : | |

Simulation Mode O simulation Mode will email you the results without adding/updating any data in the database

Discovery Search Criteria
Please select which search options you would like to define for the Discovery Job.

Discover Local Admin Accounts on Hosts with the following Operating Systems: -

Discover Local Admin Accounts on Hosts which match the following filter for the Host Name or Tag field:

(Leaving this blank will query all Windows Host types you've selected above which have been added/imported into Passwordstate, If you want to filter on Hosts in
a specific domain, as an example, enter the domain FQDN here i.e. mydomain.com

Discover accounts whose Username matches the following: Exclude accounts from discovery whose Username matches the following:

(leave blank for all accounts, or separate values using commas) (separate values using commas)

Discovery Actions
Please select appropriate options below when a new Local Admin Account is found.

When a new Local Admin Account is found, check the ‘Managed Account’ option for the account to enable automatic scheduled resets: (If you select No,
you can enable this option for one or more records at a later time - from within the appropriate Password List)
® ves L No
When new Local Admin Accounts are found, add them to the following Password List:
(Mewly added password records will inherit the ‘Default Schedule Options' from this Password List)

-- Select Password List -- -

When new accounts are discovered, set the password in Passwordstate to be a randomly generated one ® vas (U No or set it to the following value:

(It's not possible to decrypt Windows passwords)

When new accounts are discovered, also reset the password on the Host, based on the setting above:
Uyes ®No

Set the following password 'security’ settings when a new account is added to Passwordstate:
Password Requires Check Out O Change Password On Check In O Check In Automatically 01 + Hour(s) 00 ~ Minute(s)

When adding new password records to Passwordstate, use the following format for the naming of the Title and Description Fields: ~
(You can use the following variables within each of these fields [HostMame] and [UserName], and they will be replaced accordingly)

Title ‘[HostName]\[UserName] Description |Local Administrator Account on [HostName]

Privileged Account Credentials

Please select which Privileged Account Credentials will be used to execute this Discovery Job, and also to perform any Password Resets for discovered accounts.

-- Select Privileged Account Credential -- -

Save || Cancel

Discover Windows Dependencies

It's possible to also discovery various 'Windows Dependencies on your network that are using
domain accounts as theiridentity to run underi.e. Windows Services, 1I1S Application Pools &
Scheduled Tasks. When setting up such a Discovery Job, the following options are available:
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® You need to select which 'Dependencies' you want to try and discover - Windows Services, IIS
Application Pools or Scheduled Tasks - can you select all of them as part of the same Discovery
Job if you want

® The rest of the options are very similar to discovery of Local Admin Accounts

¢ |f you do not wish to automatically configure the discovered accounts to perform scheduled
resets, you can set the 'Managed Account' option to No. The later within the Password List, you
can enable this option for one or more records at a time

® And don't forget to set the Schedule

™ Note : Itis strongly recommended that you set the'Default Password Reset Scheduled' for the
Password List ( Password List Details Tab ) prior to any new records being discovered and added to
the Password List, that way each record will have it's Password Reset schedule set accordingly.
There is a Bulk Update Password Reset Options feature for each Password List which allows you to
change these values for more than one password record at a time.
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I Add Windows Dependency Discovery Job

To add a new Discovery job to find "Dependencies” on your Windows Hosts, please select the appropriate options on each of the tabs below and click on the 'Save’ button.

[ iscovery b setings

Please select appropriate options for the Discovery Job below, and set the schedule as required.

Discovery Joh Name * : | |

Description * : | |

Active Directory Domain * . halox.net ~ Only accounts from the selected domain above will be discovered

Simulation Mode ¢ U simulation Mode will email you the results without adding/updating any data in the database

Discovery Search Criteria
Please select which search options you would like to define for the Discovery Job.

Discover the following Dependencies configured to use an Active Directory account:
U windows Services LIS Application Pools [ Scheduled Tasks

Discover Dependencies on Hosts with the following Operating Systems: -

Discover Dependencies on Hosts which match the following filter for the Host Name or Tag field:

(Leaving this blank will query all Windows Host types you've selected above which have been added/imported into Passwordstate, If you want to filter on Hosts in
a specific domain, as an example, enter the domain FQDN here i.e. mydomain.com

Discovery Actions

When a newly discovered Active Directory Account (being used by a Dependency) is found, check the ‘Managed Account’ option for the account to
enable automatic scheduled resets: (If you select Mo, you can enable this option for one or more records at a later time - from within the appropriate Password
List)

® ves U No
Add newly discovered Active Directory Accounts (being used by a Dependency) to the following Password List:
(Mewly added password records will inherit the *Default Schedule Options' from this Password List)

-- Select Password List -- -

When new accounts are discovered, set the initial password in Passwordstate to be: *
(It's not possible to decrypt Active Directory passwords)

When adding new passwerd records to Passwordstate, use the following format for the naming of the Title and Description Fields: *
(You can use the following vanables within each of these fields [HostName], [UserName] and [DomainOrHostDescription], and they will be replaced accordingly)

Title |[UserMame] Description |[DomainCrHostDescription] Account

Set the following password ‘security’ settings when a new account is added to Passwordstate:
Password Requires Check out J Change Password On Check In LJ Check In Automatically 01 = Heour(s) 00 = Minute(s)

Privileged Account Credentials

Please select which Privileged Account Credentials will be used to execute this Discovery Job, and also to perform any Password Resets for discovered accounts.

-- Select Privileged Account Credential -- -

Save Cancel

4.3 Queued Password Resets

The Queued Password Resets screen shows any accounts which are sitting in the queue, pending
process.

The auditing data on the screen is a filtered view of only the records currently sitting in the
queue. It can be used to troubleshoot any potential issues as to why resets are not progressing
through the queue.
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@ Queued Password Resets

ow are all the pending Pass

ecent auditing data for these queued records,

Cf Queued Password Resets
Actions | Queued At Title

Description

Dependencies

Refresh Both Grids |  Grid Layout Actions.. ~

Of Recent Activity

Platform UserlD First Name Sumame Activity Description

halox\msand tark Sandford This

halox\msand

ectory Accounts) - view

>x\msand

4.4 Scripts - Account Discovery

The two Discovery Jobs 'Local Administrator Accounts' and 'Dependencies' both use a PowerShell
script to query Hosts for the existence of accounts.

On this screen, you can manually test each of these discovery scripts without changing any datain

the database. Simply specify what Hosts you wish to query, and various parameters as
appropriate.

™ Note: Modifying the Discovery Scripts through the web interface is not possible, but you can
restore the script from the file system on the path /setup/scripts. If for any reason you need to
change these scripts, please first contact Click Studios.
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{} Test Script Manually
To test the Discovery script, you can make chary e Script as required, specify appropriate paramaters, and then click the ‘Run’ button,
Discovery Script Script Parameters
9 ke Specify parameters here to pass to the script as appropriate - multiple Hosts can be specified by adding one per
2 line.
3 /indows host using the supplied Privileged Account Credentials, and gueries for any loc|
2
5 sting to be enabled Hosts
2 b 11 Remating to be enabled Accounts To Discover
7 function Get-LocalAdminAccounts
8- {
9 [CmdletBinding()]
10 paran ( Accounts To Exclude
11
12
13
= A v
15 [stringls, Priv
16 )
17
18~ $seriptBlock = {
19 param ($HostMame, 3, \ccountsToExc lude) Scr\pt Ouipul
20
2 Waiting for Script ©o be run...
22
23
24
25
26
27
28
29 ber.GetType( ). InvokeMember("Clas
38 atn’
31
32
33
34
35
36~
37
38
39+
49
41
a2+
43
a8~
46
a7
43
49
se
51
52~
53
54
55
56
57
58
59
68 }
61
62 #If there is nom unt found, then dd tt esuli
63 if ($MatchFound - -
64+ b A
Run script || Clear Results || Close
.
4.5 Scripts - Password Resets
.

The Password Resets Scripts menu allows you to modify the default supplied PowerShell scripts
for resetting passwords, or to create your own.

™ Note 1: Most Password Reset Scri pts, and associated Password records, requires a Privileged
Account Credential to be associated with it, and these can be created on the screen
Administration -> Privileged Account Credentials. You also need to apply permissions to these
credentials, so they can selected on the Add/Edit Password screen. See the following KB article
for which scripts require a Privileged Account - Password Reset Scripts and Requirements

™ Note 2: Click Studios provides various default PowerShell scripts for performing various
Password Resets. As you're also able to create your own, it's recommended you test these scripts
outside of Passwordstate prior to using them in your production environment - you can use such
tools as PowerShell ISE or PowerShell Studio by http://www.sapien.com/

™ Note 3: Please refer to the document 'Password Discovery Reset & Validation
Requirements.pdf' for system requirements for the Discovery Process to work - it relies on
PowerShell in your environment to function

If you want to create your own scripts, have a look at the following KB article to explain the
structure of PowerShell Scripts provided - Structure of a Password Reset Script. It is recommended
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that when you create your own script, you clone one of the default scripts Click Studios provides

{} Password Reset Scripts
Below are all the Password Reset Scripts you can associate with a password record, to be executed when the password is updated.
Note: You must apply permissions to Custom scripts so they can be used within Passwordstate.

Script Filters

® Show all Scripts © Show Custom Scripts | have Admin rights to © Show only Inbuilt Seripts

Actions | Script Name Description Author Updated By Last Updated Usage Count n-Built Seript
(-] 3 Reset Cisco Enable Secret Reset the Enable Secret on Cisco Hosts Click Studios 1 v
(-] 2 Reset Cisco Host Password - Priv 1 Reset the password on a Cisco switch or router of Privilege Level 1 Click studios 2 "
[-] 3 Reset Cisco Host Password - Priv 15 Reset the password on a Cisco switch or router of Privilege Level 15 Click Studios 0 v
(-] 2 Reset COM+ Component Password Reset the password for a COM+ Compenent. Click Studios 0 s
(-] 3 Reset Dell IDRAC Account Password Reset Dell iDRAC Account Password Click Studios 1 v
[-] 2 Reset F5 BIG-IP Account Password - AS. Reset F5 BIG-IP Account Password - Advanced Shell Terminal Access  Click Studios 1 <
° 2 Reset F5 BIG-IP Account Password - TMSH Reset F5 BIG-IP Account Password - TMSH Terminal Access Click Studios 0 g
[-] 2 Reset HP iLO Password Reset HP iLO Account Password Click Studios 1 <
° 2 Reset IBM IMM Account Password Reset IBM IMM Account Password Click Studios 1 g
(-] 2 Reset IS Application Pool Password Reset the password and then restart the Application Pool Click Studios 1 +
o 2 Reset Linux Password Reset the password for a Linux account Click Studios 1 "
(-] 2 Reset MySQL Password Reset the password for a MySQL account Click Studios 0 +
o 2 Reset Oracle Password Reset the pas: r a Oracle Account Click studios 0 4
(-] 2 Reset Scheduled Task Password Reset the password for a Scheduled Task Click Studios 4 +
o 2 Reset SQL Password Reset Microsoft SQL Account Password Click studios 0 4
(-] 2 Reset VMware ESX Password Reset VMware ESX Account Password Click Studios 0 '
o 2 Reset windows Password Reset password for local account on Windows host Click Studios 7 4
(-] 2 Reset Windows Service Password Reset the password for a Windows Service Click Studios '

Add New Script | Browse Community Scripts | | Grid Layout Actions... ¥

When clicking on the 'Actions' dropdown menu for each script, most menu items will be disabled
for the default inbuilt scripts Click Studios provides, but generally are available for scripts you
have created yourself:

2 Reset HP iLO Password Reset HP ILO Acco

L]

o 2 Reset IBM MM unt Password Reset IEM IMM Ac
[ v ] Application Pool Password Reset the passwor
0 2 Reset Linux Password Reset the passwor
£ Delete Reset the passwor

{} Edit Script Settings Reset the passwor
L1 Restore Default Script
P Test Script Manually

an  View Permissions
LY £ MESEL VIVIWdIE Coa Fasaword Reset Viiware ESX

[+ ] 2 Reset Windows Password Feset pacoword fo

ssword Reset the passwor

Reset Microsoft Sq

When you click on the 'Script Name' within the Grid view, it will open a window allowing you to
make changes to scripts you have added yourself. There are a few things to note about these
PowerShell Scripts:

® |n the first screenshot below, you will see some variables which will have their values replaced
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with that of details specific to the Host, Password Record, or Privileged Account Credentials.
This replacement happens in real-time by the Passwordstate Windows Service when a
Password Reset Script is being executed. As you can see in the second screenshot below, a few
of these variables are used in the calling of the PowerShell function. Generally you would only
need to place these variables here, but they can be used anywhere throughout the script

® You will also notice quite a bit of error checking/capturing in the default scripts provided. If
there is some error event you're seeing when executing these scripts, but we've missed
capturing the error gracefully, then any place you see the reference '#Add other wildcard
matches here as required' you can add your own error exception capturing here

{ } Edit Password Reset Script

Insert Varizole
Insert V3
Host and Resource Fields

Please make changes to the script below as appropiate, then click en the 'Save’ button below, or press Ctrl-S.

© & Windows host using the supplied Privileged Account Credentials, and change the password for a local account. [Hosthame]
[SQUidstanceName]
eName]

verShell Remoting to be enabled

[Servij
nction Set-WindowsPassword
[Dataf

9 [CmdletBinding()] [RempteConnectionPort]

10 param ( |

B [StringlsHosss [ResolirceName]

12 [String]sUs. [PassordstateBinFolderPath]
[Oper3tingSystem]

13 [5tringlin
14 [String]$Pr
[PrivilefedAccountUserNahe]

15 [String]$Pr
)

18~ $scriptBlock = { Password Fields
12 param ($HostName, $UserName, SNewPassword) Mitle]

before attempting password change
nNT: //$HostHame, computer®)) .children | 2 { $_.psbase.schemaClassName -eg "User” } | Select -expand Mame
ins $Userfame)

IT://SHostHame /$UserName, user”
psbase . invoke("SetPassword", SNewPassword)
t.psbase .CommitChanges()

Output “Success”

Save || Cancel
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{} Edit Password Reset Script

Please make changes to the script below as appropiate, then click on the 'Save’ button below, or press Ctrl-S. Insert Variable -
26 $account.psbase. invoke("SetPassword”, $NewPassword) -
27 $account.psbase.CommitChanges()

23 Write-Output "Success”

29 b

38 else

31~

32 Write-Output "UserName does not exist"

33

S }

35

36 try

37 - {

38 stablish the PowerShell Credentials used to execute the script block - based on the Privileged Account Credentials selected for this script

39 ConvertTo-SecureString $PrivilegedAccountPassword -AsPlainText -Force

a8 = New-Object System.Management.Automation.PSCredential($PrivilegedAccountUserfame, $CredPassword)

a

a #Execute the command and put the output in an array.

43 $resultsarray = Invoke-Command -ComputerName $HostName -Authentication 'Default' -Credential $Credentials -ScriptBlock $scriptBlock -ArgumentList $HostName, $UserName, [

a4

435 if ($resultsarray -eq "Success")

a6~ {

47 Write-Output “Success"

a3 b

49 else

56 - q

51 switch -wildcard ($resultsarray.ToString().Tolower())

52+ i

53 "+WinRM cannot complete the operation®" { Write-Output "Failed to reset the local Windows password for account 'SUserMame’ on Host 'SHostName' as it appears th

54 "*WS-Management service running*" { Write-Output "Failed to reset the local Windows password for account '$UserName’ on Host '$HostName' as it appears the Host

55 "tcannot find the computer*" { Write-Output "Failed to reset the local Windows password for account 'SUserName’ on Host '§HostMame' as it appears the Host is n

56 "#no logon servers available*" { Write-Output "Failed to reset the local Windows password for account ‘$UserName’ on Host '$Hostlame'. There are currently no 1

57 "tcurrently locked*" { Write-Output "Failed to reset the local password for account 'SUserName’ on Host '$HostName'. The referenced account is currently locked

58 "#user name or password is imcorrect®" { Write-Output "Failed to reset the local password for account ‘$UserName’ on Host '$Hostlame' as the Privileged Account

59 "rusername does not exist*" { Write-Output "Failed to reset the local password for account '$UserName' on Host '$HostName' as the UserName does not exist.”; br

66 #hdd other wildcard matches here as required

61 default { Write-Output "Failed to reset the local password for account '$UserName’ on Host '$HostName'.Error = $resultsarray.” }

62 H

83 b3

64 b

65 catch

66 - {

67 switch -wildcard ($error[@].Exception.ToString().Tolower())

68 - {

69 "=The user name or password is incorrect®" { Write-Output "Failed to connect to the Host '$HostName' to reset the password for the account '$UserName'. Please chec

70 #Add other wildcard matches here as requir

71 default { Write-Output "Failed to reset the local Windows password for account 'SUserName' on Host '$HostMame'. Error = " Serror([@].Exception }

72 b

73 }

74}

75

76&q—ﬂt‘tn The Set-WindowsPassword function =

77 Set-WindowsPassword -HostMame '[HostName]' -UserName '[UserName]' -MewPassword '[MewPassword]' -PrivilegedAccountUserMame '[PrivilegedAccountlserhame]’ W
« ISS——— | 3

Save Cancel

It's also possible to test scripts from within the Passwordstate user interface, buy selecting the
"Test Script Manually' actions menu item. When doing so, the parameters for each script will be
different.
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4.6

{} Test Script Manually
To test the Password Reset script, you can make changes to the Script as required, specify appropriate paramaters, and then click the ‘Run’ button
Password Reset Script Script Parameters
1% ke Specify parameters here to pass to the script as appropriate - multiple Hosts can be specified by adding one per line,
2 .SYNO
3 Connec 3 Linux host via SSH, and change the password for an account Hosts
4 ) X - Port
5 function Set-LinuxHostPassword
6~ { . UserNama:
7 [Cmdletsinding()]
E 1ura?st(ring]$H — Old password:
18 [int]$Port,
1 [String]$0peratingSystem,
12 [String]SUserniame,
13 [5tring]s0 ord, .
14 [String]sN d,
15 [String]sP egedAccoun me,
16 [String]3P: egedAccountP rd
17 )
18
19 try
;g' ‘ #Load the appropriate assembly S(”pt OUtPUt
2 $6dvit = [Env nt]::Is648itProcess -
S : e Waiting for seript to be rum...
2 € [Reflection.Assembly]: :LoadFile("[Passwords tateBinFolderpath]\x64\ ChilkatDotlietds . a11™) | Out-nu
2 15
26 ? [:EFle(tiDr\ Assembly]: :LoadFile("[PasswordstateBinFolderPath]\x86\ChilkatDothetd5.d11") | Out-Nu
27
28 New-Object Chilkat.Ssh
29 .UnlockComponent (" [ChilkatLicensekey]™)
3@
31 Ré:t System.Exception ($ssh.LastErrorText); throw Sexception }
32
33 n milliseconds
34 el
35
36
37 .Connect(Srostiiane, $Port)
33 e §1
39 biect Systen.Exception (3ssh.LastErrorText); throw Sexception }
0
41 #Authenticate using login/p rd - either the account we're doing the reset for, or a Privileged
Phy i ( vilegedAccountUsel -
43 { $success = $ssh.AuthenticatePw($UserName, $O0ldPassword) } e
aa o 4
You cannot make changes to Inbuilt scripts | Run Script | Clear Results Close
. . -
Scripts - Password Validation
The Password Validation Scripts menu allows you to see the default scripts provided by Click
Studios, or you can add your own.
= ) \ . R
" Note : Please refer to the document 'Password Discovery Reset & Validation
. 1 . . . .
Requirements.pdf' for system requirements for the Discovery Process to work - it relies on
PowerShell in your environment to function.
& Password Validation Scripts
Below are all the Pas! d Validation Scripts you can use to validate the password stored in Passwordstate, and on the remote system, are correct.
Note: You must apply permissions to Custom scripts so the) be used within Passwordstate.
Script Filters
® Show all Scripts Show Custom Scripts | have Admin rights to Show enly Inbuilt Scripts
Actions | Script Name Description Author Updated By Last Updated n-Built Script
(-] 2 Validate Password for Active Directory Account Checks if an Active Directory Account Password is correct Click Studios "4
[~] 2 Validate Password for Cisco Account Checks if a Cisco Account Password is correct Click Studios "4
[~] 2 Validate Password for Dell IDRAC Account Checks if a Dell iDRAC Account Password is correct Click Studios "4
[~] 2 Validate Password for F5 BIG-IP Account Checks if a F5 BIG-IP Account Password is correct Click Studios "4
[~] 2 Validate Password for HP iLO Account Checks if a HP iLO Account Password is correct Click Studios "4
[~] 2 Validate Password for IBM IMM Account Checks if a IBM IMM Account Password is correct Click studios o
[~] 2 Vvalidate Password for Linux Account Checks if a Linux Account Password is correct Click studios o
(-] 2 Validate Password for MySQL Account Checks if a MySQL Account Password is correct Click studios 4
[~] 2 Vvalidate Password for Oracle Account Checks if an Oracle Database Account Password is correct Click studios o
[~] 2 Validate Password for SQL Account Checks if a SQL Account Password is correct Click studios o
[~] 2 Vvalidate Password for VMWare ESX Account Checks if a VMWare ESX Account word is correct Click studios o
[~] 2 Validate Password for Windows Account Checks if a local Windows Account Password is correct Click studios o
Add New Script | Browse Community Scripts | Toggle Visibility of Web AP IDs | Grid Layout Actions...  ~

These scripts can be associated with Password records which are configured for Password Resets,
and are used as the basis for the Heartbeat Validation process. The second screenshot below
shows where you can select the appropriate script, and at what time per day it should execute.
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B4 Edit Password

Please edit the password below, stored within the ‘Linux Accounts’ Password List (Tree Path =)

password details notes reset options heartbeat options

Heartbeat Validation Options

Select the Password Validation Script to use for the Heartbeat verifigafion, and what schedule you would like
to use to validate the password is correct

Walidate Password for Linux Account hd

ffate Password every 3
10 » Hour 25 - Minute

M password Reset tasks will be queued if Password updated. Save Cancel

5 Reports Menu

The Reports Menu allows you to access audit data for Password Lists you have access to, and also
schedule the email delivery of various reports.

Auditing Allows you to view all the auditing data applicable to the Password
Lists you have access to

Auditing Graphs Allows you to view basic charts representing various audit activities
over time

Scheduled Reports Allows you to schedule one or more reports to be emailed to your
account

5.1 Auditing

The Auditing menu allows you to view all the auditing data applicable to the Password Lists you
have access to. It allows you to filter the data in multiple ways, as well as export the contents of
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the search results to a csv file for further analysis if required.

Additional auditing data is also available to Security Administrators of Passwordstate, and can be
found on the screen Administration -> Auditing. The additional auditing data relates to certain
activities like login failures, user account related, etc.

™ Note: The Telerik Grid and Filter controls here prevent filtering while using special characters -
for security reasons. If you're wanting to filter using a backslash (\) here, simply type the
backslash twice i.e. domain\\userid

O Auditing
To search for relevant audit records, please use the options below.
Auditing Filters

Platform: ® all Web Mobile API

Windows Service © Browser Extension Instance: ® Both © Primary © High Availability
Max Records Password List Activity Type Begin Date End Date
5000 All Password Lists ~ Al Activities - 19/01/2015 Search
Date Platform UserlD First Name sSurname IP Address I1<'H:; - Activity Tree Path Description
T T T T T T T T
Mark Sandford
Password record 'mortgal
19/01/2015 1:23:40 PM Browser Extension halox\msand Mark Sandford 10.0.0.98 Rﬂt;i:"ﬂ(l \Web Sites i b Sites!
s mortga
Password | Vie
Mark Sandford
Filter by Platform
Auditing Filters
Platigrm: ® all O web © Mobile © APl O Windows Service © Browser Extension Instance: 4

Password List
All Password Lists

Max Records
5000

Activity Type
All Activities

Filter by Specific Password Lists
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Cf Auditing

To search for relevant audit records, please use the options below.

Auditing Filters

Platform: ® all O web O mobile © apl O dows Service ') Browser Extension Instance: ® g

Max Records Password List
5000 | | All Password Lists

All Password Lists
(= \Canon Printers

Activity Type

B i activities

E\ \Customers\Customer's A\Database Accounts
Date A YCustomershCustomer's A\Generic_Unix
{_-_,-_-3, \Customers\Customer's A\Oracle Database Tier
dl \CustomershCustomer's AVSCCM
Q WCustomers\yCustomer's A\Servers
19/01/2015 1:23:4¢ & \Customers\Customer's B\LAN Switches
& \Customers\Customer's ByMetwork Monitoring
Dg VWCustomers\Customer's B\SQL Server

Filter by Specific Activity Type

To search for relevant audit records, please use the options below.

Auditing Filters

Platform: ® all O Web O Mobile © APl © Windows Service ) Browser Extension e: ® poth © Primar

Max Records Password List Activity Type

5000 All Password Lists - | All Activities 4 -

All Activities )
Access Granted

Access Removed

Access Updated

Document Deletad

T T v | Document Updated

Document Uploaded

Document Viewed

Handshake Approval Reguested
Password Added

Password Copied Between Password Lists
Password Copied to Clipboard

Password Deleted

Password History Exportad

Fassword History Retrieved -

Begin Dat

Date Platform UserlD

19,/01/2015 1:23:40 PM Browser Extension  halox\msand

19/01/2015 1:23:27 PM Browser Extension  halox\msand
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Filter between Specific Dates

To search for relevant audit records, please use the options below.

Auditing Filters

Platform: ® all © web © Mobile © APl © Windows Service © Browser Extension Instance: ® Both © Primary © High Availability

Max Records Password List Activity Type

5000 All Password Lists Al Activities

Begin Date End Date

19/01/2015

Further Filter by Search Results Contents

Auditing Filters

Platform: @ all © web O Mobile © APl © Windows Service © Browser Extension Instance
Max Records Password List Activity Type
5000 All Password Lists * Al Activities
Date Platform UserlD First Name surname
T T - - 1
MoFilter
Contains
19,/01/2015 1:23:40 PM Browser Extension | halox\msand DoesNotContain
Startswith
EndswWith
EqualTo
19/01/2015 1:23:27 PM Browser Extension  haloxymsand NotEqualTo
GreaterThan
LessThan
GregterThanCrEqualTo

5.2 Auditing Graphs

The Auditing Graphs menu simply allows to to see a graphical representation of auditing events
over a time-line you specify. You can filter by Platform, Audit Activity and Duration.
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k2 Auditing Graphs

Please select the appropriate filters below, and then click on the ‘Refresh’ button.

Graph Filters

Platform: Audit Activity: Duration:
® Al Oweb O Mobile © APl © windows Service © Browser Extension  All Activities v dvear - Refiesh)

3000

2000

1000

Nov 2013 Dec 2013 Jan2014 Feb 2014 Mar 2014 Apr2014 May 2014 Jun 2014 Jul 2014 Aug 2014 Sep 2014 Oct2014
m All Activities: Value

5.3 Scheduled Reports

The Reports Menu allows you to schedule one or more reports to be emailed to your account,
either as an embedded HTML report within the email, or as a CSV attachment.

There are several different types of Reports you can schedule, and some may be disabled for you
if you don't have the required Security Administrator's role. The reports are:

Choosing The Report Type

General Users Reports

® Expiring Passwords - produces a report of password records which have already expired, or are
about to expire within the next number of days you specify

® Custom Auditing Report - Allows you to specify a custom filter for reporting on audit activities

Security Administrator Reports (Auditing Role Required)
® Custom Auditing Report - Allows you to specify a custom filter for reporting on audit activities

Security Administrator Reports (Reporting Role Required)

® Audit Records - General - produces a sorted list of all general audit records, not specific to
Passwords or Password Lists. Please note this could be alarge CSV file, depending on how many
audit records there are

® Audit Records - Passwords - produces a sorted list of all audit records specific to Passwords and
Password Lists. Please note this could be a large CSV file, depending on how many audit records
there are

® Password List Permissions - produces a sorted list of permissions for all Password Lists, and any
permissions applied to individual passwords

® Password Reuse Report - produces a list of records where the same password have been used
more than once

® Aged Password Report - produces a list of each individual password record, showing the last
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time any activity occurred for each record (excludes

Private Password Lists)

® Enumerated Password Permissions - produces a sorted list of permissions for every individual
password recorded in Passwordstate (excluding Private Password Lists)

of each password, and whether or not the Password

and their User Accounts membership

Password Strength Compliance Report - produces a sorted list of all Password Lists, the strength

Strength is compliant or not

Security Group Membership - produces a sorted list of Security Groups within Passwordstate,

User Accounts - produces a sorted list of User Accounts within Passwordstate

Once you've chosen the required type of report, you must specify a schedule for when the report
is sent, and also any other additional settings for the Expiring Passwords report, or the Custom

Auditing Reports

@ Add Scheduled Report

Scheduled Reports zllows you to receive various reports via email. Please use each of the tabs below, as appropriate, to specify settings for your report.

schedule

report settings

expiring passwords settings auditing settings

Please enter a Name and Description for your report, and select the Report type you want. Tl

Report Settings

Report Name * : |

Report Description

CC Report To

Email Report As ® Embedded HTML © CSV Attachment

File Attachment Name *:

¥ Do not send report if it produces no results.

General User Reports Report Description

Expiring Passwords

Custom Auditing Report provides.

Security Admin Reports

Custom Auditing Report
Audit Records - General

Audit Records - Passwords
Password List Permissions
Password Last Updated Report
Password Reuse Report

Aged Password Report

Enumerated Password Permissions

rd Strength Compliance Report

\dministrators

ecurity

Ao

Security Group Membership

U

User Accounts

(CSV files are recommended if the report generates a lot of data)

Please select one of the available reports on the left to see a description of what the report

hen make changes on the other tabs as required

Report Mame will be used as the Subject Line in the Ema

comma separate the email addresses.

Append date to file name in format of Y¥YY-MM-DD.

Save Report Cancel
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Setting The Schedule

When setting the schedule, you can choose the time of the day the report is sent, and also the
frequency - Daily, Weekly, or Monthly. A One-Time option is also available, which can be
repeated at different intervals as well.

@ Add Scheduled Report

Scheduled Reports allows you to receive various reports via email. Please use each of the tabs below, as appropriate, to specify settings for your report.

report settings schedule expiring passwords settings auditing settings

Please specify the time you would like to receive the report, and the frequency.

Generate Reportat: pgp = Hour gp -~ Minute
Report Frequency

One Time Mo additional settings for a Daily Schedule
® Daily
Weekly

Monthly

Save Report Cancel

Expiring Passwords Settings

If you have chosen the Expiring Passwords Report, you can choose how many days ahead to look
for passwords which are due to Expire - this is based on the value of the Expiry Date Field. This
report will look ahead the number of days you've specified, and also include any passwords which
have already expired if you choose.

@ Add Scheduled Report

Scheduled Reports allows you to receive various reports via email. Please use each of the tabs below, as appropriate, to specify settings for your report

report settings schedule expiring passwords settings auditing settings

Query passwords which are set to expire in the next |30 | day(s)

¥ Also query passwords which have already expired.

Save Report Cancel

Auditing Settings

If you have chosen one of the 'Custom Auditing Reports', you can create your own filter for the
auditing data, and specify how many days, hours and minutes into the past you wish to query the
data.

™ Note 1: The list of Password Lists and Activity Types will be different here for the General Users
report, and the Security Administrators report. Effectively the General Users report has the same
data/options available as the Auditing Menu at the bottom of the screen, and the Security

© 2017 Click Studios (SA) Pty Ltd



136 Passwordstate User Manual

Administrators Report has the same data/options available as the screen Administration ->
Auditing.

6.1

™ Note 2: You can select one or more Audit Activities by checking the appropriate options in the
'Activity Type' dropdown list.

@ Add Scheduled Report

Scheduled Reports allows you to receive various reports via email. Please use each of the tabs below, as appropriate, to specify settings for your report
report settings schedule expiring passwords settings auditing settings
Please select the appropriate filters below to query auditing data for your report.
Auditing Filter
Platform: ® gz Web Mobile AP Windows Service Browser Extension Instance: @ poth Primary High Availability
Password List Activity Type Query Previous
All Password Lists - - 7 Days |0 Hours |0 Minutes

Save Report Cancel

Preferences Menu

The Preferences Menu allows you to set various settings for your Passwordstate account, set
various email notifications, and create Remote Session Credential queries if you wish to use the
Remote Session launcher feature.

Preferences Specify various settings for your Passwordstate account
Email Notifications Select which Email Notifications you would like to receive, or block

Remote Session Credentials Specify one or more Remote Session Credential queries for the
Remote Session Launcher feature

Preferences

The Preferences screen is where you can specify many different settings specific to just your
Passwordstate user account.

™ Note: The Security Administrators of Passwordstate can use a feature called 'User Account
Policies', which may override any settings you specify here. If a User Account Policy is applied to
your account, certain settings on the Preferences screen will be disabled.

The Preferences screen has the following 4 tabs:

Home Page Tab Allows you to specify which Password List of Folder will first be
presented to you when you navigate to the Passwordstate web site
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Miscellaneous Tab A collection of different settings specific for your account

Color Theme Tab Allows you to customize the colors for Passwordstate

Authentication Options Tab |Specify which authentication method you wish to use when first
accessing the Passwordstate web site

Mobile Access Options Tab | Allows you to specify various settings for the Mobile Client version
of Passwordstate, and also the Pin Number used for you to
authenticate.

Browser Extension The Browser Extension tab allows you to specify various settings
for the Chrome Browser Extension, which is used to automatically
form-fill web site logins

Remote Session Launcher | The Remote Session Launcher utility allows you to perform for RDP,
SSH, Telnet or VNC remote sessions to Hosts

6.1.1 Home Page Tab

The Home Page Tab allows you to select the option to return to the last view Password List or
Folder, or select a specific Password List or Folder you would like displayed when you first
navigate to the Passwordstate web site.

You can also chose to collapse all nodes in the Navigation Tree when you first login, or leave them
in the state they were when you last used Passwordstate.

& Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save” button

home page miscellaneous color theme authentication options mobile access options browser extension remote session launcher

Please select which Password List or Folder options you would like to return to every time you login to Passwordstate.

When you first log into Passwordstate:

® Return to the last selected Password List/Folder Return to the Password List/Folder selected below

Remember expand status of all no

Collapse all

® Show all Password List/Folders in the Navigation Tree Hide all Password List/Folders in the Navigation Tre

*r v v v -

I BEBCRwewDOODOCOR®

Save Save & Close
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6.1.2 Miscellaneous Tab

The Miscellaneous Tab has the following settings you can choose for your account:

Password Visibility on Add/View/Edit When you add a new Password or edit an existing

Pages one, by default the password value is masked i.e.
***%%% |f you choose, you can instead show the
password value instead of the masked one

Auto Generate New Password When When adding a new Password record, you can

Adding a New Record automatically generate a new random password
instead of having to specify one yourself. The
format/complexity of the new random password will
be determined by which Password Generator Policy
is applied to the Password List

Enable Search Criteria Stickiness Across When using the search textbox found at the top of

Password Screens most Password screens, you can choose to make this
search value you type sticky across different
Password Listsi.e. if you search for 'test'in one
Password List, when you click on another Password
Listin the Navigation Tree, the contents of the
Passwords grid will also be filtered by the term 'test'.
You can also clear the search criteria by clicking on

the & icon
Show the 'Actions' toolbar on the At the bottom of every Passwords grid there are
Passwords pages at the certain buttons/controls for adding passwords,

importing them, viewing documents, etc. With this
option, you can choose to display the 'Actions'
toolbar at the bottom of the Passwords grid, at the

top, or both
Use the following type of Navigation Menu You can choose to use two types of main Navigation
system Menus - a Vertical one on the left-hand side of the
screen, or a Horizontal one on the bottom of the
screen

Expand bottom Navigation Menu items by The Navigation Menu at the bottom of the screen
can expand certain menus vertically by simply
hovering over them. If you choose, you can change
this option so you must first click on the Menu item
before it expands

On all Password List screens, sort the grid |If you would like all Password grids to be sorted by

by the following column default on a selected column, you can choose the
column here. Note: this will override you manually
sorting a column and then selecting the save the Grid

layout
On the Passwords Home and all Folder Similar to the option above, but this sort order
screens, sort the Search Results and applies to the Search Results and Favorite Passwords
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Favorite Passwords grids by the following
column
When creating new Shared Password Lists,

base the settings on the following
Template's settings

When creating new Shared Password Lists,
base the permissions on the following
Template's permissions

Locale (Date Format)

grids on the Passwords Home page and and Folder
pages

When creating new Shared Password Lists, you can
choose to automatically specify all the settings
based on the selected Template

When creating new Shared Password Lists, you can
choose to automatically apply permissions based on
the permissions set on the selected Template

Allows you to specify a date format for any date
fields - you may need different format based on your
region, compared to that of what Passwordstate is
current set to use system wide
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6.1.3

& Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save’ button

home page miscellaneous color theme authentication options mobile access options api keys

Please select which of the following miscellanecus options within Passwordstate you would like to enable.

Password Visibility on Add/View/Edit Pages:
W visible '® pask

Auto Generate New Password When Adding a New Record:

U yes ®No

Enable Search Criteria Stickiness Across Password Screens:

® ¥es U No

Show the "Actions’ toolbar on the Passwords pages at the:
® Bottom © Top © Bottom & Top

Use the following type of Navigation Menu system:
'® Use System Wide Menu System 2 Vertical Menu System = Horizental Menu System

Expand bottom Horizontal Navigation Menu items by:
'® Hovering over it *J Clicking on it

On all Password List screens, sort the grid by the following column:

Do not sort by default -

On the Passwords Home and all Folder screens, sort the Search Results and Favorite Passwords grids by the following column:

Do not sort by default -

When creating new Shared Password Lists, base the settings on the following Template's settings:

Do not use template -

When creating new Shared Password Lists, base the permissions on the following Template's permissions:

Do not use template -

Locale (Date Format):

Use Systemn Wide Locale Setting -

Save Save & Close

Color Theme Tab

The Color Theme Tab allows you to customize the colors for Passwordstate.

You can use the default colors as specified by you Passwordstate Security Administrator(s), or you
can pick your own.

™ Note: The Security Administrators of Passwordstate can use a feature called 'User Account
Policies', which may override any settings you specify here.
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& Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save® button.

miscellaneous color theme authentication options mobile access options api keys

Use the System Wide color theme, or choose your own:
® Systern Wide Choose My Own

Base Color Page Background Color
Please select the Base Color to use throughout Passwordstate, Please select the Page Background Color to use throughout Passwordstate
Color Palette Color Palette Note: It is recommended you use white
Apex ADEX or light background colors for better
readability.
Base Color: Page Background Color:
seiiee 12 ) Ll |

Save Save & Close

6.1.4 Authentication Options Tab

There are a variety of different Authentication Options available when you first browse to the
Passwordstate web site. By default you will use the 'System Wide' authentication option as
specified by your Security Administrators, but you can elect to use a different authentication
option if you like by specifying it as part of your Preferences.

™ Note: The Security Administrators of Passwordstate can use a feature called 'User Account
Policies', which may disable any authentication options you have specified for your Preferences.

Authentication Option

There are multiple authentication options available to you, and they will vary depending on if
your are using the Active Directory authentication version of Passwordstate, or the Forms-Based
authentication version. The following screen shows the options available when using AD
integrated authentication. If using Forms Authentication, none of the 'AD' options will be visible.

The following table describes each of the Authentication Options:

Use the System Wide Authentication Any one of the below authentication options as set
Settings by your Security Administrators
Passthrough AD Authentication If Passwordstate is installed and configured

correctly, you should not be prompted with a
browser authentication window when using this
option. The browser should "passthrough" your
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Manual AD Authentication

Manual AD and Google Authenticator

Manual AD and RSA SecurlD

Manual AD ScramblePad Authentication

Manual AD and Email Temporary Pin Code

Manual AD and AuthAnvil Authentication

Manual AD and Duo Push Authentication

domain credentials to the IIS web site, and the
'Windows Authentication' within IS will validate
your credentials against AD. If you are being
prompted to enter your username and password,
please ask your Security Administrators to
investigate

This options will present you with a screen where
you can manually specify your domain username
and password. Passwordstate will then validate this
against Active Directory.

In additional to manually specifying your AD
username and Password, you must also specify a
valid Google Verification Code for your Google
Authenticator application - see instructions below
for this

In additional to manually specifying your AD
username and Password, you must also specify a
valid SecurlD Passcode. Your Security
Administrators must first follow the provided
instructions to prepare Passwordstate for SecurlD
authentication

ScramblePad Authentication requires you to match
a pin number which is assigned to your account, to
arandomly generated string of letters - see below
fora screenshot

This authentication option will send you a
temporary Pin Code to any email address you
specify - which could also be an SMS Gateway if
required. The temporary Pin Code expires after a
set period, set by the Security Administrator(s) of
Passwordstate, and cannot be reused after it
expires. This authentication option requires you to
validate both your Active Directory account
credentials, plus the temporary Pin Code

In additional to manually specifying your AD
username and Password, you must also specify
your AuthAnvil Username and Passcode to
authenticate. The Passcode is a combination of
your Pin Code and the One-Time Password which is
generated

In additional to manually specifying your AD
username and Password, you must also specify
your Duo Push Username so the Push Notification
can be sent to you, then allowing the remainder of
the authentication process
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Manual AD and SafeNet Authentication

Manual AD and One-Time Password

Manual AD and RADIUS Authenication

Google Authenticator

RSA SecurlD Authentication

ScramblePad Authentication

Email Temporary Pin Code

AuthAnvil Authentication

Duo Push Authentication

SafeNet Authentication

One-Time Password

Separate Password

SAML2 Authentication

RADIUS Authentication

In additional to manually specifying your AD
username and Password, you must also specify
your SafeNet Username and Passcode to
authenticate to Passwordstate

In additional to manually specifying your AD
username and Password, you can use a software or
hardware based On-Time Password Authentication
option, based on either the TOTP or HOTP
algorithms

Authenticate your AD Account, as well asto a
RADIUS server

Google Authenticator with Passthrough AD
Authentication

RSA SecurlD Authentication with Passthrough AD
Authentication

ScramblePad Authentication with Passthrough AD
Authentication

This authentication option will send you a
temporary Pin Code to any email address you
specify - which could also be an SMS Gateway if
required. The temporary Pin Code expires aftera
set period, set by the Security Administrator(s) of
Passwordstate, and cannot be reused after it
expires.

You must also specify your AuthAnvil Username
and Passcode to authenticate. The Passcode is a
combination of your Pin Code and the One-Time
Password which is generated

You must specify your Duo Push Username so the
Push Notification can be sent to you, then allowing
the remainder of the authentication process

You must specify your SafeNet Username and
Passcode to authenticate to Passwordstate

You must specify your One-Time Password based
on the use of either a software or hardware token,
for either the TOTP or HOTP algorithms

A completely separate password, used in
conjunction with Passthrough AD Authentication

Authenticate against a SAML 2.0 provider. Note:
Your Passwordstate email address must match
what's configured for your account on the SAML2
provider's web site

Authenticate against a RADIUS server
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™ Note: If required, your Security Administrators can reset your Preferences settings, so there is
no chance you can permanently lock yourself out of Passwordstate

& Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save” button.

home page miscellanecus color theme authentication options mobile access options browser extension remote session launcher

Please select your preferred Authentication Option for accessing the Passwordstate web site.

Please Note: You only need to specify the various authentication settings if you have chosen one of thesf as your preferred Authentication Option, or as a secondary

authentication method for a Password List

Web Authentication Option

Please specify which Authentication options will apply to you Please Mote,

each uime you access Passwordstate,

Choose Authentication Option:

Use the System Wide Authentication Settings hd

Usze the System Wide Authentication Settings =

Please be aware of this if you log into Passwordstate from different computers than
your own

g Passthrough AD Authentication

Manual AD Authentication

Manual AD and Google Authenticator ase specify a Pin Number to use.
Manual AD and RSA SecurlD Authentication
Manual AD and ScramblePad Authentication
Manuzl AD and Email Temporary Pin Cade
Manual AD and Authanvil Authentication
Manual AD and Duo Push Authentication
Manual AD and SafeNet Authentication
Manual AD and One-Time Password

Manual AD and RADIUS Authentication
Google Authenticator

M

ethod you will use, and various settings as appropriate - these settings are only applicable if
oplied to your account.

RSA SecurlD Authentication -
Time Step: 0 Geperally 20 or A0 cacond

ScramblePad Pin Number

You must associate a ScramblePad Pin Number with your account if you wish to use ScramblePad
Authentication. When a pin number is set, and the authentication option is selected, your login
screen will look similar to the screenshot below.

You must match your in number digits, to the randomly generated letters. i.e. If your Pin Number
is 1234, you would need to type tyzp to authenticate.
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Passwordstate

Passwordstate B4

ScramblePad Authentication

Login

Enter the corresponding letters for your ScramblePad pin number,

ScramblePad Pin : || | Logon

Google Authenticator

Prior to using Google Authenticator, you must first generate a new secret key for your account. To
do so, you can follow these instructions:

® Firstinstall Google Authenticator on your mobile device —Android, iOS & Windows Phone

® Generate a new barcode/secret key

® Scan the barcode into Google Authenticator on your mobile device, or manually type in the
displayed Secret Key

¢ Click on the 'Save' button.
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Google Authenticator
In order to use two-factor authentication with Google Authenticator and your mobile/cell device, you will need do:

1. Select the appropriate Google Authenticator option above

Generate a new barcode/secret key

3. Scan the barcode into Google Authenticator on your mobile device, or manually type in the displayed Secret Key
4. Click on the "Save' button.

ra

Secret Key: |3KWWZFRD7PUFUPKH | Hide || MNew || Clear |

(not case-sensitive)

Once you have successfully enabled Google Authenticator with Passwordstate and on your
mobile/cell device, then you will be presented with the following login screen next time you visit
Passwordstate (this is the screen for 'Manual AD and Google Authenticator').

Passwordstate

Passwordstate B4

Google Authenticator
Login
Please enter your user name, password and Google verification code to

authenticate.

Domain\user name halox,msand

Password

Google Verification Code

Status: Awaiting Login

You will now have a maximum of 60 seconds to copy the verification code from your mobile/cell
device (image below), into Passwordstate. After 60 seconds, a new verification code will appear
on your device.
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@ Google Authenticator

Enter this verification code if prompted
during account sign-in:

246174

093158

Email Temporary Pin Code

When you select a Temporary Pin Code Authentication option, you must also specify the email
address where you want the Pin Code sent to. This email address could either be your work email
address, a personal one, or the email address of an SMS Gateway so you can receive the Pin Code
via a SMS message.

Once you have configured your account in Passwordstate, you will see the following type of
screen when you first authentication to the Passwordstate web site:

™ Note: The Expiry Time, and length of the Pin Code can be modified by your Passwordstate
Security Administrator(s).
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Passwordstate

Passwordstate B4

Temporary Pin Code Authentication

Login

To authenticate with your Temporary Pin Code, please check your registered
email address and enter the Pin Code below.

Pin Code Logon

You have 3 minutes before the temporary Pin Code expires, at which time you will
be logged out.

AuthAnvil Authentication

You must specify your AuthAnvil Username on this Preferences screen, and then you can begin to
use this two-factor authentication method. You Passcode is a combination of your Pin, plus the
One-Time Password. So in the example below, it would be something like 123472046745.
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Passwordstate

Passwordstate 4
AuthAnvil Two-Factor Authentication

Login

Please enter your Username and Passcode below (Passcode = PIN + One Time
Password).

Username |m53nd |

Passcode || | Logon

Status: Awaiting Login
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7204 6745
e

Wy AuthAnvil
h\, / SoftToken

SecurlD Authentication

You must specify your SecurlD User ID on this Preferences screen, and then you can begin to use
this two-factor authentication method. You Passcode is a combination of your Pin, plus the
Tokencode.
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Passwordstate

Passwordstate 4

SecurlD Authentication

Login

Please enter your SecurlD User I and Passcode to authenticate.

UserID: |msand

Passcode : ||

Status: Awaiting Login

Duo Push Authentication

You must specify your Duo Username to send the Push notification to. You can also choose which
device to send the Push Notification to.
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Passwordstate

Passwordstate 4
Duo Push Authentication

Login

Flease specify details below as appropriate, and press the 'Send Push' button
to start the authentication process.

Duo Username |msand |

Send to Device | | Send Push

Leave blank for default device

Status: Awaiting Login

SafeNet Authentication

You must specify your SafeNet UserName and Passcode to authenticate to Passwordstate

Passwordstate 4

SafeNet Two-Factor Authentication

Login

Flease enter your Username and Passcode below.

Username ljwilkclns

Passcode ||

Status: Awaiting Login

© 2017 Click Studios (SA) Pty Ltd



Preferences Menu 153

One-Time Password

One-Time Password authentication supports the TOTP and HOTP algorithms - TOTP being time-
based, and HOTP being counter-based. Both hardware and software tokens can be used for this

authentication method

In order to use this authentication option, you must select the Password Type, and then select
various settings for your token.

The Secret Key needs to be specified in Base32 format, which is a string of 32 characters in length.
If you are using a software token, then you can generate a random Secret Key in Passwordstate,
and then specify this key in your software token software. If you are using hardware tokens, you
should be been provided with the Base32 Secret Key when you were provided your token.

™ Note: If someone enables this authentication method for you, but you have not configured the
settings below, you will be prompted to configure them when you first try and authenticate to the

Passwordstate web site.

One-Time Password Settings

Select which typ s settings as appropriate - these settings are only applicable if

the One-Time Pa
Password Type: Time-Based -
Time Step: 30

Token Clock Drift: |g d your token has drifted over time
Counter: 0 What the current Counter is for your token

HOTP Digits: &

Generally 6 or & digits (for Counter-Based authentication)

Secret Key; ssssssrassrsirasrrasrasrransane | Show || Generate || Clear |
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One-Time Password

Login

Flease enter your One-Time Password to authenticate,

One-Time Password Logon

Status: Awaiting Login

RADIUS Authentication

RADIUS Authentication allows you to authenticate against a RADIUS server, where the RADIUS
server can be configured for different types of authentication per user - even various two-factor
methods.

Passwordstate 4
RADIUS Authentication

Login

Flease enter your RADIUS Username and Password to authenticate,

RADIUS Username |msand |

RADIUS Password | | Logon

Status: Awaiting Login
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6.1.5 Mobile Access Options Tab

The Mobile Access Options tab allows you to specify various settings for the Mobile Client version
of Passwordstate, and also the Pin Number used for you to authenticate. In particular you can
specify:

™ Note: Your Passwordstate Security Administrator(s) may disable the use of the Mobile Client,
in which case all option on this tab will be disabled. The length of the Pin Number s also
controlled by your Security Administrator(s).

Default Home Page You can either choose your default home page to
browse/filter all the Password Lists you have access
to, or go straight to a screen where you can search
for the password record you require

Limit the Number of Records to As cellular/mobile networks are typically slower
than local networks, it's recommended you limit the
number of records returned to help with
performance.

Mobile Pin Number The Pin Number you will use to authenticate with
when using the Mobile Client - this is in conjunction
with your UserID for Passwordstate

& Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the ‘Save” button.
home page miscellanecus color theme authentication options mobile access options
Flease select select appropriate options below for accessing Passwordstate via a mobile device,

Set the Mobile default home page to:

® Password List Search Password Search

When searching for Password Lists or Passwords, limit the number of records displayed to:

(as mobile devices t'}-'J\CE | operate on slower networks, limit ng the n umber of records returned can he P Improve |:'~:I':C-’H1E\"CE_I 30

Mobile Pin Number:

1234 E (Minimum length is : 4)

Save Save & Close

6.1.6 APIKeys Tab

The API Keys Tab allows you to create API Keys for the Browser Extension and Remote Session
Launcher features

Please refer to the Browser Extension Manual and 'Remote Session Launcher Installation
Instructions.pdf' document for instructions on how to use these features
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& Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the ‘Save” button.

home page miscellaneous color theme authentication options mobile access options api keys

A General API Key is used for the Passwordstate Browser Extension. The Remote Session Launcher API Key is used for the Remote Session Launcher utility

General APl Key

Flease click on the ‘Generate New Key button below to generate your own API Key
APl Key  |3ceTd8b94fa2356629837c53badfdezs Generate New Key

Warning: Resetting the API Key will break existing applications using it

Remote Session Launcher API Key

Please click on the 'Generate New Key button below to generate your own API Key

M vou must also have the Passwordstate Remote Session Launcher utility installed on your PC to use this feature,
APl Key  |d3ceaff82359b4789e76ca5323b4dfch Generate New Key
Warning: Resetting the API Key will break existing applications using it

Save Save & Close

6.1.7 Browser Extension
The Browser Extension tab allows you to specify various settings for the Chrome Browser
Extension, which is used to automatically form-fill web site logins.

In particular you can:

e Specify various automatic logout settings, either when you close the browser, or if your browser
has been idle for set period of time

e Specify which URLS will be ignored by the Browser Extension, so that it doesn't prompt you to
save login credentials

Please refer to the Browser Extension Manual for instructions on how to use this feature.

™ Note: The Logout settings can be overridden by your Passwordstate Security Administrator(s),
and they can also specify additional URLs to be ignored for all users
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& Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save' button.

home page miscellaneous color theme authentication options mobile access options browser extension remote session launcher

To configure your Passwordstate Browser Extension, please copy and paste the encrypted URL below into the Preferences screen for your extension,
Extension Logout Settings
Please specify settings below for automatically logging out of your Browser Extension.

Automatically log out of the Browser Extension when you close the browser:
Yes @ No

Automatically log out of the Browser Extension when the browser has been idle for (x) minutes:
0 {Setting to 0 disables this feature)

Ignored URLs

You can ignere certain URLs from prompting to save login credentials by adding them below,

Add
Enter the base URL here e.g. mypasswordstate.domain.com

Actions | URL

[+] passwordstate7 halox.net

Save Save & Close

6.1.8 Remote Session Launcher

In order to use the Remote Session Launcher utility (for RDP, SSH, Telnet or VNC Sessions), you
must first create an appropriate API Key for the utility, before you installed the local client for this
feature.

Please refer to the 'Remote Session Launcher Installation Instructions.pdf' document for
instructions on how to use this feature.

6.2 Email Notifications

The Email Notifications screen allows you to enabled/disabled one or more of the many different
email notifications Passwordstate can send you.

™ Note: There is a feature called 'Email Notification Groups' which your Security Administrators
of Passwordstate can use, and using this feature for your account will cause the 'Choose Email
Notifications' button below to be disabled

™ Note: Security Administrators can also disable one or more Email Notifications system wide, so
if you are not receiving emails you are expected to, please speak with one of your Security
Administrators

Choose Email Notifications
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By Clicking on the 'Choose Email Notifications' button, you will be presented with a list of email
categories, which can either be enabled or disabled. There is also an option to enable or disable
all email notifications with the buttons at the bottom of the grid.
4 Email Notifications
t which Email Notifications you would like to receive either by disabling or enabling Categaries below as appropriate.
_.toT . ord List or individual password o
o
o
° T
(+] Notifies yo
° it S
[~] otifies
(-] Notifies you o
(-] Notifies yo
Enable All Notifications Disable All Notifications Grid Layout Actions.. +
6.3 Remote Session Credentials

In order to use the Remote Session Launcher feature, you must create one or more Remote
Session Credential queries which can be used as login credentials for the Remote Session. Prior to
doing this you need to:

Go to the screen Preferences -> APl Keys Tab, and create an AP| Key for the Remote Session

Launcher utility

¢ |nstall the Remote Session Launcher utility as per the document
'Remote_Session_Launcher_Installation_Instructions.pdf'. This file was included in the
Passwordstate.zip file you downloaded, or can you find it here - http://
www.clickstudios.com.au/documentation/default.html

® Click on the 'Configure Browser Support' button you see below to configure your browser

® Now create the Remote Session Credential query as appropriate - see further instructions

below

& Remote Session Credentials

Below are all the Remote Session Credentials queries you have created, which are used for Remote Session authentication to Hosts i.e. RDP, SSH, Telnet, VNC,
™ Eefore you use this feature, he ‘Install Remote Session Launcher’ and 'Configure Browser Support’ but
Actions Description Host Name Match = Host Type(s) = Operating System(s) = Linked To Password
[~] RDP Sessions & \Windows Accounts -> halox\msand ( msand Domain Account )
Add Install Remote Session Launcher Configure Browser Support Grid Layout Actions... =

When creating a Remote Session Credential Query, you can perform certain filtering based on
Host Name, Host Types, Operating Systems, Connection Types and Port Numbers. Once you've
specified these parameters, you simply link the query to a password record in Passwordstate that
you would like to authenticate with.
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This query based approach allows you to supply different login credentials, based on whatever
criteriayou wanti.e. if you had different domains, your could filter in the Host Name by the
domain portion, and have different login credentials for each domain.

When using the Remote Session Launcher feature, if you click on a Host in Passwordstate and it
detects more than one Remote Session Credential for the Host you are wanting to connect to,
then it will present you with a popup screen asking you wish credential you would like to
authenticate with.

# Add Remote Session Credential Query

Please specify a new Remote Session Credential query below as appropriate, and test the query on the ‘Query Results' tab.
I query properties query results
Any Hosts which match the query details below will use the selected Password record for Remote Session authentication

Remote Session Query Properties

Description: ||

Host Name Match:

Examples are: win2k12serverl (single host), or wildcard matches like win2k12* or
ServerName*Win. Use the "Query Results' tab to test
Host Type(s): 4
Operating System(s): 7
Connection Type ® RDP S5H Telnet VMNC
Port Number 3389

Leave blank for any Port Mumber.

Link To Password: * 0,

Save Cancel

™ Note: When you first create a Remote Session Credential, your account is given access to it.
Then from the 'View Permissions' menu item under the 'Actions' menu, you can apply permissions
for other users or security groups to also use these credentials. Even if the other users don't have
access to the Linked password record in Passwordstate, they can still use the Remote Session
Credential if you choose to allow them to.

7 Administration Menu

In order to see the Administration Menu you must be granted one or more of the 15 different
types of Security Administrators roles.

If you are a Security Administrator of Passwordstate, please reference the 'Security
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Administrators Manual', available from the Help menu.

Help Menu

The Help Menu provides various forms of Help to general users of Passwordstate, or Security
Administrators. The Help available is:

1. Browser Extension Manual - for form-filling web site logins

2. Guided Tour of Passwordstate - this will show a popup window guiding you through some of
the basic functions

. Mobile Client Manual - for using the Passwordstate Mobile client

. Online Help - this links back to the Support page at Click Studio's web site

. Remote Session Launcher (instructions for installing and using the Remote Session Launcher
Utility)

. Security Administrators Manual

. User Manual (this help file you are referencing now)

. Web API Documentation

. What's New - this shows the change-log for Passwordstate

[S2 I S VS ]

O 00N O

™ Note: Some or all of these menus may be disabled or hidden from you, depending on options
configured by your Passwordstate Security Administrator(s)

KB Articles

The following is a list of KB Articles for enabling or using certain features in Passwordstate.

Some of the articles show or describe features found in the 'Administration' area of
Passwordstate, and if your account is not configured as a 'Security Administrator', you may not
have access to these screens.

Controlling Settings for Multiple User Accounts
Export All Passwords and Import into KeePass
How to Clone Folders and Password Lists

Moving Passwordstate to a New Database Server
Moving Passwordstate to a New Web Server
Multiple Options for Hiding Passwords
Specifying Your Own Custom Fields

Password Resets

Passwordstate Disaster Recovery

Controlling Settings for Multiple User Accounts

With the use of the User Account Policies feature, you can specify multiple settings for User’s
Preferences, their Password List Screen Options, and also their Home Page and Folder Screen
Options. These settings can then be applied to either multiple user accounts, or multiple security
groups.
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You can access the User Account Policies from the screen Administration -> User Account Policies,
and when you add/edit a policy, you can control the following settings:

User Preferences

Mask Password Visibility on Add/View/Edit Pages

Auto Generate New Password When Adding a New Record

Enable Search Criteria Stickiness Across Password Screens

Show the 'Actions' toolbar on the Passwords pages at the

Expand the bottom Navigation Menu items by

Locale (Date Format)

Specify which Authentication option will apply to the user's account

Password List Screen Options

Show the 'Header' row on all Passwords Grids

Show the 'Filter' controls in the Header of the Passwords Grids

Show the 'Header' row on all Recent Activity Grids

Make the Recent Activity Grid visible to the user

Selects the Paging Style controls for Password and Recent Activity grids
Make the Pie Charts visible to the user

Home Page and Folder Screen Options

Show the Favorites Passwords Grid

Show the Password Statistics Chart

Choose the Style of the Password Statistics Chart

Stack the data points on top of each other for the Password Statistics Chart
Select the color theme for the Password Statistics Chart

Mobile Access Options
Set the Mobile default home page to
When searching for Password Lists or Passwords, limit the number of records displayed to

Password List Options

When creating new Shared Password Lists, base the settings on the following Template's settings
When creating new Shared Password Lists, base the permissions on the following Template's
permissions

If copying settings from a Template to a Shared Password List, also link them

When creating new Private Password Lists, base the settings on the following Template's settings
If copying settings from a Template to a Private Password List, also link them

™ Note 1: When you first add a new User Account Policy, it is disabled by default. Itis
recommended that before you enable the policy, you apply the permissions required, then click
on the 'Check for Conflicts' button. The Check for Conflicts process will ensure that there are no
two settings with different values assigned to a user's account - this could cause confusion for the
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user, and for Security Administrators if this is the case.

™ Note 2: You can have more than one policy applied to a user's account, but you should use the
Check for Conflicts button after applying permissions to the policy.

When a User Account Policy is in effect for a user, the option will be disabled for them, and they
will see alittle red flag notification, informing them a policy is in effect. In the following graphic, a
policy is set for the 'Page Style' used for the grids.

it Screen Options

Flease review eac| tabs below, and customize the page as required.

M please note your Security Administrators of Passwordstate have set various preferences foryl via a User Account Policy, which cannot be
changed. These disabled options will have a Red flag displayed next to them.
password columns passwords grid recent activity grid grig4faging style chart settings
Flease select which Paging style you would like to use for the Passwords#nd Recent Activity Grids - The pagers will appear in the footer
of the gnd.
Mext Previous Buttons Slider MNumeric Pages 'F
Next Previous Buttons Slider Numeric
Changepage: W« v w . - - o an
« ’ [1]23456789 10 ..

Save Cancel

Export All Passwords and Import into KeePass

This KB article will explain how to export all Shared passwords from Passwordstate, and import
them into KeePass. Note: KeePass 2.27 was used during documenting this process.

® Go to the page in Passwordstate Administration -> Export All Passwords

e Select the option 'KeePass Compatible CSV file', and check/uncheck the Auditing option as
appropriate

® Save the exported csv file somewhere safe

® Open KeePass and create a new empty database

® From the 'File' menu, select 'Import’'

® Select the 'Generic CSV Importer' option, browser to the saved csv file above, and click on the
'OK' button

® On the 'Structure' tab, select the 'Ignore First Row' option, deselect the option 'Interpret\ as an
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escape character', and ensure the fields selected match the screenshot below (you will need to
use the 'Add Field' feature on this screen to do this). Make sure you create the 10 Generic Fields
as well

Structure | Preview

Syntag

Field separatar: Record separator: | {New line} W

Teat gualifier: " W Interpret *" as an escape chara

([¥] Ignore first row
Remove white space characters from the beginning/end of fields

Semantics

Spewm fiields and their arder) of the CSV file:
eld

Group

Title

User Name
String (Description)

String (Account Type)
UAL Add field

Expiry Time Type: | stiing
Password
Motes

String (GenericField Farmat:

Name:  |GenercField10

Finish

® Now click on the 'Next' button, and then the 'Finish' button
9.3 How to Clone Folders and Password Lists

If you need to create multiple Password Lists, the Clone Folder feature might be useful for you.

The Clone Folder feature allows you to pick a Folder, and clone all the Folders and Password Lists
nested beneath it. The intention is to create a folder structure, with a base set of Password Lists
and settings, and then duplicate this structure.

To clone afolder, you first need to click on it in the Navigation Tree, then click on the ‘Folder
Options’ button at the top of the screen, and then you will see the ‘Clone Folder’ link. From here
you have the following options available to you:

Folder - Customers i Screen Options _ @ Folder Options I
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¢ Specify the new name of the folder to be cloned

® Choose whether you want to clone all Folders and Password Lists nested below the chosen
folder, or just clone Folders only

® Choose what permissions you would like to apply to the new Folders and Password Lists —
either clone the current permissions, apply permissions just for yourself, or don’t apply any
permissions at all

When you have finished cloning the folder, it will place the structure in the root of the Navigation
Tree.

™ Note 1: Standard processing occurs when cloning folders i.e. appropriate audit events are
logged, and email notifications are sent informing users they have access to one or more new
Password Lists.

™ Note 2: Cloning Password Lists will not clone any of the passwords contained within them —
only settings, customizations and permissions will be cloned.

W Clone Folder

To clone the selected folder, please specify the name of the top level folder, and select the appropriate options

Mote: No passwords will be cloned with this process, only Folders and Password Lists.

folder details

Please specify appropriate details below, the click on the Save Button,

Folder Mame * “Customers

Description * Customers

Clone the following Folders and Password Lists:

® All nested Folders and Password Lists Just the nested Folders

Apply the following permissions:

® Clone current permissions Only for my account Mone

Status Save Save & Clone Again Cancel

Moving Passwordstate to a New Database Server

Please use the following instructions as a guide for moving an existing Passwordstate database to
a new database server. Please note these instructions will assume you have some knowledge for
using the Microsoft's SQL Server Studio Management Studios tool, and have appropriate
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permissions to restore databases.

™ Note: These instructions are for Passwordstate version 6 and 7, using SQL Server Management
Studio 2012 - some screens may look different to you for prior versions.

Restore your database:

® On your new database server, open Microsoft SQL Server Management Studio
¢ Right click on 'Databases' and select 'Restore Database'

.n.sa_
File Edit View Debug Tools Window Help

Object Explorer > X

Connect~ 3 3 m 7 (7] .§ /

- LBWINEK'IETEST'IKSQLEKPRESS (SOL Server 11.0.3128 HALOX

= "JW— Mew Database...
+ Ld S}l’

[ Secun Attach... /
7 [d Lo

Restore Database...

# 3 Se Restore Files and Filegroups...
= Ll Cr
+ [ Server Deploy Data-tier Application...
# [ Replic Import Data-tier Application...
+ [ Manas
Start PowerShell
Reports k
Refresh

® Click on the 'Device' eclipse and browse and select your saved database backup, and click the
'‘Restore' checkbox under the section 'Select the backup set to restore'
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8 Seript ~ | [ Help

Source

) Database: |

@® Device: |C:\Data\passwordstate_hackup_20'l 3 07_24 104933 5802133.bak

Database: | passwordstate

Destination

Database: | passwordstate

Restore to: |The last backup taken (Wednesday, 24 July 2013 10:42:37 ﬂ| Timeline...

Restore plan

Backup sets to restore:

Mame Componert  Type  Server Database
:passwordstate_hackup_Zﬂ'l3_m_24_1ﬂ4933_5m2133 Database Full  WIM2KEWEB1  passwordstat

Connection
A WINZK12TESTINSOLEXPRESS
[HALOX  msand]

Wiew connection properties

Progress S
@ Done

Verify Backup Media

oK ‘ ‘ Cancel ‘ ‘ Help

¢ Click the 'OK' button to restore, then right-click on 'Databases' again and click 'Refresh' so your
restored database shows

Navigate to Databases -> passwordstate -> Security, and delete the account passwordstate_user
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= | )| passwordstate
+ [ Database Diagrams
¥ 1 Tables

._,_i_':. passwordstate_user
I8 sys

+ [ Roles

¥ [ Schemas

® |f you receive an error message similar to 'The database principal owns a schemain the
database, and cannot be dropped’, then expand the 'Schemas' tree node and delete the
'passwordstate_user' schema

= [ Security

= [ Users
IA dbo
|,_I_';_ guest
|,_l."*_ INFORMATIOMN_SCHEMA
._,_i_‘:. passwordstate_user
I sys

¥ 1 Roles

Sf=] 5chermas
#] db_accessadmin
# db_backupoperator
& db_datareader
& db_datawriter
& db_ddladmin
& db_denydatareader
] db_denydatawriter

& db_owner

# db_securityadmin

# dbo

] guest

& INFORMATI@M_SCHEMA

] sys
] passwordstate user
+ [ Asymmetric Keys
¥ [ Certificates
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* Navigate to \Security -> Logins, right click and select New Login

- 1 Databases
4 [ System Databases
+ | || passwordstate

= [ Security

Y Loces

&, L= ogin##
& Filter ¥ jinz2
"Eﬁ Start Powershell

ch

S Reports 3

A 55

_: Refresh

L

& NT SERVICE\Winmgmt

H sa
¥ [ Server Roles

¥ 1 Credentials

® Create a new SQL Account account called passwordstate_user, setting the password to the value
in your database connection string in your web.config file (located in the root of the

Passwordstate folder), set Default database to passwordstate
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[ Server Roles
j User Mapping
% Securables

15 Status

Connechion

Server:
WINZK12TEST14SGQLEXFRESS

Connection:
HALOX \msand

Liﬂ View connection properties

Progress

8 Serpt + [ Help

Login name: passwordstate_user

) Windows authenti
® 50L Server authentication

Password: T

Confirm password:

[] Specify old password

Old password: |

[] Erforze password policy
[] Erfonce password expiration
[] User must change password at next login

) Mapped to certficate |

) Mapped to asymmetric key |

] Map to Credential |

Mapped Credentials

N

Credential

Provider

Remove

Default database: |b355W0l'd5tEﬂe

v

Default language: | <default>

v]

® Grant db_owner rights to the passwordstate database under the User Mapping page

© 2017 Click Studios (SA) Pty Ltd



170 Passwordstate User Manual

F Login - New - ':'-

Select a page L ) ]
. Script - Hel
A General ‘;g a Lj g
1% Server Roles
_‘@' User Mapping Users mapped to this login:

5 Securables

Map Database |lser Default Schema

5 Status
passwordstate_user I:l
. Database role membership for: passwordstate
Connection
[] db_accessadmin
Server: [] db_backupoperator
WINZK12TEST1"SQLEXPRESS [] db_datareader
Connection: [[] db_datawriter
HALOX msand [] db_ddladmin
db_d aiartad
37 View connection properties Edb_aw:’ce‘:r
db_owner

Progress | dbsecur’rtﬁdmin
public
Ready v

Final Changes to your Web Site:

* Now you need to edit the Data Source value in the web.config file for the
PasswordstateConnectionString - this value needs to be the host name of your new database
server. Note: if your SQL Server is installed with a named instance, then the formatting of the
host name should be HostName\SQLInstance

<connectionStrings:s
<add name="PasswordstateConnecticnString”
connectionString="Data Source=win2kl2test'\sqlexpress;Initial Catalog=passwordstate;
User ID=passwordstate_user;Password=MyPassword” providerName="System.Data.5qlClient"/>
</connectionStrings:

e Restart the Passwordstate Windows Service so it picks up the changes in the web.config file
® And restart your Passwordstate web site in IIS. You should now be able to point your browser to
the Passwordstate web site, and successfully connect to your new database server
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| Internet Information Services (IIS) Manager = [ = -
/@_ | € » WINZKIZTEST] » Sites » passwordstate + | TIE )

File View Help
P2 | asswordstate Home
€ - |8 @ P 2 Explore
“ﬂ Start Page Filter: . Go G Show All | Group by: Area B3~ Edit Permissions...
483 WINZK12TEST1 (HALOX\msal S
Ll ASP.NET ~n ERESAS
‘::* Application Pools -
e - P T indings...
4-[@] Sites =T & -H U P . i i
b @0 passwordstate B 04 4 =5 P [E Basic Settings..
.NET .NF.T MET Error .NF_T ) MET Profile  \MET Roles View Applications
Authorizat.. Compilation Pages Globalization i h i X
) View Virtual Directories
g& L= ?! ahb| . ? ='G: lanage Website ~
MET Trust .MET Users  Application Connection Machine Key  Pages and - Restart
Levels Settings Strings Controls
@ st
RO :
- . X — i = Browse Website
Providers  Session State SMTP E-mail . Browse WIN2K12TEST] on
19119 (https)
(13 ~ Advanced Settings...
l> Ny = .
n . Confi
2 9 [e )
Authentic.. Compression  Default Directory  Eror Pages  Handler L =
Document  Browsing Mappings ® Help
5 = 5 i s Online Help
v T
O B &= 4 g
ISAP|Filters  Logging  MIME Types  Modules Qutput
Caching
o= A
= &
Request S50 Settings
Filtering
v
< " > | [ Festures View |12 Content View
Ready €

9.5

Moving Passwordstate to a New Web Server

Please use the following instructions as a guide for moving an existing Passwordstate web
installation to a new server. While it's not necessary, it's recommended you install the same
version of Passwordstate on your new web server to rule out any upgrade issues during the

migration. Previous builds can be downloaded from here - Download Archive

Installing Passwordstate:

® Prior to installing Passwordstate on your new web server, if the name of your new web serveris
changing, then must add the new web server's host name to the list of authorized web servers
within Passwordstate. You can do this from the screen Administration -> Authorized Web

Servers

® Download your correct build of Passwordstate from here - Passwordstate Build Archive

Now you can follow the instructions in the document General Installation Instructions to install
Passwordstate, stopping when you get to section 'Configuring Passwordstate for First Time Use'
If you are using a CNAME DNS entry to resolve the URL binding for your web site, you will now
need to edit the DNS entry and update the host name of your new web server (the DNS entry is
used so you can type http://passwordstate into your browser)
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¢ |f you are using an SSL Certificate with your existing installation of Passwordstate, then you will
also need to configure this new installation to use a SSL Certificate as well

* Now you need to copy the web.config file from your existing installation (found in the root of
the Passwordstate folder) to your new installation - this file includes settings for the database
connection string, and split secrets which form part of the encryption keys. Note: If you have
encrypted your database connection string, or AppSettings section of the web.config file, you
will need to decrypt these prior to moving this file. Instructions for this can be found in the
Installation Documentation - General Installation Instructions.

e |f you are using RSA's SecurlD two-factor authentication with Passwordstate, you will also need

to copy across the file located in the /securid folder

e Restart the Passwordstate Windows Service on your new web server (after the Service has been
restarted, it will recreate any custom Logos or images you have uploaded into Passwordstate -

you may need to give it a minute or two to do this)

i Netwark Connections
o Netwark List Service
o Netwark Location Awareness

Metwark Store Interface Service

‘ﬁ, Passwordstate Serw

Performance Count: Start
., Performance Logs & S
: Fause
.. Plug and Play
Fesurme

. PAP-¥ IP Bus Enume
+ Portable Device Enu
oy Power Al Tasks 1
o Print Spooler -
.. Problem Reports ar
+ Protected Storage Properties
- Remote Access Autr

Refresh nel Support

. Remote Access Con Help

I PR N -

Manages o
Identifies t
Collects an
This servic,

Provides m,

Enables re.

Performan.
Enables a ¢
The PnP-X

Enforces g,
Manages p
Loads files

This servic,
Provides pr
Creates a .
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e Restart your Passwordstate web site in IIS
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E Internet Information Services (I1S) Manager |;|i-
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¢ |f everything has been done correctly above, you should now be able to point your browser to

the new Passwordstate web site.

9.6

Multiple Options for Hiding Passwords

On each of the Password Lists screens, there is a ‘Password’ column which shows the masked
password and provides a image for you to click on copy the Password to the clipboard —see image
below. There are three options for how long the Password will stay visible on the screen when

you click the masked password text.
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‘ Q.| i Screen Options
£0) SQL Server O Favorite @ Shared List (Admin Access) ©r Sync Enabled %@ Guide D Strength Policy
Actions | Title User Name Description Password Password Strength Expiry Date
[~] aaa-record Test P52 B b & 2 & & ¢
[~] bank1 new description2 b 6 & 8 & 4
[~] gsand Google Lagin R t & & & & ¢
[+] sa -y 3 SOLSwerTon] 00 | CEeIeniemreen b & & 3/03/2014
[~ ] sqglae sqlrepll SQL Replication Account L & & & & 4
[+ sql_pass2<= mg SQL Account 2 wntias “r ¥ i W W 27/01/2013
[~] sglaccount'l wa SQL Server Prod Account 1 FERE RS R L & & & & 1 31/07/2009
(] sglaccount3 SQL Account 3.2 €0 o % W W 4/03/2014
[~] sqltast3 SQL Test 3 Account Test account for SQL 3.3 L & & & &
Add | Import | Documents | Permalink | Grid Layout Actions.. ~  List Administrator Actions... -

To select one of the three different time options, you can do so on the screen Administration ->
System Settings -> Passwords Options Tab. The options are:

Option 1 — Hide Based on a Set Time

Regardless of the length or complexity of the Password, you can hide the Password based on a set
time interval —in seconds.

Automatically hide visible passwords based on the following conditions (in seconds):

® set Time ) Password Complexity (O password Length

|5 |5.r:n.=_'|:i1"',,-r 0 to disable

Option 2 — Hide Based on Complexity of the Password

As you’re aware, each Password is deemed to be of a certain ‘Strength’, and this strength can
differ depending on which ‘Password Strength Policy’ is assigned to the Password List. You can set
a specific time interval for each of the 5 different Password Strengths —Very Poor, Weak, Average,
Strong & Excellent

Automatically hide visible passwords based on the following conditions (in seconds):
() set Time @ Password Complexity O Password Lenath

Very Poor Weak Average Strong Ewcellent
2 e G E T
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9.7

Option 3 — Hide Based on Password Length

It can be very difficult to read an unmasked Password in it’s entirety if it is a long password —more
than likely it will be hidden before you’ve finished typing the password into a different screen
somewhere. To overcome this, you can hide the Password based on different set time intervals,
for three different Password Lengths — of which, all can be customized to your liking. Note that
Length 3 is greater than or equal to, whereas the other two options are less than or equal to. This
means you should set Length 3to be one value greater than Length 2.

Automatically hide visible passwords based on the following conditions (in seconds):
(O set Time ) Password Complexity (®) password Length
Length 1 Length 2 Length 3
Hide in Hide in ride in

Specifying Your Own Custom Fields

When you create or edit a Password List, the standard fields which can be used are:

Field Name Length Description

Title 255 A title which describes the password

User Name 255 A username which is normally used as part of the
authentication process for the password

Description 255 A longer description describing the password's use

Account Type NA A graphical icon to help identify the record type

URL 255 If the password relates to a web site login, or FTP login, etc,
you can specify the URL

Password NA The password itself

Password Strength NA Not a field to store any data - a graphical representation of the
strength of the password

Expiry Date NA A data in which the value of the password should be reset

Notes 8000 Any general notes about the password

In addition to the Standard Fields, you can select up to 10 different custom fields, and the custom
fields can be named to anything you want, and have the following data types:

e Text Field —just a standard text field

® Free Text Field —an unlimited text field for entering larger bodies of text

® Password —an encrypted password field (encrypted and salted in the database), and allows you
mask the contents as per a normal Password field i.e. ****** and you can also copy to clipboard
as per normal

Select List —allows you to specify multiple fixed values, which shows as a drop-down list

Radio Buttons —allows you to specify multiple fixed values, which shows as a Radio Button
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® Date Picker —similar to the Expiry Date field, this one gives you a popup calendar for specifying
date values

™ caution: If you have a requirement to change the Field Type of an existing in-use Generic Field,
this will cause the values to be cleared in the database as some of the Generic Fields need to their
data stored differently, and also processed differently when displayed on the site.

i= Add New Password List
To add a new Password List, please fill in the details below for each of the various tabs

Note: You will receive Administrator permissions to the Password List once it is created (unless you're copying permissions from

password list details customize fields guide api key

Below you can specify which fields are available, which cnes are required fields, and select one or more Generic Fields and confi
their options accordingly.

Standard Fields

Field Name Reguired
| Title v
|« User Mame O

[« Description ()]

[l Account Type (W]

|| URL (]
[+ Password 7]
[# Password Strength v

) Expiry Date O

[# Notes O

Generic Fields (click on Field Mames to rename)
Field Name Reguired  Encrypt  Field Type

[« sOL Account (] [« Password ~

Select Password Generator options.

Use Generator assigned to Password List -
[ Generic Field 2 I (= Text Field M
[J Generic Field 3 = = Text Field M
[ Generic Field 4 8] U Text Field -

9.8 Password Resets

The following is a list of KB Articles relate to various Password Reset features in Passwordstate.
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Password Reset Scripts and Requirements
Structure of a Password Reset Script
Resetting Active Directory Passwords
Password Reset Example

Password Reset Queuing System
Password Reset Dependency Records
Known Errors

9.8.1 Password Reset Scripts and Requirements

In Passwordstate, it's possible to perform Password Resets on remote Hosts/Systems of the
following type:

® Active Directory - see Resetting Active Directory Passwords

¢ Local Windows Accounts

® Windows Services

® ||S Application Pools

e Scheduled Tasks

¢ Cisco network equipment (routers, switches, etc)

® Linux/Unix Accounts

® Microsoft SQL Server, MySQL Server accounts and Oracle accounts
® Com+ Components

® VVMWare ESX Accounts

® F5BIG-IP Load Balancers

® HPiLO Out-Of-Band Management Cards

¢ |BM IMM Out-Of-Band Management Cards

e Dell iDRAC Out-Of-Band Management Cards

Juniper ScreenOS firewalls

® JuniperJunos devices

e HP H3C switches and routers

® HP Procurve switches and routers

® And anything else you create your own PowerShell Password Reset scripts for

In order to use Password Reset and Validation features in Passwordstate, there are certain system
requirements which must be met. A full list of requirements can be referenced in this document -
http://www.clickstudios.com.au/downloads/version7/

Password Discovery Reset and Validation Requirements.pdf

The following content will describe additional high level details required for configuring
Password Resets, and also specifics for each of the different Password Reset Scripts.

General Requirements

® Host records must be first added to Passwordstate, before you can associate Password records
with them. You can either add Hosts manually, import via CSV, add via the API, or use a Host
Discovery Job to query Active Directory - Hosts and Resource Discovery
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® Some Password Reset Scripts require a Privileged Account Credential to be associated with
them (table below details this). Privileged Accounts can initially be created on the screen
Administration -> Privileged Account Credentials, and permissions applied to them on this
screen as well

® The Password List your are storing password records in which you wish to perform resets for,
must have the 'Enable Password Resets' option checked for the Password List, and the password
record itself needs the 'Managed Account' option checked

™ Note: Resetting of Active Directory Accounts is the only account type which does not use
PowerShell Scripts for performing resets - instead it uses native .NET Code for this. You simply
need to ensure an appropriate Privileged Account Credential is selected on the Add/Edit
Password screen, one which has appropriate permissions to reset accounts - generally Account
Operators should be all that's required, although high privileges pay be required if you have made
changes to default permissions on account and OUs.

Script Description

Reset Cisco Reset the Enable
Enable Secret [Secret on Cisco Hosts

Reset Cisco Reset the password on Yes ® For Privilege Level 1type accounts
Host Password [a Cisco switch or router

Priv 1 of Privilege Level 1

Reset Cisco Reset the password on Yes ® For Privilege Level 15 type accounts
Host Password [a Cisco switch or router

Priv 15 of Privilege Level 15

Reset COM+ |Reset the password for Yes
Component [a COM+ Component.

Password

Reset Dell Reset Dell iDRAC No

iDRAC Account [Account Password

Password

Reset F5 BIG-IP [Reset F5 BIG-IP Yes e Accounts in BIG-IP appliances can be

Account Account Password - configured with Terminal Access of type

Password - AS [Advanced Shell 'Advanced Shell' or "TMSH'. You need to

Terminal Access select the appropriate BIG-IP reset script to

use, depending on the Terminal Access type
for the Privileged Account Credentials you
have associated with the Password Reset
Script

Reset F5 BIG-IP [Reset F5 BIG-IP Yes ® Accounts in BIG-IP appliances can be

Account Account Password - configured with Terminal Access of type

Password - TMSH Terminal Access 'Advanced Shell' or TMSH'. You need to

TMSH select the appropriate BIG-IP reset script to

use, depending on the Terminal Access type
for the Privileged Account Credentials you

have associated with the Password Reset
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Script

Reset HP H3C |Reset HP H3C Account Yes

Password Password

Reset HPiLO |Reset HP iLO Account No

Password Password

Reset HP Reset HP Procurve Yes ® Can be used to reset both Manager and

Procurve Account Password Operator accounts

Password

Reset IBM IMM|Reset IBM IMM No ® When resetting passwords on IBM IMM

Account Account Password cards, you must know the LoginID of the

Password account you wish to reset passwords for. In
order to use this script, you must configure
Generic Field 1 for the PasswordList with
the name of 'LoginID' and this is where you
can store the value for each account you
wish to reset passwords for

Reset IS Reset the password Yes

Application and then restart the
Pool Password [Application Pool

Reset Juniper [ResetJuniperJunos Yes

Junos Password

Password

Reset Juniper |ResetJuniper Yes ® Can be used to reset the root account, and
ScreenOS ScreenOS Password any other non-root accounts

Password

Reset Linux Reset the password for| Yes or No |e If you do not associate a Privileged Account
Password a Linux account Credential with this script, you will SSH to

the host using the account you wish to reset
the password for

¢ |f you specify a Privileged Account
Credential, you can SSH with this account,
and then reset a password for a different
account

¢ |f you want to reset the 'root' account
password, then you need to specify a
Privileged Account Credential to SSH with,
and then the root account can be reset -
generally most environments do not allow
you to SSH in using the root account

® When resetting passwords for Mac OS X, no
Privileged Account Credential is required

Reset Linux Reset the password for| Yes or No |e This scriptis intended to be used with Linux

Password using|a Linux account using Operating Systems which require Public/
Public Key Public Key Private Key authentication to initially SSH to
Auth Authentication the host

e After the initial SSH connection has been
made, the SUSE Operating System does not
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require a Privileged Account Credential to
reset the user's account, but other
Operating Systems do

Reset MySQL |Reset the password for Yes

Password a MySQL account

Reset Oracle |Resetthe password for| Yesor No |® You only need to use a Privileged Account

Password a Oracle Account Credential to connect to the database, if the
account you're resetting the password for
does not have enough permissions to
perform areset foritself

Reset Reset the password for Yes

Scheduled Task|a Scheduled Task

Password

Reset SQL Reset Microsoft SQL Yes or No

Password Account Password

Reset VMware [Reset VMware ESX YesorNo

ESX Password [Account Password

Reset Windows|Reset password for Yes

Password local account on

Windows host

Reset Windows|Reset the password for Yes

Service a Windows Service

Password

9.8.2 Structure of a Password Reset Script

When creating your own Password Reset Scripts, we recommend that you copy one of ours as a
basis for your own. We recommend this so that the Passwordstate Windows Service understands
when the script has been executed successfully, or has failed.

There are 4 key areas in all of our scripts, and there is a screenshot below which highlights these

areas. They are:

1. Command(s) to be executed - this is the actual work done on the remote host to reset a

password

2. Connect to remote host to execute command(s) - this connectivity method will vary on the
host, but generally it is done via PowerShell Remoting, SSH connection, or a direct connection

to a database

server

3. Error Capturing - this is where we try and capture as many of the error scenarios as possible.
The error messages here will be included in the email report you receive when a Password
Reset attempt has failed for whatever reason

4. Calling the function - this is what initiates the call to all the 3 steps above it. The variables you
see here, enclosed in square brackets [], are replaced in real-time by the Passwordstate
Windows Service when the reset occurs - it queries relevant data from the password record,
the host record, and possibly the privileged account record if required
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{} Edit Password Reset Script

anges to the script below a5 appropiate, then click on the 'Save" button below, or press C Insert Variable

2. Connect to remote host and
execute command(s)

save || Cancel

9.8.3 Resetting Active Directory Passwords

It's possible to synchronize a password change in Passwordstate, with an Active Directory account.
In order to perform this synchronization, there's a few permissions and settings which first need
to be considered.

Privileged Account Credential

For Passwordstate to be able update passwords in Active Directory, it needs to use a domain
account with elevated privileges to do so.

The first step is to go to the screen Administration -> Privileged Account Credentials, and either
update the record 'Update Active Directory Account Passwords', or create your own

™ Note: This account must have Account Operator rights when changing passwords on the
domain (if you need to change passwords for accounts which have Domain Admin rights, then the
account you specify may also need Domain Admin rights, depending on how permissions on your
domain have been restricted by your AD Administrators)
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o" Privileged Account Credentials
Below are all the Privileged Account Credentials which can be used for Active Directory Account lookups, Host and Resourcqd

In order for these cedentials to be used for Host and Resource Discovery, and Password Reset Scripts, you must first apply d

Actions | Description

Discover Windows Hosts and Resources

Read Active Directory Security Groups and User Accounts
Update Active Directory Account Passwords

Update MySQL Account Passwords

Update Passwords for 1S Application Pools

Update Passwords for Scheduled Tasks

Update Passwords for Windows Services

00000000

Update SQL Server Account Passwords

Add Appropriate Domains to the Active Directory Domains Screen

By default, you should already have one Active Directory Domain added to the screen
Administration -> Active Directory Domains. If you want to synchronize password changes with
other domains which aren't listed, then you must add them to this screen.

iz Active Directory Domains
To grant access to Passwordstate by either adding users manually, or via Active Directory lookup, you need to specify one or more Active Directory Domains,
If you are unsure of what your Active Directory settings should be, please use the following as a guide:

Open a command prompt on your computer and type set userdomain, and then set userdnsdomain

The NetBIOS Mame for your Active Directory settings should match the result of set userdomain

FQDN should match the result of set userdnsdomain

The LDAP Query String for your Active Directory settings should match the result of set userdnsdomain in the following way:
LDAP Query String should read de=clickstudios,dc=com,dc=au for the domain clickstudios.com.au

Actions  NetBIOS Name FQDN LDAP Query String Privilaged Account - Read Default Domain
[+] dev dev.cstudios.com.au c=dev,dc=cstudios,dc=com,dc=au haloxymsand »®
(] halox halox.net c=halox,dc=net haloxymsand o
[+] sanddomain sanddomain.com de=sanddomain,dc=com msand@sanddomain.com ®

Add | Grid Layout Actions.. ~

Configure a Password List for Password Resets

Now that all the permissions should be correct, we need to configure a Password List so that it is
enabled for Password Resets. To do this you need to check the option 'Enable Password Resets'.
Clicking this option will also select the 'UserName' and 'Account Type' fields on the 'Customize
Fields'tab.
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:= Edit Password List

To edit the details for the selected Fassword List, please fill in the details below for each of the vario

password list details customize fields guide api key

Please specify Password List settings manually below.

Password List Details

Password List * ||'u‘l.fin+:lcnws Accounts |
Description * |AII Domain and Local Windows Accounts |

Image & windows.gif vy ®
Fassword Strength Policy * Default Policy ~ @ EA
Password Generator Policy *  pefault Password Generator - ® g
Code Page * Use Passwordstate Default Code Page v B
Additional Authentication* Mone Required -~ &

Password List Settings

F This is a Shared Password List

® Allow Password List to be Exported ®

O Time Based Access Mandatory @

I:I 3 | il R (W 1l (LA L]

#| Enable Password Resets - allows password resetting with other systems ED
U Donoreem St gk i escldlan—a erprTEE

® Prevent Password reuse for the last passwords

U Force the use of the selected Password Generator Policy

O Hide Passwords from users, and disable copy-to-clipboard feature

O Popup the Guide an each access of this Password List

@ Prevent Non-Admin users from Dragging and Dropping this Password List &
® Prevent saving of Password records if a 'Bad' password is detected &

O users must first specify a reason why they need to view, edit or copy passwords
#| Croyont hlan-Admin yce ataalaat=Ta bopine valiiac o Eyning Mats fiald
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Configure a Password for Password Resets

The last thing required for configuring a password for Password Resets is:

Enable the option to perform Password Resets

Select the 'Active Directory' Account Type

Select the appropriate Domain by searching for it

Specify the Username of the account this can be specified in the Pre-Windows 2000 format of
Username, or the UPN format of Username @Domain.com (pre-windows is preferred if
possible)

® Onthe Reset Options tab, you must also select a Privileged Account Credential with sufficient
permissions to reset the password for the AD Account.

™ Note : If you edit arecord such as this, but don't change the actual value of the password, then
the account in Active Directory is not updated.
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B4 Edit Password

Please edit the password below, stored within the "Windowe™Accounts’ Password List (Tree Path = \Infrastructure).

I password details notes security active directory zctions reset options heartbeat un

Title = |Sp|unkmm / ‘ | Q
F

Managed Account ¥ Enabled for Resets ¥#Enabled for He

Account Type E_, Active Directory

Domain * halox =

UserMame |splun|-:ar_cnt g—— |

Description |Used far SIEM |

Expiry Date 10/08/2016

Password Generator Default Password Generator -

N B EEN-EX:

Confirm Password

Password Strength b & B & 4 Compliance Strength W W W W

Strength Status: 1 more numbers

w7 Reset Tasks (1) [E Added via Discovery [E Compliance Mandatory [E Prevent Bad Password

F Password Reset tasks will be queued if Password updated. Save Cancel

When you open the Edit Password screen, the @ icon can be used to validate the password stored
in Passwordstate matches what's stored in Active Directory.

© 2017 Click Studios (SA) Pty Ltd



186

Passwordstate User Manual

B4 Edit Password

Please edit the password below, stored within the "Windows Accounts’ Password List (Tree Path = \Infrastructure).
password details notes security active directory actions reset options heartbeat cpn
Title * |Sp|unk Account | Q9
Managed Account # Epabled for Resets ¥ Enabled for Heartbeat
Account Type 2 Active Directory -
Domain * halox x
UserMame |splunkaccnt
Description |Used for SIEM
Expiry Date 10/08/2016
Password Generator Default Password Generator
Password arssssEsEREs

Confirm Password

sssssssasnse |

Password Strength b & B & 4 Compliance Strength W W W W
Strength Status: 1 more numbers
ff Reset Tasks (1) B added via Discovery H Compliance Mandatory [E Prevent Bad Password
'F Password Reset tasks will be queued if Password updated. Save Cancel

Manual Resets

Itis possible to perform a manual reset for an Active Directory account, as well as scheduled
resets. To perform a Manual Reset, you simply need to manually change the value of the
password, or use the Password Generator, and then click the 'Save' button. This will update the
password in Passwordstate, and AD, and will also trigger resets for any other related Password
Reset Tasks i.e. Scheduled Tasks, Windows Services, etc. If there are other related reset tasks
(dependencies), it is recommended you instead use a schedule to reset the passwords, as manual
resets may interfere with other application/business systems while users are trying to use them.
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B4 Edit Password

Please edit the password below, stored within the "Windows Accounts’ Password List (Tree Path = \Infrastructure).
password details notes security active directory actions reset options heartbeat cpn
Title * |Sp|unk Account | Q9
Managed Account # Epabled for Resets ¥ Enabled for Heartbeat
Account Type 2 Active Directory -
Domain* halox X

UserMame |splunkaccnt

escription |Used for SIEM

10/08/2016

Password Generator efault Password Generator

Password arssssEsEREs
Confirm Password | ............ |
Password Strength b & B & 4 Compliance Strength W W W W
Strength Status: 1 more numbers
ff Reset Tasks (1) B added via Discovery H Compliance Mandatory [E Prevent Bad Password
'F Password Reset tasks will be queued if Password updated. Save Cancel

Scheduled Resets

In order to configure Scheduled Resets, two things are required - setting the day, and the time of
the day the resetis to occuri.e.

® You must specify the 'Expiry Date' for the record (on the Password Details tab) - this is the day
you wish the account to be reset

® Onthe 'Reset Options' tab for the password record, you must check the option to enable the
Schedule, and specify what time of day the reset will occur

™ Note: If a Scheduled reset was to fail for any reason, no changes will be made to the password
record, and the Expiry Date field will not be updated. By not updating the Expiry Date field,
another attempted reset will occur at the same time the following day.
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9.84

B4 Edit Password

Please edit the password below, stored within the "Windows Accounts’ Password List (Tree Path = \Infrastructure).

password details notes security active directory actions reset options heartbeat upn

Password Reset Script and Privileged Account Credentials

Please select the appropriate Password Reset Script, and Privileged Account Credentizl, in order to perform the
password reset,

Password Reset Script -- Selosioges efrerse

Privileged Account Update Active Directory Account Passwords >

M - Active Directory Accounts do not require you to select a Reset Script.

- Mot all Reset Scripts require a Privileged Account. See KB Article in menu Help -> User Manual.

| -
Setretitie

[ When this Password expires, Auto-Generate a new one and perform anysgset tasks at the time of:

13 ~ Hour g5 -~ Minute and acclIJa}-‘stot’neExp"j,-'Dst

™ password Reset tasks will be queued if Password updated. Save Cancel

Password Reset Queuing System

When the value of the password is changed for an account, either manually or via a schedule, the
account is added to a queuing system to perform the reset.

Forinformation in the queuing system, please refer to this section of the manual - Password
Reset Queuing System

Password Reset Example

The following documentation describes basic steps for configuring a Password record to perform
resets. The example below is for resetting a Linux account, but the process is similar for all types
of accounts.
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™ Note: The process below is the manual method for configuring Password Resets, but there is
also an automated method for certain Windows accounts using our Discovery feature. More
information on Discovery can be found here - Hosts and Resource Discovery

Step 1 - Prerequisites

® Please referto the following KB article as guidance for Password Reset requirements - Password
Reset Scripts and Requirements

Step 2 - Password Details Tab

To configure an account for Password Resets, there are various options and fields on the Password
Details tab which need to be selected/specified, and they are:

® Enable the option to perform Password Resets, and Account Heartbeat

® Select an appropriate Account Type - depending on which Account Type you select, a Password
Validation Script will automatically be selected for you on the 'Heartbeat Options' tab

e Select the appropriate Host Name by searching for it

® Specify the Username for the account

e Specify an Expiry Date if you want scheduled resets

® And of course, the value of the password for the account
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L |

B4 Edit Password

Please edit the password below, stored within the ‘Local Linux Accounts * Password List (Tree Path = \Password Reset Testing).

I password details notes security reset options heartbeat options
Title = |}narlee Ac - Al Linux | Q
Managed Account 1#| Enabled for Resets ¥ Enzabled for Hearth
Account Type Q Linux -

Host Name * linredhattest1 % /
UseriName |marlee ‘.—-——'—_-— |

Description | |

Expiry Date

Password Generator My Personal Generator Options M

N S oo g

Confirm Password * | ............ |

Password Strength WA WN Compliance Strength W W W W

Strength Status: Excellent password strength
fl' Reset Tasks (1) [E] Added via Discovery [E Compliance Mandatory [B prevent Bad Password
M password Reset tasks will be queued if Password updated. Save Cancel

Step 3 - Reset Options Tab

In order to perform Password Resets for this account, you also need to select the appropriate
Password Reset script, and possible an appropriate Privileged Account Credential to connect to
the Host to perform the reset. Not all Password Resets require the use of a Privileged Account,
and please refer to following page to determine if one is required or not - Password Reset Scripts
and Requirements

If you want to enabled scheduled resets as well, you enable the option and set the time of day as
appropriate. The schedule is based on this time, and also the date of the Expiry Date field.
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B4 Edit Password

Please edit the password below, stored within the "Local Linux Accounts ' Password List (Tree Path = \Password Reset Testing).

password details notes

security reset options heartbeat options

Password Reset Script and Privileged Account Credentials

Flease select the appropriate Password Reset Script, and Privileged Acc

redential, in order to perform the
password reset,

Password Reset Script Reset Linux Password

Privileged Account -- Mot Required --

™ - active Directory Accounts do not require you to select a Reset Script.

- Mot all Reset Scripts require a Privileged Account. See KB Article in menu Help -> User Manual.

thedule

[« When this Password expires, Auto-Generate a new one and perform any reset

sks at the time of:
08 ~ Hour po ~ Minute and add Days to the Expiry Date

M password Reset tasks will be queued if Password updated,

Save Cancel

Step 4 - Heartbeat Options Tab

By Selecting a Password Validation script, and setting a schedule, Passwordstate can validate once
a day if the passwords are in sync - this process is called Account Heartbeat
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9.8.5

]

B4 Edit Password

Please edit the password below, stored within the "Local Linux Accounts ' Password List (Tree Path = \Password Reset Testing).

password details notes security reset options heartbeat options _

Heartbeat Validation Options

Select the Password Validation Script to use for the Hea
to use to validate the password is correct

verification, and what schedule you would like

Validate Password for Linux Account

date Password every day at:

4 + Hour 25 ~ Minute

M password Reset tasks will be queued if Password updated. Save Cancel

Step 5 - Password Reset Queuing System

When the value of the password is changed for an account, either manually or via a schedule, the
account is added to a queuing system to perform the reset.

Forinformation in the queuing system, please refer to this section of the manual - Password
Reset Queuing System

Password Reset Queuing System

There are various conditions in which a password reset can be triggered, and they are:

1. Someone manually changes the value of the password on the Edit Password screen
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2. When someone manually updates the value of the password via the API

. A Scheduled reset occurs

4. The 'Change Password On Check In' option is selected for a record, for the Check In/Check Out
feature

5. When the option to reset a password is selected for Time Based Access permissions to
individual password records

w

When any of the above events are triggered, the password record is added to a queue to perform
the reset. No changes will be made to the password record itself, until the queued record has
finished processing. In the Passwords grid, it will show the record is queued, and clicking on the
white Information icon, will filtering the auditing records for you for this account.

Q @ i Screen Options
& Active Directory Accounts

Actions  Title Domain or Host User Name Description Account Type Password Password Strength Password Last Updated

“oo0o000

Permalink | Grid Layout Actions.. ~ | List Administrator Actions. o

If needed, you can also monitor the status of all queued records to all Password Lists you have
access to on the screen Resets -> Queued Password Resets, as per the screenshot below. This will
also show auditing data for all the queued records you see on his screen.

@ Queued Password Resets
are all the pending Password Reset tasks in the Queue, as well as most recent auditing data for these queued records

Cf Queued Password Resets
Actions  Queued At Title Domain or Host UserName Account Type

Description Dependencies

Refresh Both Grids |  Grid Layout Actions.. ~

Of Recent Activity

Platform UserlD First Name suname Activit Desciption

halox\msand fark Sandford

9.8.6 Password Reset Dependency Records

In addition to performing Password Resets for accounts, you can also add various 'dependencies’
to a password record, which can also trigger a Password Reset script after the password for the
account has been reset.

A typical example of this would be where the account is an Active Directory account, and it's being
used as the "identity" for operations of Windows Services, Scheduled Tasks, 11S Application Pools
or COM+ Components. It is also possible to automate account discovery, and these dependencies
as well - Hosts and Account Discovery

Itis also possible to execute any custom type of PowerShell script you want as well, and the script
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does not necessarily have to be associated with a Host record.

To add a "dependency" to a password record, you can either select the 'View Password Reset
Dependencies' menu item, or click in the count in the Dependencies column in the grid.

Q @ :ii screen Options

& Active Directory Accounts Favorite @ Shar
Actions  Title Domainor Host  User Name Description Account Type password Password Strength | Password Last Updated Reset Status  Heartbeat
T T T T T
o Tasks Account i halox tasksacent v de o de e | 7/28/2016 11:23:36 AM © © 3 ¢ 26/08/2017
@ Copy or Email Password Permalink 'S S S ¢ @ 2
Copy or Move to Different Password List ¥ ¥ % ®
© Delete S P
Expire Password Now ek ke

Y° Filter Recent Activity on this Record

Ad 3¢ Remate Session Launcher with these Credentials ~  UistAdministrator Actions. o
@ send Account Heartbeat Request
i & Send Self Destruct Message

. % Toggle Favorite Status

@ View & Compare History of Changes
@ " Y o he queue to perform appropriate

28 View Documents

= tasksaccnt). View Password | View

Directory Accounts)

Then you click on the 'Link to Password Reset Script' button.

{1 Password Reset Dependencies

the linked Password Re:

assword ‘Tasks Account’,

Hosts Filters

Host Type Operating Syste

All Host Types e e sQL server CMysaL server [ Oracle Server | Search

Actions r Host Name Reset Status  Managed Host
[] © Qwinzk12tfshaloxnet
(-] o
° * x

Back to Passwords | Link to Password Reset Script | Grid Layout Actions..

O Recent Activity

Platform UserlD First Name Sumame Activity Description

And then select the following options as appropriate:

1. The Password Reset Script

2. If this dependency relates to a 'Windows' type resource, specify the name of the dependency
and select the appropriate Dependency Type as well

3. And to specify which Host the dependency is currently is installed on, search for the
appropriate host and select it

™ Note 1: Any custom PowerShell script can be selected here, and it does not need to be
associated with a Host either

™ Note 2: This dependency will use the selected Privileged Account Credential to execute, of
which is selected for the password record itself.
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I Link to Host & Password Reset Script

To Link ‘Tasks Account’ to a Host and Password Reset Script to the Password, please fill in the details below as appropriate.

I script and host selection

Password Reset Script
Please select the appropriate Password Reset Script.

Password Reset Script * Reset Windows Service Password

Windows Account Dependency

If the selected Reset Script is for one of the Windows Accou

ependencies’ types below, enter appropriate details here.

Dependency Name |M}r Custom Windows Service & |

Name of the Windows Service (Display Name), Scheduled Task, 1S Application Pool or COM+ Component

Dependency Type Ign@wice (2 11S Application Pool ) Scheduled Task ) COM+ Componen

Link to Host(s)

If you want to execute the script above against one or more hosts, please select them below.

Host Mame : Host Type :
|tfs

Operating System :
All Host Types -

- Search
LI saL Server L MySQL Server L) Oracle Server

Hosts Search Results
Cwinzk12tfs.halox.net

Applied to Host(s)

S

<<

Save Cancel

9.8.7 Known Errors

This KB Article provides feedback on certain error types which may be experienced during
performing Password Resets.

Any failed resets should have sufficient auditing data to inform you of the issue, whereas this
article will provider greater detail to assist with troubleshooting.
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Active Directory Accounts

Error: "It appears the Privileged Account Credential being used for this reset does not have
sufficient privileges to change the password"

Cause: This error indicates the account being reset may not have appropriate access rights for the
Privileged Account on it's Security tab. As an example, if the Privileged Account is in the 'Account
Operators' security group, you should also have the 'Account Operators' on the Security tab as per
the screenshot below.

Ent User Properties ? >
Cnganization Published Cerificates Member Cf
General Address Account Profile Telephones

Password Replication  Object  Securdty  COMs  Attibute Editor

GI’DIJD ar user names:

52 Enterprise &dmins (HALOX \Erterprise Admins) S
:& RAS and 1AS Sen.rers {HH.LDK\H.RS and |AS Servers)

82 Windows Authorization Fu:u:ess Group (HALOX\Windows Fu.rthn w7

Add... Remaove

Permigsions for Account Operators L Dery

Full control g =

Read ]

Write ]

Create all child objects [l

Delete all child objects -
For special pemissions or advanced settings, click [ —

Advanced.

Corcst | [ opy | [ e

9.9 Passwordstate Disaster Recovery

The following topics in this KB Article describe how to restore your Passwordstate environment in
the event of a disaster.

Disaster Recover Process Description

Passwordstate Web Site Restore Reinstall the Passwordstate Web Site

Passwordstate Database Restore Restore a copy of your database

Rebuilding the Web.config File Rebuild the settings in the web.config file if required
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9.9.1

9.9.2

Resetting Password for Resetting the password for the SQL Account

Passwordstate_User SQL Account passwordstate user
Recovery Emergency Access Password Recover your Emergency Access Password, if needed,

to resolve Unauthorized Web Server message

Passwordstate Web Site Restore

Itis recommended during a Disaster event, you reinstall the same build of Passwordstate you are
currently using prior to the disaster. This makes the restoration process a little simpler, as you do
not need to be concerned with upgrading your database at the same time if installing a later build.

All previous builds of Passwordstate can be downloaded from the following URL - https://
www.clickstudios.com.au/previous-builds.html

To re-install Passwordstate, you need to follow these steps:

Unzip the Passwordstate.zip file from your download above
Use the following document as a guide for reinstalling the software - https://
www.clickstudios.com.au/downloads/version7/Installation_Instructions.pdf

Before you open your browser and point it at the site for the first time, you need to restore a
copy of your web.config file over the top of the existing file which exists in the folder c:
\inetpub\passwordstate. If you do not have a backup of this file, then please follow these
instructions for rebuilding this file with the correct configuration settings - Rebuilding the
Web.config File. Note: if you are using the Backup feature in Passwordstate, the web.config file
will be backed up and stored in your backup zip file

If you also need to restore a copy of your database, then follow these instructions -
Passwordstate Database Restore

Now when you open your browser and navigate to the Passwordstate web site, you may see a
screen which indicates that your new web serveris "Not Authorised" to host the Passwordstate
web site. This will occur if your server name has changed, or if you did not have a backup of your
web.config file to use above. To fix this issue, you can simple enter your Emergency Access
login password. If you have forgotten this password, please follow these instructions for
contacted Click Studios so we can help you recovery it - Recovery Emergency Access Password

This should be all that is required to restore your Passwordstate environment.

Passwordstate Database Restore

To restore a copy of your database, please follow these instructions:

e Start SQL Server Management Studio
® Right click on 'Databases' and select 'Restore Database...'
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Object Explorer = X
Connect~ 3 3 m 7 (7] L&
= LB WIMNZKIZTESTT (SOL Server 12.0.2000 - HALOX\ mza
= [
= Ll § Mew Database...
=l
5 3 Sect Attach...
7 [ Serv Restore Databaze...
+ [ Repl Restore Files and Filegroups...
# L AW ploy Data-tier Applicati
- 3 Mar eploy Data-tier Application...
3 ,_;-bb i Import Data-tier Application...
* ﬂ [ Start PowerShell
¥ _;_JF
= Eﬂ i Reports 3
we | Refresh
=l | S
"fj MaintenancePlan
+ [ 501 Seryer Logs

® Click on 'Device', and then on the Ellipsis button so you can select your database backup file

B Restore Database -

{3 No backupset selected to be restored.

- | o s

Select a page Script - | [ Help
# General
B Files Source
2 Options )
O Database:
©® Devics I

Database: [

Destination

Database: [

Restore to:

Restore plan

Backup sets to restore:

Connection
29 WIN2K12TEST1
[HALOX\msand]

Restore Mame Component Type Sever Databsse Postion Fist LSN  LastLSN  Checkpoint LSN Ful LSN  StartDate FrishDate Size  UserName Expiration

® Click on the 'Add' button and browse and select the location of your latest .bak file
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Backup media:

™S v
S

= Select backup devices - x
Specify the backup media and its location for ore operation.
Backup media type: | File

Backup File location: C:\Program Files“Microsoft SQL Server\.MSSQ| |

=13 Program Files ~ [dpasswordstate

#-C3 CRYPTOCand
--E] Intemet Explorer
-0 Microsoft Analysis Services
--ﬁ Microsoft Help Viewer
=-C3 Microsoft SGL Server
..E] 100
=53 110
w1 120
m-C3 80
-3 Client SDK
=03 MS5QL12 MSSALSERVER
=-C3 MS5aL
=3 Backup
. #-C3 passwordstate
#-C3 Binn
&-C3 DATA
L3 Instal

"ﬁ Common Files D passwordstate_backup_2016_05_28_104518_7163003 bak

File name: |

.
\\U_Eackup Files(* bak;”tm;* log)

OK

Cancel

® Once the database is selected as per the screenshot below, click the 'OK' button to restore it
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I0 Ready

Selectapage Sscipt « | [ Hep
43 General
L2 Files Source
& options.
© Database: ‘ ‘
® Device: [cAProgram i QL ServerMSSQL12.MSSQ aL - backup_2016_05_28 104513 7163003.bak El
Database: [passwordstete 7
Destination
Database: [passwordstate v]
Restore to: [The tast backup taken (saturday, 26 May 2016 10:45:18 AM) ] [ Timeine.. |
Restore plan
Backup sets to restore:
ame Component Datebase Postion _ First LSN Last LSN Checkpoint LSN Ful LSN  Stat Date Finish D:
( passwordstate_backup_2016.05 28 104518 7163003 Database  Full  WIN2KT2JEST! 1 0 28/05/2016 10:45:18AM  28/05/2
Gonnection
89 WIN2K12TEST1
[HALOX\msand]
View connection properties
Progress
< ... S [ >
Done
D
[Coc [ o |[ e |

® Now expand the Security -> Users tree within the Passwordstate database, and delete the
'passwordstate_user' SQL Account
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- LB WINZKI12ZTESTT (S0L Server 12.0.2000 - HALOX\msand)
- 1 Databases
+ [ System Databases
+ [ Database Snapshots
- lJ passwordstate

+ [ Database Diagrams
+ [ Tables
¥ [ Views
[ Synocnyms
[ Pregrarnmability
[ Service Broker
[ Storage
[ Security
= [ Users
l.;(f_.‘. dbo
|_.J:_ guest
|£1_ IMFORMATION_SCHEMA

A E———

¥

¥

F

F

I8 sys
7 Ca Roles Script User as
+ [ Schemas Policies
= 3 As:,rrtn.metrlc Keys Facets
¥ [ Certificates
+ [ Symmetric Keys Start PowerShell
+ [ Databasze Audit Specifi
. Reports
+ [ Security

+ [ Server Objects Rename/
[ Replication Delete

+ [ AlwaysOn High Availability

¥

= 1 Management Refresh
¥ ;:‘E Pelicy Management Properties
¥ ﬂ Data Collection
il Resnuree Governor

* Now expand the Security -> Logins tree. If you do not see the 'passwordstate_user' SQL Account,
follow the next set of instructions for creating it. If it does exist, simply skip to the step below
where we apply permissions for this account to the Passwordstate database
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UUJCLL I_anIUI =l - T &%

Connect = _ﬂﬂj _ﬂg B T IE £

= La WINZKT2TESTT (50L Server 12.0.2000 - HALOX mzand)
= 3 Databaszes
[ System Databases
[ Database Snapshots
L__] passwordstate

= [ Security
SR ] oo :
& Mew Lagin... Login##
& Filter FoogingE
g Start PowerShell
Pt Reports 3
p
A
A Refresh T
S NT SERVICE\SCLWriter
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j‘ |Jser Mapping
1% Securables

25 Status

Connechon

Server:

WINZK12TEST1

Connection:
HALOX\msand

3 View connection properties

Progress
Feady

203

Login name:

|passwnrdstate_user

() Windows authertication
(® 50L Server authertication

~

Password: |

Confim password:
[] Specify old password

next login

() Mapped to cerificate |

(Z) Mapped to asymmetric key |

[] Map to Credential |

Mapped Credenrtials

Credential

Provider

Default database:

Default language:

passwordstate

<default>

® Now select the 'Properties' menu option for the account
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Object Explorer 1 X
Connect~ 33 3 m [ (7] L&

= LB WINZKT2TEST (30L Server 12.0.2000 - HALOX \msand)
- 1 Databases
+ [ Systern Databases
+ [ Database Snapshots
+# | | passwordstate
= [ Security
-] [ Logins
&5y FEMS_PolicyBventProcessinglogin
##M5_Policy TsglExecutionLogin®®
HALOX\msand
HALOX\passmsa$s
MT AUTHORITY\SYSTEM
MT SERVICENMSSCLSERVER

[ o

bbb

& NT SERVICE\Winsfigrmt
a .
» Mew Login...
dh 53
# [ Server Roles Script Login as 3
¥ [ Credentials Policies y
+ [ Cryptographic Providers
. Facets
¥ [ Audits
+ [ Server Audit Specificatiol Start PowerShell
+ [ Server Objects
+ [ Replication LEiE ’
+ [ AlwaysOn High Availability Fename
+ [ Management Delete

¥

[ Integration Services Catalog:

+ [ SOL Server Agent Refresh /

Properties

® And select db_owner rights to the Passwordstate database
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g Login Properties - passwordstate_user I;li-
Select a page $ 3
44 General St ¥ Lj o
1 Server Roles
f User Mapping |Jsers mapped to this login:
_z: Securables Map Database Default Schema
= Satus master
model
medb
asswordstate passwordstate_user l:l
tempdb
B Database role membership for: passwordstate -
[ db_accessadmin
Server: [] db_backupoperatar
W|N2K1ZTEST1 I:‘ db_dEﬂEII‘E!EIdEI’
Connection: [] db_datawriter
HALOX\msand [] db_ddladmin
db_d atarsade
& Mew connection properties E db:d: :writer
Progress [] db_securityadmin
Ready public
23
| ok || cancel |

¢ This is all that's required for restoring your database. As it's likely the password for the account
passwordstate_user has changed, you may need to update the value of this password in the
database connection string in the web.config file. To do this, simply edit the web.config file as
an Administrator, and modify the 'Password' value you see in the screenshot below

<connectionStrings>

<add name="PasswordstateConnectionString™ connectionString="Data Scurce=win2kl2testl\sqlexpress;Initial Catalog=passwordstate;
User ID=passwordstate_user;Password=randompassword” providerName="System.Data.SqlClient"/>

</connection5Stringss

9.9.3 Rebuilding the Web.config File

This topic will discuss how to take the default web.config file from a new Passwordstate
installation, and configure it so the web site can communicate with your existing Passwordstate
database. This document should only ever be needed if you have a server crash, and do not have a
backup of your web.config file.
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9.94

There are 3 areas in the web.config file which need to be modified, and they are:

¢ The database connection string

® The SetupStage key

® And the Secretl and Secret2 keys (Note: these secrets are not relevant if you are using a build of
Passwordstate prior to 7580 - see section below if you are not sure what build you're currently
running)

Determine Current Passwordstate Build Number
Using SQL Server Management Studio, make a connection to your database server and execute the
following query:

USE Passwordstate
SELECT BuildNo FROM [systemSettings]

Itis in the next section you need to know your Build Number, so you know whether the Secretl
and Secret2 keys are required or not.

Modify Web.Config File
® The following settings need to be updated in the PasswordstateConnectionString
o Data Source - this is the host name of your database server. If you have a specific Instance
Name for you SQL install as well, this will need to be appended i.e. HostName\SQLExpress
o User ID - this should be passwordstate_user
o The password for the passwordstate_user SQL account (if you are not sure of what this
password would be, there are instructions below on how to reset this)
® The SetupStage key needs to be set to "Setup Complete"
¢ If you are using Build 7580 or above, you will need to copy the Secretl and Secret2 values across
from the encryption keys which you would have been asked previously to export. Note: if you
do not have these secrets, it is not possible to recover your system. If you are using a build
earlier than 7580, you must delete these two Secrets from the web.config file if they exist.

Reset Password for Passwordstate_User SQL Account

As you have specified what is most likely a new password for the passwordstate_user SQL
Account, you will need to reset this password on your SQL Server. To do this, please follow these
instructions - Resetting Password for Passwordstate_User SQL Account

Resetting Password for Passwordstate_User SQL Account
To reset the password for the passwordstate_user SQL Account, please follow these instructions:
® Open SQL Management Studio and make a connection to your database server

® Browse to the Security -> Logins section, and double click on the passwordstate_user SQL
Account
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® Reset the password based on the following two screenshots

Object Explorer * 1 x
Connect~ 3 3d g “F ﬂj
- LB WINZKT2TEST (3CL Server 12.0.2000 - HALOX \msand)
- 1 Databases
+ [ System Databases

+ [ Database Snapshots
+ | ) passwordstate

= [ Security
- [ Legins
&, #EMS_PolicyEventProcessingLogings
&, #2M5_PolicyTsqlExecutionLogings
A, HALOX\msand
& HALOX\passmsa$
& NT AUTHORITV\SYSTEM
& NT SERVICE\MSSQLSERVER
M NT SERVICE\SQLSERVE MNT
& NT SERVICE\SOLWri
& NT SERVICE\Wingfigmt
LY cocovoritate el .
£ o Mew Legin...
-]
7 [ Server Roles Seript Login as 3
+ [ Credentials Policies -
+ [ Cryptographic Providers
% [ Audits Facets
+ [ Server Audit Specificatiol Start PowerShell
+ [ Server Objects
+ [ Replication s ’
+ [ AlwaysOn High Availability Rename
+ [ Management Delete

[ Integration Services Catalog:

+ [ SQL Server Agent Refresh /

Properties

+
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W Login Properties - passwordstate_user I;‘i-

Selecta page i ) 7
T Script * Hel
2 General ‘;S = Lj P
|2 Server Roles
12 User Mapping Login name: asmvordstae Lser | Search...
# Securables
2 Status
o ee———
Passwaord: EEEEEEEEEEEES -\ |
]
Confirm password: sesesesRERRR RS _/’ |
e ——

[] Specify old password

[ | Enforce password policy

Com . ] Map to Credential

Server: Mapped Credertials Credential Provider

WINZK12TEST

Connection:
HALOX\msand

47 View connection properties

Progress

—_—
Fleady Defaut databass; asswordstate I
Default IanguaNl‘u w |

9.9.5 Recovery Emergency Access Password

If you need Click Studios' help in recovering your Emergency Access login password, please follow
these instructions (if you are not sure of what build of Passwordstate you are using, please see
the section 'Determine Current Passwordstate Build Number' below):

Using Build 7580 or Above
® Open SQL Server Management Studio, execute the following query:

Use Passwordstate
SELECT EA_Password, Secret3, Secret4 FROM SystemSettings

® Email us a copy of the results of the SQL Query above, and also a copy of your web.config file,
which is generally located in the path of c:\inetpub\passwordstate (Note: If the appSettings
section is encrypted in your web.config file, you will need to decrypt this before sending to us
by following the instructions below)
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Decrypt appSettings Section in Web.Config File

® On your Passwordstate web server, open the command prompt as Admin

¢ Type: CD C:\Windows\Microsoft.NET\Framework64\v4.0.30319

® Type:aspnet_regiis.exe -pdf "appSettings" "c:\inetpub\passwordstate" (your path may be
different here)

Using a Build Prior to 7580
® Open SQL Server Management Studio, execute the following query, and email us the results:

Use Passwordstate
SELECT InitialisationVector, EA_Password FROM SystemSettings

Determine Current Passwordstate Build Number
e Using SQL Server Management Studio, make a connection to your database server and execute
the following query:

USE Passwordstate
SELECT BuildNo FROM [systemSettings]
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