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1 Overview & System Requirements

The Passwordstate Remote Session Launcher allows you to perform RDP, SSH, Telnet or VNC remote
session connections directly from the Passwordstate web site, without having to manually enter any
authentication credentials.

To use the Remote Session Launcher feature, you must be using a Windows Desktop/PC, and have
PowerShell 3.0 or above installed.

During the installation, the PowerShell script ‘PSLauncher.ps1’ will be installed to the destination directory,
allowing you to customise this script if required. Putty and VNCViewer are also installed to this path as well.

Also during the install, 4 custom new protocols will be added to your registry, which are:
e HKEY_CLASSES ROOT\psrdp (for RDP sessions)
e HKEY_CLASSES ROOT\psssh (for SSH sessions)
e HKEY_CLASSES ROOT\pstln (for Telnet sessions)
e HKEY_CLASSES_ROOT\psvnc (for VNC sessions)

These custom protocols allows to execution of the PSLauncher.exe utility directly from within your
Browser.

Logging

Once the Remote Session Launcher utility is installed, it will log connection attempt both in the Auditing
section of Passwordstate, and also to a log file called ‘PSLauncher.log’ located in the Remote Session
Launcher utility folder. Additional debug logging can be added to this file if needed, by modifying the file
‘PSLauncher.psl’

SuperPutty and .NET Framework

If using SuperPutty to perform SSH logins, you need .NET Framework 3.5 or higher installed on your
workstation. If you aren’t allowed to install this version of the .NET Framework, you can change the
SSSHClientPath value in the PSLauncher.ps1 file to use putty.exe instead of superputty.exe.
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2 Installation Instructions
To Install the Passwordstate Remote Session Launcher Utility, please follow these steps:

e Within the Passwordstate web site, navigation to your Preferences screen, and then on the
‘Remote Session Launcher’ tab, create a Remote Session Launcher API Key, and then click one of

the Save buttons

&a Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save' button.

authentication options mobile access oriions browser extension remote session launcher -

home page miscellanecus color theme

Before using the Remote Session Launcher utility, you must generate your own API Key here to use. Bj#ase refer to the "Help' menu for full details on using this feature,

Remote Session Launcher API Key
Please click on the 'Generate New Key button below to generate your own API Key.

™ vou must also have the Passwordstate Remote Session Launcher utility inggaffed on your PC to use this feature,

API Key |4e?cb328335169(1235bfc79496d38332 Generate New Key

Save Save & Close

e Now click on the HTML link you see on this screen for installing the Remote Session Launcher Utility

— the path to the files is
https://<mypasswordstateurl/remotesessionlauncher/passwordstatelauncher.exe

e At the ‘Welcome’ screen, click ‘Next’
FA Passwordstate Remote Session Launcher - InstallAware .. — &

Welcome to the InstallAware Wizard for
Passwordstate Remote Session Launcher

The Installaware Wizard will install Passwordstate Remote
Session Launcher on your computer,

WARNIMG: This program is protected by copyright law and
international treaties,

To continue, dick Mext.

InstallAware < Badk Mext = | | Cancel

e At the ‘Destination Folder’ screen, change the path if needed and click ‘Next’
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B4 Passwordstate Remote Session Launcher - InstallAware .. — &

Destination Folder
Select folder where setup will install files.

Install Passwordstate Remote Session Launcher to:
| C:\Program Files (x86)\Passwordstate Remote Session Launcher | Change...

Destination Folder
Required Disk Space: 4,550 KB
Remaining Disk Space: 85,631 MB

InstallAware < Back Cancel

e At the ‘Remote Executables Path’ screen, change any paths if required, enter the URL of your
Passwordstate web site, and click Next

P4 Passwordstate Remote Session Launcher - InstallAware ... — &

Specify Remote Client Executable Paths

Enter the paths to your 55H and Telnet dients, as well as your Passwordstate URL:
S5H Client Path
C:\Program Files (x36)\Passwordstate Remote Session Launcher\superputty . exe

Telnet Client Path
C:\Program Files (x8a)\Passwordstate Remote Session Launcherputty,exe

VNC Client Path
C:\Program Files (x8a)\Passwordstate Remote Session Launcherywnoviewer,exe

Your Passwordstate Web Site URL

You can ignere the Client Paths if you don't intend to perform these types of remote sessions, and
_ each of these values can be updated post install by editeding the PSLauncher.ps1 file.

< Back Mext = Cancel

e The click the ‘Next’ button, and finally the ‘Finish’ button
e Restart your Browser if it is currently open
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3 Browsers and Launching External Applications

The Passwordstate Remote Session Launcher feature uses 'Custom Protocol' browser support in order to
launch external applications.

Before you can start to use this feature, your browser needs to be configured to accept these custom
protocols, and this can be done in Passwordstate by going to the page Preferences -> Remote Session
Credentials, and then clicking on the ‘Configure Browser Support’ button. By clicking on this button, you
will be shown a window like the screenshot below.

& Configure Browser Support

The Passwordstate Remote Session Launcher feature uses 'Custom Protocol' browser support in order to
launch external applications

Before you can start to use this feature, your browser needs to be configured to accept these custom

protocols, and this can be done by clicking on the one of the appropriate buttons below.

When clicking on a button, a popup window will appear, and your browser will ask for you to confirm
launching of the external application is okay. e select the option to Remember this setting, and
then close any additional popups/windows about the remote computer not being found. Once this is

done, you can start to use this feature

RDP Sessions SSH Sessions Telnet Sessions VMC Sessions

Close

From here, your browser will present you with an additional popup window when you click on the
appropriate protocol type — as per the following screenshots. Click the option to remember this setting,
and then close all windows.

Internet Explorer

Imternet Explorer @

Do you want to allow this website to open a program on
your computer?
From: ...0C1A385E10040F525C6C534054550E0406
Program: PsLauncher

Address: psrdpi//4404065350570A5357165103565540170
BE52425852060B0B09585C050A0CIASE5E10040F -

Alwaps ask befare opering this type of address

Al ] [ Cancel

I--" 1 Allowing web content to open a program can be useful, but it can
@ patentially harm your computer. Do not allow it unless you tust
- the source of the content. 'What's the rizsk.?
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Chrome

External Protocol Request

Google Chromme needs to launch an external application to handle psrdp:
links. The link requested is psrdp/f
44040B5350570453571B5103585540170B52425952060B0B09585C050A0C1A3
A5E10040F525CHCT34054550E0406,

The following application will be launched if you accept this request:

"ChProgram Files\Passwordstate Remote Session Launcher
WPELauncher.exe” /f
440A0B5350570453571R5103585840170B52 425952 060B0B09535 COG0A0C 1A
AGE10040F525CACEI4054550E0406

If wou did not initizte this request, it may represent an atternpted attack on
wour systerm, Unless wou took an explicit action to initiate this request, you
should press Do Nothing.

Rermember ry choice for all links of this type,

Launch &pplication

Firefox

Launch &pplication @

This link needs to ke apened with an application,
Send to:

PSLauncher

Choose an Application

[T] Remernber my choice for psrdp links.

[ ok || concel
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4 Configuring SuperPuTTY

If you want to SSH to clients using the provided SuperPuTTY client, the first time you run SuperPuTTY it
will ask you to specify the path to the putty.exe file (SuperPuTTY is just a wrapper for the putty.exe
executable).

When prompted for this, simply click the appropriate Browse button and select the putty.exe file
within the “Passwordstate Remote Session Launcher” folder, as per the screenshot below.

= SuperPuTTY Options El

General | GUI | Shortcuts | Advanced

This application requires the PUTTY application to run.
To enable file transfer capabilities the pscp program included with Pu
PuTTY can be downloaded from:
http:/www.chiark.greenend.org.uk/~sgtatham/putty/download.html

putty.exe Location (Require@ Files (c86)"Passwordstate Remaote Sessi@m

i5 also required.

pscp.exe Location Browse
mintty.exe Location Browse
Settings Folder (Required) C:AlUsers‘msand \Documerts\SuperPuTTY Browse
Default Layout <Auto Restore> W

ke Cancel
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5 Hosts & Remote Session Credentials

Now the Remote Session Launcher utility is installed, you need to add the required number of Hosts to
Passwordstate, and apply permissions to them for the users who wish to launch remote sessions to —
please refer to the Passwordstate User Manual for instructions on this.

There are several different ways in which you can authenticate your Remote Session to Hosts, and they
are:

By Creating One or More Remote Session Credential Queries

Remote Session Credentials can be located in Passwordstate under the Preferences menu. Within this
screen, you can create one or more ‘queries’ which allows the use of different credentials for different
types of hosts.

As per the screenshot below, you build up the query based on different criteria, and then link the query
to a saved Password record in Passwordstate. It is the UserName and Password of this Password record
which is passed as the credentials to the Remote Session client.

& Add Remote Session Credential Query

Please specify a new Remote Session Credential query below as appropriate, and test the query on the '‘Query Results' tab.

Any Hosts which match the query details below will use the selected Password record for Remote Session authentication

Remote Session Query Properties

Description: *

), or win2k12 (all hosts matching this), or
sts must be recorded using FQDN

Cperating

Connection Type ® RDP SSH Telnet W VNC
Port Number 3380
Leave blank for any Port Number.
Link To Password: * Qo

Save Cancel

Once you have created one or more Remote Session Credential queries, all you need to do is click on
one of the Hosts on the Passwords Home page, or the dedicated Remote Session Launcher page (found
under the main Tools menu), and the appropriate remote session will launch — as per the screenshot
below.

™ Note 1: After adding a Remote Session Credential, you can choose to share it with other users if
required by selecting the ‘View Permissions’ menu from the ‘Actions’ column

™ Note 2: If you would like to use a Local account for RDP sessions, instead of a domain account, the
value of the Username field in Passwordstate for the account needs to be specified in the format of
\username
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& Q Search Hosts
Tag

win2k12

Actions Hogf Mame

[ win2k12ad.halox.net

& win2k12disc1.halox.net OU=Mew Servers,OU=5ervers,

L win2k12disc2.halox.net OU=New Servers, OU=Servers,
& win2k12ex.halox.net
& win2k12oralhalox.net OU=Mew Servers, OU=5ervers,

L] win2k12r2disc1.halox.net

0000000

[ winZk12test1.haloxnet OU=MNew Servers, OU=5ervers,

Page 1 of 2

™ Note: When launching a Remote Session connection, if there are no matching saved Credentials you
will be prompted to manually type the UserName and Password. If there are more than one matching
saved Credentials, you will be prompted to select which Credential to use.

Remote Session Launcher with These Credentials

Under each ‘Actions’ menu item for individual password records, there is a menu item called ‘Remote
Session Launcher with These Credentials’, as per the screenshot below. When you select this menu item, it
will allow you to search which Host you wish to connect to, and then authenticate with the selected
password credentials.

& Windows Accounts

Actions | Ti

tle

halox\testuser or
Harvey

Lee's Domain Account

msand Domain Account o

Copy or Email Password Permalink
Copy or Move to Different Password Lis
Delete

Expire Password Now

o T T T |\ T = T = -

Filter Recent Activity on this Reco

Remote Session Launcher with these Credentials
Send Self Destruct Message

Ad Toggle Favorite Status Act
Validate Passwords Are In Sync

Wiew & Compare History of Changes

View Documents
a

PO PR AFOS00 000

View Individual Password Permissions

17, a

]

-

w! View Password Reset Tasks
13/U1/2015 12114125 PV | MIBTK SBNATOrg (nalexymsana) successtully
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;¥ Remote Session Launcher

To launch a Remote Sessions with the credentials you just selected, search and manually specify the Host Mame,
and then the type of Remote Session protocol.

Host Name * =}
Connection Type * @prpp O SsSH O Telnet & VNC
Port Number * |3339 |

Additional Parameters | |

Launch Close

Manual Credentials for Remote Session Launch

Another option is to select the ‘Manual Credentials for Remote Session Launch’ Actions menu item for one
of the Hosts, as per the screenshot below. This will present you with a dialog which allows you to manually
type the Username and Password to connect to the Host.

win2k12 & Q Search Hosts
Actions | Ho Tag

Q B winZk12ad.halox.net

(v ] & win2k12disc1.halox.net OU=New Servers,OU=Servers,
[ v] & win2k12disc2.halox.net OU=Mew Servers,OU=5ervers,
o 3 win2k12ex.halox.net

(] CJ win2k12oral.halox.net OU=New Servers,OU=5ervers,
Q J win2k12r2disc1.halox.net

Q [ win2k12test1.halox.net OU=Mew Servers, OU=5Servers,

< Page 1of 2

2 Remote Session Launch

Please supply credentials below to initiated a Remote Session connection to Host
‘win2k12ad.halox.net’.

UserMame * || |

Password * | |

Launch Close
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6 Troubleshooting

If you find when clicking on a Host and passing authentication credentials to it, that you get a quick popup
window, but no Remote Session is initiated, there are a few things which can cause this. In particular:

1. You have not created a Remote Session Launcher API Key on the screen Preferences -> Remote Session
Launcher tab — make sure you click the Save button after creating the key

2. Possibly you haven’t performed the steps in section ‘3. Browsers and Launching External Applications’
above

3. If you have changed the URL of your Passwordstate web site, you will either need to re-install the
Passwordstate Remote Session Launcher, or you can manually edit the file ‘C:\Program Files
(x86)\Passwordstate Remote Session Launcher\PSLauncher.ps1’ and update the
SGlobal:PasswordstateURL field at the top of the file

4. If the variable $Global:PasswordstateURL in the PSLauncher.ps1 file is blank after a new install, then
this could indicate there are NTFS permission issues on the ‘Passwordstate Remote Session Launcher’
folder, and all nested files in it. Please check these permissions and ensure you have Write Access, and
manually enter the URL of your Passwordstate web site into this field. This could have occurred if you
tried to install the Remote Session Launcher, while not having Admin rights on your desktop

5. You don’t have PowerShell 3 or above installed on your desktop

6. Possibly there is an issue with the APl in Passwordstate working. If you go to the Help menu in
Passwordstate, and click on “‘Web API Documentation’, if the APl Documentation page renders
correctly, then this is not the issue

7. If you are using a non-trusted SSL certificate with your site, the PowerShell script this feature uses will
not be able to communicate with the API — this also includes the Self-Signed SSL Certificate which gets
created during the initial installation of Passwordstate. To fix this, you can either purchase/assign your
own trusted SSL certificate to the site in IS Manager, or you can follow the instructions below for
telling your browser to “Trust” the certificate.

8. Inthe file C:\Program Files (x86)\Passwordstate Remote Session Launcher\PSLauncher.ps1, you can
enable some debugging by changing the line [bool]SLoggingEnabled = Sfalse to Strue. You can then see
the log file ‘C:\Users\<UserName>\AppData\Local\Temp\PSLauncher.log'. If in this file you see a
message about ‘APl Key not found for user’, this could mean you haven’t created a Remote Session
Launcher APl Key on your Preferences screen in Passwordstate, or you’re not using a trusted SSL
Certificate.

Browse to the site in Internet Explorer, and click on ‘Certificate error’, and then follow the screenshots
below to trust the certificate.

£ = &3 Certificate error © || [4] Password
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@ Untrusted Certificate

The security certificate presented by this
wehsite was not issued by a trusted
ertificate authority.

roblern might indicate an atternpt to
or intercept any data you send to

View certificates

General | Details | Certification Path

éﬂ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

o passwordstate7. halox.net

sswordstate 7. halox.net

to 1/01/2018

Install Certificate... | Issuer Statement

Lok ]
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the m area where certificates are kept.

Store Location

O Current User
(®) Local Machine

To continue, dick Next,

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically selectd certificate store, or you ca cfy a location for
the certificate.

() Automatically s the certificate store based on the type of bertificate
(®) Place &ll certificates in the following store

Certificate store:
| | | Browse, ..
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@ 2 Certificate Import Wizard

Certificate Store
re kept.

Select the certificate store you want to u

you can spedify a location for

the type of certificate
fjl Enterprise Trust
[ Intermediate Certification Autharities
{7 Trusted Publishers
(s....ﬁ'-'| Ity ehad Cartificshes | | Browse. ..
[]5how physical stores
Mext | | Cancel

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(") Automatically select the certificate store based on the type of certificate

(®) Place &ll certificates in the following store

Certificate store:

| Trusted Root Certification Authorities | | Browse...
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:
=l e o = e = AN R Trusted Root Certification Autharities
Content Certificate




