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1.1.What's PowerRadius?
G

e PowerRadius is a powerful RADIUS server for
_AN, W-LAN, VPN, PPPoE.

e PowerRadius supports Cisco, Huawei gateway,
firewall, router, etc.

e PowerRadius supports prepaid card service.
e PowerRadius provides WEB interface.

e Have many successful cases already.



1.2.Why choose PowerRadius?
—

e Small, fast, stable, powerful.
e Supports Linux/Windows.
e Customization service available.

e Based on LAMP (Linux+Apache+Mysql+Php)
technology.

e PowerRadius provide OEM version too.



1.3.System Requirements
—

OS: Linux, Redhat 9 is a good choice.
Database: mysql or others

Web Server: Apache

Web Script: php

Others: php-mysql

e If you choose Windows, you can just download our
Windows version, it includes Apache+php+mysql
already.



1.4.What’s in the zip file for Linux?
-

PowerRadius.conf : It's the configuration file of
PowerRadius .

PowerRadius.exe : It's the executable file of
PowerRadius .

Web path : It's the web interface of PowerRadius .
Manual.pdf : It's the user manual of PowerRadius .
Others: They are help or demo files



2.lnstallation for Windows

o]
e 2.1.Unzip Files

e 2.2.Start PowerRadius



2.1.Unzip Files

e Unzip the zip file for Windows to C:\. (Note:
Must be C:\)

e Thus you will get a path named
C:\PowerRadius\ that includes the following
files or paths:
RowerAdmin.exe,Manual.pdf,Apache,Billing,P
HP,www, etc.

e And a path named C:\MySQL\.



2.2.Start PowerRadius
G

PY J u St St art <3 PowerAdmin - Untitled o =]

Operation  User Rule Card Help

RowerAdmin. =% e
. 1 2006/01/02 20:35:27 Apache are started.
. 2 2006/01/02 20:35:27 Mysal are starked,
3 2006/01/02 20:35:27 PowerRadius are started,
exe, you will 02035 dsgesoned,
] 4 2006/01/02 20:35: 28 Ioad configuration successfully!
= 5 2006/01/02 20:35:28 connecting to database. ..
g et th e r I g h t B 2006/01/02 20:35:32 conneck to database successfully!
7 2006/01/02 20:35:32 launch auth service successfully!
a 2006/01/02 20:35:32 launch account service successfully!
G l l I . q 2006/01/02 20:35:32 vour computer code = 04454-43192-45429-24784- 17237
1 2006/01/02 20:35:32 wiaur license code = 00000-00000-00000-00000-00000
h 11 2006/01/02 20:35:32 Thiz is & trial wersion! It anly supports 5 users,
PowerRadius |4 . 5

Ready [ w4

will be
started.



3.Installation for Linux

o]
e 3.1.Copy All Files

e 3.2.Start Apache and Mysql

e 3.3.Modify Configuration File
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e 3.5.Start PowerRadius



3.1.Copy All Files
-

e Copy files to suitable paths of your Linux.

e Copy PowerRadius.conf to /etc path.
e Copy PowerRadius.exe to /usr/bin path.
e Copy all files under path web to /var/www/html path.

e Please make sure everyone has read & execute rights
for all these files.



3.2.Start Apache and Mys(q|
c._

b Service Configeration

e Start your Apache e View Acions EdtRuleve [l
and mySql' S:rt 539 Refar: §§e R_e?ert

Curently Runréng in Runlevel: 5 Editing Rurdevel: 5
L} echc-udp [#] rDescrption
O eklogin Apache = 2 Wodd Wide Web server. B is used to serve HTML
A files and CGL
e Please go to menu 2 gom

System 2 s
Settings/Server

Settings/Services of ol

your Linux and Ej; s sores
enable httpd and 3 s
mysqld as the right Shi

¥ kudzu

figure. e B




3.3.Modify Configuration File
-

e Modify /etc/PowerRadius.conf for your PowerRadius .

<PowerRadius>
auth=1812
account=1813
secret=PowerRadius

<Database>
server=localhost
database=PowerRadius
username=root
password=



3.4.Create Database Structure
]

e Create a database for PowerRadius with
your mysql.

e

ks

L kennvEkenny~ - shell - Konsola

[k

Session Edit View Bookmarks Settings Help

[kenny@kenny -13 mysgl -uroot
Welcome to the MySQL monitor. Commands end with ; or \g.
Your My50L connection id is 2 to server version: 2.23.58

Type ‘help:*® or *\h*® for help. Type ‘‘\¢' to clear the buffer.

mysgl> create database PowerRadius;
Query OK, 1 row affected (0.02 =zec)

mysgl> exit
Bye
[Eenny@kenny —]3 l




3.5.Start PowerRadius
G

e Start
PowerRadius.e
xe and create
database
structure.

e Start
PowerRadius.exe
and input command
prepare tables, thus
PowerRadius will
create database
structure for you.

Session Edit View Bookmarks Settings Help

[

[kenny@kenny ~]% ./PowerRadius.exe
EEEEEEEEEE A A AR R R AR R A R R A A AR EE R A A A AT R R A A AR R A AR R A LR
This is PowerRadius v3.00
Copyrights belongs to www.new-saga.com
EEEEFEEEEE A A A E R R R A AR R A AR R A A AR EE R A A A AT R R R A AR R A AR R A LR
load configuration successfully!
connecting to database...
connect to database successfully!
launch auth service successfully!
launch account service successfully!
This is a trial version! The username shall be a number between 5000 to 5005.
please input "help" for help.
PowerRadius>prepare tables
create admin table successfuly!
create user table successfuly!
create billing table successfuly!
create cards table successfuly!
create ruels table successfuly!
PowerRadius>[]

Z | Shell
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«
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4.1.What's NAS?
.

e NAS is Network Access Server, such as Cisco,
Huawel gateway, firewall, router, etc..

e NAS shall provide RADIUS interface.

e S0 you shall configure your NAS and configure
PowerRadius as its RADIUS server.



4.2.General Configuration for NAS
-

e Configuration variances are:

e primary_port 1812

e primary secret "PowerRadius"

e primary server [IP_address that running
PowerRadius]

e retransmissions 3

e secondary port 1812

e secondary_secret "PowerRadius"

e secondary server [IP_address that running

PowerRadius]
e timeout 5



4.3.ADSL (PPPoE) network

S
e NAS (hardware based): Cisco 7400, ...

e NAS (software based). RP-PPPOE,
RouterQOsS, ...

e Clients: EnterNet300, WINPoOET, RasPPPoE



4.4.\/PN network

e NAS (hardware based): %, Connect To :
CISCO 26211 IT_.QSIQ Example connectioh ll

e NAS (software based):

) Username;  [Eample
Microsoft VPN server. N
O p e nV P N [ Save password
17| Conrest autamaticaly
e Clients: Microsoft VPN S I

dialer (see right.), Cisco
VP N CI | e nt ‘Connect Properties Cancel




4.5.W-LAN network
7

NAS: W-LAN AP(Access Point). Please choose
EAP Authentication at IEEE802.1x.

Clients, Please choose one of the following:

Odyssey Client
AEGIS Client
Xsupplicant
openlx

Please choose MD5-Challenge as 802.1x
protocol.




4.6.NAT network

S
e NAS (hardware based): Cisco 2621, ...

e NAS (software based): ISA firewall, Ingate
Firewall, Cisco PIX, ...

e Clients: Secure VPN Client, Cisco VPN Client,



4.7.5ample Cisco configuration
—

I

aaa new-model

aaa authentication ppp vpdn radius

aaa authorization network default radius

aaa accounting network default start-stop radius
I

radius-server host 172.22.66.16 auth-port 1645 acct-
port 1646

e radius-server key cisco
e end



4.7.Summary
—

e Hotels, bars, schools, organizations can
choose PowerRadius to build their own
commercial access network to provide their
clients Internet services.



5.Introduction
1

e 5.1.Start Your Business

e 5.2.What's money card in the web
e 5.3.Setup prepaid hours services
e 5.4.Billing by Month

e 5.5.Setup prepaid services

e 5.6.Setup postpaid services




5.1.Start Your Business
G

e hittp://127.0.0.
1/admin is all
administrator’
S tools.

e hittp://127.0.0.
1/ is all users’
tools.

e Please create
some users &
rules to start

your business.

= |
TAE WD BBy Ry TRT b | = |
- - = - DA A Dew SRR | 0 O B - =] e o D R
HESHD) l:'l::lyn;ul}“um--uuﬂmwrmm'"— =] s scraskeaen. il j )

Creat= users
flelet= users
R

harge UgErs
Hucsy uBers

Creat= cards
flelete cards

=

Charge cards
Huery <arda

Create rule
flzlets rule
Charge rule
=I.F:r Ul BN
fillioe
Fecords
Biding

Ll &T Oy
[alkife ugers

“harge

passmord

| ogoitt
Y

Powerful LAN Billing Solution =

Create |:" \EETE.

U=ername i= from |5':':':'

The length of the password Yo sath ia I‘I

The length of the password for WEE iz |:-' ]

Billing group is F=-“

Brpiry date is |I6 Mgy modd A oe sy’ mewny erpinye fipe, digif, swch as
i1 E means how sy bowrs sdoce Fired Jogfe sapry pesw AEFER crpdred

NAC mddr, im [DD:DO00:00:00:00 (g g0 00, 0000 mrany the K4C adde that Firet
Joginsd or espiy means AEVER cfeck iz )

Their initial average =peed is ||']-: KBES

Balance 1z [100.50 Aol lars.

Cogata |



http://127.0.0.1/admin
http://127.0.0.1/admin
http://127.0.0.1/admin
http://127.0.0.1/admin
http://127.0.0.1/
http://127.0.0.1/
http://127.0.0.1/
http://127.0.0.1/

5.2.What’s money card in the web

S
e Money card is a card with ID/PIN.

e Your can create money cards via web and sale
money cards to users.

e Users will purchase money cards and add the
money of the cards into their account via web.



5.3.Setup prepaid hours services
—

e This kind of users can use service for some prepaid
hours since his first login.

e For example, the clients of an ISP can buy 10 days
service since their first login.

e \What you shall do is to add users with expiry=240. (10
days =240 hours). The billing rule for them can be $0
for every minute.



5.4.Billing by Month
-

e You want to charge this kind of users every month.

e For example, the fee for the clients of an ISP is $5 per
month.

e \What you shall do is to add users with expiry=2008-01-
31 24:00:00.. The billing rule for them can be $0 for
every minute.

e And you shall update their expiry every month when
they paid the fee $5.



5.5.Setup prepaid se

rvices

e This kind of users shall bu

y ID card for the

service and buy the money card thus they can
add money to their ID card.

e |ID card is user in the PowerRadius web

Interface. ID card will bear
password for login.

e Money card is card in the
interface. Money card will

their username /

PowerRadius web
present some money

that users can transfer to their ID card.



5.6.Setup postpaid services
c_

e These users are always VIP. They can use
your service before the payment.

e \What you shall do is to add users with a large
balance, for example, $10000.

e Then the fee for the postpaid user is the
difference between $10000 and balance.



6. Tuning your system
-

e 6.1.Run PowerRadius as demon
e 6.2.Customize WEB with yourself



6.1.Run PowerRadius as deamon
G

Command ./PowerRadius.exe -d & to execute PowerRadius.exe as
deamon.

Please add /usr/bin/PowerRadius.exe -d & into file /etc/rc.d/rc.local,
thus PowerRadius will start when your Linux booted.

For some kinds of redhat, you may have to run In -s
[tmp/mysql.sock var/lib/mysql/mysqgl.sock to configure your mysql.

For some kinds of redhat, you may have to disable Selinux
protection for httpd daemon at System Settings/Security level.

In general, you can stop PowerRadius by input quit command.

Please use Linux command kill -9 <pid> to stop PowerRadius when you stopped
PowerRadius abnormally.

You can get the <pid> with Linux command ps ax.

You can also stop PowerRadius by input command: kill -9 "ps ax | grep
'‘PowerRadius.exe' | head -c 5.



6.2.Customize WEB with yourself
-

e You can develop WEB presentation with yourself via
access mysql directly.

e Our WEB presentation is a good guide for you to
develop your own WEB presentation.

e \We suggest you add your logo to the web presentation
and translate in to your own language.

e For security reason, you can remove database path
under web path.



/. Buy it now
-

e /.1.Technical supports

e /.2.5upporting your application

e /.3.Why need commercial version
e /.4.How to purchase PowerRadius



/.1.Technical supports
c_

e Please download latest PowerRadius from here.

e PowerRadius is very easy to use, so you can always
have a successful trial. Please have a try before asking
technical supports.

e You can get technical supports via MSN. The ID is
I Tconsult2000@hotmail.com .

e If you want us customize PowerRadius for your special
requirements, please also let us know.



http://www.new-saga.com/download.html
mailto:ITconsult2000@hotmail.com

7/.2.Supporting your application
—

e If you have your own application already, such
as your web site and your database structure.

e Now what you need is a RADIUS server that
supports your database structure.

e Customization service available. We can
customize PowerRadius to support your
database structure.



7.3.Why need commercial version
-

e The limitation of the trial version is that it only
supports 5 users.

e If you want to remove this limitation, you shall
ourchase the commercial version.

e If you want customization service, you can only
choose the commercial version.




7.4.How to purchase PowerRadius
—

e Please just input command show config in
PowerRadius to know your computer code.

e Please purchase it online and fill with your computer
code.

e \We will send you a license code, then please fill the
license code at the line of license=12345-67890-
12345-67890-12345 of your /etc/PowerRadius.conf.

e Restart PowerRadius, then it will become a commercial
version.



http://www.new-saga.com/purchase.html
http://www.new-saga.com/purchase.html

The End

Thanks!
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