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Description

@ Purify is an email filter.
@ Purify can trace and report email abuse (spam).
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Features

- Filter email using powerful statistical Bayesian type filter.

- Filter email by country of origin.

- Filter, accept, or ignore email based on user defined phrases.

- Accept email from easily imported friends list.

- Forward valid email to your iPhone, or other SMTP service.

- Filter image spam.

- Filter email not addressed to you, or uses incorrect proper hame.

- Report spammers and phishers to their ISPs with a button click!

- Data feed for upcoming hsc product "Compass.”

- Available for Windows, Macintosh (Universal Binary), and Linux.
- Works with virtually every email client (Apple Mail, Outlook, etc.).
- Supports POP, POP SSL, IMAP, IMAP SSL.

- Use in standalone, or workgroup mode.

- Workgroup mode supports combo of Windows, Macintosh, Linux users.
- Macintosh version is fully AppleScript-able.
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Operation

Purify acts as a “pass through” filter for your email.

What is a “pass through” filter? A filter that “takes a peek” at your email
messages as they “pass through” the filter, rates the email based on rules that
you’ve define, and appends rating information to the message for you to use with
your email clients rules. Here are three examples of rating information.

X-PURIFY-RATING: SPAM
X-PURIFY-REASON: Country fault CN, China

X-PURIFY-RATING: HAM
X-PURIFY-REASON: Jeffrian Filter marked as HAM 0.0183654

X-PURIFY-RATING: IGNORE
X-PURIFY-REASON: Ignorelisted (PInTxt)-'abuse@'
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Operation (Cont'd)

Using the rating information examples from the previous page, you can easily
define a rule in your email client software (Thunderbird example shown) that
will move messages rated as SPAM to the trash. Simple eh?

X-PURIFY-RATING: SPAM
X-PURIFY-REASON: Country fault CN, China

Filter name:

For incoming messages that:
(" Match all of the following ¢ Match any of the following

| %-PURIFY-RATING v | contains ~| |SPAM

More | Fewer |

Perform these actions:

V' Move to folder: l Trash on Local Folders j Mew Folder... | il
[~ Copy to folder: |IMAP j New Folder. .. | LI

| OK I Cancel
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V

Installation

So, how do we set this thing up!?
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Installation (Cont’d)
=10IXI| Double-click the

File Edit View Favorites Tools Help | . ,"r downloaded zip file
@Bac" > A J ‘ /'._ ) Search || Folders ‘- - and extract the
o contents of the
File and Folder Tasks  # @ ) purifywindows | Purify download to
et the folder of your

j Make a new Folder

@ Publish this folder to the
\Web

k—‘Z Share this folder

choice

£l purifywindows =10 x|
. File Edit View Favorites 'I_'y'( Help o

@ Back ~ d v !?J/ ) Search |  Folders ‘ v

Folder Tasks

Purify geoip.data countries.data

1 objecl;s

@) Extract allfiles

»

Other Places

[~ demo
— hd

AN ee -

3 objects 4

Note! : Windows users copy ALL of the contents

: o ,
of the .zip file to your destination folder7 hendrickson software components




Installation (Cont’d)

Start Purify by double clicking the program.

File Edit ‘iew Favorites | Tools Help I | o
@ Back ~ @ = l? ‘ /_’) Search || Folders y v
= !

File and Folder Tasks A

) Make a new Folder e
@ Publish this folder to the
\Web
&/ Share this Folder
Purify
Other Places A
) |
1 objects 7.61 MB | ¢ My Computer Yy

Note! : Windows 7 users, run Purify as admin!
Right click, run as admin.
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Installation (Cont’d)

The first time that you run Purify, it will copy its geo reference database
(geoip), and its country reference database (countries) to your Preferences
folder. It will also create your preferences database (preferences), and rating
database (purify) in the same folder.

_ =101 x|

File Edit ‘iew Favorites Tools Help ,','

Qo= 0 5 ot -\
Folders .
= 0) Jeff Hendrickson -AJ

) .javaws countries.data qgeoip.data preference...
= |2) Application Data
) Adobe |
) AdobeUm
uj Apple Computer puriy.data
I ESRI

) Identities
) Macromedia
() Microsoft
) Mozilla
) Purify

.

|4 objects (Disk free space: 10.1 GB) |40.2 MB I :J My Computer 4
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Configuration

From the Purify menu, click Preferences...

=100 ]
|File Edit
Exit
Abouk Purify

v

Preferences... Chrl+,
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Configuration (Cont'd)

This will bring up the Preferences window.

® General Preferences

L™

General Accounts Whitelist Blacklist

o & LD

Ignorelist

Country Jeffrian Report Compass

 Training

@ Collect Email For Training OFf

Remove Deleted Training Messages

eEmaiI Containing Images Must Be Friend Off

—Reporting

eCollect Email For Reporting Off

Remove Deleted Abuse Reports

~Forwarding

|eForward Valid Email To iPhone On

Email Address

|Hemove Deleted Forwarded Messages

—Settings

Compress Database
@Debug Log Off
@ Frompt Before Exit OFf

IBIJ HTTP Port
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® General Preferences

o & &

E Configuration (Cont'd)

X

our filter

ain.

hendrickson software components

‘ —t Lﬁ ‘ e Pe. s
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass
— Training — Settings
el:ollect Email For Training Off Compress Database
Remove Deleted Training Messages ODebug Log Off
eEmaiI Containing Images Must Be Friend Off \ ePtompt Before Exit Off
\
~Reporting \‘
eCoIIect Email For Reporting Off
Remove Deleted Abuse Reports
~ Forwarding
[@Forward Valid Email To Phone On | Turn this on while you
[s0~ HTTP Port ———
Email Address are “tral ni |P g )
! to collect new
|F|emove Deleted Forwarded Messages |
messages 1FO tﬂ
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Configuration (Cont'd)

® General Preferences

FACEL P

(== ¥
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass

~ Training  Settings

el:ollect Email For Training Off Compress Database

Remove Deleted Training Messages eDebug Log Off

eEmaiI Containing Images Must Be Friend tlf\ ePtompl Before Exit Off
~Reporting \\

N\

OCOIIect Email For Reporting Off

Remove Deleted Abuse Reports

~ Forwarding

|OFOIward Valid Email To iPhone On

| [s0~ HTTP Port

Email Address

|Hemove Deleted Forwarded Messages

Click this button to

remove th

messages

that you have trained
and marked for deleted

in the Puri

dqitabase.
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Configuration (Cont'd)

® General Preferences

[ v_ 1 | = \\ ,'—/‘-7-—’! r .7-—1’, ‘ )—--—" B Sl B \ E
Ja o om L & &
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass
~ Training  Settings
el:ollect Email For Training Off Compress Database
Remove Deleted Training Messages eDebug Log Off
eEmaiI Containing Images Must Be Friend Off ePtompl Before Exit Off

~Reporting

OCOIIect Email For Reporting Off

Remove Deleted Abuse Reports

~ Forwarding

|OFOIward Valid Email To iPhone On

Email Address

|Hemove Deleted Forwarded Messages

Turn this feature on if
you want to require

that any email
containing pictures

IBU HTTP Port

must be from a friend.
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E Configuration (Cont'd)

® General Preferences x|
—- 1 ) - - g -
. i 3 { /] ¢ ) F T \ ‘
gl vl W @ S - & &
— > eyt I o \/‘ o
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass
— Training — Settings
el:ollect Email For Training Off Compress Database
Remove Deleted Training Messages ODebug Log Off
eEmaiI Containing Images Must Be Friend Off ePtompt Before Exit Off
~Reporting
eCoIIect Email For Reporting Off
Remove Deleted Abuse Reports ~
~ Forwarding
|@Forward Valid Email To iPhone On | . )
, B0 HTTP Port Turn this on if you want
Email Address
| to collect abusive email
|F|emove Deleted Forwarded Messages | for Spam reporti ng.
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Configuration (Cont'd)

® General Preferences x|
k] 3 =7\, r N |- g N\ —
il e QI OL & &
2 = = e B&@ F T
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass
~ Training  Settings
el:ollect Email For Training Off Compress Database
Remove Deleted Training Messages eDebug Log Off
eEmaiI Containing Images Must Be Friend Off ePtompt Before Exit Off
~Reporting
OCOIIect Email For Reporting Off
Remove Deleted Abuse Reports ‘
B
~Forwarding \
[@Forward Valid Email To Phone On Click this button to
- IBU HTTP Port
Emal Address remove the spam that
! you have reviewed and
|Hemove Deleted Forwarded Messages o
marked for deletion.
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E Configuration (Cont'd)

® General Preferences

[

General Accounts Whitelist Blacklist

{ A
\
L.——"

Ignorelist

~ Training

el:ollect Email For Training Off

Remove Deleted Training Messages

eEmaiI Containing Images Must Be Friend Off

~Reporting

eCollect Email For Reporting Off

Remove Deleted Abuse Reports

|Hemove Deleted Forwarded Messages

—Forwarding
|@Forward Valid Email To iPhone On < |
Email Address /
| A
&

X|
L& @
e s pmt
Country Jeffrian Report Compass
 Settings
Compress Database
@ Debug Log Off
ePrompl Before Exit Off
If you want to forward
the email that Purify has
rated as HAM, then
I turn this feature op, and
=1 enter the email address
~ JaHmeeet 1o which you would like
d your email forwarded.
Every so often, you'll

record of your
forwarded messages.
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Configuration (Cont'd)

® General Preferences

General Accounts Whitelist Blacklist

Ignorelist

X

B - & &
S (}‘\ ') 4

Country Jeffrian Report Compass

~ Training

el:ollect Email For Training Off

Remove Deleted Training Messages

eEmaiI Containing Images Must Be Friend Off

~Reporting

OCOIIect Email For Reporting Off

Remove Deleted Abuse Reports

~ Forwarding

|0Forward Valid Email To iPhone On

Email Address

|Hemove Deleted Forwarded Messages

 Settings

Compress Database
eDebug Log Off
@ FPrompt Before Exit OFf \

e

Click this button every
so often to regover the
unused disk space in

your database.

IBO HTTP Port
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® General Preferences

E Configuration (Cont'd)

x|
. E&V‘s Py N Y- N\ =
2 el WA ne" P, i =
& [y (i = \_/‘ o —
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass
— Training — Settings
eCoﬂect Email For Training Off Compress Database
Remove Deleted Training Messages eDebug Log Off .
eEmaiI Containing Images Must Be Friend Off ePtompt Before Exit Off \
~Reporting
OCollecl Email For Reporting Off
Remove Deleted Abuse Reports
~ Forwarding
|0Forward Walid Email To iPhone On |
: [s0~ HTTP Port ) .
By R Click this button to
! turn the dﬂaug log on.
|F|emove Deleted Forwarded Messages |
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E Configuration (Cont'd)

® General Preferences

—— ¢’\ " "'—‘l/‘ ) ] £ ~
= R -y S WSO | ?(Z: J 5 o ‘7
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass
~ Training  Settings
Ol:ollect Email For Training Off Compress Database
Remove Deleted Training Messages ODebug Log Off
eEmaiI Containing Images Must Be Friend Off ePrompl Before Exit Off

~Reporting

eCoIIect Email For Reporting Off

Remove Deleted Abuse Reports

~ Forwarding

|OFOIward Valid Email To iPhone On

\ Set this item to your

preference of being
prompted before Purify
exits, or not.

ISU HTTP Port

Email Address

|Hemove Deleted Forwarded Messages | \

Set your

This should E

unless yo

told different

HTT

u ha

[P Port.
e 80,
ve been

ly.

20
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E Configuration (Cont'd)

@ Accounts Setup

L —

i

X
\./‘ l 5 (;é

Report Compass

General Accountk Whitelist Blacklist Ignorelist Country Jeffrian

Accounts \ |

Description: I

(-
Account is: lEnabIed LI

Type: [POP =l

Email address:

Filtering key:

Local server:

Local port;

Remote server:

e

Remote port;

Proper names:

EmaNdesignates;

[+]-] Ok, we're ready to set
up your account(s).

21
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Account Settings

) \

Local Folders
-/ Joe User

Server Settings
Copies & Folders
Composition & Addressing
Disk Space
Return Receipts
Security

OQutgoing Server (SMTP)

Add Account...

Server Settings

Y

Server Type: POP Mail%rver

Server Name: | mail.myisp.com Port: 110

User Name: Ijoe@myisp.com

E Configuration (Cont'd)

A word about this step before we continue. We need to configure Purify, and your
email client software to cooperate to deliver spam-free email. Before introducing
Purify to your email client, your configuration might look something like this
(Thunderbird example shown)... Note the areas highlighted. These are the ONLY
items that we are going to change to enable.Purify (more on this in a moment).

x|

Default: 110

~ Server Settings
™ Use secure connection (SSL)
I Use secure authentication
[V Check for new messages at startup
[V Check for new messages every IIU_ minutes
Vv Automatically download new messages
™ Fetch headers only
™ Leave messages on server
™ For at most r days

l_ Until I delete or move them from Inbox

Advanced... |

| [~ Empty Trash on Exit

Set as Default

Local directory:

Remove Account

| |C:1,temp

o]

| Browse. .. i

Cancel |

22
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E Configuration (Cont'd)

@ Accounts Setup

;";: 8’

General

Blacklist Ignorelist Country

" AN

Let’s setup a Purify account to support the previous example.

Ly R~ s
v @ =

Report

Compass A

Accounts

P

Joe's Email

Description: IJoe‘s Email

Account is: |Enabled

Type: |POP

Z
~

Email address: Ijoe@myisp.com

Filtering key: |11-22-33-44

Local server: IIocthost

Local port: |2020 f

Remote server: |mai|.myisp.com

Remote port: (110 -

—

Proper names: |joe, joseph, usér

i |chochotrains@lists.yahoo.com

More on these two

E] items in a moment.

/
/A

Description.

Status.
Type (POP, POP SSL, IMAP, IMAP SSL)

Email address.

Filtering key. You get this from us
when you purchase Purify.

Local server name, this should be
localhost unless you know
differently.

Local port. Purify will “listen” on
this port number for a
connection from your email
client. Your first account might
use 2020, second 2021, etc....

Remote server, port. (Highlighted
areas from previous page)

Server Type: POP Mail Server\

Server Name: |mail. myisp.com Port: [110  Default: 110
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E Configuration (Cont'd)

# Accounts Setup

o g @

Blacklist

®

Ignorelist

Accounts ‘Whitelist Country Jeffrian

General

Report

~
L

Compass

x|

Accounts [

Description: IJoe's Email

Accountis: |Enabled d

POP -

Joe's Email ©

Type:

Email address: Ijue@myisp,com

Filtering key: [11-22-33-44

Local server: [localhost

Remote server:

Local port:

Remote port:

Proper names:

Email designates:

T

5 lmail.myisp.com

110

joe, joseph, user

chochatrains@lists.yahoo.com

(1]

-
]

Note: Don’t check Use SSL.
Purify expects a plain
connection between it and

your email client. It takes care

of the SSL part if/when you use
POP SSL, or IMAP SSL in your

Purify settings.

Account Settings

Ok, let’s configure our email client to match our Purify settings.

X

Local Folders
= Joe User
Server Settings
Copies & Folders
Composition & Addressing
Disk Space
ReturnReceipts
“Security
Outgoing'Server (SMTP)

Add Account...

Server Settings

Server Type:  POP Mail Server

‘w localhost Part: |2020  Default: 110
“User Name: joe@myisp,com
M

as

108
™ Use secure connection (S5L)

I Use secure authentication
IV Check for new messages at startup
[V Check for new messages every [10— minutes
v automatically download new messages
[~ Fetch headers only
™ Leave messages on server
I For at most l‘— days

I~ until I delete or move them From Inbox

Advanced... |

I ™ Empty Trash on Exit

Set as Default

Local directory:

Remove Account

Browse... |

| IC:ttemp

o]

Cancel |
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Remember “the only two items that
will change” in your email client
software! Let’s change them.
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E Configuration (Cont'd)

two settings have changed in Thunderbird!

Thunderbird before.

POP Mail Server

Server Name: |mai|.myisp.com

Server Type:

Port: I 110 Default: 110

User Name:  |joe@myisp.com

Smé’hm e

User Mame:

Server Name:

Ok, here are your email client configuration settings before, and after. Note, only

Thunderbird after.

POP Mail Server

|localhost

Port: (2020  Default: 110

Ijoe@myisp.com

This now matches our Purify settings!

Local server: |Ioca|host

Local port: |2020

Remote server: Imail.myisp.com

Remote port: |110

25

And Purify knows how to connect to your email server!
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E Configuration (Cont'd)

Email address:
Filtering key:
Local server:

Local port:
Remote server:
Remote port:

Proper names:

Email designates:

® Accounts Setup
o\ T e U -
1 g \
i I 7 e =
_ S 2 2 (I (S i v &)
Genera Accounts Whitelist Blacklist Ignorelist inky Jeffrian Report Compass
Accounts
Joe's Email - Description: IJoe's Email
- Account is: IEnabIed Ll
Type: [POP ~|

ljoe@myisp.cnm

|11-22-33-44

llocalhost

2020

lmail.myisp.com

110

joe, joseph, user

chochotrains@lists.yahoo.com

X|
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Email designates. This is a very powerful Purify filtering feature. If you provide proper
names (e.g. jeff, jeffrey, hendrickson), and email designates (e.g.
techsupport@hendricom.com), then Purify will check these proper names, and email
designates against your received messages, and verify that the message is for you.

Proper names. If supplied, Purify will verify
that a message to your email address uses
these proper names if they are provided in a
message. This prevents the spammer trick of
“guessing your proper name” when they send
spam. A message to

“Betty Hudson”
<techsupport@hendricom.com> would be
filtered using this feature. To disable this
feature, leave proper names empty.

Email designates. If supplied, Purify will verify
that a message not directly to your primary
email address contains at least contains one of
these email designate addresses. This is VERY
useful to filter spammer shotgun emails, and
will filter an email to

nonexistent@hendricom.com. You can also

use it to verify email lists to which you

belong. e.g. chochotrains@lists.yahoo.com.

To disable this feature, leave email designates
empty.
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Configuration (Cont'd)

® Whitelist Expressions 5'
g o QS L& &
AL \ / g 4
w > . > | - \,‘/‘ h-
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass
Add “whitelist”

Friends | | whitelist Expressions expressions here. e.g.
fred@myonlyfriend.com cho cho trains BIG|PAYMENT
betty@myonlyfriend.com payment received

Import your friends li

Formatted like:
addy | @dom.com
addy2@other.com

You can also add thenr
one at a time.

Ft
as a flat ASCII text fil€.

Note: The whitelist, blacklist, and
ignorelist are all power by “regular
expressions.” You can use this
feature as plain text as
demonstrated jabove, but you will
not be fully utilizing its power. You
can find out mpre about regular
expressions by visiting the hsc
message board, or googleing
regular expressions.

Messages containing
these phrases will be
marked by the filter as
HA

Test the expression
(recommended).

Note:Whenever you rate an email as “good”

using the Jeffrian filter,

the email address of

@lll;] ;|I mport | |

that message is automatically entered into
your friends list (more on this in a moment).

27
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E Configuration (Cont'd)

@ Blacklist Expressions 5.'

L [y =

Get a head start by

loadi - General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass
oading the hsc « 5
3 ; Add “blackiist
sample blacklist. ‘ _ :
Q Blacklist Expressions )’ expressions here. ags

An*,atrim . ROLEXWATCHES
1b(Clc). alistb Messages containin
(¥|v).agra I

these phrases will be
(L|hev.tra
marked by the filter as

\ (F|F).onax I
\ (Ulu).tram SPAM.
(¥]|w).oxx I
(v|v)al.um
. {XIx)anax | Test the expression
(Sls)oma (recommended).
{P|p)ainkiller{s*) [
hydrocodone
phentermine I
\bsexualib
\bcasin{o|os)ib I
hoodia
WONDERCUM |
FDA Approved
/ /

| 4 ¥
|ZI lil;” Test |
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® Ignorelist Expressions

wl el ¥ @\

General Accounts Whitelist Blacklist Ignorelist Country Jeffrian

E Configuration (Cont'd)

Report Compass

x|

Add “ignore” expressions

Ignorelist Expressions

~ here. e.g.

abuse\@

mailer-daemoni@
Note:This is a very
handy feature if you're
spam reporting! If you
do not wish to see the
abuse responses, or
bounces from full abuse
inboxes, then you can
filter them here. For
more information please
visit the hsc message
board.

N

abuse response

Messages containin

these phrases will e

marked by the filter as

IGNORE.

|Z] lll;” Test |

Test the expression

(reco

mmended).

29
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E Configuration (Cont'd)

® Country Filter x|
P T () ) | ~
e W @ |2 8 &
g (== | — | —- (o =

General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass
Block I Code | Country I Region I
v aD andorra Europe a
vV = AE United Arab Emirates Middle East — —
g E AF Afghanistan Asia This is a very powerful
v AG Antigua and Barbuda Central America and the Caribbean A q
vV & Al Anguilla Central America and the Caribbean G Pu”fy ﬁlterlng featl_lre'
F AL Albania Europe You can block email by
v [ AM Armenia Commonwealth of Independent States : ‘o
v 4 AN Metherlands Antilles Central America and the Caribbean Its country of orlgln!
g a0 Angola Africa
v . AQ Antarctica Antarctic Region . . .
Vv ] &R Argentina South America Imagme the immediate
B+ Aas American Samoa Oceania impact on your spam
B AT Austria Europe | lif Id fil Il
B Al Australia Oceania evel It you could tiiter a
v AW Aruba Central America and the Caribbean email originating from
v B Az Azerbaijan Commonwealth of Independent States » 4
v BA Bosnia and Herzegovina Bosnia and Herzegovina, Europe RUSS|ar Chma’ POIand9
v i BB Barbados Central America and the Caribbean etc...
v @ ED Bangladesh Asia
~ Bd BE Belgium Europe
v BF Burkina Faso Africa
[~ [ BG Bulgaria Europe
v [ ©BH Bahrain Middle East
v E4 BI Burundi Africa
v B B Benin Africa
I BM Bermuda North America
v BN Brunei Darussalam Southeast Asia
v BO Bolivia South America
v BR Brazi South America ~|

30
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E Configuration (Cont'd)

® Jeffrian Filter X|
~ ] Cag) Fih e (o v vl N\ \
— s LY \ ~ " e o B
= 4R Q\J i (/&2 | q ',‘7_: : e & & €y This|is a another very
- G lmmes”  uames <@ powerful Purify filtering
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass

feature. You can “teach”
Purify what you consider

_ #  |status | Subject | From | good/bad email!
Train selected 7 ® You save - US $ 1529.10 Creative 3 for windows “Karla Romano" <mrsjp@tresamigashor... 4 |
message as good or 8 ® breaking news "Brenda Rangel" <Pamelapolicemenand... Ye in Puri .
bad, or delete it after 9 @ pick uwxr Interracial ehg Prostitute keho licked by fuyl Man... "Stuart Farrell" <windlejfbff@libgotrav. .. —| TYoucan train urlfy using
) o h 10 ® jituzaik "julieta Dencer" <julieta@pointatinvern. .. this User interface.
YOl:I r.e roug 11 ® Warming Up Naked fill reads "Sherman Cordell" <offerdivepasslose... LI
training the message. _
Return-Path: <reprocessedsale.com@holdayrentals.com> _;J
Received: from dedicated.hendricom.com (root@localhost) Teq t a selected
by hendricom.com (8.12.10/8.12.,10) with ESMTP id 19U0Tcod019548
fiox, <sales@hendricom.com>; Mon, 29 Oct 2007 19:29:38 -0500 / message based on
%-ClientAddr: 123.243.195.151 f yoyr current settlngs.
Received: from opldyxto (123-243-195-151.static.tpgi.com.au [123.243.195.151] (may be forged))
by dedicated.hendricom.com (8.12.10/8.12.10) with SMTP id I9U0TaOR019510 LI
Fov /e:|ar(abfnr‘virnm Farmse Man 20 Ak 2007 10:20:27 .NENN
Train - |C)Good ||eBad ||ODeIete I {)=Untrained . |89 E ating Threshold
Good Word I Weight | Bad Word N I Weight
You can also modify anything 30 EI Subject*effective 1 il
d 3 Subject*and 49
our good word / bad |
Y g s . ba member. 30 Subject*100% 1
word dictionaries honoured 2 Subject*natural .
here. society 4 || subject*to a2 M

\' [ |Z, [ (A =] Set|your rating

threshold. Email

Total Good Words  [4259 Total Bad Words [7684 rated above this figure
will|be marked as
M.
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E Confi guratlon (Cont’d)

General

® Report Email Abuse

s & @

(

Accounts Whitelist

Igno xrr~|1 Country Jeffrian Compass

You can do your spam

feporting from here.

This is a another very
powerful Purify feature.
Take revenge on
spammers by reporting
them to their Internet
Service Providers!

Configure these setting
just as if your were
configuring your email
client software to send
email.

Subject

# Status
6

You - US § 1529.10 Creative 3 for windows "Karla Romana"

From

amigashor. ..y

7 (- breaking news "Brenda Rangel" <PamelapollcemenAnd. 00
8 (- pick uwxr Interracial ehg Prostitute keho licked by fuyl Man... "Stuart Farrell" <windlejfbff@libgotray... |
9 (- jituzaik "julieta Dencer" <julieta@pointatinvern...

10 (- Warming Up Maked fill reads "Sherman Cordell" <offerdivepasslose... Ll
Subject: You save - US $ 1529,10 Creative 3 for windows ZI
Date: Tue, 30 Oct 2007 09:22:10 40100
MIME-Version: 1.0
Content-Type: text/plain; g .

Format=Fowed; Most of the items on this _

charset="Windows-1252"; page are self explaining.

reply-type=original ﬂ
~Aantank.TrancFar-Frcadina: 7hik

ODeIete Report - | All | Selected | l

[V Report Excluded Countries (' =Reported abuse@interbusiness.it -

Abuse T
abuse@telecomitalia.it

[V Report Spamvertized URLs @ =Not Reported Reports | gzy@21cn.com |

hd

nvfyr@1 26.rnm

SMTP Server

Server Name Imail.myisp.com

Port |25

| Edit Abuse Message I

Username Ijoe@myisp.com

IV Use Login

=" password Pt

™ Use ssL

Email Address Ijoe@myisp.com

Reporting Key |22-33-44-55

You need a reporting qu/

to use this feature (you
need to have purchased
reporting with Purify).
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E Configuration (Cont'd)

# Compass 5]
Sk = ““\ s ey \
o ' 3 \, \ =
gl W R=, & <
Z (= - —" -~ g
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass

Compass is Coming!

Simple information collection and management supported in a rich graphics environment,
Compass will accept data input from the Purify email filter, the soon to be released Purify web browser filter, and user input.

Define simple rules to collect information regarding a subject of interest, and Compass will collect, categorize, and organize
the information using a rich graphics environment that will make the information very easy to find, and work with.

Compass, coming early 2008...

Comepass. This software will be released
sometime early next year, and will work with
Purify tags to help you manage the
information, and post processing action for
your email, your web searches, your day to
day input....
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Operation (Cont'd)

Using the rating information examples from the previous page, you can easily
define a rule in your email client software (Thunderbird example shown) that
will move messages rated as SPAM to the trash. More on next pages...

X-PURIFY-RATING: SPAM
X-PURIFY-REASON: Country fault CN, China

FiterRules x|

Filter name: |15_SPAM

For incoming messages that:
(" Match all of the following ¢ Match any of the following

| X-PURIFXRATING  +] | contains = |SPAM

More | Fewer |

Perform these actions:

IV Move to folder: I Trash on Local Folders j Mew Folder... I _i_l
[~ Copy to folder: |Loca| Folders j New Folder. .. | LI

| OK I Cancel
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Operation (Cont'd)

Defined rules to manage your email after it has been rated by Purify. First click

New.

_io/x]
Filters for: I Joe User ﬂ Filter Log
Enabled filters are run automatically in the order shown below,

Filter Name | Enabled | New...
Edit...
Delete
Move Up
Move Down
Run selected filter{s) on: 7 Inbox LI Run Mow
Y/
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Operation (Cont'd)

Enter IS_SPAM in Filter name, click Subject drop down, and Customize...

s x

Filter name: |Untitled Filter

For incoming messages that:
" Match all of the follo (¢ Match any of the following

Subject ﬂ I contains _vJ"
Subject 4
Sender
Body
~ Date
Priority
-] Status
To Local Folderfs LI Mew Folder... il
Cc 4
Toor cc Loca.l Folders Ll Mew Folder... LI

Age In Days
/ QK Cancel |
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Operation (Cont'd)

Type X-PURIFY-RATING here, and click Add, then click Ok.

Customize Headers x|
Mew message header:
l X-PURIFY-RATING
Add
Remove
OK Cancel
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Operation (Cont'd)

Now select the new header that you just defined, Contains, and type SPAM here.

Filter Rules

Filter name; |15_sPam

For incoming messages that:
" Match all ofthe following

(¢ Match any of the%ing

=

X-PURIFY-RATING

More Fewer

Perform these actions:

v
—_—

contains

v

SPAM

[V Move to Folder:

™ Copy ko Folder:

/

Trash on Local Folders

LI MNew Folder...

Local Folders

QK

j New Folder...

=
~|

Cancel |

Perform the following action, move to Trash, or take any other action that you like.
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Operation (Cont'd)

If you are using Purify’s spam reporting feature, you can choose to ignore the
abuse responses, and occasional bounces by defining your rule like so...

x|
Filter name: |15_IGNORE
For incoming messages that:
" Match all of the following ¢+ Match any of the following
[ X-PURIFY-RATING LI | F— LI IIGNORE
More I Fewer I
Perform these actions:
~
v Move to folder: Trash on Local Folders LI New Folder. .. :I
™ Copy to folder: Local Folders _ﬂ MNew Folder... LI
QK Cancel |
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Questions!?

Email tech support using the contact links on our web site www.hendricom.com.

Visit the hsc message board, users helping users. www.hendricom.com

Call us: 703-499-6004
Please note: calling should be a last resort, after you’ve read the manual, and
tried the message board.
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E Addendum 2.0 Features

®  General Preferences @

- } \ \ 1 \ \

= 4R ’/ | \ > P
- Ui~ L - 'e )

General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass
Training Settings

@ Collect Email For Training OFf

Compress Database

Remove Deleted Training Messages

eDebug Log Off

eEmaiI Containing Images Must Be Friend Off

ePrompt Before Exit Off

eMove Messages Trained As Bad To Reporting OFf

| OUbfuscated Word |s Spam Off

@:dd Trained As Good To Friends Off

@Enforce Country Filter For URLs OFf

Reporting

Message Size Threshold
1000000

@) Collect Email For Reporting Off

Remove Deleted Abuse Regports

HTTP Port

50

I Forward Email That Is To

Forwarding / J
Turn this on to m
u e Q FO e |0ForwardVaIid Email To iPhone On
messages tralned AS Forward To Email Address SMTP Port 2@
“bad” to reporting. / /

this size to aIIow
large m

|R emove Deleted Forwarded Messages

without rating. @J’E‘thls o

Turn this ¢n to add Turn this on to treat

h to enforce

country filger for

obfuscated words like
vlagr@ as spam.

messages trained as

“good” to friends. 4

embedded
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E Addendum 2.0 Features

- - v ¥
General Accounts Whitelist Blacklist Ignorelist Country Jeffrian Report Compass

Blacklist Expressions Obfuscated Words Check
\btimepieces*\b porn

mortgage

watches

cialis

viagra

replica

order

quality

Add words to this ligt that
spammers usually purposely misspell
or hide, like vIagr@] mOrtgage, etc.
Purify will automaticplly generate
code to catch these phrases!

A =] 1o ] | [ [+]-]

| Import || Export || Load hsc's |
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