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Introduction

SiteXposure provides capabilities to validate quality of website contents and also provides website monitoring
features. The combination of Monitoring jobs not only provides statistics of website & server availability but also
monitors changes in website contents that may occur due to website hacking or due to unexpected mistakes.

Manage Content Quality

e  Website crawler scans all pages on website as per user defined criteria.

o  Verify broken links

e Linking to Malicious Sites : The domain linking allows verifying contents linked with external domains that
you may use to verify that your website does not have links or contents (Scripts/CSS/Images) from
malicious sites.

e Identify Security issues: The webpage metadata and page header is scanned for security issues and
recommendations are provided as per HTML best practice guidelines.

e SEO (Search Engine Optimization) Hints

e  Easily identify Email Address & direct File Links provided on your website.

e Generate XML Sitemap and submit on search engines.

Website Monitoring

Following type of monitoring jobs may be defined to run on user defined schedules.

Web Page Monitor:
e Reports the availability statistics of webpage(s).
e Scan Webpage modification for abusing keywords.

e Multiple options to define your own success/failure criteria. Alert is raised if a success criterion fails or if
failure condition is realized.

Server File Monitoring:
e Uses a baseline configuration to monitor changes on Server side files and raise Alerts if any change is
identified in comparison to baseline configuration.
e  Monitor addition/removal of files or any changes made in existing files on server side.

Ping Monitor:
e Check Server availability by ping requests and raise Alerts if server is unavailable.

Custom Monitor:
e  Use Customer Monitor to run an external program. The success criteria is defined based on user inputs
that is compared with the final response output captured from external program execution. If success
criteria is not met then Alert is raised.

Other Features

FTP Explorer & Scheduled Download
The FTP explorer provides the basic FTP functionality. You may schedule FTP downloads for regular backup of
website contents.

sX Web Browser
The web browser provides greater insight of active Web Page including Hidden Fields, Cookies, raw text and details
of all HTML tags. Also provides other options like Enable all disabled HTML elements, change styles and invoke Java
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Script functions. You shall use these features to evaluate hidden aspects of web pages that can be easily
manipulated by other users using similar tools.

Alerts Notifications
The Monitoring dashboard provide list of all Alerts raised for specific Job. In case application is minimized then real
time alert is displayed with system tray notification.

Offline Analysis
You may save scan results in a local file and you may export Optimization Hints in CSV formant to analyze with
other tools.

Export/Import
Export monitoring job configuration when application is closed and import Monitors configuration to resume
monitoring without redefining all jobs.

Getting Started

For website content validation it is necessary to run the website crawler but the default installation comes with a
sample configuration file “SampleData.xml” that is installed in the application folder. If you want to just get an
overview of features then instead of starting website crawling, you may select the sample configuration file and
continue. The “First Time user” section provides the option to open sample configuration file.

Getting Started - %

First Time User?

Click here to get a brief of how indexing process warks.

The standard installation contains a sample data file, Click here o launch Dashboard
with sample data file.

To use an existing site configurating file, click here L_?

To start with a new website, enter website URELin below section and click on 5tart Indexing

Enter URL of your website to start Indexing :

http:/ fwww samplesite com w

Indexing Configuration

7] Configuration Help

Max Link Depth: |7 5
Max instances of URL: 100 - Verify Links to External Domain
Max links to crawl: 000 - Allow Blocked Domain
RequestTimeoutiseconds): |60 :

Click here to change default Content Exclusion Criteria

Start Indexing |

Ready
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Scan Statistics - Dashboard

Fx

EEx

i} Suppert

hedomain.org/

¥ Link Explorer b Optimization Hints  » FTPExplorer b Generate Sitemap

Indexing Results

Show IndexTime Configuration

The indexing process was completad with 3 erraris).
Click here to see arror details,

Total 5043 links were found during the indexing process, out of which 33 links were successfully verified. Total 4735 unique links (excluding querystring) were identified,

Broken Links
Web request sent for 4 links did not complete accurately. This could be a broken link or the request may have failed due to some server side error

Please check <Broken Links> group in <Link Explorer> to see list of all the broken links. Click on <Broken Links= in Trae View and right hand section shall provide the list of
all broken links. Check the Status Code and Error Description for technical details,

To check all the web pages that have reference to the broken link, select respactive link in upper listview and click on <Show Link Reference> button,

Domain Linking

The website has 857 external links that are referring to other domain. The website is also using following external resources:
Saripts:1
Stylesheet:0
Image: 20

Please do varify the crass domain saripts found on web pages and ensure that all these scaipts are available from trusted domains

Please use <link Explorer> to see list of all external links & resources. To check all the web pages those have reference to the external link/resource, select respedive link
in upper list view on right hand panel and didk on <Show Link Reference> buttan,

Optimization Hints

During site indexing process, webpage contents are validated for adherence to best practices and Optimization Hint is provided for each failed validation.
Toral 433 optimization hints are available under following categories:

Server Issues: 3 Performance &5E0Q Issues. 167
Security Issues: 183 Other Issues: 80

A majority of issues may be quickly fixed by changing server level settings without any parfarmance degradation. Please check <Optimization Hints> section for complete
details

Ready

Once the web site crawling is finished or when you open existing/sample data file, the scan statistics dashboard is
display that provides the summary of all the issues identified during site scan. The “Link Explorer & Optimization
Hints” tabs provide detailed insight of website contents and issues identified with respective webpages. The “How
It Works” option provided on each tab provides more details about how to use individual features.

Scanning Website Contents:

Following section provide the overview of configuration parameters that define and restrict the indexing process.
Once the scan is completed you may save indexing results for offline analysis on later stage.

Indexing Parameters:

Verify Links to External Domains: If this flag is on then during Site indexing process, all external links will be
verified so that broken links may be reported.

Max. Links to Crawl: Defines the limit of maximum page requests that would be sent to the webserver and when
maximum request limit is reached the indexing process shall terminate. However all the processed results would
be retained for analysis.

Max. Link Depth: Defines the nested level for the page links to be crawled. For example, to scan only first/landing
page enter 0, to further scan nested link available on landing page enter 1 and so on.

Max. Instances of URL: The website may have multiple instances of same page differentiated with just query string
parameters. There could be dynamic pages as in the case of Calendar based interfaces and this may result in
infinite loop. The system will only hit a URL for the maximum instances as defined with this parameters and rest of
the links would be ignored.
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Stop Indexing: You may terminate the Indexing process at any stage by clicking on the Stop Indexing button. The
indexing process will terminate. However all the processed results would be retained for analysis.

When the indexing process is completed, system will prompt to save the indexing results into a configuration file
on local disk. Please do save the configuration details in case you would like to retain all analysis data for offline
access.

Indexing complete X

\:..i) Indexing complete, Would wou like to save site configuration data for later analysis?

Yes ] { Mo {

Link Explorer

Identify Broken Links
The Link Explorer tab provides all the details about your site links.

'?-_" SiteXposure &|

fat Support

Site Profile

[QUYCISM § Optimization Hints b FTP Explorer b Generate Sitemap » Monitoring Dashboard

@) How It Wiorks? Show Response Header | » Show Nested Links | » Show Link Reference | Options

domain.arg/

thedemain.org/ [Broken Links Link Verif Status Code | Request Mested Link Ignol

External Links (857} - . 0 Mo
Broken Link (4}

External Contents - Seripts
External Contents - Stylesheets

External Contents - Images

Email Address

File: (1)

es Unknown The remot.

fes Unknown Theremot. 0O Mo

Maximum items to displayin>> Upper section: setow section: [[IEEE

The selected URL has been referenced from following pages:

e/ wuv thedomain. org

Ready

Select Link Explorer tab and click on Broken Links item in left tree view. The right hand section will be loaded with
all the broken links found on website. To check all the references of a Broken Link, select the link in right hand
upper section and click on Show Link Reference. This will show the list of all webpages that have reference to
respective broken link.

Other Options on Link Explorer Tab:
To check all the links defined on a webpage, select the link in right hand upper section and click on Show Nested
Links.
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Include Skipped/Ignore Links Option: The indexing process has an inbuilt exclusion criteria for example it does not
scan pictures/ images/ tag pages etc. and all such links are ignored during indexing process. To hide such links from
link list, you may disable this option.

The Show Page Header button will display the page header information as below:
X-Pingback: http://www.domain.com/xmlrpc.php

Vary: Accept-Encoding

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8
Date: Mon, 01 Aug 2012 16:41:57 GMT

Check Email Address, External Links & Resources

'.’1_ h SiteXposure

Site Profile “thedomain.arg/ . &} Ssuppor
IS MER I ) Optimization Hints ) FTPExplorer b Generate Sitemap » Monitoring Dashboard

@) How it Works? Show Response Header | Show Mested Links | Show Link Reference | [#] Options

thedomain.org/ [validator thedomain. org Reference Count

External Links (957) validator.thedomain. org/scripts/mootoels. js 1

Broken Link (4}
& External Contents - Saripts
External Contents - Stylesheets
External Contents - Images
Email Address
File: (L)

Maximum items to displayin >> Upper section: Below section:

The selected URL has been referenced from following pages

http:// wuvw.thedomain. org/ QA/Toal s/ Donate

Ready

The Link Explorer also allow you to check all the external links and other resources like media, CSS and Scripts that
are linked with external domains.

The Link Explorer also shows the email address and File links available on the website.

To check the reference source of each type of resource/external links, use Show Page Source option.
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SEO & Optimization Hints

SiteXposure scans the webpage HTML & headers to identify gaps as per best practices. The optimization hints tab
lists all such issues identified during the scan process.

&} Ssupport

i @) How it works?  Filter by Category: - Refresh URL List Export Details | More Details {Technical Reference) [ Options
Category Rule Page Count
Server Issues OFTIONS Method Exposed NA
Server Issues Information Disclosure By Extra Header SERVER NA
Server Issues Proxy Interception Ha
Other Issues Charset Not UTF & 5
Other Issues Cache Control Not Defined 8
Other Issues Ne Email Meta Tag Missing 1
Performance & SEQ Keyword Meta Tag Missing 4z
Performance & SEQ Resource Type Meta Tag Missing 1
Security Issues Windows Target Meta Tag Missing 58
Performance & SEQ Title Tag Too Long 2
Other Issues Description Tag Missing 53
Security Issues % Frame Options Header Not Defined 58
Security Issues MIME Sniffing Mot Enabled 58
Perfarmance & SEQ Incorrect URL Structure 3
Perfarmance & SEQ Alt Attribute Missing 83
Performance & SEQ Too High Link On Page 29
Other Issues DOCTYPE Tag Not Defined 13
Parformance & SEQ HTTP Compression Mot Enabled 1
Security Issues Cross Domain Data Transfer 9

Maximum number of webpages to list in below secti

[URL: hitp://www.thedomain, org
Extra information disclosed by HTTP header [Server  Apache/2]

Ready
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Website & Server Monitoring

Monitoring Dashboard

'?-; 1 SiteXposure

Site Profile thedomain.org/

» Scan Statistics P Link Explorer b Optimization Hints » FTP Explorer b Generate Sitemap Manitering Dashboard

(@) How It Wworks? Options

Tihew 2 <@ (| Tnew 2 < @ || Tnew 2 <@ | Onen 2 < @ || Tnew 2 < @
Total Job Instance - 0 Total Job Instance - 0 Total Job Instance -0 Total Job Instance -0 Total Job Instance -0
Completzd = 0 Completed o Completed © o Completzd :0 Completed © o
Failed -0 Failed : 0 Failed -0 Failed -0 Failed -0
Avg Exscution Time = NA Avg Execution Time : A Avg Execution Time © Na Avg Execution Time © MA Avg Execution Time - NA
Webpage Monitoring Server Files Monitaring Ping Menitar Custom Monitor Scheduled Downloads

Exzcution Log % | Job Configuration | Execution Summary | Alert Log

Ready

Features summary:

Create new monitoring jobs to run in background.

See real time execution log and other reports for a Job or Job Category.

Disable/Resume all monitors or selected job or terminate a Job permanently.

Refresh log history for a job.

Export monitoring job configuration when application is closed and import Monitors configuration to
resume monitoring without redefining all jobs.

How to Define Monitoring Job
The Ping monitor works with minimum configuration hence explaining the process to create monitoring job &
reporting using the Ping Monitor. Same process is applicable to other Monitors.

Example - Create Monitoring Job to Ping Server
Go to Monitoring Dashboard and click on “New” option on “Ping Monitor” box.

Provide server IP/name and define the ping schedule/frequency.

The ping command would be sent to server on defined frequency/schedule and result of ping would be available
with Execution log, Execution Summary report and Alert Log.
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Enter Server IP or Name:

Quick Reference Guide

Flease enter the Host name or IP to ping:

41252360162

QK

Define Ping schedule or Frequency:

Schedule taskto run at | 55534 FM 5

Schedule Frequency [Multiple Qocurance per Day

Seledt weekday to repeat task:

{Seconds)

Repeattask after every

Monday Tuesday Wednesday
Thursday Friday Saturday
Sunday
Fepeatuntil | Thursday , November 22, 2012
Schedule | Cancel

Execution Summary - Multiple Jobs:

To see the Execution Summary for all Ping Jobs, please click on “Execution Summary” tab, select “Ping Monitor”

and click on Refresh button.

www.cisodesk.com
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thedomain. ory

¥ Scan Statistics # Link Explorer

£} Support
} Optimization Hims  » FTP Explorer b Generate Sitemap Monitaring Dashboard

@) How it works?  [@] Options

Treew 2 » % @ Tnew 2 X @ Tnew 2 F X @[ Tven 2 F X @ Tnew 2 F X @
Total Job Instance = 0 Total Job Instance - o Total Job Instance - 3

Total Job Instance -0 Total Job Instance -0
Completed -0 Completed : 0 Completed - 6 Completed -0 Completed 10
Failed -0 Failed -0 Failed -7 Failed :0 Failed *0

Avg Exzcution Time : NA

Avg Execution Time © NA Avg Execution Time - 119 ms Avg Execution Time - NA Avg Execution Time - NA

Webp.

Monitoring Server Files Monitoring

Ping Monitar Custom Monitor Scheduled

Downloads

Fing: Test (paused)

Exeaution leg 2 | Job Cunmguramn\ Exzcution Summary \man Log (7]

Select Manitor Category - | Refresh view

Jab Instance Instance Started Instance Completed Instance Failed (eage) Status unknown Avg Execution Time

74.125.236.162 (1) 3 3 i i 75 (ms.)

12312341123 2) 3 3 0 0 163 {ms.}

Test(3) 7 0 7 100 % 0 0ims.)
Ready

Alert Log (Failure Instances):

To see details of failed Ping against a Server, please select respective Job in “Job List” pane and click on “Alert Log”
tab. The Alert Log list shows details of failed instances for the job selected in “Job List” pane.

£t Support
# Link Explorer » Opti ¥ FTP Explorer
(@ How it Works?
Auew 2 b % @[ OQuew 2 2 X @) Orew 2+ X

@ Ouen 2 X @ Orew 2 X @
Tatal Job Instance 20 Total Jab Instance 10 Total Job Instance : 3 Total Job Instance :

o

Total Job Instance 10
Completed - 0 Completed - 0 Completed - 6

Failed 0 Failed : 3

Completed :

o

Completed - 0
Failed:0

Failed -0 Failed -0
Avg Execution Time = NA Avg Execution Time  NA Avg Execution Time © 119 ms || Avg Execution Time - NA Avg Execution Time © NA

Webpa

A

B!

onitaring Server Files Monitoring Ping

onitor Custom Monitor Scheduled Downloads

Pause Terminate Job Clear Event Log
Bxecution Log 2 | Job Configuration | Execution Summary | Alertlog 3
ng: Test

Job Instance Alert Description LogTime Job Exscution Time

Test Pingfailed to Test 11/21/2012 60313 PM

Test Pingfailed to Test 11/21/2012 60313 PM

Test Pingfailed to Test /2012 60319 PM

Ready
www.cisodesk.com
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System Tray Notification:

Quick Reference Guide

In case SiteXposure is running in minimized mode, then Alert notification is provided on the System Tray.

Web Page Monitor

Enter Webpage UELto lookup:

NI domain.com,/page.php

Define Success Criteria
HTTF Status Code should be - 200 0K

Mazx Response Time should be @ |60 % |{seconds)

HTTF Response must contain foll owing text:

Note: Use semicolon (ito enter multiple loakup entries
Define Failure Criteria
HTTF REesponse must not contain following text:

{Mote:Use semicolon ;) to entermultiple lookup entries)

Fage content must not contain abusing words.

Fage content must not contain spam words.

{Mote:click on linkto change word list)

Continue

Cancel

Features summary:

e  Reports the availability statistics of webpage(s).
e Scan Webpage modification for abusing keywords.

e  Multiple options to define your own success/failure criteria. Alert is raised if a success criterion fails or if

failure condition is realized.

Server Files Monitoring

You may create monitoring job to create a baseline server configuration/meta file using FTP protocol. The Meta file

can be generated using “FTP Explorer”.

Generate Meta File

www.cisodesk.com
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Once you are connected with FTP server, select “Generate Metadata File” in “Options” menu. This would scan list
of all file along with file attributes in selected/working FTP folder and when scanning process is complete, system
will prompt to save Meta file on the local file system.

Create Server Monitoring Job
When Meta File has been generated, go to Monitoring Dashboard and click on “New” option on “Server File

Monitoring” box. System will prompt to select Meta file from local file system.

Select metafile containing baseline data:

| &
{click here to know about metafile?)

MNotification Options

[] Don'talertiffiles are missing on server side

[] Don'talertif new files identified on server side

Continue Cancel

Select the Meta file generated using “FTP Explorer” and other Notification/Alert options.
Enter FTP connection details, define monitoring frequency and start the Job.

System would start monitoring FTP server in the background for following events and shall raise Alerts if any
change in identified:

1. New files identified on server
2. Any file removed from server
3. Any changes identified in existing file attributes (file size, permissions/owners and last modification date).

Note: For performance optimization & security reasons, actual file contents are not downloaded from the FTP
server but only directory listing is retrieved. For security reasons it is recommended to use an FTP account that
have limited access on FTP server. The FTP password is not stored on local disk in case you export Monitoring Job
configuration.
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Custom Monitor

Enter shell command or path of program fil & to execute:

| -
I—J

Supress outpur window, run program silently

Define Success Criteria

Program output must contain following text:

MNote: Use semicolon (ito enter multiple lookup entries
Define Failure Criteria
Frogram output must not contain following text:

Error; Failed; Exception;is not recognized as an internal or external command

{Mote:Use semicolon ([ito enter multiple lookup antries)

Continue Cancel

SiteXposure allows you to create recurring jobs with your own program or Windows shell commands.
The program or shell command can be executed as per defined schedule & frequency.

SiteXposure captures the output generated by the program/shell command and raise Alert as per the
Success/Failure Criteria defined.

For example, to use Windows PING utility, you may enter PING command along with desired IP address and define
the list of words that are expected or not expected from Ping results. If desired result is not received then
SiteXposure raises the Alert or shows notification in System Tray (if running in minimize mode).

Scheduled (FTP) Download

You may schedule an FTP Download Job that may be used for regular backups of server files. The Job may be
scheduled from the FTP Explorer or from the Monitoring Dashboard but you must be already logged on the FTP
server (using FTP Explorer).

Note: For security reasons it is recommended to use an FTP account that have limited access on FTP server.
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fat Support

Dashboard

To generate XML sitemap and save in local file dick on <Generate Sitemap> button. Once Sitemap is generated, you may upload new sitemap and
submit on Search Engines using other options in below sections.

Site Map Options:
Include Last Modification

Exclude Broken Links . :
Last Sitemap Saved At {Local File Path)

Generate Site Map

To upload sitemap using FTP: 1) Select the local file to upload 2) enter FTP location, Usermname FTP Account Details:
and Password and 3) dick on <Upload File> button. If there is already an existing file with the

same name then old file would be renamed as <filename>bak User Hame

Local file path to upload on FTP. -
FTPServer URI iUpload as) File name
ftp//ftp.yourdomain. com2L/ public_html/ | |si(emap xml Upload File I

Once you have uploaded new sitemap on your website, then use this option to send notification to Search Engines about updated sitemap.
The search engines may notimmediately re-indexthe website but the updated sitemap notification does improve the probability of sooner indexing
by search boats.

Enter complete URL of sitemap, select the Search Engine services to be notified and dick on <Submit Sitemap> buttan

Choose Search Engine:
s [ Google [] Bing

Wi yoursite com/sitemap.xm] © 4|

| submit sitemap |

Sitemap URI [Format: hitp:/

Ready

If you run complete site scan that would index all site links then you may use this option to export site links in
standard XML sitemap format to upload on search engines.

To generate the sitemap in XML format, click on the “Generate Sitemap” button and it will generate an XML file as
per Sitemap specification.

To upload sitemap on your website:

Browse the sitemap from local file system as saved in previous step. Enter your FTP server URL, username &
password and click on Upload File button. This will upload the sitemap on your website. Any pre-existing file would
be renamed for backup purpose.

Submit Sitemap to Search Engines:

Once you have uploaded Sitemap on your website, you may enter the sitemap URL into this section and click on
Submit sitemap button. This would submit the sitemap URL to Search engines using Google/Bing web service for
sitemap submissions. The system will notify of Success/Failure as per submission acceptance provided by search
engine submission request.
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Tools - sX Web Browser

The web browser provides greater insight of active Web Page including Hidden Fields, Cookies, raw text and details
of all HTML tags. Also provides other options like enable all disabled HTML elements, change styles and invoke Java
Script functions. You shall use these features to evaluate hidden aspects of web pages that can be easily
manipulated by other users using similar tools.

the free encyclopedia

[ itp: e wikipedia.orgrunikiéM sin_Pags v |E| [+] E

[ Page Links | [Links found on Webpage> | [3] [ Ensble Al Cartiols Supress Enors (7]
Browser [Content Length: 53412] | Insider View | Tet View|

7 .‘. Create account & Login =

e

: Q W Main Page Talk Read View source View history Q

Y :

NG
- Welcome to Wikipedia, o Afs « History « Society
Xi@glﬁgﬁg’{ﬁ- the free encyclopedia that anyone can edit « Biography » liathematics « Technolagy
4,103,251 articles in English * Geography ® Science * All portals
Wain page
Contents From today's featured article In the news | |
Featured content — .
e Security Essentials Microsoft Security Essentials is an antiirus software product that . \.srael a\.u.i .Han.was agree to a ceasefire to conclude a week-long escalation
e R provides protection against different types of malware such as in hostilities in Southern Israel and the Gaza Strip
Donate to Wikipedia computer viruses, spyware. rootkits and Trojan horses. It runs on Windows XP. Windows Vista » Ajmal Kasab. the lone surviving perpetrator of the 2008 Mumbai attacks
and Windows 7. but not on Windows 8, which has a built-in AV compenent. The license is hanged after his mercy petition is rejected.

= Interaction agreement allows home users and small businesses to install and use the product free of + In the East DR Congo conflict, the March 23 Movement seizes cantrol

Help charge. It replaces Windows Live OneCare. a discontinued commercial subscription-based AV of Goma. capital of the MNorth Kivu province

About Wikipedia senice, and the free Windows Defender, which until Windows 8 only protected users from = Former Croatian Prime Minister lvo Sanader is sentenced to 10 years in
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