
Introduction 
In recent years there has been a significant increase in the deployment and use 
of IEEE 802.1X at academic institutions.  This has largely come from requirement 
of Universities to provide wireless networking, to their staff and students, and 
the need to secure it.  Securing wireless networks properly requires the use of 
WPA/WPA2 Enterprise and 802.1X.  However whilst the implementation of 
802.1X has been growing there are still limitations associated with its use and 
one of the largest of these is the configuration of clients.   
 
As users are generally students and staff who don’t have expert knowledge of 
networks and protocols, configuring devices for use with 802.1X networks can 
be very challenging.  Due to the nature of the many different configuration 
options e.g. TTLS with PAP, PEAP, TTLS with MSCHAPv2 etc. configuration 
guides can be quite daunting for the average user.  Therefore easier methods are 
needed to help users to automatically configure their supplicants.   
 
SU1X is an open source product developed to help automatically configure 
Microsoft Windows based devices.  Working for JANET Swansea University and 
Loughborough University developed and documented the SU1X deployment tool. 
 

Project Change log for SU1X 
 
Download: http://sourceforge.net/projects/su1x/ 
 
Major: 

 EAP credentials are added silently to profile 

 Removes the need for the tooltip bubble 

 Networked printer support 

 Support tab for checks of wireless adapter and settings 

 The tool can now install a sites own certificate silently. 

 Up to three SSID's can be set to be removed from the client device. 

 WPA2 support check: Tool tries to apply a profile (WPA2 profile) and if 
client adapter does not support profile (no WPA2 support) will apply a 
fall back profile (WPA-TKIP). 

 Tool checks for third part supplicants and alerts users, set WZC (or 
vista/7 equiv) to automatic and starts it. 

Minor: 

 Browser reset option to kick start proxy settings. 

 Priority - set priority of new profile. 

 A few bug fixes. 
 

Documentation 
 SU1X Case Study 

A case study of using SU1X automatically configure devices at Swansea 
University 

 SU1X User guide 

http://sourceforge.net/projects/su1x/


A guide of how to capture settings and deploy to end users 
 SU1X Utility 

A zip file containing the latest release of the SU1X executables and source 
code 


