Introduction:

SysProt AntiRootkit is a free tool to detect and remove rootkits. Currently, SysProt AntiRootkit
supports Windows 2000/XP/2003/Vista 32-bit operating systems. Some of the key features of
the tool are:

¢ Hidden process detection and removal

e Hidden driver detection and removal

» SSDT hooks detection and removal

e Kernel inline hooks detection and removal

e Sysenter hook detection

e TCP/UDP ports information

» Hidden/locked files detection and removal

Usage:

SysProt AntiRootkit requires Admin privileges to run. The various tabs present in SysProt
AntiRootkit and their usage are as follows:

Process:

The “Process” tab displays all running processes in the system. Hidden (rooted) processes are
shown in red color. Select the “Hidden Objects Only” checkbox to display only hidden processes.
To kill a process, click and select that particular process and then click “Kill” button.
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SysProt  Process I F.ermel Modulesl S50OT I KemeIHooksl IRP Hooksl Puorts I File Systeml Log |
Process | FID_ | Hidden | ‘Window Vishle |
[Systern Idle Process] i} Mo Mo
Syztem 4 Mo Ho
CINDOW S epstem32hames. exe a5 Mo Mo
CAWNDOW Shepstem32heares exe B16 Mo Mo
CANDOW S hapstem32twinlogon, exe B40 Mo Ho
CINDOW S epstem32haervices. exe B84 Mo Mo
AWM DOW Shapstem32hlzass. exe (]S Mo Mo
CANDOW S hapatem32hevehost exe 363 Mo Ho
CINDOW S evstemn32havchost. exe 972 Mo Mo
CANDOW Shepstem32hevchaost exe 1068 Mo Mo
CANDOW S hapatem32hevehost exe 1160 Mo Ho
CINDOW S evstemn32havchost. exe 1262 Mo Mo
C:AW N DOW Shewplorer. exe 1396 Mo Mo
CAWNDOW S hapstem32hspoolsy. exe 1556 Mo Ho
C:%Program Files'\YMwaretWware ToolsWWhwareT rap.exe 1752 Mo Mo
C:\Prograr Files\WMwareWWMuware ToalsWhwarel ser exe 1760 Mo Mo
C:ADocuments and Settingziwmbox1sLocal Setings\application D atabGooglehpdate’Googlelpdate.... 1772 Mo Ho
C:%Program Files\YMwaretWware Tools\WkwareS ervice. exe 248 Mo Mo
AN DOW Shepstem32halg. exe 1616 Mo Mo
C:ADocuments and Settingshwmbox1\DeskiophSeePrathSysProt exe 468 Mo Yes
CINDDW S epstem32wmuauch. exe 1356 Mo Mo
CADacurnents and Settingzhwribox] \Desktophphideesphide_exexe 4 Yes Hio
Refresh | ™ Hidden Objects Oy

|




Modules:

Double-clicking on a process in “Process” tab will bring another window that shows DLLs loaded

by that process. Again, a hidden DLL is shown in red color.

i
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| Proc 2

[Spst Modules | Base | Hidden | -

Syste | CAWINDOWS AsypstemI2h sass exe 1000000 Mo

Cie | CAWINDOW S spstern32intdll.dil 7C900000 Mo

Cie | CoAWIND DS hapstem 324k emnel 2. dll 7CA00000 Ma

Coie | CAWIND 05 hepstem3ZAADWAPI32 dI 77000000 Mo

Cie | CAWINDOWShsypstem3ZWRPCRT4.dI 7YEFO000 Mo

Cie | CoWIND WS apstem32ALSASRY di 7R730000 Ma

oS | CAWINDOMW S aystem32mevert. dil F7C10000 Mo

Ce | CAWIND DSt apstem 32\ S ecurd2 di 7YFEQOOD Ma

Cie | CAWIND 05 heystem3ZAISER 32 dI 77040000 Mo

Ciwe | CAWINDOW S spstem 325 G132 dI 77F10000 Mo —

Cie | CoWIND DS apstemIZ2ASAMS AY dI 74440000 Ma

Coie | CWIND O%w/Sheystem32hcryptdl. dil 7E730000 Mo

CWP1 | CoAWwIND DSt apstemZZAD N SAP dI FEF 20000 Ma

CAP | CAWIND DS heystem32wS 232 dll F1ABO000 Mo

Ciwe | CAWIND 0w S spstem32hw SZHELP. I 71440000 Mo

Cite | CAWIND O/ Shapstem3ZAM SASNTdl 77B20000 Ma

Cie | CAWIND Ow/Sheystem3ZANE TAPIZZ.dI 5B 8E0000 Mo

CWP1 | CowIND DS apstemZ2ASAMLIE dil 7F1BFO000 Ma

Cie | CAWIND 05 heystem3ZAMPRL dil 7F1B20000 Mo

Cie | CAWIND OWShsypstem3ZAN TD SAPLdI FEFADOOD Mo

Cie | CoAWIND DS apstem 320 LDAP 32 dil FEFE0000 Ma I

Coie | CAWIND OM/Shsystem3ZAShimE ng.di SCETO000 Mo

Ciie | CAWINDOWS \AppPatchhacG enral. DLL BFE20000 Mo

Et& CAWIMD DS apstem 32 Mbdbd dil 7ER40000 Mo LI -
i b




Kernel Modules:

The “Kernel Modules” tab displays all device drivers loaded in memory. Hidden drivers are shown
in red color. Select the “Hidden Objects Only” checkbox to display only hidden drivers. To disable
a driver, select that particular driver and click “Disable” button. The system needs to be restarted
to make the changes take effect.
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S_l,lsF'rotI Process  Kemel Modules | 5507 I KerneIHooksl IRP Hooksl Ports I File Systeml Log |

Madule Mame | Service Name | Module Baze | Madule End | Hiddenﬂ
CANDOW S S epstem32hdrivershdmload. sps drmload F3EA2000 FIEA4000 Mo
CINDOW S epstemn324drivershdmio. sps dmio F9e1 7000 Fag3Dooo Mo
AN DOW Shepstem32hdrivershPartt ar. sy Parttar FaC24000 FaC29000 Mo
LA DOW S hapatem32hdiivers\YolSnap. sys YolSnap F33BCO00 F33C3000 Mo
CINDOW S epstern32hdrivershatapi. sys atapi FS7FFO00 F3817000 Mo
C:ANDOW Shepstem32hdrivers\vmscsi sy =] FIDES000 FADEROON Mo
d MO OS5 Saystem 324 DRIVERS WS CSIPORT 55 FS7E 7000 F7FFOOO Mo
CANDOW S S apstem32hdrivershdisk. zys F33CCo00 F3305000 Mo
i MO O'W'S system 324 DR IVERS WCLAS SPMP.SYS F330Co00 F39E 9000 Mo
C:A N DOW Shepstem32hdrivershwinck 14, sy Winck14 FaCz2Coo0 FaC34000 Mo
CAWANDOW S epstem32hdrivershfitM ar. ays Fithd gr F37Ca000 FavETO00 Mo
CINDOW S epstemn 32 drivershar sps ) FS7EE00N Fa7Ce000 Mo
CANDOW Shepstem32hdrivershK SecD Dl sys KSecDD FS73F000 FAvBEOOD Mo
CAWANDOW S S apstem32hdriversiMtfs. zys Mtfs F3712000 Fa7aF000 Mo
LMD OW S apstem32drivers\MNDIS . sps MDIS FSEES000 F9712000 Mo
C:A N DOW Shepstem32hdrivershMup. sy Mup FIBCADO0 FABESO00 Mo
FiruEa. svz Finugd FSESEQOD FIRCA000 Tes
CINDOW S epstemn32hdrivershagpd 40, zys agpd40 FSSECOO0 FI3F 7000 Mo
AN DOW Shepstem 328D RIVER Shintelppm. sy intelpprm Fa&5C000 FasA5000 Mo
LMD OMW S Sapatem3ZADRIVER S SB042prt sys iB042prt Fa&aC000 Fa4B3000 Mo
CINDOW S epstem32MDRVER S Skbdclass sus Fbdclaszs FSC54000 FACeA000 Mo
AN DOW Shapstem32WDRIVER S hwmmaouze. sps WIMOUZE FIEACOOD FIEAEQQD Mo
CAWANDOW S hepstem32NDRIMER S vmouclass. syps Mouclazs F3IC5C000 FACE2000 Mo
CINDOW S epstem32WDRIVER S parport, sys Parport F9E14000 FAE2E00D Mo
CINDOW S epstem32WDRIVER S haernial sps Senial FS4BC000 FasCCOoo Mo
E:I\WINDDWS\sustemBE'\DFII\-"EF!S\serenurn.sl,ls FErEnLUm FSE 40000 FSE 44000 NID _ILI
4 »

Refiesh | [~ Hidden Objects Only Disable |
|

Note: SysProt AntiRootkit may show few drivers such as dump_atapi.sys, dump_wmilib.sys and
dump_iaStor.sys in red color. These are false positives. These drivers are not malicious and do
not belong to any rootkit component. SysProt AntiRootkit is showing them as “hidden” because

those drivers are not present on disk. They are present only in memory.



SSDT:

The “SSDT” tab shows the SSDT hooks installed by various drivers. If there are no SSDT hooks,
then this list will be empty. To remove a hook, select that hook and click “Fix Hook” button.
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SysProt I Process | Kemel Modules  SSDT | Kemel Hooks | IRP Hooks I Ports I File System I Log I

Function Mame | Addresz | Diniver Baze | Diriver End | Diniver Mame -

ZwlannectPart ASEDZ28D0O | ASR98000  ASFO3I000  M\SystemPootiSystem32vwsdatant sys

ZwlreateFile ASECFEED | ASB33000  ASF03000  “\SystemRootiSystem32\wsdatant. sys

Zwlreatek ey A360C430  ASEIB000 AS703000 WSypstemPoothSystem3Zhysdatant sy

ZwlreatePaort ASEDZESD | ASR92000  ASFO3I000  M\SystemPootSysterm32vwsdatant sys

ZwlieateProcess ASEDACA0 | AJB3I3000  ASFO03000  M\SystemPoob\System32\wsdatant syps

ZwlreateProcessEx A360SEA0  ASEIB000  ASF03000 WSypstemPoothSystem3Zhysdatant sy

ZwlreateSection ASEDDDED | ASR92000  AS7O3I000  M\SystemPootSystem32Vwsdatant sys

ZwlreateThread FPACEBFC 0 0 _unknowr_

ZwlCreate'y aitablePort A96DZFE0  ASEI2000  ASF03000 WSypstemPoothSystem3Zhysdatant sy

ZwheleteFile ASECFCTO | ASB98000  AS7O3I000  M\SystemPootSystem32Vwsdatant sys

Zwheletekey ASEDCDI0D | AJB3I3000  ASFO03000  “\SystemRootiSystem32\wsdatant sys

ZwDeletelfaluek.ey AIEDCACD  ASEI2000  AS703000 WSypstemPoothSystem3Zhysdatant sy

Zwhuplicate0bject ASED9E00 | ASR98000  ASFO3I000  M\SystemPootSysterm32vwsdatant sys

Zwloadk.ey ASEDD230 | AJB3I3000  ASF03000  M\SystemPoob\System32\wsdatant sys

ZwLoadk ey A3EDDZE0  ASEI2000  ASF03000 WSypstemPoothSystem3Zhysdatant sy

2wl penFile ASECFADD | ASB93000  AS7QI000  M\SystemPoot\System32hwsdatant. sys

ZwlpenProcess F?ACEBEE 0 i} _unknowe_

ZwlpenThread FPACEBED 0 0 _unknowr_

ZwRenamek.ey A36DDAT0  ASEI2000  ASF03000 WSypstemPoothSystem3Zhysdatant sy

ZwhReplacekay ASEDD300 | ASR93000 ASFO3I000  M\SystemPootSystem32vwsdatant sys

ZwRequestw aitR eplyPort ASEDZ4F0 | AJB3I3000  ASF03000  M\SpstemPoob\System32\wsdatant syps

ZwRestorekey AIEDDTC0  ASEI2000  AS703000 WSypstemPoothSystem3Zhysdatant sy

ZwSecureConnectPart ASED24A0 | ASRI8000  ASFO3I000  M\SystemPootiSystem32vwsdatant sys

ZwSetinformationFile ASECFEAD | AJB33000  ASF03000  “\SystemRoob\System32vwsdatant sys

ZwSelyaluskey A36DCA00  ASEI2000 AS703000 WSypstemPoothSystem3Zhysdatant sy |

ZwSyztemDebugContral ASEDASED | ASBI2000  ASFO3I000  M\SystemPootiSystem32vwsdatant sys

ZwT erminateProcess FPaCEBF? 0 0 _unknowr_ LI
Refresh | Fix Hoak |

|




Kernel Hooks:

The “Kernel Hooks” tab shows inline hooks that may be present in NT kernel and also the
Sysenter hook. Since this scan takes slightly longer duration, SysProt AntiRootkit does not
automatically start scanning when this tab is clicked. Scanning can be started by clicking on
“Scan” button. If there are no kernel-inline hooks or Sysenter hook, then this list will be empty. To
remove a kernel inline hook, select that hook and click “Fix Hook” button.
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S_l,lsF'rotI Processl KerneIModuIesI 5507 KemelHooks | IRP Hooksl Ports I File Systeml Log |

Hooked Functioh | At Address | Jurp Ta | Module Marme
Zwlpenkey B0619FER FIEA4CBA FinuB3. sy
ZwE numeratel. ey 0194712 FaBA4F4E FirnuBd, sy

Fi Hook |




IRP Hooks:

The “IRP Hooks” tab shows hooked IRP major functions. Since many legitimate Microsoft
Windows files install IRP hooks, only hooks installed by non-Microsoft files are shown. All hooks
(even the ones installed by Microsoft files) can be seen by selecting “Show Microsoft Drivers”
checkbox. If there are no IRP hooks, then this list will be empty.
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S_l,lsF'rotI Processl Kermel Modulesl 5507 I KemelHooks  IRP Hooks | Ports I File Systeml Log |

Hooked Module | Hooked IRP | Jurmp To | Hiooking Module -~
CAANDOW S epstem32hdrivershes1 37 Tmp. ays IRP_MJ_#RITE FIEOMCE | CNWINDOWShepstern32WDRIVERS ks :
CINDOW S epstem32hdrivershes1 37 Tmp. sps IRF_MJ_SYSTEM_COMTROL FIRIE04T  CWwWINDOW Shepstem32vdivershportcls__|
CANDOW Shepstem32WDRIVER Shraspti sys IRP_MJ_CREATE FAGESEEE  C:MWINDOWShaystern32hdrivers\MDI5. 2
LMD OW S sapatem3ZADRIVER S vasplisys IRP_MJ_CREATE_MaAMED_FIPE  FIBECTF4  CNWINDDWShapstem32hdriverssMDIS 5
CINDOW S epstem 32WDRIVER S raspti. zys IRF_MJ_CLOSE FIEEBDAC  CNWIMD WS epstem 32hdriversh MDD 5.5
CANDOW Shepstem32WDRIVER Shraspti sys IRP_MJ_READ FABECTF4  CAWINDOWShapstern32hdrivers\MDI5. 2
CAANDOW S epstem32WDRIVER S hraspti.ays IRP_MJ_#RITE FIBECTF4  CANWINDOWShsystern32hdrivers\MDI5.
LMD OW S sapatem3ZADRIVER S vasplisys IRP_MJ_QUERY_IMFORMATION  FIBECTF4  CNWINDOWShapstem32hdriverssMDIS 5
LMD OW S apstem3ZADRIVER S asplisys IRP_MJ_SET_IMFORMATION FIEECIF4  CwWIMDOMWShspstem32vdiiversMD1 5.5
CANDOW Shepstem32WDRIVER Shraspti sys IRP_MJ_QUERY_EA FABECTF4  CAWINDOWShapstern32hdrivers\MDI5. 2
CAWANDOW S epstem32WDRIYER S hraspti.ays IRP_MJ_SET_E& FIBECTF4  CANWINDOWShsystern32hdrivers\MDI5.
LMD OW S apstem3ZADRIVER S asplisys IRP_MJ_FLUSH_BUFFERS FIEECIF4  CwWIMDOMWShspstem32vdiiversMD1 5.5
C: i/ IN DO S apatern32ADRIVER S hrasplisys IRP_MJ_QUERY WOLUME_IMF... FIBECTIF4  CNwWINDDWShapstern3I2hdriverssMDIS 5
LMD OW S sapatem3ZADRIVER S vasplisys IRP_MJ_SET_WOLUME_INFOR... F3BECTF4  CNWINDDWShapstem32hdiverssMDIS 5
LMD OW S apstem3ZADRIVER S asplisys IRP_MJ_DIRECTORY_COMTROL  FISECTF4  CNWINDOWShepstem32hdrivers\MDI 5.5
C: i/ IN DO S apatern32ADRIVER S hrasplisys IRP_MJ_FILE_SYSTEM_COMT..  FIBECIF4  CNWINDDWShapstern3I2hdriverssMDIS 5
LMD OW S sapatem3ZADRIVER S vasplisys IRP_MJ_DEVICE_COWTROL FRECO10  CwIMDOMWShspstem32hdriversiMD1S 5
LMD OW S apstem3ZADRIVER S asplisys IRP_MJ_IMTERMAL_DEWICE_C... FI8ECTF4  CNWINDOWShepstem32hdrivers\MNDIS.5
C: i/ IN DO S apatern32ADRIVER S hrasplisys IRP_MJ_SHUTDOWHN FIRECIF4  CwWIMDOMWShapsterm32hdrivershMDIS 5
LMD OW S sapatem3ZADRIVER S vasplisys IRP_MJ_LOCK_COMTROL FRECIF4  CwWIMDOMWShspstem32hdriverssMD1S s
CINDOW S epstem 32WDRIVER S raspti. zys IRF_MJ_CLEAMUP FIEECTF4  CNWIMDOW S spstem 32hdriversh MDD 5.5
C: i/ IN DO S apatern32ADRIVER S hrasplisys IRP_MJ_CREATE_MAILSLOT FIRECIF4  CwWIMDOMWShapsterm32hdrivershMDIS 5
LMD OW S sapatem3ZADRIVER S vasplisys IRP_MJ_QUERY_SECURITY FRECIF4  CwWIMDOMWShspstem32hdriverssMD1S s
LMD OW S apstem3ZADRIVER S asplisys IRP_MJ_SET_SECURITY FIEECIF4  CwWIMDOMWShspstem32vdiiversMD1 5.5
CINDOW S epstem 32WDRIVER S raspti. zys IRF_MJ_POWER FIEFIE77  CNWIMDOW S spstemn 32hdriverst MDD 5.
E:I\W'INDDWS\sustemBE'\DFII\-’EF!S\raspti.sl,ls IRP MJ SYSTEM COMTROL FIRECA15 C:’\WINDEIW'S'\sustem32\-:|rivers’|\r'lDIS.<v
4 »
Refresh | v Show Microsoft Drivers
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Ports:

The “Ports” tab displays all TCP and UDP ports/endpoints that are opened by various processes.
Sometimes ports scan takes longer duration; hence SysProt AntiRootkit does not automatically
start scanning when this tab is selected. Scanning can be started by clicking “Scan” button.

%
S_l,lsF'rotI Processl Kemel Modulesl S50T I KerneIHooksl |IRP Hooks  Ports |File Systeml Laog |

Local Address | Femate Address | Type | Process | State | -~
WhBOR LOCALDOMAIN: 2673 MalL7 HSPHERE.CC.5MTR TCR CoAwIMD 05 haystem 32 avchost exe SYR_SEMT

WBOR LOCALD OMAIN: 2675 H5. 2104 ZLKON. LVHT TR TCP CAWIND OWS haystem 32 spools v, exe SR_SEMT

WBOR LOCALD OMAIN: 2639 MAILSECURE GEC.MET:SMTP  TCP CAWIND OWS haystem 32 swchost exe SR_SEMT

WhBOR LOCALDOMAIN: 2580 9.207 4122HTTP TCP [Sustem ldle Process] TIME ...

B OR LOCALD ObAIN: 2561 SPR13.US40UTBLAZE COM... TCP [Spstem Idle Process] TIME ..

WhBOR LOCALD OMAIN: 2549 SMTP1.GOOGLE.COM:SMTP  TCP [Spstem Idle Process] TIME _w/..

WhBOR LOCALDOMAIN: 2532 94100176, 20:5M TP TCP [Sustem ldle Process] TIME ...

WhABOR LOCALD OMAIN: 2531 MAILSECURE GEC MET:SMTF  TCP [Spstem Idle Process] TIME ..

WBOR LOCALD OMAIN: 2454 MAILSECURE. GEC.MET:SMTFP  TCP [Spstem Idle Process] TIME _w/..

WhBOR LOCALDOMAIN: 2345 MAILSECURE GEC MET:SMTF  TCP [Sustem ldle Process] TIME ...

WhABOR LOCALD OMAIN1030 DEB17ELAMIMET.COM:1928  TCP CoAwIMD 05 haystem 32 avchost exe ESTABLI..

WBORX LOCALDOMAIMMETE... 0.0.0.0:0 TCP Suztem LISTEMING
WMBOM: 49123 0.0.0.0:0 TCP CAIND OWS sy stem32hcsarss. ene LISTEMING

YBOX 42485 0.0.0.0:0 TCR CAWAIND WS ey stem 32t cearss. exe LISTEMING

WB DM 40702 0.0.0.0:0 TCP CAWINDDWS veystem32hoasrss. exe LISTEMIMG

WMBOX 16786 0.0.0.0:0 TCP CAIND OWS sy stem32hcsarss. ene LISTEMING
WhBORMICROSOFT-DS noooo TCR Sustem LISTEMING

WBOX EPMAP 0.0.0.0:0 TCP CAWIND WS haystem 32 swchost exe LISTEMING
WhBOR LOCALDOMAIN:1500 M UDP C:AwIMD OWWS haystem 32 swchast ene M

WhABOR LOCALD OMAIN138 M UDF Sustem M I
WhBOX LOCALDOMAINMETE... M UDF Sustem M

WhBOR LOCALD OMAIN123 [h: UDF CAWIND WS haystem 32 swchost exe [h:

WRBOH: 1900 MA UDP CAIND OWS sy stem32h swchaost exe MA

WhBOX123 M LUDP CAAIND OS5 ey stem 32t svchost exe M

WrB DK 4500 M upp CAWIND WS vaystem32hlzass. exe M

WhBOM: 2682 MA UDP CAIND OWS sy stem32h swchaost exe MA

B O 2681 R UDP oA IMD O S haystemn 3 swchost ene R ;I

Scan |

- I==




File System:

The “File System” tab searches for hidden files and folders in the system. Scanning can be
started by clicking “Search” button. All the hidden and locked files are displayed when the scan
completes. A file or folder can be deleted by selecting its entry and clicking “Delete” button.
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S_l,lsF'rotI Processl Kermel Modulesl 5507 I KerneIHooksl IRP Hooksl Ports  File Spstem | Log |

C:45ystem Volume InformationttountPointkd anagerRemotel atabase

C:4Spztem Volume InformationStracking. log

C:ASystern Volurne Information’s_restore{5E SR505F-5331-4513-9097-EA1 480439073
Lo/ INDOW S \PrefetchsH=DEF100.EE -OEBD B3BLC. pf

File/Falder | Status
CADocuments and Settingzswmbox1sRecentshudef1 005 Ink Hidden
C:whxdef100rh=def-OF dis. exe Hidden
C:vhdef100rhedef] 00, Z.ini Hidden
C:hedef1 00rhhmdef 00, exe Hidden
C:Wheedef1 000 hedef O0.ini Hidden
C:hhiedef1 000 hedefdre. sy Hidden
C:heedef1 00r Hidden

Access denied
Access denied
Access denied
Hidden

Delete |

Ok |




Log:
The “Log” tab aggregates the information from all of tabs listed above, and writes it to a file. The
log file is created in the same directory where SysProt AntiRootkit executable is located.

Operating Systems:

SysProt AntiRootkit has been tested on following 32-bit operating systems:
Windows 2000 Service Pack 4

Windows XP Service Pack 1, Service Pack 2 and Service Pack 3
Windows 2003 Service Pack 1 and Service Pack 2

Windows 2003 R2 Service Pack 1 and Service Pack 2

Windows Vista Service Pack 1

Download:

The latest version, SysProt AntiRootkit v1.0.1.0, can be downloaded from the following website:
http://sites.google.com/site/sysprotantirootkit/
http://swatrant.blogspot.com/



http://swatrant.blogspot.com/
http://sites.google.com/site/sysprotantirootkit/

