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1 Installation Procedure

This procedure provides instructions for installing a Tuplnsight system and configuring in

its first running.

1.1 Pre-installation Preparation

(1) Download the latest version of the Tuplnsight program from www.tupsoft.com.

(2) Select a computer host to install the Tuplnsight engine. Whenever possible, the host is the
one directly connected to the Internet, e.g., a proxy server. For the operation system (OS)
on the host, we recommend Windows 2000.

(3) The Tuplnsight console depends on Microsoft Access Database Components (MDAC) for
data access, which are a part of the Windows 98SE, Windows 2000, and Windows XP
operating systems. You may need to download and install these MDAC files yourself (they

are free) from www.microsoft.com if those files on your system have been damaged.

(4) Make sure the network is functioning correctly. To check your network connectivity, you
can ping a network adapter by name or IP address.
(5) To avoid any possible conflicts, we recommend temporarily disabling the firewall, antivirus,

and proxy software.

1.2 Hardware Preparation

Tuplnsight is an eavesdropping program and, in principle, can be installed on any
computer host on the local area network (LAN) with or without the help of a shared hub. Due
to different networking technologies on each LAN, whenever possible the Tuplnsight engine is
always installed on the gateway machine (using NAT or proxy) so as to capture data from all
the computer hosts on the local network. If the gateway device is a router rather than a
computer, the engine should be installed on a host sharing the same network segment with

the router.

The following three schemes show how to select a computer host for the installation, with

Fig. 3 representing the most common solution.


http://www.tupsoft.com/
http://www.microsoft.com/
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Fig.1. On a traditional shared hub-based LAN, the engine can be installed on any host machine.
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Fig. 2. On a switched LAN, the engine is installed on the gateway machine or a host connected to the
“management port” of the top-level switch.
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Fig. 3. The most common solution is to add a shared hub between the router and the top-level
switch.

To determine the network characteristics, you can follow these steps:

Select Computers Near Me - Properties > Local Area Connection - Properties.
Look up TCP/IP properties to see whether there is a default gateway.

If there is an IP address to the right of the words Default Gateway, see whether it belongs
to a router or a computer.

If that is a computer, install the Tuplnsight engine on this gateway machine; otherwise,
place a shared hub to the nearest Ethernet port to the Internet connection, as shown in Fig.
3.

If there is no default gateway, open from the IE browser menu Tools - Internet Options
- Connections - Local Area Network (LAN) settings, check whether your browser is
using a proxy server.

If this is the case, install the engine on the proxy server and go to the Tuplnsight console

to configure the HTTP proxy by selecting Tools - Options > Server - Proxy.

Installation Steps



1) Double-click on the installation file and follow the installation instructions.

2) The system comprises two parts, the engine and the console. They can be installed on the
same computer host or separately on two different machines.

3) After the installation, run the Tuplnsight engine first and then the console for registration.

4) Since Tuplnsight is an eavesdropping program, no configuration of OutLook and/or

FoxMail consoles is needed.

1.4 Registering Tupinsight

After the installation, you can go ahead to register the product at www.tupsoft.com. The

evaluation copy will expire in 15 days and is limited to monitoring up to 5 computers.

1) Connect the console to the Tuplnsight engine to be registered.

2) Select Help from the main menu and open Registration.

Help (HY
Help (H) F1

Website (W)
Tips of the Day {23,

Reqistration (R...
Abouk TupInsight (&)

3) When the following window appears, select Input Registration Information.

x|
© Tuplnsight 3

Copyright [C] 2005-2006 The Tup Software Ltd.
hittp: A Asana bupsaft. com

zer Ma: 2h044
Lizenze: 5 Tnal
Reqiztration Date: 2005-6-17 [15daysz]

Input Reqistration [nfarmation [B]

4) Enter the user number and serial number in the corresponding field and press the OK

button.


http://www.tupsoft.com/

Input Serial Number x|

Izer Mumber: ||

Senal Mumber: I

k. [7] Cancel [H]

5) Click the OK button on the following window to display the license information.

Registration a Success ﬂ
L ] E Thank. wou Far using our products |
L

x|
© Tuplnsight 3

Copyright [C] 2005-2008 The Tup Software Ltd.
hittp: A feaana tupEaft, conm

dzer Mo 10001
Licensze: A0 The reqistered verzion

Reqistration Date: 2005-6-17

|nput B eqistration [nformation [E] Cloze [C]

6) If you have purchased an unlimited version of Tuplnsight, the window changes to the

following one.



x|
© Tuplnsight 3

Copyright [C] 2005-2008 The Tup Software Ltd.
hittp: A feaana tupEaft, conm

dzer Mo 10001
Licensze: Irlimited
Reqistration Date: 2005-6-17

|nput B eqistration [nformation [E]

7) Click the Close button to exit.

1.4.1 Upgrading to Unlimited Version

If you want to upgrade a product with limited licenses to an unlimited one, follow the similar

procedure of Registering Tuplnsight.




2 Operation Guide

When the host computer is turned on, the Tuplnsight engine will auto start. The Tuplnsight
console can be executed at any later time you want. The console is connected to the engine
via TCP protocol with the default data connection port number range 12881-12885. (They are

changeabile if conflict with your other programs.)

The Emails, webpages, and FTP files captured by the engine are transferred to the
console through a TCP connection. When logging on the console, enter or locate the IP

address or host name for the machine where the engine is installed.

Tuplnsight is based on the client/server architecture and allows multiple clients logging on
the server at the same time. A client identifies itself by its logon ID. Each operator (or user)
may have a different level of access privilege. Admin is the default system administrator with

full access and has authority to configure the system settings.

Server

I B

Client 1 Client 2 Client 3

Fig. 4. The client/server architecture and distributed management of data.

2.1 Starting Tuplnsight System

The system comprises an engine and a console. After the installation and restart, the



engine will run automatically without the need for a user to intervene.

You can also manually start the engine from Services in the Administrative Tools dialog

from the Windows Control Panel, as shown below.

4, Services =10l x|
File Action Yiew Help
& = [ EHE @2 e 0w

% Services (Local) Mame £ I Description | Status | Skartup Type :I
%Themes Provides u...,  Started Autaornatic
L TupInsightCaptureE., ., ek yp—— Autamatic
%Uninterruptible Pow... Man Manual
%Universal Plugand... Pro =t0p Manal
%Upluad Manager Man Pause Automatic
%'-.-‘u::lume Shadow Copw  Ma e tanual
%Webclient Enal Restolt Aukomatic
%Windnws Audio Mar Al Tasks » Autarnatic
%Windnws Image Ac,.. Prov | Manual
%Windnws Installer Inst RATE Manual
%Windnws Managem... Prov  Properties Autarnakic
%Windnws Tirne Mair Autarnatic J
%Wireless Zero Corfi... Pron_ 19R Aukomatic
@TWMI Performance &... Provides p... Manual b
4

Extended # Standard £

Start service TupInsightCaptureEngine on Local Compu | |

To run the console, Click on Start, All programs, Tupsoft Tuplnsight, and select

Console, as shown below.

: =
@ Tour Windows » JG) Microscft FrontPage

(L) Microsoft Qutlook

| Files and Settir
? Wizard

Micrasaft Ward

Microsoft PoverPaink

All Programs Tupsoft TupInsight
Adobe ImageReady 7.0
#dobe Photoshop 7.0

Windows Messenger

|E§E] ser Guide

| start




2.2 Connecting to the Engine

1) After starting the Tuplnsight console, you need to connect it to the engine from the
following logon window. By default, the server is Local, user name Admin, and password
blank (NULL).

Connect to TupInsight Engine - x
h |
DEI Enter ar locate |PAhost name far Tuplneight Endgine . Lagor (L]
=l Offline (0]
Server: IL':":E" j -
Setup [5]
Huast: I.-“-‘-.dmin Claze [C]
Faszwond: Il
[T Do not download

2) If the engine and console are installed on different host machines, in the Server field
locate/enter the IP address or hostname for the computer. The console can display IP
addresses in the drop-down menu by automatically scanning the whole LAN.

3) Click on the Setup button to select the date from which the captured data should be

transferred. By default, the console will fetch the data since last session.

Choose Log Date x|

................. Ok [¥]

Download since last zession. Cancel [M]

" Customize

[2005 628 =] | ooooo =5




4) Enter your user ID and password, and then click Logon. (If you are to backup/restore the
captured messages, also mark the box Do not download).

5) After successfully logging on, the main interface will appear.

6) If the Offline button is pressed, another logon window appears. This window, with the
default password also blank (NULL), is designed to prevent invalid users from viewing the

data.

Syztem iz locked.

To urlock, input the pazsword, and then click OF.

&
&

Host: I.ﬁ.dmin

Pazzwiord: I

k. [¥] Eancel []

2.3 The Main Interface

After logging on the console, the main interface displays the captured webpage messages
by default. You can switch to another monitoring action using the buttons in the action area on

the bottom left of your screen.



=10 x|

() TupInsight Console

File (E) Tools {T) Help (H)

. Bl e

Block Optionz

P

Search Host

El% Localnet @ | Title | Wiebzite | Tirne il
&i Default & MewsFactor Metwork - - Compa... v newsfactor com 2005-07-03 17:57:40
E‘W Group 1[£] P Pittsburgh Post-Gazette - ... www_post-gazelte.com 2005-07-03 11:43:37 _|
' E‘-ﬂ Host 2 (5] @ Hatch Magazine - Workp. .. www_hatchmagazine. com 2005-07-03 11:48:12

ﬁ [8] S Cr Mo nmimn P Sy, NNE N7 0 11 ..l?.l:illl

- [y Hostl 1] 4
w Group 2 weh: ey newsfactor.com  Subject: MewsFactor Metwaork - - Companies Crack Do on Employes
w Group 3 URL: hittp: & A, newwsfactar. comston. shtml Y story_id=36354
Sl Group 4 :I

Companies Crack Down on Employee E-Mail

June 14, 2005 6:32PMW —

| "E-mail is the worst way to communicate informatis
i| confidential, potentially embarrassing, extremely p
| could in some way harm you, your family, your frie
employer,” said Nancy Flynn, executive director of
Institute, a Columbus, Ohic-hased consulting firm.

webpage | Mal | Chat | Game | Customized | Flow | FTP |
'@ @ |Hew Message (2005-07-03 12:00:59): Hast 2 Webpage V.

10 messages, 5 unread |65. 189,136,231

If the engine and console are installed on the same PC, there will be four processes

running for the Tuplnsight system shown inside the Windows Task Manager, i.e.,

1) Tuplnsight.exe --- Tuplnsight Engine Process
2) TuplnsightService.exe --- Tuplnsight Engine Service Process
3) RAServer.exe --- Tuplnsight Database Service Process

4)

ACM.exe --- Tuplnsight Console Process.



E] windows Task Manager =10l x|
File oOptions Mjew Shut Down  Help
&pplications ~ Processes | Petrformance I Metwaorking I Isers I

Irmage Mame ser Mame CPU | Mem Usage =
RaServer.exe SYSTEM 06 10,224 K
TupInsightService,., SYSTEM an 1,712 K
agenksyr.exe Owner 1] 240K
WIMNWORDEXE Owner oo 23,4258 K
wualcl, exe Ciwner 1] 5, 140K
Spamaubtract.exe  Owner oo 2,845 K
IEXPLORFEXF Cuner o0 FL740K

|| ACM, Exe Cwner 3 21,940k | |
explarer.exe Owner oo 17,040k
kaskmgr.exe Ciwner 0z 4,304 K
hpgtrald,exe Cuaner oo 4,020 K
ccEvtMgr.exe SYSTEM uin} 3,172K
OPEPApD. ExE SYSTEM on 2532 K
rmkask, gxe Ciwner 1] 2,736 K
ALCRMMTR.EXE Owner 1] 3,160 K
omniSery,.exe SYSTEM uin} 1,656 K
MNavapsvi.exe SYSTEM oo 1,248 K
spoolsy, Exe SYSTEM oo 3,924 K LI

[~ show processes from all users End Process |

Processes: 38 |CPU Usage: 44% Commit Charge: 243M / 1230M

There will be also a Tuplnsight icon inside the Windows Toolbar, as shown below.

‘c:fj SR 193

2.4  Exporting/Importing Monitoring Settings

When upgrading the Tuplnsight system, the monitoring settings of the engine must be
exported and then imported again. The settings contain the information of hosts and

workgroups as well, and blocking and filtering configurations.
Before uninstalling the engine, the settings should be downloaded first:
1) Run the Tuplnsight console.

2) Open File from the main menu and select Backup Settings.

3) Enter the file name to be saved and then click OK.



After installing the upgraded Tuplnsight engine, the settings are restored by the following

steps:

1) Run the Tuplnsight console.

2) Open File from the main menu and select Import Settings from File.

3) Locate the file name to be restored and click OK.

2.5 Operator Administration

In the Tuplnsight system, the only default operator is Admin (the system administrator)

with full access. Additional operators can be authorized and are granted different levels of

access. Through the operator administration console, as shown below, operators are added or

deleted, passwords changed, and access rights modified.

Operator Console

—Operator List —Right
Admin = |:|§§g L
=
[ 4 Host1
[ 4 Host?
[ 4 Hostd
----- []4s Hostd
“-[] 4 Host10
- g WORKGROUPT
- g WORKGROUPZ
- g WORKGROUP3
- g WORKGROUP4
Operator: I
Fazsword: I
Add [A] | kadify [k] | Delete (D] | Authorize [B] Claze [C]

2.6 Customization



Monitoring online activities such as chat, game, or other definable online tools can be
customized by the user.

Customizing Chat Tools

In Tuplnsight, some chat tools such as MSN and ICQ are defined by default. You can add
more by the following procedure.

1) Right-click the mouse in the host tree list area and select Customize chat tool.

2) Add the tools to be monitored or modify/add their connection ports. (Most of the chat tools

nowadays allow multiple ports to be used for connections.)

Customize Chat Tool x|

Add Tool (&)

Delete Toal (O]

Cloze [E]

Add Part [Velete Part

Customizing Game Tools

The operation is similar to that of how to customize chat tools. Please refer to Customizing
Chat Tools.

Customizing Other Online Tools

The operation is similar to that of how to customize chat tools. Please refer to Customizing
Chat Tools.



2.7 Internet Access Control

Another important function of Tuplnsight is its ability to restrict online activities according
the user’s customization and lock up MAC (Media Access Control) addresses.

Restriction of web access: You can use Tuplnsight to set time schedules (Internet access
or specific online activities can be disabled at certain times of day for a host, group, or the
whole local network), block/filter URLs (web-sites) by user-defined keyword, disallow Email
servers, and regulate chat/game or customized tools.

Lockup of MAC addresses: You can use Tuplnsight to disallow the change of MAC and IP
addresses on the LAN. (Note: Lockup of IP addresses in a DHCP system will lead to the

network failure.)

2.7.1 Restricting Web Access

The restrictions are set only by the system administrator (Admin).

Block Options

gty Localnet PURL ) pail I Chat I Game I Eustamizedl Part I

@odw T

--w Group 1

: G 5 —Block Entirely

.w roup

-4 Group 3 [~ Block all URLs [whole Day =] e
el Group 4

—Block Selectivels

[ Black part of URLs [whole Day =] e
[Customized URLList ] E |

—FPermit Selectivels

[ Allow part of URLs [whole Day =] e
[Customized URLList ] E |

Clear &l Settingz [C] k. [7] Cancel [M]




2.7.1.1 Blocking/Filtering URLs (Websites)

There are three modes to block/filter URLs: Disallow/allow all the websites; disallow/allow
part of websites by user-defined keyword; and the combination thereof. For every

blocking/filtering mode you can set specific time schedules.

A URL block/allow list can be customized by Admin for a host, group, or the whole

network.

Compile URL List x|

One ling iz corezponding to a URL. Do not type the prefis “http 0K [¥]

'ou can input Myahoo.com' or M'yahoo' ingtead of Mwey yahoo com'

Cancel [M]

Open [O]... Save Az [5]..

| -

2.7.1.2 Blocking Emails

This blocking/filtering function can set rules such as what kind of Email tools, for instance,
FOXMAIL or OUTLOOK, are allowed and which mail server the host(s) can use for sending

and/or receiving mails at certain times of day.

The customizable mail servers consist of POP3 and SMTP servers. To locate the
addresses of specific POP3 and SMTP servers, you can lookup the corresponding websites
for details. For example, for yahoo.com the mail servers are pop.mail.yahoo.com and

smtp.mail.yahoo.com, respectively.



If there are several mail servers should be blocked, you must input them one by one.

Mailserver x|

M arme: I j
POP3 Server I Cancel [N] |

SMTF Server: I

Tip: The name of a mail server must be unigue .

2.7.1.3 Blocking Chat Sessions

You can define which chat tool is disallowed for a host, group, or the whole network by the

following procedure.

1) Right-click the mouse in the host tree list area and select Customize chat block.

2) Add the tools to be blocked inside the dialog window.

2.7.1.4 Blocking Game Activities

The procedure is similar to that of Blocking Chat Sessions.

2.7.1.5 Blocking Customized Online Tools

The procedure is similar to that of Blocking Chat Sessions.

2.7.1.6 Blocking Connection Ports

The availability of blocking at connection port level of Tuplnsight gives the system

administrator more flexibility for web access control.



2.7.2 MAC Lockup

To lock up MAC addresses, Tuplnsight views a host as invalid if it is not in the list
previously complied. Thus, whenever a new host is detected it will block the network
connection by IP conflict. Before you start the lockup, make sure all the hosts are in the list by

scanning the whole network.

Similarly, to prevent any host from modifying the IP address, Tuplnsight will ban the

network connection by IP conflict until the correct IP address is returned.

2.8 Host Information and Administration

Tuplnsight's simple and straightforward administration panel makes it easy for the user to

manage the data and information of hosts. It allows the user to do the following manipulations.

1) Managing workgroups

2) Modifying hostnames

3) Deleting hosts and workgroups

4) Exporting/importing host and workgroup information

5) Selecting hosts to be monitored.

2.8.1 Managing Workgroups

Tuplnsight simplifies the management tasks by dividing hosts into meaningful groups, and
you have the flexibility to select/combine hosts into different workgroups. Initially, Tuplnsight
automatically sets up a workgroup called “Default” containing all the hosts on the LAN, and
whenever a new host is detected, it will also add that host into the “Default.” The console
program can scan and automatically display the workgroups it has detected. To disable this
auto-add function, you can change the settings through the Group and Host Information

interface.

1) Creating a New Workgroup

You can set up a new workgroup manually by doing the following:



1. From the main menu, select Tools and then Host Info.

2. Enter a name for a workgroup and click on Add Group.

2) Transferring a Host to Another Workgroup

Whenever a new host is connected to the network, the Tuplnsight console scans

automatically and moves it into a workgroup where it belongs. You can also move manually a

host from one workgroup to another by doing the following:

1. From the main menu, select Tools and then Host Info.

Group and Host Information

—Host List Group Info
Elisd L‘Dcalnet r Delete all the hosts inzide Delete Braup
ﬁﬁ Default a group
El- Group 1
W v Mo auto-add Change Settings [1]
. - Host Move To (M)... F Drefaulk
Pobe e DSt — -
il Group 2 arouR
W Group 3 Group 3 fa
W Group 4 Group stem autormatically fetches and updates the host names.
FOrrCan alzo name or modify them manually .
Marme: IHDSt 2 IF Lack
Change Mame & Flag [k]
P |E5.189.136.231 tadify IP (1]
Highlight a hozt with the mouze, and then click "Delete
Hozt",
Delete Host [C]
Select Host [5]
Add Group [A] Cloze [E]
—Tip
Highlighting and right-clicking the mousze can move a host to anather workgroup, 'ou can zelect more hostz by wuzsing
CTRL key.

2. Highlight a host (or hosts using CTRL key) and right-click the mouse to select Move

to ...



3. From the sub-menu, select the destinated workgroup.

3) Deleting a Workgroup

From the Group and Host Information panel, highlight the workgroup to be deleted and
click on the Delete Group button. Before making the decision, make sure you want to delete
all the hosts inside the workgroup. To retain some, move them into the workgroup “Default”

first. The “Default” is un-deletable by default.

4) Disabling Auto-Add Function

From the Group and Host Information panel, mark No auto-add and click on the Change

settings button.

2.8.2 Modifying Hostnames

A hostname is the computer name corresponding to a specific IP address. By default, the
Tuplnsight console will automatically fetch the computer name for a host. Due to a great
variety of networking systems, the console might not get the name for some reason. If this is

the case, just rename the host corresponding to the IP address by doing the following:

Run the Tuplnsight console.

From the main menu, select Tools and then Host Info.

Highlight the host to be renamed and edit the name displayed inside the open field.
Click on the Change Name & Flag button.

o > NP

Mark the box Lock to disable auto-modification by the console in case it detects the

computer name later.

2.8.3 Deleting Hosts

1. From the main menu, select Tools and then Host Info.
2. Highlight the host to be deleted and click on the Delete Host button.

2.8.4 Exporting/Importing Host and Workgroup Information



The host and workgroup information can be reused when upgrading the Tuplnsight

system. Since the monitoring settings contain the information of hosts and workgroups, please

refer to the steps in Exporting and Importing Monitoring Settings.

2.8.5 Selecting Hosts to Be Monitored

By default, the Tuplnsight system will automatically capture all the messages sent and

received regardless of the hosts for the whole network. If you purchase a copy with limited

licenses, you might need to select the hosts to be monitored.

1. Run the Tuplinsight console, and logon and connect to the engine as the system

administrator.

From the main menu, select Tools and then Host Info.

3. Click on the Select Host button, and a window that looks similar to the following appears

on the screen.

Select Host to Be Monitored

—Other Hosts [1}

132.165.0100 [Server)

Refrezh [B] |

N

L

—Monitored Hosts [3]

Ok, [x] |

19216802 (Host ]
19216803 Hostd)
19216804  (Hostd]
19216805  (Hosts)
19216806 (HostE)
19216807  [Host7)
19216808  [Host]
19216809  (Hostd)
192168010 [Host10)

Cancel [M] |




4. Highlight the host and then click on one of the arrow buttons to transfer from one side to
the other.

5. When you are done, click on the OK button.

On the console, the monitored hosts are represented using blue icons, while the

unmonitored ones red icons.

2.9 Setting Up Systems

The system settings of Tuplnsight consist of two parts, the engine and the console, and

both of them are done through the console.

To set up the engine, you need to select a monitoring network adapter and choose a
password. You can also change the data retention period, define subnets, and configure
connection ports to be monitored. The console also needs password protection and

configuration such as how to mark a message read.

The monitoring adapter: Here, the monitoring adapter is the network card on the host
where the Tuplnsight engine is installed. The Tuplnsight system currently does not support
multi-adapter monitoring. Thus, if the host has two adapter cards for the internal and external

connection, respectively, you should select the one connected to the local network.

Subnets: The Tuplnsight can automatically do subnetting for a host based on the IP

address. If there are many subnets on the local network, you might need to define manually.

Connection ports to be monitored: If the Internet connection sharing is via proxy, you need

to configure the connection ports to be monitored, i.e., proxy ports.

Note: Only the system administrator has the authority to configure the system settings.

2.9.1 Configuring the Server

The configuration includes selecting a monitoring adapter, setting up a password, defining

subnets, and specifying connection ports to be monitored if the Internet sharing is via proxy



with non-default ports. For well known port numbers, HTTP: 80; FTP: 21; POP3: 110; and
SMTP: 25.
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The monitoring adapter: Here, the monitoring adapter is the network card on the host
where the Tuplnsight engine is installed. The Tuplnsight system currently does not support
multi-adapter monitoring. Thus, if the host has two adapter cards for the internal and external

connection, respectively, you should select the one connected to the local network.

Subnets: The Tuplnsight can automatically do subnetting for a host based on the IP

addresses. If there are many subnets on the local network, you might need to define manually.

Connection ports to be monitored: If the Internet connection sharing is via proxy, you need

to configure the connection ports to be monitored, i.e., proxy ports.



2.9.2 Configuring the Console

The configuration includes setting up a password, defining the refreshing time for new

messages, and specifying how to mark messages read.

1. Run the Tuplnsight console.
2. From the main menu, select Options to bring up the following window.
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Cancel [M]

3. By default, the console will mark messages read after displaying for 3 seconds and check
for new messages every 5 seconds.
4. To change the console password, enter the old and new one and then click on the Setup

button.



2.9.3 Subnetting

The Tuplnsight can automatically do subnetting for a host based on the IP address. If

there are many subnets on the local network, you might need to define manually.
1. Run the console and logon as the system administrator (Admin).

2. From the main menu, select Options to bring up a dialog window.
3. From the window, select Server, and then click on the Subnet button.

Define Subnets x|

IP Addresz | Subnet kazk | Delete 0]

£5.183.136.23 255.255.252.0

Cloze [C]

IPéddess | 0 . 0 .0 .0
Add (A |
SubnetMask: | 0 . 0 .0 .0

4. Define accordingly.

2.9.4 Specifying Connection Ports to Be Monitored

Generally, there is no need to setup connection ports to be monitored. If you are using a
non-NAT proxy server for Internet connection sharing, however, those proxy ports must be

specified.

1. Run the console and logon as the system administrator (Admin).
2. From the main menu, select Options to bring up a dialog window.

3. From the window, select Server, and then click on the Proxy button.
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4. Specify accordingly and finally click the OK button.

2.10 Managing the Data

Data management includes to preview, read, delete, save, backup, restore, search, and

filter messages and attachments.

2.10.1 Previewing Messages

The HTTP and Email messages can be previewed through the console.

From the host tree list (on the left of the main interface), select the host to be previewed.
Select one of the message boxes (HttpBox, InBox, or OutBox).

Click on the message to be previewed from the list on the upper right-hand corner.
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The message will appear inside the bottom right frame.

2.10.2 Reading Messages

Double-click to bring up a new window containing the message.



2.10.3 Deleting Messages

Message deletion includes to delete a specific message; all the messages inside a box

(HttpBox, InBox, OutBox, or FtpBox); all the massages for a host, group, or the whole network;
and history records.

1. Select the message, host, workgroup, or the whole network and then right-click the mouse
to bring up a sub-menu.
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2. Click Delete and then OK.

Use CTRL or SHIFT key for the multiple selection of messages from the list on the upper
right-hand corner, or use CTRL + A to select all.



2.10.4 Saving Messages

1. Select the message to be saved and right-click the mouse to bring up a sub-menu.

2. From the sub-menu, select Save.
3. Inthe new window, select a file path, enter a name, and then click on the Save button.
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2.10.5 Opening/Saving Attachments

If an Email message contains attachment(s), the attachment “paper clips” will appear as

the following.
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Click the one on the top of the preview frame to bring up the following window, and select
accordingly.
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2.10.6 Backing Up Messages

To archive the captured messages securely, you need to routinely backup the data. The
backup operation should be done when the console is not to download data from the engine.

Therefore, you should mark the box Do not download on the logon window at the beginning.

1. From the main menu, select File and then Backup Data.

2. Select the file to be backed up (.abf file) when the following dialog window appears.

x
The data will be backed-up inta a file. To delete the data, mark the box
% bz,

Chooze file: || _I

[~ Delete data after backup

Beqin [B] Cancel [C]

3. Optionally mark Delete data after backup.

4. Click on the Begin button to start the process.

Since the saving process may take several minutes (depending on the file size), just wait

patiently for it to finish.

2.10.7 Restoring Messages

To review the messages backed-up before, you need to restore them first. Similarly, the
restoration operation should be done when the console is not to download data from the
engine. Therefore, you should mark the box Do not download on the logon window at the

beginning.

1. From the main menu, select File and then Restore Data.

2. Select the file to be restored (.abf file) when the following dialog window appears.



Restore Data x|

EE- Restore data from file,

@
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3. Click on the begin button to start the process.

2.10.8 Exporting Messages

You can export the captured messages from the corresponding message boxes in the

format of Excel or Text files.
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2.11 Monitoring Chat Sessions

Tuplnsight shows information such as the host involved, chat tool used, time online, and

SO on.

Run the console and connect to the engine.
Select Chat from the action area on the bottom left corner.
3. Use the mouse to select a specific host or workgroup from the tree list, and the chat

session information will appear on the screen.



The number inside the brackets to the right of a host, workgroup, or the local network

indicates how many hosts are chatting online right now.

2.11.1 Looking Up Chat Log Files

Tuplnsight records hourly the log data such as the host involved, chat tool used, time
online and offline, and sent and received data sizes.
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2.12 Searching Messages

You can search Emails and webpages captured.

Email Search: Hit the Search button on the user interface to bring up the following window.
Type in all or part of a sender name and/or title, and then click on Search to display every
message that matches. By default, the search only shows the results of the day.
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Webpage Search: Hit the Search button on the user interface to bring up the following
window. Type in all or part of a sender name and/or title, and then click on Search to display
every message that matches. By default, the search only shows the results of the day.
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2.13 Filtering Messages

Tuplnsight will record all the messages, unless you instruct otherwise. Those instructions

are: 1) to neglect a specific host; 2) a specific website; and 3) a specific activity.

Note: Only the system administrator has the authority to configure the settings.

2.13.1 General Filtering Settings




By default, Tuplnsight will capture all the messages, unless you instruct otherwise. Select

the settings accordingly on the following window and then click on OK.
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2.13.2 Filtering URLs

By default, Tuplnsight will capture all the webpages, unless you instruct otherwise.

Compile a list of websites on the following window and then click on OK.
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Note: Do not type the prefix http://.
2.14 Technical Support

If you have any technical questions, please E-mail support@tupsoft.com.
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